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’) aes_ecb.py encrypt piano-20sec.wav out.wav 2B7E151628AED2A6ABF7158809C

Eenchmarks s

File encrypted successfully: out.wav

Encryption time: 44.0441 seconds

Total processing time (including I/0): 44.0462 seconds

File size: 3850.89 KB

Encryption speed: 87.43 KB/s

’) aes_ecb.py decrypt out.wav out2.wav 2B7E151628AED2A6ABF7158809CF4F3C
File decrypted successfully: out2.wav

Decryption time: 85.1089 seconds

Total processing time (including I/0): 85.1104 seconds

File size: 3850.89 KB

Fl|=||:|.-||:“—| Decryption speed: 45.25 KB/s

) aes_ecb.py encrypt seven—-nation-army.wav out.wav 2B7E151628AED2A6ABF71

|:I:ll'l'||:l-3|"iSI:I|'| 58809CF4F3C

File encrypted successfully: out.wav

Encryption time: 485.9267 seconds

Total processing time (including I/0): 485.9396 seconds
File size: 41064.00 KB

Encryption speed: 84.51 KB/s

) aes_ecb.py decrypt out.wav out2.wav 2B7E151628AED2A6ABF7158809CF4F3C
File decrypted successfully: out2.wav

Decryption time: 918.4220 seconds

Total processing time (including I/0): 918.4337 seconds
File size: 41064.00 KB

Decryption speed: 44.71 KB/s




Appendix B — Cipher Example

The following diagram shows the values in the state array as the cipher progresses for a block fl|cl|7c|5d| |al|78|10|4c| |al |78 |10 |4c| |4b|2c|33|37| |6d|11l|db|ca
teRgthanc.s, ey lengiiol J0IDyIes Cac (e, VD=0 and.ie=C]. 00/92]c8|o5| [63]4af|es|ds| [af|e8]d5|63][86]4alod|az]| [88]ob|£9]00
Input = 32 43 £6 a8 88 5a 30 8d 31 31 98 a2 e0 37 07 34 ° 6f|4c|8b|d5| |a8|29(3d|03| |3d|03|aB8|29||8d|89|f4|18| |a3|3e|86|93
Key = 2b 7e 15 16 28 ae d2 a6 ab £7 15 88 09 cf 4f 3c 55|ef|32|0c||fc|df|23]|fe||fe|fc|df|23]||6d|80|e8|d8||7a|fd]|41]|fd
The Round Key values are taken from the Key Expansion example in Appendix A.1.
26|3d|e8|fd| | £7|27|90|54| [ £7|27|9b|54| |14|46|27|34| |4e|5F|84]4e
Round  Start of After After At or Reuni B ; Oe|41|64(d2| |ab|83]|43|b5| [83[43|b5|ab||15|16|46|2a||54|5f|a6|a6
Number Round SubBytes ShiftRows MixColumns Value 2¢ 1 b7172 | 8b 311a9!40| 3d 4013d1311a9 b5115| 56| ds £f71col4f|dc
T T 17|7d|a9|25| | f0| ££|d3|3€| |3f|fO|£ff|d3||bf|ec|d7|43||0e|£3|b2|4f
5a |31 ae | f7
32:2 Zé;; 5al19]a3[7a| [be|da]0aldal [be|[d4a[0aldal [00]b1]54]fal [ealbs5][31]7¢F
. 41(49|e0|8c||83|3blel|64||3b|el|64|83||51|c8|76|1b| |d2|8d]|2b]8d
a0 9a 8823 42 |dc|19|04||2c|86|da|f2||d4a|f2|2c|86||2£]89|6d|99]| |73 |bal|f5]|29
i Lo il bl|1£[65|0c||c8|co|4d|fe]| |fe|c8|co|4d]| |dl|ff|cd|ea| |21|d2|60]|2F
e2 | 8d 2c| 39
2b | 2a bl| 39
ea|04|65|85||87|£2(4d|97||87|€2|4d|97| 47|40 |a3|4c| |ac|19]28]|57
— ; 83|45|5d| 96| |ec|6e|4c|90]| | 6e|4c|90|ec| |37|aal70|9f| |77 ] faldl|5c
35 | ea 5¢(33/98|b0| |4a|c3|46|e7||46|e7|4a|c3]||94|esa|3al42||66|dc|29]00
il f0|2d|ad|c5| |8c|d8|95|a6| |a6|8c|d8|95]| |ed|a5|a6|bc| |£f3]21|41|6e
6l |82
dd |2 eb|59|8b|1b| |e9|cb|3d|af| |e9|cb|3d]|af d0|c9|el|b6
Ziiz o 40(2elal|c3||09|31|32|2e||31]32]2e]|09 14 |ee|3f|63
£2(38]13/42||89|07|7d]|2¢c||7d|2c|89]|07 £9125|0c|0c
67 le|84|e7|d2||72|5€[94|b5| [b5|72|5F] 94 a8|89|c8|a6
T
0d 39|02 |dc|19
- output 25|dc |11/ 6a
= 840985/ 0b
63 6 1d| fb | 97| 32
c0




