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. Lightweight filtering close to the sensor
o Quickly reduce downstream data volume

. Reconfiguration
o Mask inputs/outputs
o Priority
o Base on monitor

. Global interface has minimal sideband
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Peripherals Base Address

packet_filter_0 0x0000
packet_switch_0 0x1000
frame_generator_0 0x2000
frame_generator_1 0x2400
frame_generator_2 0x2800
frame_generator_3 0x2c00
frame_receptor_0 0x3000
frame_receptor_1 0x3400
frame_receptor_2 0x3800
frame_receptor_3 0x3c00
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. Global AXIS interface has minimal signals
o Valid, data, last, ready
o Sideband is internal

. Fixed-weight round-robin

. Low memory footprint
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Ingress port i-1

___________________ enable|
Ingress port i i frame_buffer tdata, tvalid
tdata[15:0] Y E - 9w dilg bits rptr[11:0] rsen v |: g
tvalid input_fsm full - ethernet headers wptr[11.'0]' @veﬁ switch_requester N tread
tlast - keep track of K FIFO (2048x20) o : - match frame and y
frame S A ' sideband FIFO
- broadcast | " : T : - latch sideband
e s ! > : tlast
tready . activation signals )( . ® + |- drop frame when expired
: y frame_head[11:0] : - assert last when read
' ( e : >/ N \_ cursor hits next entry )
' e—>» dest_calculator dest[1:0], dest_yalid sideband_buffer ; I A ,
; \ J : - destination port i ren T |
: L—— : - FIFO head : ; tdest[1:0]
: ( - - packet length tdata, empty !
. —>|type_field_checker| |invalid.idst_mac .
'.‘ . | J— \_| FIFO (512x20) | J : )
invalid_type . drop t : .
Ingress port i+1
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. Modularity: can add complexity to
destination computation (standalone)

. Configurability: ingress masks, exposed
CSRs for statistics

. Generates internal sideband
o Destination
o Start pointer in buffer
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3 x valid&ready
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TYPE
- assert scan_frame
and scan_type_field

.




. Controllable FIFO cursors

sideband queue

not empty READ_SIDEBAND read valid
- read sideband
dest/pointer
INIT_FRAME_PTR

- set read pointer in

IDLE frame FIFO

A lscan_payload

. INIT_REQ
timeout - make first request
last frame written L increment timeout

(read pointer reaches company
the next frame) WRITE_FRAME g;anted
- read sideband :
L frame length
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avalon 3 ~
Register file
me_mory_mapped <—>0x01 egress mask
register interface = s

enable

ingress0_data[15:0] \
ingress1_data[15:0]
ingress2_data[15:0]

ingress3_data[15:0] :

ingress0_data[15:0] ™
ingress1_data[15:0]
ingress2_data[15:0]
ingress3_data[15:0]
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select[1:0

Egress0_index —>

ingressX_ready egress0 FSM geress0_valid, egress0_last
|

ingressX_valid, ingressX_last, RR schedule epress0_read

ingressX_dst €

Egress1_index

ingressX_ready ggress1_valid, egress1_last

ingressX_valid, ingressX_last, egress1 FSM [ geress1_ready
ingressX_dst RR schedule

Egress2_index
ingressX_ready

ingressX_valid, ingressX_last, egress2 FSM elgressz_valic , egress2_last

ingressX_dst RR schedule egress2_read -

A

Egress3_index
ingressX_ready

b

egrlesss_valid, egress3_last

t >
ingressX_valid, ingressX_last, egress3 FSM [ egress3_ready
ingressX_dst RR schedule
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Switch FSM and Arbitration

Until Ingress_dest match
I Ingress_Valid || Ingress_last

Next Pointer
Incremented

I Ingress_last

Valid Ingress &&
Ingress_Dest

IDLE
Grant Enabled
Round Robins Handles
through the Data
Ingress Ports Transfer
from
Selected
ingress
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address[7:0]

chipselect

clk

jress port tdata[15:0]

egress port tlast

eqgress _port tready

egress port tvalid

read

readdata[7:0]

reset

write

writedata[7:0] | [
byte counter[15:0]  (EEd

checksum(31:0] | [k

payload byte[15:0] Jocco

\
/

*

Register mapping

Byte / mode Name Meaning
ow Destination MAC Destination MAC byte
1w Destination MAC Destination MAC byte
2w Destination MAC Destination MAC byte
3w Destination MAC Destination MAC byte
aw Destination MAC Destination MAC byte
5W Destination MAC Destination MAC byte
6w Source MAC Source MAC byte
7w Source MAC Source MAC byte
8w Source MAC Source MAC byte

WNHFOIHFOFOUALAWNFOUL,WNRFEO

| |
| |
| |
| |
| |
| |
| |
| |
| |
9w | Source MAC | Source MAC byte
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |

10w Source MAC Source MAC byte
11w Source MAC Source MAC byte
12w Payload length Payload length byte
13w Payload length Payload length byte
14w Type field Type field byte
15w Type field Type field byte 1.
16W Inter-frame wait Cycles to wait between frames.
17R Checksum Payload checksum byte
18R Checksum Payload checksum byte
19R Checksum Payload checksum byte
20R Checksum Payload checksum byte

# K K KK KK KKK KKK KR EE KR KRR *

COLUMBIA |[ENGINEERING

The Fu Foundation School of Engineering and Applied Science



Signals
Time

address[7:0]
chipselect
clk
ingress port tdata[15:0]
ingress_port_tlast
ingress port_tready
ingress port tvalid
read
readdata[7:0]
reset
write
writedata[7:0] 00
dstcheck[7:0] 00
frame_counter[7:0] 00
inter frame wait[7:0] 00

checksum[31:0] 06060600

*

Byte / mode
ow
1w
2W
3W
aw
S5W
6w

* 7R

* 8R
* 9R
¥ 10R
*

*

% ¥ € ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

11R
/
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Register mapping

Name
Destination MAC
Destination MAC
Destination MAC
Destination MAC
Destination MAC
Destination MAC
Inter-frame wait
dstcheck
Checksum
Checksum
Checksum
Checksum

Meaning
Destination MAC
Destination MAC
Destination MAC
Destination MAC
Destination MAC
Destination MAC

Destination chec
Payload checksum
Payload checksum
Payload checksum
Payload checksum

byte
byte
byte
byte
byte
byte

k.

byte
byte
byte
byte

aWN O

D
Cycles to wait between frames.

WNM~O



. Assertion-based and sequences through

Verilator
o Assertions enforce interface
o Sequences abstract away AXIS
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« Verification structure

“Top”-level integration

'“3"‘:‘.‘: ,'::':' A /
____________________ G N
Ingress port i frame_buffer w i, vl
\ 2 o - raw data bits ; T
input_fsm full - ethernet headers vrv[;))ttrr[[1111.-(())]]' rﬁz;‘ a4 switch_requester Y\ trbad
- keep track of FIFO (2048x20) i : - match frame and 1
frame fraie stakiE | A ' sideband FIFO
- broadcast ) o | T Ly - latch sideband — 1
activation signals J( ® + |- drop frame when expired tyst
; y frame_head[11:0] ! - assert last when read
( o — >/ x | \_ cursor hits next entry )
¢—>»| dest_calculator jest{1:0], dest_yalid sideband_buffer : | A !
- J : - destination port N an T :
; - FIFO head :  toeyil:
( \ : - packet length {data, empty ;
—>type_field_checker | |invalid_dst_mac :
' \ ] > \_| FIFO (512x20) | J : )
D T > : Y
\ N invalid_type 1 [yrop t : @
e e -
Ingress port i+1 : :
! /
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Results - FPGA Testbench

. Sending packets to frame_generator, read checksum
from frame_generator and frame_receptor

BU 0 i £y,

MODPOST 1 modules

cC /root/src/packet-filter/packet-filter-sw/packet_filter.mod.o

LD [N] /root/src/packet-filter/packet-filter-sw/packet_filter.ko
root@del-soc:~/src/packet-filter/packet-filter-sw# make MODULE=frame_generator 0O
make -C /usr/src/linux-headers-4.19.0 SUBDIRS=/root/src/packet-filter/packet-filt
make[1]: Entering directory '/usr/src/linux-headers-4.19.0'

CC [M] /root/src/packet-filter/packet-filter-sw/frame generator 0.0

Building modules, stage 2. = u

MODPOST 1 modules

cC /root/src/packet-filter/packet-filter-sw/frame generator 0.mod.o

LD [N] /root/src/packet-filter/packet-filter-sw/frame generator 0.ko
nak(:[l]: Leaving directory j/usr/src/linux-headers-4.19.5' ¥
:ggtggzi:socf~/src/packet-f}lter/packet-filter-sw# insmod frame generator 0.ko
b :gg.~;::§;g:§te:~;1{ter/packet-filter-sw# insmod packet filter.ko

~S0C:~ et-filter/pa -fi - - .

Userspace progias ciactes /packet-filter-sw# ./hello
initial state: @
f
Checksum: 0x00000014
Userspace program terminating

root@del "Soc:~/src/packet-filter/packet - filter-swe |
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« Fmax

Fmax Restricted Fmax Clock Name
76.62MHz 76.62 MHz clock_50 1
1237.62MHz 717.36MHz

soc_system:soc_systemO

. Maximum output BW (w/o backpressure)
16 bits/cycle * 76.62 MHz
= 1225 Gbps = 153 MBps
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. Monitor values (from simulation)

Ingress Ingress  Transferred Ingress  Transferred

port packets packets frames  frames
0 12450 11550 100 100
1 9050 7350 100 100
2 17150 13550 100 100
3 14050 12750 100 100

. Also verified packet drop
Request is high from 658ns to 7842ns
(timeout of 512 cycles)
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. Waveform from simulation
o SFD to first egress request: 420ns to 658ns

=> 238ns, or 17 cycles

300 ps 400 ps

Time
clk=

reset =

Ingress
ingress_port_mask[3:0] o
ingress_port_0_tvalid =
Lngress_port_0_tready =
ingress_port_0_tlast =
ingress_port_0_tdata[15:0] =
Egress
egress_port_0_tvalid =

* testbench in picoseconds
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. Memory estimate from design document:

20/397 blocks (5%)

Total block Memory
bits

Total Pins

Logic Utilization (in
ALMs)

Total DLLs
Total Registers
Total RAM Blocks
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159,744 / 4,065,280
(4%)

362 / 457 (79%)

4,118 / 32,070
(13%)

1/ 4 (25%)
5556
20/397 (5%)



. More flexibility with filtering

. Complete integration: bring results for
the filter to the top-level

. FPGA-based testbench
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