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1. Introduction

1.1 Abstract

The VoIP Service Interoperability Implementation Agreement combimdesjfies and
complements existingtandards to provide a complete Internet telephoteyoperability
protocol. The foundation of the A is the use of H.323 for call establishmermiapadility
negotiation. Call signaling between service elements is handled via Q.931 as part of H.323,
with each service element providitge necessary conversion from its local endpoint
signaling tothe H.323/Q.931 backbon@otocol. Othertelephony specific requirements
such as the transfer and reproduction of DTdéfahave been added to providehigh
level of connectivitywith the traditional telephone infrastructure. Directsgyvices are
also a critical element of antérnet telephony system, ands@mething currentlynissing
from the baseH.323 spec. The/olP IA defines a comprehensiwdirectory andcall
management service callatle Call Management Agent System thaself integrates
existing directory services such as LDAP with nelynamic IP address resolution
mechanisms and provides an infrastructure for enhanced call management services.

To ensure interoperabilitthe VoIP IA specifies baseline requirements tladitservice
elements must adhere to, and also allows optional extensions for some parameters.

1.2 Purpose

Client PC and workstation software has emerged in the marketplace from multiple vendors
to support voice over the Internet.igiing software does natllow interworking between
different vendor'products as/oice coding,silence compression, addressing and related
functionsare notcompatible. Thepurpose ofthis specification is to provide common
functions that W allow productscomplying with this specificatioand its references to
interoperate.

It is the goal ofthis specification tosupport two-partyvoice and similar audio
communication®ver IP networks in a anner similaland compatible (via gateways) with
existingSCN (Switched CircuiNetwork) telephone calls. Evemttempthas been made

to utilize existingETF andITU protocolsand services. Interworkinga H.323 gateways

to SCN communications equipment is providedWhile only two-party service is
supported in this document it is anticipated that extensibility to multipoint communications
may be implemented ithe future in a ranner backward compatible with this document
and existing formal multi-point circuit mode conferencing standards.
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1.3 Baseline Interoperability Requirement Summary

1. All connections arenade usinghe H.323 / H.245 / H.228essiorprotocol suite (to
be expounded upon)

2. Connections are made over TCP/UDP/IP protocol layers.
3. RTP is used to encapsulate real-time traffic.

4. TheVolP RTPprofile RFC-xxxx isused to interpret thepecificusage of RTPThis
will include support for additional codec, silence and DTMF payloads.

5. VoIP clients and SCN gateways must support GSM 6.10 with RTP packaging.

6. SCN gateways must provide a signaling gateway betwedaddletelephonysignaling
system and the Q.931 signaling protocol used by H.323.

7. Call address registration and resolution is madethe Call Management Agent
protocol.

1.4 Terminology

Addressable: An entity onthe Internethaving aTransport Address.Not the same as
being callable. A client aserver is addressable acallable. Agatekeeper is adessable
but not callable.

Call (noun): Point-to-pointmultimedia communicatiobetweentwo Internet endpoints.
The call begins with the call setup procedure and ends wittathterminationprocedure.
The a@ll consists of the collection ofeliable and unreliable channelbetween the
endpoints. In case of interworking with some SCN endpoiistsa gateway,all the
channels terminate athe Gateway wherghey are converted to the appropriate
representation for the SCN end system.

CMA Sys Entity: Any CMA Sys component, including client(s) and server(s).
CMAP: Call Management Agent Protocol. The protocol between a CMAC and a CMAS.
CMA Logic: The computation performed by the CMA for a specific request.

Callable: Capable of being called as describedSection ??. Clients, Servers and
Gateways are callable, but Gatekeepers are not.

Caller: The entity initiating a call.
Called: The destination of a call.
E&M: Ear & Mouth signaling

Endpoint: An H.323 GatewayCMA client, LDAP server, or CMA Server. An endpoint
can call and be called. It generates and/or terminates information streams.

Gatekeeper: The Gatekeeper (GK) is an H.32%tity onthe Internet thafprovides
address translation and controls access to the network for H.&28inals and
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Gateways. The Gatekeepeay also provideother services tahe H.323terminals and
Gateways, such as bandwidth management and locating Gateways.

Gateway: An H.323 Gateway (GW) is an endpoint on the Intemleith provides for
real-time, two-waycommunications betwedn.323 Terminals orthe Networkandother
ITU Terminals on a widarea network, or to VolRlients. Other ITUTerminals include
those complying with Recommendationd.310 (H.320 on B-ISDN), H.320 (ISDN),
H.321 (ATM), H.322 (GQOS-LAN), H.324 (GSTN), H.324KMobile), and V.70
(DSVD).

H.323 Entity: Any H.323 component,including H.323 Termimals, Gateways,
Gatekeepers.

Information Stream: A flow of information of a specific medigpe (e.g. audio) from a
single source to one or more destinations.

Internet address: The network layer address of a H.3230MA Sys entity as defined by
the (inter)networKayerprotocol in use (e.g. an IP addres$his address is mappexhto
the layer one address of the respectigystem by some means defined in the
(inter)networking protocol.

Internet: An inter-network of networks interconnected laydges orrouters. LANs
described in H.323 may be considered part of such internetworks .

RAS Channel: Unreliable channalsed to convethe registrationadmissions, bandwidth
change, and statumessages (followingd.225.0) between H.328ntities or CMA Sys
entities.

Reliable Channel: A transport connection used for reliable transmission of an information
stream from its source to one or more destinations.

Reliable Transmission: Transmission of messages from a sender to a recesieg
connection-mode dat&ransmission. The transmission service guarantees sequenced,
error-free, flow-controlled trangssion of messages the receiver for the duration of the
transport connection.

Soft Link: A referral from one CMA to another.
Subscriber: An “owner” of a CMA. A subscriber can be a person or an organization.

Switched Circuit Network (SCN): A public or private switched telecommunications
network such as the GSTN, N-ISDN, or B-ISDN.

Transport Address: The transportlayer address of an addressabie323 entity as
defined bythe (inter)network protocduite in use. The Transport Address of an H.323
entity is composed dhe LAN address plushe TSAPidentifier of the addressable H.323
entity.

Transport Connection: An association established bytmansportlayer between two
H.323 entities for the transfer afata. In the context of H.323, a transpawhnection
provides reliable transmission of information.
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TSAP Identifier: The piece of information used toultiplex severaltransport
connections of thesame type on a singld.323 entity with all transportconnections
sharingthe same LANaddress, (e. g. thmort number in afCP/UDP/IPenvironment).
TSAP identifieramay be(pre)assigned statically by some international authorityayr be
allocated dynamically during setup of a cdllynamicallyassigned TSARIentifiersare of
transient nature, i. e. their values are only valid for the duration of a single call.

Unicast: A process of transmitting messages from one source to one destination.

VoIP: Voice over InternetProtocol. TheVolP Forum is the developer athis
specification

Well-known TSAP Identifier: A TSAP identifier that has been allocated by an
(international) authority that is in charge for thssignment off SAP identifiers for a
particular (inter)networking protocol and the related transport protocols -- (elg\NAe
for TCP and UDRortnumbers). This identifier iguaranteed to be uniquetime context
of the respective protocol.

1.5 Acronyms

CMA: Call Management Agent

CMAA: Call Management Agent Address. An address througich a given CMA can
be located and then accessed.

CMAS: Call Management Agent Server

CMA Sys: Call Management System

CMAC: Call Management Agent Client

CMAP: Call Management Agent Protocol
CS-ACELP: Conjugate Structure - Algebraic Code-Excited Linear Prediction
CT: Communication Terminal

CTT: Communication Terminal Type

CTA: Communication Terminal Address

CTAT: Communication Terminal Address Type
DTMF: Dual Tone Multiple Frequency

GSM: Global System for Mobile communications
IANA: Internet Assigned Numbers Authority
IETF: Internet Engineering Task Force

IP: Internet Protocol

ISDN: Integrated Services Digital Network

ITU: International Telecommunication Union
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IVR: Interactive Voice Response.

LDAP: Lightweight Directory Access Protocol
LAN: Local Area Network

PBX: Private Branch eXchange

POTS: Plain Old Telephone Service

PRI: ISDN Primary Rate Interface

PSTN: Public Switched Telephone Network
QoS: Quality of Service

RAS: Registration, Admission and Status
RFC: Request For Comment

RTP: Real-Time Protocol

TCP: Transmission Control Protocol
TSAP: Transport Service Access Point

UDP: User Datagram Protocol

Draft

VoIP97-008



VoIP97-008

1.6 References

Thefollowing references contain provisions whiate referenced ithistext. At thetime
of publication, the editions indicated were valid.

[1] ITU-T RecommendationH.225.0 (1996): "Media Stream Packetization and
Synchronization for Vsual Telephone Systems dwion-GuaranteedQuality of
Service LANs ".

[2] ITU-T RecommendationH.245 (1995): "Control ofcommunications between
Visual Telephone Systems and Terminal Equipment".

[3] ITU-T Recommendatiof.120 (1994): "Transmissiorprotocols formultimedia
data”

[4] ITU-T RecommendatiorH.320 (1995): "Narrow-band ISDN visual telephone
systems and terminal equipment".

[5] ITU-T Recommendationd.321 (1995): "Adaptation of H.320i80al Telephone
Terminals to B-ISDN Environments".

[6] ITU-T Recommendatioi.322 (1995): "Visual Telephone Systems aiiérminal
Equipment for Local AredNetworks which Provide a GuaranteeQuality of
Service".

[7] ITU-T RecommendatiorH.324 (1995): Terminal for Low Bitrat®ultimedia
Communications".

[8] ITU-T Recommendation H.310 (1996): "Broadbandlio-visual communications
systems and terminal equipment".

[8] ITU-T Recommendatio.931 (1993):'Digital SubscribeiSignalling System No.
1 (DSS 1) - ISDN User-Network Interfad¢eayer 3 Specificatiorfor Basic Call
Control".

[10] ITU-T Recommendatio®.932 (1993)"Digital SubscribeiSignalling System No.
1 (DSS 1) - Generic Procedures for the Control of ISDISupplementary
Services".

[11] ITU-T Recommendatio®.950 (1993)"Digital SubscribeiSignalling System No.
1 (DSS 1) - Supplementary Services Protocols, Structure, and General Principles”.

[12] ISO/IEC 10646-1 (1993)Information Technology - Universal Multiple-Octet
Coded Character Set (USC) -- Part I: Architecture and Basic Multilingual Plane".

[13] ITU-T Recommendation E.164 (1991) “Numbering Plan for the ISDN Era”.
[14] IETF RFC 822 <email address format>

[15] IETF <> <LDAP related documents>

[16] X.500 related documents

[17] X.509 certificate documents
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[18]
[19]
[20]
[18]
[19]
[20]

[21]
[22]

[23]
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SSL/PCT documents

H.323, RAS related documents

GUID, Microsoft

RFC 1889

RFC 1890 "RTP Profile for Audio and Video Conferenwéh Minimal Control"

ITU-T Recommendation H.323 i8ual Telephone Systems And Equipment
For Local Area Networks Which Provide A Non-Guaranteed Quality Of
Service"

GSM

ITU-T Recommendation G.729 "Coding Of Speech At 8Kkbit/s
Using Conjugate-Structure Algebraic-Code-Excited Linear-Prediction (CS-
ACELP)"

ITU-T Recommendation G.764 "Voice Packetization - Packetized Voice
Protocols"
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2. VoIP Operational Environment

2.1 Physical VoIP network elements

W]
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Telephone Public Switch GateWay LDAP Server

7

PC CMAS

]
]

2.2 Logical Voice Service Modules

LDAP VolIP Client
Server CMAC .
VOIP H.323
CMA Telephony
Server GateWay
CMAC .
SCN Network
(POTS)
VOIP H.323
Gatekeeper
POTS User

2.3 Internet/LAN telephones

Internet telephones aterminals capable of usirthe entire Voice over IP stack. Each
terminalmay beseparately addressederminals vill include personatomputersspecial-
purpose telephone sets. Audiommunications betweethe user and theerminal may
occurvia sound cards in personal computersviar special-purpose hardware adapting
telephone sets to the VoIP operating environment.
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2.4 Directory Servers

Directory Servers provide the function to map user names to IP addresses on a Voice over
IP network, as well as provide functions for users to negotiate for call services.

A Directory Service takes as inputhame or name®r someone, and returnssat of
attributes which have been previously stored in the directory for that person. The directory
only returns what hadeenstored; it does naignificant computation on the stored
information, nor does itmake anyguarantees that informatiaeturned is current. The
primary purpose of the directory is to ascertain whether a particular person is registered,
and whether thestored information representshe terminal or person with whom
communications is desired.

A Rendezvous Service takes as input an unambigdeunsfier for a correspondent (i.e. it
refers to exactlpne registered user - ggbly returnedpreviously by a directorjookup),
and returns currenhformation about the user's current address(ps@ferences about
how to be reached (I-Phone, PSTN, cell phore@ce mail, etc), and pasibly other
dynamically changing informationcomputed by the location servicdlote: unlike a
directory, a location servicenay bemodeled as an agemthich sits actively on the
network and acts on a user's behalf even when the user is unavailable.

2.5 PSTN gateways

Giventhe global deployment oPOTSterminals, interaction with legagyetworks vill be

an important element of a Voiceer IP networks. Users on the Voice over IP network
may address users on the PSTNvare versavia VolP-H.323 gateways. Gateways may
connectdirectly to the PSTNusing telephonyprotocols ormay connect to private
networks via PBX's. Gateways may be embedded in PBX'’s or be stand-alone equipment.

Gateways \ll also enable phone to phone conversat@rabling a long distance
conversation to be routed via an TCP/IP network.

Detailed information on the gateway reference model is availaBlenax A

2.6 Sample Call Setup

A quick overview of how thalifferent VolP protocols work together #ustrated by
following step-by-step a sample call setup between two Internet telephones:

<diagram and setup list to be included>
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3. VoIP Stack Overview

| Presentation | | Addressing
Basic Agents
H.323 Protocol Stack CMA Framing LDAP
UDP - Unreliable TCP
Transport Reliable Transport

Network

Link

Physical Layer

Figure 2 shows the overall stack used by Voice over IP network element

3.1 Presentation Layer

Within the context of VoIP, the predation layerinterprets thesyntax ofall transferred
speech and 'in-bandbntrol data. Inthis context, in-band refers twontrol mechanisms
which are eithertraditionally carried withinthe voiceband (i.e. DTMF digits) or are
eventswhich should be synchronized wittansmitted speech packets (i.e. comfmise
parameters). Semantically, the presentation layer consists of two major components:

1. RTP payload type definition
2. Payload transfer syntax for each payload type

All dataand in-bandcontrol packets arbandled asRTP payload.Both statically and
dynamicallyassigned payload typese used tdifferentiate between traffic type¥olP
uses current statidefinitions (as defined inRFC1890) whenever possible, aassigns
dynamic payload types for payload specific to VolP.

Annex B gives the mapping of RTP payload type indices to payload types.

3.1.1 Encoded Speech

Voice over IPelements involved in voice coding & decoding must incladpport for
GSM 6.10 as theaseline oder. GSM 6.10 iassigned static payload type 3Defining a
baselinecoder does noimply that it isthe bestpossiblecoder - itmerely defines one
which is widely availablendimplementable on a wide variety pfatforms. Other coders
mayalso be used - several G seeslershave already been assigned static payload types
as part of RFC1890, and others may be assigpeamicpayload types in futureevisions

of this IA.

Annex C describes the bit order and the way of packaging GSMigta@nation inVolP
voice payload.
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Annex D is a place holder for the transfer syntax of other codecs' voice payloads.
3.1.2 Voice Activity Detection

3.1.2.1 Introduction

Voice Activity Detection (aka Speech Activity Detection, Digital Speech Interpolation and
Silence Deletion) is an effective tool for reducing dag¢a throughput of speech channel.
This IA introduceghe definition of a 'noisetoder RTPpayload type that allowthe use

an alternate encoding method durdegected periods d@ilence. This 1Adoes nospecify

how to detecsilencenor how to reconstrucuitable noise samples tie receiving end,

but describes options for transmission of silence parameters.

3.1.2.2 VolIP Speech / Silence Indication Mechanisms
Two methods can be employed by VoIP to indicate speech/silence conditions:

3.1.2.2.1 Silence Indication Via Receive Underrun Conditions

The simplest silence indicatiomethod is simply tostop transnssion of packetsduring

silence and use the ensuing underrun condition at the receive end to indicate silence. Noise
characteristicsnay then be derived fronthe previously received signal during probable
periods ofsilence(i.e. a period of hangover at the end of speech bursts). Unfortunately,
this methoddoes notallow discrimination betweersilence and transmissioarror
conditions that might alscause underruns. It also preclu@ey updates to noise playout
parameters during a silent period.

3.1.2.2.2 Silence Indication Via Explicit Notification

Silence may also be indicated by sending or more packetntaining noise parameters
during silence periods. Thagpproach uses the RTRyload type transition from a speech
coder to an alternataoise'coder to indicate thepeech to silencegansition, andallows
multiple packets of the alternate 'noise' coder type to be sent during a given silent period.

This VolIP IA has defined onlpne of anumber of possible noise information transmission
schemes. This scheme, based@ii64 absolut@oiselevel indexing,has been allocated

the dynamic RTP payload type120. This method transmits absolutevel noise
information in a single byte payload, which should be transmitted immediately after the last
speech packet of a speech bukgiditional noisepackets with updates to tmeiselevel

may be sent during long silence periods if desired.

Other noise information transmission schenmeay beincluded inlater versions of the
VoIP IA and assigned to other dynamically allocated RTP payload types.

Redundancy of noise informatiopackets is notconsidered important in the G.764
method, as the loss @ibise informatiornpacketswill, in the worst casegause nothing
more than a default to the 'Silence Indication Via Receive Underrun Conditions' case.

For baseline compatibility, receiversiust atminimum throw away silencepackets of
payload type 120 without causing a functional disruption in other aspects of operation.
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Annex E describeghe bit order and packaging of5.764 silence information a¥olP
payload.

3.1.3 DTMF Digit Carriage

Methods for DTMF digit carriage are still under investigation. The following is a proposed
method for this carriage, but may be changed in later versions of this IA.

3.1.3.1 Introduction

Although call setugignaling will becarried usingQ.931 as part of the H.3ZBamework,
there is an additional requirement for the carriage of in-s@mlingsuch as DTMF after
call setup. Vith coders ofsufficient quality,thesesignals can bearried as a voicsignal
and interpreted properly by far-end decoding equipmew bit-rate coders, however,
may cause enough degradation in theggals tocause misinterpretation by decoding
equipment.For these coders, an out-of-basignaling transfer syntax using separate
dynamicallyallocated RTP codec typmn be used to indicabe-band signalingevents to
VoIP end-point equipment. Further study is required to determwinieh low bit-rate
coders will explicitly require this method for reliable DTMF carriage.

Out-of-band DTMF packets are assigned dynamic payload type 121.

This IA does notspecify anymethod for thanitial detection of said eventsor does it
specify the manner in whichthe out-of-bandinformation is reinserted athe VolP
endpoint.

3.1.3.2 Signaling Architecture

The generaVolP signalingarchitecture is based on a Q.931 backbammning between
end-points, with conversion of locsaignaling semantics tQ.931within eachend-point.
Physical interfaceand associatedignaling scheme.g. pulse dialing,PRI) have local
significance only - thipreserves the any-to-asgnnectivitynature of VolP.This concept

is illustrated by example in Figure Here, both the Internet telephone and gateway
service elements provide termination of their losggnaling format and semantic
conversion to the Q.931 backborferoviding any-to-any connectivity also precludes
concepts such as CAS??telemetry.
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Local Signaling Q.931 Backbone Local Signaling
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Figure 1 VolIP Signaling Connectivity

Similarly, once a connection is established Q.931,in-band signalingeventsmay occur
that need to be handled in a similar any-to-any connectivity fashion.

3.1.3.3 Rationale for Out-of-band Carriage of 'In-band’ Signaling

There aretwo principal reasons to carry certasignaling elements as a distirait-of-
band message type:

1. Signaling elements which have global utilijnd meaning but have no carriage
mechanism within Q.931.

2. Signaling elements traditionallgarried in-band as voicdata butwhich may be
adversely affected by low bit-rate coding.

3.1.3.4 Design Highlights

3.1.3.4.1 Encode the Edges of Digit On and Off with 20ms Window

The purpose o$endingboth the On an®ff event is to suppoibng digit duration and
allow the dutycycle to be faithfullyre-producedwith 1ms time resolution. Th20ms
Window constrainghe maximumOn/Off transitionrate to be no fastehan 20mswhich
should be quite adequate for both thamimal guardtime and digit on time. This also
eliminates the need to negotiate the digit On/Off time.

3.1.3.4.2 Overlapped Packet with Triple Redundancy

The DTMF packepayload carrieshe previougwo 20 mswindows of DTMF activity as
well as the current 20 ms window for a triple redundancy scheme.

3.1.3.4.3 Signal Level Encoding

This minimizesthe amplitude hits ifthe first portion of thedigit gets sent through the
vocoder.Unlessextradelay is applied téhe voice versudigit detection logiend-to-end,

its very likely that aportion of adigit will be encoded angynthesized byhe vocoder
before thedigit relay scheme can kick in. the vocoderas highfidelity with DTMF

digits, then a great amplitude discontinuity between the vocoded versus relayed digit could
be interpreted by some DTMé#etector as a gawhich will decode oneligit as two.
Therefore, transmitting th@gower measurement fronthe detectorside to the re-
generation side can allothe relayed digit to approximatte level asgenerated by the

Draft 16



VoIP97-008

vocoder. Theencoding ofdetectedevel also preserves theelative power between the
DTMF level and the voicdevel. The receive side can alwaghoose to ignore thievel
and use a locally configured level for the DTMF synthesizer.

This also eliminates the need to negotiate the generation level.

3.1.3.4.4 Digit Type Encoding

This encodeshe On versu©ff Edge for DTMF and alsallows an extension tother
digit type.

Annex F describesthe bit order and packaging of DTMF digit information asolP
payload.

3.2 User to User Session and Transport Protocol

The Session an@iransportiayer will provide the User to User and User to Gatewall
setup anddata carriage. The above limsed onlTU-T H.323 and the relevant RTP
transport protocotlefined inH.225. Specific implementation details tie H.323 and the
relevant RTP profile will be discussedAnnex H

3.3 Transport Layer

The Transport layers discussed in the scope of this document aséatble transpd, the
TCP/IP, and the non-reliable transport the, UDP.

3.4 Network Layer

The Network layer discussed in the scope of this document is the TCP/IP suit of protocols
as defined in......?72.
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3.5 Link Layer & Physical layer

These layer functionare out of the scope othis document Howevehoselayers must
provide necessary bandwidgrror performance and latendgr the proper operation of
the VolIP endpoints.
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Table 1 - Compressed/Uncompressed RTP bit rate (bps) and
frame size (frame sz), vs. number of GSM frames per packet.

Actual transmitted data over the modem
frames per| packets packet + Uncompressed Compressed
Processing
packet per sec delay (ms) | frame sz actual bps | frame sz  actual bps
GSM-RTP Packaging 1 50.00 50 80 32000 43 17200
2 25.00 70 114 22800 76 15200
Coder params: 3 16.67 90 147 19600 110 14667
Frames/sec: 50 4 12.50 110 180 18000 143 14300
Bits/Sec 13200 5 10.00 130 214 17120 176 14080
Delay(ms) 30 10 5.00 230 380 15200 343 13720
25 2.00 530 880 14080 843 13488
(Bits/frame) 264 50 1.00 1030 1713 13704 1676 13408
GSM - MS Packaging
(Even frames per packet) 2 25.00 70 113 22600 75 15000
Coder params:
Frames/sec: 50 4 12.50 110 178 17800 141 14100
Bits/Sec 13000
Delay(ms) 30 10 5.00 230 375 15000 338 13520
(Bits/frame) 260 50 1.00 1030 1688 13504 1651 13208
G.723-5.3 1 33.33 75 67 17867 30 8000
2 16.67 105 87 11600 50 6667
Coder params: 3 11.11 135 107 9512 70 6223
Frames/sec: 33.3333333 4 8.33 165 127 8467 90 6000
Bits/Sec 5300 5 6.67 195 147 7840 110 5867
Delay(ms) 45 10 3.33 345 248 6614 210 5600
25 1.33 795 549 5856 511 5451
(Bits/frame) 159 50 0.67 1545 1051 5606 1013 5403
G.723-6.3 1 33.33 75 71 18934 33 8800
2 16.67 105 95 12667 57 7600
Coder params: 3 11.11 135 119 10578 81 7200
Frames/sec: 33.3333333 4 8.33 165 142 9467 105 7000
Bits/Sec 6300 5 6.67 195 166 8854 129 6880
Delay(ms) 45 10 3.33 345 286 7627 248 6614
25 1.33 795 643 6859 606 6464
(Bits/frame) 189 50 0.67 1545 1240 6614 1203 6416
G.729 1 100.00 30 57 45600 20 16000
2 50.00 40 67 26800 30 12000
Coder params: 3 33.33 50 77 20534 40 10667
Frames/sec: 100 4 25.00 60 87 17400 50 10000
Bits/Sec 8000 5 20.00 70 97 15520 60 9600
Delay(ms) 20 10 10.00 120 148 11840 111 8880
25 4.00 270 299 9568 262 8384
(Bits/frame) 80 50 2.00 520 552 8832 515 8240
PPP stuffing Packet Overhead: Uncompressed Compressed
overhead PPP 6 5
IP 20
1.01 UDP 8
RTP 12 2
Header
Refresh 0 2
Total 46 9
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4. Call Management Agent

4.1 The CMA System

4.1.1 Overview

The @ll managementagent system provides intelligent, communicaticeerminal
independent all managemenservices. It is an essential link in providitige @ll setup
informationfor Internet based telecoservices including IP t&?, SCN to IP, IP to SCN,
and SCN to SCNcalls. This includes managingpe variouscommunication terminal
addressésof a givenperson or organization, thability to provide the variouslynamic
mappings between addresses to allalivcombinations of calls, andhe ability to
intelligently route calls according to agent based logic. Tlolowing scenario with the
accompanying diagram portrays the underlying concept.

Suppose Jack has three communication terminals - a home phone, a business phone and an
IP phone. During working hours, he waialt calls to berouted tohis businesphone.

When he’s ahome, he wantall calls to berouted tohis home phonebut calls from Joe

to be routed tdis laptop based IP phonAlas, Jack hasnly a dialupaccount at an ISP.

This means héoesn’thave a fixed IPand it might bethe case that hisn’t online at a

given time. In this case, he wants Joe’s calls to be routed bmme phone number. Jack

would “inject” this logic (0), along witlihe list of communication terminals rgipports

into his CMA, so the CMA will be able to perform the call routing accordirgbw, Jack

can be accessed by these various communic#timugh a singldogical address, his

CMAA.

Now suppose Joe, an fhone user, wants to call Jack. Suppose Joe does@tlack’s
CMAA. He would thus first consult a white pages directory service, to get the CMAA (1).
Now his IP phone would contachis own CMA andrequest it to contact Jack (2). Joe’s
CMA will now locate Jack’s CMA, andontact it,identifying itself asJoe’'s CMA (3).
Jack’s CMA wil now perform the computation according to kbgic previously injected
into it. If Jack’sonline, it wil reply with the current IP address of Jack’s IP phone.
Otherwise, it Wl provide Joe’s CMA withthe E.164 telephonaumber which W be
resolved to the appropriate IP address of the telephony gateway to call out from.

1 This includes the resolvirdynamic IP addressewhich are typically used by dialup Internet subscribers
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White Pages|
Service

» 11f needed, consult white pages|to
\ getJack’s “Call Management
“JAgent Address”

Call Mgmt Server

Jack’s Client
Jack’s Agente]

0 Initially, Define the agent
profile. Periodically notify the
agent about dynamic informatio
such as current location orcurrent
IP address.

Call Mgmt Server

Joe’s Agent]

Joe’s Client '

2 Ask own agent to setup the call,
or directly access Jack’s agent

3 Ask Jack’s agent to get Jack’s
current “location”. Jack’s agent
consults Jack’s set of rules,

and decides (according to caller
id, time of day, Jack’s current
location....) where to route Joe’s
call to.Joe might be redirected to
another agent.

Figure 4-1 CMA System Sample Scenario
Giventhe neededall setup information, Joe’s IP phone can nal the remotegerminal

(Be it a telephony gatewawhich in turn will call Jack’s home telephon@.g.,E.164)
number, or Jack’s actual IP phone address) directly.
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4.1.2 System Operating Environment

The initial implementation of CMA system supports point-to-pointommunications.
Interworking via H.323 gateways to SCN (Switch&ircuit Network) communications

equipment is provided. Thisperating environment is termetie VOIP Operating
Environment.

VolIP Client,

LDAP CMA
Server Server
IP Cloud

VolP VolP
H.323 Gateway H.323 Gatekeeper

Figure 4-2 The Operating Environment
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4.1.3 Terminology

Call (noun): Point-to-pointmultimedia communicatiobetweentwo Internetendpoints.
The call begins with the call setup procedure and ends wittathlerminationprocedure.
The a@ll consists of the collection ofeliable and unreliable channelbetween the
endpoints. In case of interworking with some SCN endpoiistsa gateway,all the
channels terminate athe Gateway wherghey are converted to the appropriate
representation for the SCN end system.

CMA: Call Management Agent

CMAA: Call Management Agent Address. An address througich a given CMA can
be located and then accessed.

CMAS: Call Management Agent Server

CMA Sys: Call Management Agent System

CMA Sys Entity: Any CMA Sys component, including client(s) and server(s).

CMAC: Call Management Agent Client

CMAP: Call Management Agent Protocol. The protocol between a CMAC and a CMAS.
CMA Logic: The computation performed by the CMA for a specific request.

Communication Terminal (CT): A terminal is an endpoint othe Internet or SCN
which provides for real-time, two-wayommunications withanother Terminal, or
Gateway. This communicatiamay consists of controlindications, audio, and/afata
between théwo terminals. A terminamay provide indications only, speech only, speech
and data, or any combination.

CTT: Communication Terminal Type
CTA: Communication Terminal Address
CTAT: Communication Terminal Address Type

Endpoint: An H.323 GatewayCMA client, LDAP server, or CMA Server. An endpoint
can call and be called. It generates and/or terminates information streams.

Gatekeeper: The Gatekeeper (GK) is an H.32%tity onthe Internet thafprovides
address translation and controls access to the network for H.&28inals and
Gateways. The Gatekeepeay also provideother services tahe H.323terminals and
Gateways, such as bandwidth management and locating Gateways.

Gateway: An H.323 Gateway (GW) is an endpoint on the Intemleith provides for
real-time, two-waycommunications betwedn.323 Terminals orthe Networkandother
ITU Terminals on a widarea network, or to VolElients. Other ITU Terminals include
those complying with Recommendationd.310 (H.320 on B-ISDN), H.320 (ISDN),
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H.321 (ATM), H.322 (GQOS-LAN), H.324 (GSTN), H.324Mobile), and V.70
(DSVD).

H.323 Entity: Any H.323 component,including H.323 Termimals, Gateways,
Gatekeepers.

Internet address: The network layer address of a H.3230MA Sys entity as defined by
the (inter)networKayerprotocol in use (e.g. an IP addres$his address is mappexhto
the layer one address of the respectigystem by some means defined in the
(inter)networking protocol.

Internet: An inter-network of networks interconnected laydges orrouters. LANs
described in H.323 may be considered part of such internetworks .

IVR: Interactive Voice Response.

RAS Channel: Unreliable channalsed to convethe registrationadmissions, bandwidth
change, and statusessages (followingd.225.0) between H.328ntities or CMA Sys
entities.

Reliable Channel: A transport connection used for reliable transmission of an information
stream from its source to one or more destinations.

Reliable Transmission: Transmission of messages from a sender to a recedieg
connection-mode dat&ransmission. The transmission service guarantees sequenced,
error-free, flow-controlled trangssion of messages the receiver for the duration of the
transport connection.

Soft Link: A referral from one CMA to another.
Subscriber: An “owner” of a CMA. A subscriber can be a person or an organization.

Switched Circuit Network (SCN): A public or private switched telecommunications
network such as the GSTN, N-ISDN, or B-ISDN.

VOIP Environment: The system of Communications Termin&syvers, Gateways and
Gatekeepers for communication over IP networks and interconnection to the SCN.
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4.2 CMA System Architecture

4.2.1 Overview

The CMA system is based tiaving a CMAfor each subscriber tihe system. The CMA
manages incomingnd outgoingcalls on behalf othe subscriberf-or example, incoming
calls can be automaticallyouted to agiven communications terminal or rejected
altogether according to caller id, time of day and the location of the callee.

The following diagram illustrateghe relationship betweethe various components of the
system: A CallManagement Agent Server (CMAS$Jhich manages @roup of Call
Management Agents (CMA’s), anslhich can be acssed byCall Management Agent
Clients (CMAC’s) using the Call Management Agent Protocol (CMAP).

CMAC

/ CMAS

CMAC
CMAP

\ CMAC

Figure 4-3 CMA System Components

The CMAC'’s accesshe CMAS inorder to interacwith the CMA’'s managed by the
server. Interaction with th€MA's is for the purpose otonfiguring the CMA or for
askingthe CMA to perform some service. It is importantriote thatevery CMAS also
contains a CMAC component to be able to access other CMAS's.

The following sections define the various components of the system in detail.
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4.2.2 CMA

A CMA is the agentwhich manages$oth outgoing callsfrom andincoming callsa
subscribersset ofcommunication terminals. The terrmanagé in this context refers to
knowing thelist of the communication terminalthrough which this subscriber can be
accessed, along with relevant attributes such ascah@munication addresses - And
applying some logic to perform decisions as which devices taroute calls to given
various input parameters such as dadler id, the time of day,the accessibility of the
callee through a given communication terminal, and s@orth. Typically, the
communication terminaiddresses would be IP addresses of IP phones, SCN #'s, Pager
#'s, etc. A subscriber could have ltmple communication terminals dhe same type
(Such as several phone numbers).

A given CMA is mainly associated with the following elements:
*» A CMAS, where it resides.

* At least oneCMAA which isused toglobaly uniquely identifyit, and to locate the
server where it resides.

* A list of communication deviceghich it manages, along with their varicaigributes
which could bedynamic.

 Call management logicwhich is used by the agent to compute tehich
communication devices tooute thecaller to given variouparameters such as the
caller’s id,the time of day,the current location of theallee, etc.The way the call
management logic and its accompanying data is “injected” into a given agent is
beyond the scope of this specification. It will be defined by a subsequent VoIP
specification at some future timeframe.

To contact asubscriber, one need’'s tmntact the subscribe CMA (Either directly or
through the originator’'s own CMA)dentify oneself(to a controledlevel, asone nght
like to be anonymous), and ask for the (setcofhmunication terminahddress(es) one
can use tocontact thesubscriber. The resuhight beone or morecommunication
terminal addresses taall, or a referral to another CMAone should continughis call
setup procedure with.

In some cases, omaight ask to communicate witthe remotesubscriber on @pecific
type of communication terminal. This could deother (optional) input parameter to the
callee's CMA that would be entered when the call is originated.

2 Of course, a CMA can be associateith other entities, such as amganization For sake of simplicity, we shall
refer throughout the document to CMA'’s as belongingeraon
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POTS Phone

CMA ){ Internet Phone

Cellular Phone

Pager

Voice Mall

Figure 4-4 The CMA manages multiple communication terminals

The methods and information exposedityy CMA entity arespecified in detail in section
4.5.

4.2.3 CMAA

A CMA is provisioned withat leastone CMA address -lts CMAA. A CMAA is a
globally uniqueaddressvhich isused to locate th€MA throughout the Internet (That is,
locate the CMAS where thgpecific CMA residest) to beable tointeract with it. A
subscriber tahe CMA system can ushis CMAA as asingle, logical communication
address,maskingthe details ofthe actualcommunication terminalised. The need for
multiple CMAA addresses arises when confronted Wit constraint to provide both
Internet friendlyand dialpadriendly addressesGiventhese parameters, both RFC 822 e-
mail and E.164 CMAA types are defined as part of the standard.

Please note the following regarding the E.164 CMAA:

* It could be a real SCN-allocat&d164 (A person’s actu@kimary SCN phone
number)

* It could be a E.164 #hich has beeallocated from a different countgode
(Such as an Internet country code).

 The E.164 sub-addressght need to besed to provide some hints as to the
location of the CMAS in charge of the CMA in question (TBD).

4.2.4 CMAS

The CMA Server (CMAS) is an entityhich manages CMA’s and is accessithleough
the CMAP. Agiven CMA Systenwould typically encompass numerous CMAS's, each
managing a giverset of CMA’'s. CMAS’s are accessiblehrough the CMAPprotocol
which originates in CMAC'’s. As CMA'’s need to interact witther CMA'’s (For example,

a callers CMA mustinteract with thecallee’s CMA to resolvehe needed call setup
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information), the CMASncludes a CMAGcomponent througlwvhich it caninteractwith
other CMAS’s over the CMAP protocol.

A CMAS would typically provide amechanism (which is beyonthe scope ofthis
specification) to allow one to “inject” the logic of a given CMA. This logilt wontrol the
way the CMA processes incoming and out going call requests.

CMA
CMAS Configuration
Tool
CMA

7~ VolP Client,

VolP GW,

H.323 Gatekeeper
\ CMAC

/
CMAP CMAS
N

Figure 4-5 Typical CMAS interfaces

4.2.5 CMAC

A CMA Client (CMAC) is any application whichnteracts with the CMAS through the
CMAP protocol. Asillustrated inFigure 4-5 Typical CMAS interfaceshe following
entities all fall under the CMAC category:

* VoIP client (terminal) applications
* VolP H.323 SCN Gateways

* VoIP H.323 Gatekeepers

« CMAS servers

It is expected that theMAC component vil be embodied irthe form of dibrary with a
well defined APl which host application can use to k&ble tointeract with the CMA
system. Thealefinition of such amAPI is beyondthe scope othis document although it
might be withinthe scope of separate ABg&finition documents fronthe VolP forum.
Such an API is expected to be derived fritvd methodlefinitions ofthe CMA which are
defined in chapter 4.5.
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4.2.6 CMAP

The CMAProtocol (CMAP), is the protocol used fdient to server and server to server
interaction - Thats, CMAC to CMAS and CMAS to CMAS The protocolsyntax and
transport are defined in chapter 4.6.

4.3 CMA Security

Thefollowing chapter deals witkhe various securitissues relating tehe CMA system.
Pleasenote that thdasic design guidelinas to reuse asnuch as possible from existing
standards in this area.

4.3.1 Authentication

Authentication is a crucial security element of the CMA system, playing a role in:
*+ CMAS and CMA access control

» CMA call routing computations based on caller id

The authentication element is used to authentitegédentity of a CMAC contacting a
CMAS - Either in the case ofdient application contacting its CMA or a caller's CMA
contacting the callee ‘s CMA to gather the needed information to setup the call.

It is important to state that thellowing issuesare not within the scope of the CMA
system authentication element:

» Authenticating thadentity of a client application tanotherclient application (This is
in the domain of the session control prototol)

Authentication Wl be provided by usinghe SSL secure transpdayer ©r some other
equivalent such as PQ.TThis will also provide a framework for encryption (TBD).

Pleasenote thatwhen a given CMAQontacts a CMAS, it must knobeforehand if the
transportchannelover which it is going tocontact theCMAS has to be secure or non
secure. For this purpose, different well known ports will be used for secure and non secure
access.

4.3.2 Digital Signatures

Information stored in theCMAS could be optionallydigitally signatured using<.509
compliant certificates. This mechanism is not part of the VolP baseline and will be defined
in the .next major IA phase.

3 Due to the symmetric system architecture, the latter is actually the same as CMAC to CMAS.

4 As both the caller's CMA and callee’s CMaereinvolved in the calljt's quite possible to bable to have the
CMA system generate certificates or toklwsa given call so both caller anthllee can authenticate the identity of
the remote party.Tthis issue is extremely important for controlling access to TGWSs.
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4.3.3 Token Based Access Control

A CMAS could optionallygenerate aaccess toketo be used by thealling client when
accessing a service such as a T@Ws token would therhave to be passed dnmrough
the session control protocol between the two call endpoints.

The exacimechanisnfor the token generation EBD.It could bedefined inthe form of
an optionalToken Granting Agergrofile.

4.4 CMA & External Interfaces

The following chapter describeshe mechanismsthrough which the CMA system
interfaces with other related systems.

4.4.1 Directory Services: LDAP, X.500

Directory servicesire needed for themanagement adtatic, white-pages likeformation.

The interface between the standard directory services systems such as LDAP and X.500 to
the CMA system will be accomplished by extendinge standard directorservice “user”

object schema to including the following additional fields:

* The person’s CMAA.
* An optional pointer to the location of the CMAS in charge of the specific CMA.

Giventhese additiondields, one wil be able to query alirectory service and locate the
CMAA of the callee, and then gthirough thechain of CMArelated actions to setup the
call.

The additional fields syntax is TBD.

4.4.2 Gatekeeper

The Gatekeepemwhich is optional in anH.323 system, providedimited call control
services to H.323 Entities, including the following primary services:

e Address Translation
e Admissions Control
* Bandwidth Control

In order to provide CMAC-less H.32Z8ents (client = terminal ogateway) with théasic
needed call information, CMA compliaikt.323 Gatekeepersilvbe needed. A CMA
compliantH.323 Gatekeeper illv have anH.323 Gatekeepenterface to interactvith

H.323 clients, and a CMAC to interact with CMAS'’s. ltilmbasically translate H.323
RAS protocol requests to/frol@MAP requestsallowing seamless integration plre

H.323 clients withthe CMA system. Thdevel of functionality whichpure H.323clients

will receive fromthe CMA system is obviously limited tthe H.323 Gatekeepeiccess
protocol’s syntax and semantics.
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H.323 H.323
CMAS H.323 Terminal
G atekeepr
CMAP [_)CMAC H.323
H.323 G ateway
CMAP CMAP
VolP Gateway VoIP Client
CMAC CMAC

Figure 4-6 H.323 Gatekeeper Interface

The protocolkonversion semantieredefined in section 4.7The mappings W probably
be based on the H.323 RAIBstinationInfo field.

4.4.3 VoIP/H.323 Gateway

The H.323 Gateway provides the appropriate translation betwaesmission formats

(for exampleH.225.0 to/from H.221) and betwearommunicationsprocedures (for
exampleH.245 to/from H.242). The Gateway also perforralh getup ancclearing on

both the Interneside andhe SCN side. Translation or conversion between video, audio,
anddata formatsnay also be performed in the Gateway. In general, the purpose of the
Gateway is to reflect the characteristics of a Internet endpoint to an SCN endpoint, and
the reverse, in a transparent fashion.

In the VoIP context, thgateway would focus on translating Internet vatadls to SCN

voice calls and vice versa (This would also enable SCN to SCN calls through the Internet).
A VoIP gateway Wl basically be arH.323 based gatewayith the addition of &£MAC
componentenabling it toprovide CMA services focalls originating inthe SCNdomain.
Therefor, the gateway extends the types@mhmunication terminals which carse the
services of the CMA system to standard SCN terminals such as PSTN telephones.

The SCN user interface provided tie SCNside ofthe gateway ibeyondthe scope of
this document. Typical user interfaces will be IVR based.

SCN PSTN
CMAS VolP Gateway Terminal
CMAP S PSTN
SCN Terminal
CMAP CMAP
VolP Gateway VoIP Client
CMAC CMAC

Figure 4-7 H.323/VolP Gateway Interface
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45 CMA Semantics

The following chapterdefinesthe functional anddatasemantics othe Call Management
Agent.

The data maintained by a Call Management Agent consists of the following:

* One or moreCMAAs (Call ManagemeniAgent Addressesyvhich distinguish this
agent from all other agents.

» If this Call Management Agent is simply a redirection pointeSoft Linkto another
CMA, the CMA containsthe CMAA of the targebeingredirectedto. This allows a
user togracefully changéis Call Management Agent-or example, this capability
would be used tdeave a forwardingoointer for a user who changéss E.164
telephone number, or his provider-based E-mail address.

» If this is a terminal CalManagement Agent representing a caltee CMA contains a
set of Communication Terminal Specifie@CTSPECs), one for each of the
communication devices ®oIP client operating onbehalf of thisusers CMA has
registered with the Call Management Agent Server.

These data types adefined inmore detail inthe following subsections. CMA Interface
methods aredefined beginning irsection 4.5.2. The methods 4fiest defined as an
informal API-like specification, followed (isection ??) byhe formal protocol definitions
which constitute the message exchange used to perform the method.

4.5.1 CMA Obiject Instance Data
45.1.1 CMAA

A Call Management Agent Address is thendamentaldata typewhich unambiguously
identifies thisagent. It is &Name” for the CMA. A Call Management Agenmay be
identified by more than one addresali of the CMAAs associated wittone CMA are
considered synonymous. The architecture permits extensible forms of CMAA, however,
initially we define two forms which must both bepported byll Call Management Agent
Servers. These are:

1. An RFC822 compliant email address, or
2. A fully-qualified E.164 telephone number

Note that either ofthese is permitted in théestinationinfo field of an H.323
gatekeeper interaction.

4.5.1.2 Target CMA

If this Call Management Agent is &oftLink,the TargeCMA containsthe CMAA which
should be returned to @ient asthe Call Management Agent toontactinstead of this
CMA. If a given CMA containdoth a TargeCMA and one or more CTSPECs (see
4.5.1.3) , the targe€MA should be ignored and this CMA be used in answering queries
from CMA clients. This behavior allows relativebtraightforward failover-basedall
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forwarding in theabsence of a more sophisticated agenith performs intelligentall
forwarding.

4.5.1.3 CTSPEC

Communication Terminal Specificatiomse used byolP clients to inform theirCall
Management agents what their acto@mmunication deviceare, and what address(es)
are currently associated with eaelnminal. The architecture allovith mudtiple devices
per @ll managemenagent and nitiple equivalentaddresses pderminal. The former
capability allows auser to consistentlynanage multiple devices whichay becontrolled
by different VolP clients. The lattercapability allowsfor improved availability and
performance by permitting a given terminal to be reached multiple ways.

A CTSPEC contains the following information:

4.5.1.3.1 GUID

The Globally Unique Identifie(GUID) is anidentifier which distinguishes th€TSPEC
from all others bothspatially and temporally. This identifier generated by the VolP
client whichcontrols or “owns” thecommunication terminal. Since@UID generator is
expected to bavailable ommost if notall target VolPplatforms, this identifier is &UID
as specified iricite: Microsoft GUID Specification here??)

GUIDs are generated bglients. To prevengliasing among identical communication
devices, a client is exgted to remembehe GUID for itscommunication termingbr at
least as long as thETL for the CTSPEC (see section 4.5.1.3&)en inthe event of a
crash.

45.1.3.2 Time-to-Live

Each CTSPEC containsTa L which is specified byhe client and maintained ke Call
Management Agent. Thadient refresheshe TTL byperforming akeepAlive method (see
section 4.5.4.2). If the TTlexpires, the CTSPEC mlently deleted by the CMA. The
TTL is a signed 32 bit integer, in units of seconds. A value of -1 indicatiedirite TTL.
A CTSPECwith aninfinite TTL will never be deleted by the CMAnfinite TTL's are
useful for communication terminals withtatic addresses such B®TS telephones and
cellular telephones.

4.5.1.3.3 Terminal Category and Usage Qualifier

The terminal category is a stringvhich describeghe generalkind of communication
terminal the CTSPEC referg¢o. The string is meant to be descriptive and vendor
extensibleput with somestructureand conventions that enable parsing emerpretation

by either VolIP clients or CMA methods that want to do clever things basie kind of
terminalthe VolIP client would be communicating with. lorder toenforce soméasic
functionality and consistency thefirst deployment oW/ olP systems, however, waefine

a few common terminatategorieswhich all servers and mostlients are expected to
understand. These are specified below in Table 1:
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Table 1: Terminal Categories

Terminal Catego

IP-Phone A computer-based H.323 audio-only client

Telephone A normal telephone handset, eitf®®TS, Cellular or
ISDN based using E.164 addressing

Fax A G3 facsimile machine

Pager A numeric or alphanumeric pager

Voice-Mail A message-taking service such as a classic PBX-based

voicemail system, aH.323client whichrecords audio
messages, etc.

Attendant A receptionist, secretary, or automated attendant.

These basicategoriesmay beaugmented by adding a usagealifier to the string to
further qualify the kind of terminal. As with basic terminahtegories, usaggualifiers are
vendor extensible, with a fequalifiers specifiechere for the mostommon situations.
These are defined below in Table 2:

Table 2: Usage Qualifiers

Usage Qualifier Description

Fixed Wired, or stays at one location

Mobile Wireless, or moves frequently from location to location
Business Used for business communication

Personal Used for personal communication

This combination of terminalategory anderminal qualifier allows devices to lbsefully
categorized taistinguish,for example Personal-Voice-Majl from Business-Voice-Mail
or aBusiness-Mobile-Telephofi®m aBusiness-Fixed-Telephone.

45.1.3.4 Terminal Addresses

Associated with a CTSPEC is a set@iminaladdresses (CTAddress) that can be used to
communicate with that terminal. The addresses comthiof the information needed by
the sessiorprotocol toinitiate a session wittheterminal, either directly as ithe case of

an IP phone application ¢#.323 conferencing application, or indirecttiirough a VolP
gateway to a PSTN or othelephony service. A CTAddress consists of a pair {address-
type, value} asdefined below. Where &TSPEC contains more than one CTAddress,
VoIP clients wishing to communicate with that terminal witerpret the set of addresses
as being:

a) equivalent all the addresses in fact reach the same terminal, and
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b) ordered- the addresses are in decreasirder ofpreference fronthe point of
view of the call management agent returning the information.

This allows aVolP client, in cooperation with aCall Management Agent Server, to
provide capabilities such as priorityrdering of terminal addresses or loadalancing
among gateways (bgxplicitly randomizingthe list order each time it isreturned to a
client).

Address typespecify the syntax and usag®r the CTAddress. An Address Type is a
string, to allowfor easy extensibility taew addressing forms. brder toenforce some
basic functionality and consistencytire first deployment ol olP systems, however, we
define a few commomaddress typewhich all servers and mostlients are expected to
understand. These are specified below in Table 3.

Table 3: CTSPEC Address types

H.323 H.323 The destCallSignalAddress of an H.323

transportAddre  compliant VolP client terminal (or VolP
Ss gateway to the terminal)
E.164 digit string A fully qualified E.164 telephone number
DNS ASCII string an IP hoshame orRFC822email addressThis

can also be used as tliestinationinfo for
initiating an H.323 session.

?? In the DNS case, the address value needs to optionally convey the PORT and transport type - TCP, UDP, Secure TCP, etc.

4.5.1.3.5 Capability List

Associated with aCTSPEC is acapability list for the correspondindgerminal. The
capability list is intended to givihe general capabilities athe terminal, so a potential
caller can decide whether oot it is worthtrying to communicate witlthe end user
throughthis terminal. Therefore, it is used to indicate such things as “video capable”, or
“data conferencing capableg’ather than to replace lowevel or detailed capabilities
exchange such as is domea H.245 atsession establishment time. A capability list is a
string, to allowfor easy extensibility tonew addressing forms. The string syntax is a
comma-separated list of tokens, where each token can be either:

* akeyword, such as “video”, or
* akeyword=value

In order toenforce some basic functionality and consistencthéfirst deployment of
VoIP systems, however, waefine a few commokeywordswhich all servers and most
clients are expected to understand. These are specified below in Table 4.

Table 4: Capability list keywords

eyword
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The terminal can do real time video

The terminal
conferencing

can do T.120 compliant data

Theterminal is only capable of receivirfg.g. a pager,
radio, television, etc.)

4.5.2 Call Management Agent Method Summary

Table 5 below summarizes the methadisch operate on £MA and cross-references the

section in which the method is defined.

Table 5: CMA Method Summary

CreateCMA Creates a new Call Management Agent 453.1

RemoveCMA Remove an existing Call Management Agent 45.3.2

AddSynonym Adds a synonymouaddress to &all Management4.5.3.3
Agent

RemoveSynonym Removes an address fromCall Managment Agent4.5.3.4
and deletes theCMA if this is the last address
associated with the CMA.

SetTargetCMAA Associates &oftLinktargetCall Management Agent4.5.3.5
with a CMA.

GetTargetCMAA Returns theSoftLink targetCall Management Agent4.5.3.6
Address associated with a CMA, if one exists

UnSetTargetCMAA  Disassociates &oftLink target Call Management4.5.3.7
Agent Address, if one exists, from the CMA

SetCTSpecifier Enters one or more ne@ommunication Terminal4.5.4.1
Specifiersfor a Call Management Agent, or replaces
the data for an existing CTSPEC.

KeepAlive Performs a refresh of thBme-To-Live of an existing 4.5.4.2
Communication Terminal Specifier.

Resolve Obtainsthe set ofusable Communication Termina#.5.5.1
Specifiers thathe calling clientcan use t@ontact the
VoIP client(s) associated with a given CMA.

GetSynonyms Returnsall of the Call Management Agent Addressed.5.5.2
currently associated with the specified CMA.

Dratft 36



VoIP97-008

4.5.2.1 Methods calling structure

All methodscalls are asynchronous: aActivate Method Requestis sent to the server,
and then the server sendReply for that request.

The request alays specifiesthe Agent to operate onalong with method-specific
properties.

Thereply return astatus, which is either @success code, or a reaseny the method was
not activated. If that status is success, then a profisttis returned (depending on the
specific method).

4.5.2.1.1 Network Packing

CTSpec structures are packed intqpackedBSTR property typewhen passed as a
parameter:

* guidis copied as it is, as 16 bytes array
» ttl - 4-byte signed integer, in network byte ordering (MSB first)
» category- a zero-terminated string.

» qualifiers, capabilities- These are comma-seperalists. Theyare packed each as a
zero-terminated strings, just after the category string.

When packingCTSpecs into an array, a singiackedPROPLIST is used.This Property
List holds a list opackedBSTR each representing a single CTSpec.

Similarly, arrays ofotherbasic typege.g. Strings) are packedPROPLIST of elements
of that particular type.

4.5.3 Methods for Creating and Maintaining CMAs

The following methodsare used to create a CMA, remove a CMA, associate or
disassociate a synonymous CMAA with a CMA, and create or remove aSo¥iik.

4.5.3.1 CreateCMA

A new CMA iscreatedusing this method and providing a CMA#ghich identifies this
particular @all managemenagent. TheCMA continues to exist untithe last CMAA is
disassociated with is (see section 4.5.3.2 for more information).

CreateCMA isimplemented usingreatelnstance PDU. The status of the creation is
returned by th€reatelnstanceReplyPDU.

4.5.3.2 RemoveCMA

A CMA is removed using this method and providing a CMAIch identifies this
particular call management agent.

DeleteCMA is implemented usinDeletelnstancePDU. The status of theetktion is
returned by th®eletelnstanceReplyPDU.
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4.5.3.3 AddSynonym

This methodadds a CMAA to amxisting CMA. The method iglempotent— it returns
success whether oot thesynonymous CMAA is alreadgne of theCMAAs associated
with this CMA.

4.5.3.3.1 AddSynonym Request:
Thedestis the agent we want to add a synonym to

newCMAA String a synonymous CMAA to be associated
with the agent

~4.5.3.3.2 AddSynonym Reply:

Errcode Integer Possible values:

(presentonly if « retConflictingCMAA - A different
call failed) agent with this CMAA already exists.

4.5.3.4 RemoveSynonym

This method removes a CMAA from an existing CMA. If thighsonly CMAA currently
associated with a CMA, the CMA object is deleted as a side-effect.

4.5.3.4.1 RemoveSynonym Request:

Thedestis the agent we want to remove the synonym of.

Properties: none

4.5.3.4.2 RemoveSynonym Reply:

If the command was successful, the following properties are returned:

Deleted Boolean set to TRUE if last synonym of this CMA
was removed

4.5.3.5 SetTargetCMAA

This method associates SoftLink target CMAA with a CMA. If atarget CMAA is
present in a call managemeaadgent and the agehias nocurrent CTSPECS associated
with it, a query on this CMA W return the target CMAA in aedirectto the requesting
client. Note that the target CMAA does macessarily have to exist eithertlag time this
call is madenor later,since multipleserversmay be involvedand dangling poiters are
always a hazard in such systems.
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4.5.3.5.1 SetTargetCMAA Request:

Thedestis the agent we want to redirect.

targetCMA String Thetarget CMAA this CMA is to be
SoftLinkedo.

4.5.3.5.2 SetTargetCMAA Reply:
The reply status informs whether the operation was successful or not.
Properties: none

4.5.3.6 GetTargetCMAA

Thisreturns theéSoftLinktargetCall Management Agent Address associated with a CMA,
if one exists.

4.5.3.6.1 GetTargetCMAA Request:
Thedestis the agent we want to query.

Properties: none

_4.5.3.6.2 GetTargetCMAA Reply: ly:

targetCMA String The target CMAA this CMA is to a
SoftLinkedto, if such softlink isset. No
targetCMA is returned if no link exist.

4.5.3.7 UnsetTargetCMAA
This method disassociateSaftLinktarget CMAA, if one exists, from the CMA.

4.5.3.7.1 UnsetTargetCMAA Request:
Thedestis the agent we want to stop redirect.

Properties: none

4.5.3.7.2 UnsetTargetCMAA Reply:
The reply status informs whether the operation was successful or not.

targetCMA String Thetarget CMAA this CMA was to a
SoftLinkedto, if such softlink wasset.
No targetCMA is returned if ndink
existed
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4.5.4 Methods for maintaining CTSPECS

Thefollowing methodsare used tonaintain CSPECS. Weassume that eadfolP client
has access to a loc&lUID generator that can be useddet that GUID for a new
CTSPEC, and that theient has sufficient non-volatilstorage to remeber aGUID for
at least the time period he specifies asrthe of the CTSPEC.

4.5.4.1 SetCTSpecifier

This methodenters one or more new CTSPECs for a CMA, or replacedataefor an
existingCTSPEC. The CTSPEC to be creatednmdified is identified byhe GUID field
in eachCTSPEC argument.

A CTSPEC can be deleted using this call by specifyihgLaof zero for the CTSPEC.

If the all fails, noneof the requested CTSPE®@swve been eitheadded,modified, or
removed.

4.5.4.1.1 SetCTSpecifier Request:

Thedestis the agent we want to set.

ctSpecs Array of The list of CT specifiers which can be
CTSpec used to communicate with the callee.

4.5.4.1.2 SetCTSpecifier Reply:

Properties: none

4.5.4.2 KeepAlive

This method performs a refresh thfe TTL of anexisting CTSPEC. It performs two
related functions for VolP clients:

1. It provides a low-overhead method of refreshimgTTL of a CTSPECsince it is
intended to be more efficient than periodically doirgeeC TSpecifier .

2. If provides aVolP client with some assurance that it hagfficient network
connectivity to be able to receive calls.

Note that theservermayreply with a differenttl value. The client is responsible honor
this server’s request, and use that new (usually lomifyor futureKeepAlive calls.
4.5.4.2.1 KeepAlive Request:

Thedestis the agent we want to set.

guid Binary The GUID of the CTSPEC to be
refreshed.
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45.42.2 Kee AveReng

Integer a newTTL to used on futurda(eepAllve
calls for this CTSPEC.
Errcode Integer Possible values:
(presentonly if ¢ noSuchCTSPEC - No CTSPEC
call failed) associated with this CMA has a
matchingguid .

4.5.5 Methods for Obtaining information from a CMA

VoIP clients wishing to make callsse theollowing methods to obtain informatiabout
other VolPendpoints, ané@specially taobtain the (ofterdynamic) addressing information
needed by the session protocol to establish communication with another VolP endpoint.

45.5.1 Resolve

This method obtainthe set ofusableCTSPECS that thealling clientcan use taontact
the VoIP client(s) associated with a given CMA.

Note thatthis is a method ofthe CALLER’s agent:This agent,which resides on the
user’'s home-server performs the actual resolving of the remote agent’s address.

The method returns the subset of talee CMA'sCTSPECSdeemed usable byoth the
callee’s andhe caller's CMAs. Asnotedearlier, this list is to béreated as ordered in
decreasing preference.

A CTSPEC returned bgesolve may becached by a client no longer thdre TTL in the
CTSPEC.

4.5.5.1.1 Resolve Request:

Thedestis the caller’s agent.

calleeCMAA String The address of the requestedllee’s
CMA. Note that aifferent valuemay be
returned (see in the reply, below)

anonymousCall Boolean Set to TRUE to request that tkaller's
identity will not be revealed to the callee.

~4.5.5.1.2 Resolv Resolv Reglx

calleeCMAA Strlng the actualcallee’s address. The server
might return adifferent CMAA from the
original one’s, if éSoftlinkis traversed
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ctSpecs Array of an array of CTSpewhich can baised to
CTSPECS communicate witlihe callee identified by
the calleeCMAA

errcode Integer Possible values:

(presentonly if « calleeNotFound - The calleeCMAA
call failed) does not exist or cannot be located.

4.5.5.2 GetSynonyms

This method returns all of the CMAAs currently associated with the specified CMA.
4.5.5.2.1 GetSynonyms Request:

Thedestis the agent to query

Properties: none.

_4.5.5.2.2 GetSynonyms Reply: ly:

synonymCMAA Array of The complete set of synonymous
S Strings CMAAs currently associated with the
agent

4.6 CMA Protocol Syntax

4.6.1 Introduction

Thefollowing chapter provides the ASNsyntax specification ahe CMA Protocolused
for client-server and server-server communication.
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/ Client \ / Server \

-~

CMA Protocol

TCPConnection || UDP connection|

T

Figure 4-8 The CMAP stack layout

The CMAP Protocolis a simplifiedprotocol for agenactivation. Thisprotocol can be
considered the “carrierdrotocol in thesense that it provides an extensible platform for
accessing additional types of agents beyond the pure Call Management Agent.

4.6.2 Protocol Transport

Currently, theprotocol isdefined towork on TCP/IPconnections to theell know TCP
port (TBD).

A UDP basedprotocol might also beused. The UDP packet would contain tis¢ of
commands texecuteLogically, the connection is opened and closed in a single request.
In general, UDP should blemited to short query operations because of uareliable
nature.

A PCT/SSL-based transportilwbe used for authenticated and secured connections.
Secure connections will work over the well known TCP pbBL}).

After a connection is established, &hd connectommand is recognizethe application
layer will check the authentication and encryption used to opechiuenel. If they are
insufficient,the request W be rejected. In this caséhe client will eitherfail, or re-open
the connection with a higher level of authentication.

4.6.3 General Protocol Notes

Generally, the PDUs (Program Data Units) used in the protocol sutée/aed into two
types - requests and repliedl requestshave arequest ID andill replies carrywithin
them the request ID so the reply could be associated with the request it answers.

All packetsarriving at an CMAP server should be of a tylaled CMAPCOMMANDS.
The packet is described in the ASN.1 notation below:

CMAPCOMMANDS ::= CHOICE
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-- command PDUs:

getprop-pdu GETPROP-PDU,

setprop-pdu SETPROP-PDU,
activatemethod-pdu ACTIVATEMETHOD-PDU,
createinstance-pdu CREATEINSTANCE-PDU,
deleteinstance-pdu DELETEINSTANCE-PDU,

-- reply PDUs:

redirect-pdu REDIRECT-PDU,
getprop-reply-pdu GETPROP-REPLY-PDU,
setprop-reply-pdu SETPROP-REPLY-PDU,
activatemethod-reply-pdu ACTIVATEMETHOD-REPLY-PDU,
createinstance-reply-pdu CREATEINSTANCE-REPLY-PDU,
deleteinstance-reply-pdu DELETEINSTANCE-REPLY-PDU,

The following chapters vl describethe protocols byspecifying in detaileach of the
ASN.1 PDUs used in each protocol.

4.6.4 Connect sequence

4.6.4.1 Overview

Beforeany CMAP operation could be performed, a CONNECT-PDU must be sent by the
client.

It contains theprotocol identifier used by theclient. The server decides based tbat
information whether omot to accept the attemptembnnection, andwvhich level of
protocol to expose to the client.

The client does natait for a reply for the Connect command - it immediately sends the
first command to the server.

There is no “ACK” for the connect request. If the server replies todlmmand following
the Connect, then the connect was accepted. Ifitstereply was CONNECT-NACK,
then it means no further command following the Connect will get a reply.

4.6.4.2 PDU structure
4.6.4.2.1 CONNECT-PDU
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CONNECT-PDU ::= SEQUENCE {
protoldent OBJECT IDENTIFIER,
application OCTET STRING OPTIONAL,
nonStandard SEQUENCE {
id OBJECT IDENTIFIER,

} OPTIONAL

As explainedabove, the connect pdu should be fit pdu to arrive from alient on
everyattempted CMARsession (otherwisthe server il automatically rejecthe calling
client). The connect PDU contains tipeodocol version used, anaptionally client
application information.

A non-standard structure allows for vendor-specific feature announcement.

The protoldent protocol identifier should be
??voip.cma.protocol.major(1).minor(0)??.

The protocolminor version Wl be incremented with eadlpdate of the protocolyhile a
compatibility is maintained with previous versionh@the newversion is incompatible
with the previous one, the major versioitl be incremented. Thus, thgeneral rule ishat

a server Wl accept acommand withthe sameprotocol major version, regardless of the
minor version. ltstill might use theminor versioncode to“optimize” its replies to this
level. If the server supportslagher major version,but still supportprevious one, (for
backward compatibility), it W reply with a major versiorthe same asthe client’s,
possibly with a higher minor version.

Note that there is noonnect - ackPDU. If the server answers a request, the the connect
was successful.

If the connect protocalecides to reject the attempted connectiasyally because of
incompatible major versions ) then a CONNECT-NAK-PDU is sent.

4.6.4.2.2 CONNECT-NAK-PDU

CONNECT-NAK-PDU ::= SEQUENCE {
reason ENUM ( version-mismatch, busy, access-denied )

The CONNECT-NAK pdu is senivhen the connect protocotlecides to reject an
attempted connection.
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The reason of the rejection is sent in basonfield.

4.6.5 Basic CMAP operations

4.6.5.1 Overview

Generally,the CMAP protocol provides theapplication layer witlthe ability to perform
the following operations on an agent residing on the server’s agent directory:

» Create a new instance (of a given agent class)

* Delete an instance

* Get data properties of a given instance

» Set data properties of a given instance

» Activate a method of a given instance (with a set of given parameters)

Each of these operationshasicallycomposed of aequestsent to the server side, and a
corresponding asynchronoreply sent from the server back to the client.

An additional importanteply is the redirect reply, which isused by the server to refer
requesting clients to other servers, or to another destination object.

All request packets have the following common fields:

» Each pdu starts with Rrotocol identifier. This identifier should béhe same as used
by the Connect command (although it can use a sub-protocol of that major-version)

* The Agent Instance Idwhich identifiesthe agentinstance on whictihe operation
should be performed.

» The clientRequest Idwhich isused by theclient to uniquely identifythe outgoing
request so it could handle multiple asynchronous requests on a single connection.

* An optionalSession Id which isused for synchronizatiopurposes. It is created and
supplied bythe server side, througipplication specific means (By usitige activate
methodcommand). The need for such an id arises in situations whétiplenaopies
of the sameagent instance can exist in different, replicated senférs. allows the
client and server to maksure theyare speakingabout thesame physicahgent
instance. The client should sabe lastsession-ideturned by the server, and return it
to the server on future invocations.

» A destination, which is the agent on which to operate, or to active the method of. The
value of this parameter is carried on from previous comm@nmrd the same
connection), so it need to Bpecified onlyonce in a series of commandstbe same
object.

Pleasenote that thébasic CMAPprotocol isgeneric and doesn’t discuasy agent class
specificdefinitions. Profiles of specific agent class definitions should define:
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* Which methods are used (and their corresponding parameters).
* Which result codes are used.

e Which attributes are used.

4.6.5.2 PDU Structure

4.6.5.2.1 CMAP Agent Identifier
A CMAP agent identifier is built out of 3 fields:

» class- the actuatlass of thisagent, whether it is a cathanagemenagent, a token
generation agent, etc. The actalssesaredefined by a given, specifegentprofile.
In this context, we’ll be defining the call management agent profile in chapter ??.

* namespace an indentifier for the namespace used by the actual instance address.
* instance- the actual instance address, within the current namespace.

Both class, subclass and namespaee OBJECT IDENTIFIERS]efinedunder thevolP
OID hierarchy.

The instance address is a string (e.g: E.164 phone number, H.323-id).
4.6.5.2.2 General ASN.1 definitions
4.6.5.2.2.1 General

-- a basic definition of a string in the CMAP
CMAPString ::= IA5String,

-- CMA address: either H.323-id or E.164 number.

CMAA ::= CMAPString,

4.6.5.2.2.2 Agent identifier

An Agent Identifier is used tmentify the agent that i be used to carry on thgiven
command. The agentidentified by itsclassandinstance The instance id ithe unique
instance identifer of thisgentwithin this class.The basic agentclass defined in the

context ofthis document is of classall manager agent The instance id ofhe call
management agent is its CMAA.

An optionalsubclassvendor-specific identifiemay beused to requespecific behaviour
from this class.

rfc822Namespace OBJECT IDENTIFIER ::= { ?? voip . cma . namespace . 1},
el64Namescape OBJECT IDENTIFIER ::={ ?? voip . cma . namespace . 2 },
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classCallMgmtAgent OBJECT IDENTIFER ::= { ?? voip . cma
2

-- CMAP agent identifier

CMAPAgent ::={
class OBJECT IDENTIFIER,

OBJECT IDENTIFIER OPTIONAL,

namespace OBJECT IDENTIFER,

CMAPString,

subclass

instance

4.6.5.2.2.3 Properties

VoIP97-008

. class . callmgmt(1)

Each command caries a list of properties. Each property hasREipgnd itsValue.

PID is a 32-bit integer code.

A “request” command carriesRiDList, which is an array of such ids.

A “reply” command carries RackedPropertyList, which holds the Ids with their values.

The following ASN.1 definitions define the various support Property value types:

-- property identifier: 32bit integer
PID ::= INTEGER,

-- supported value types for properties:
PackedValue ::=
CHOICE {

-- value type is unknown

packedUNKNOWN [0O]

-- this indicates that the type is valid, but the value isn't

packedinvalid [1] IMPLICIT NULL,

packedLPSTR
packedBYTE
packedWORD
packedDWORD

[2]

[3]
[4]
[5]

Draft

IMPLICIT INTEGER,

IMPLICIT OCTET STRING,

IMPLICIT INTEGER,
IMPLICIT INTEGER,
IMPLICIT INTEGER,
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packedBSTR [6] IMPLICIT OCTET STRING,

packedBOOL [7] IMPLICIT INTEGER,

-- for a nested PROPLIST inside a PROPLIST

packedPROPLIST [12] PackedPROPLIST

PackedProperty ::= SEQUENCE {
pid  PID,
value PackedValue

PIDList ::= SEQUENCE OF PID,
PackedPropertyList ::= SEQUENCE OF PackedProperty,

-- various error status codes

PropertyStatus ::= ENUM (

0k(0),

not-found, -- requested agent does not exist
server-down, -- unable to connect to target server
no-authentication  -- the server cannot authenticate the request
no-access, -- no premission for that request

unkown-error )

4.6.5.2.3 GETPROP-PDU

GETPROP-PDU ::= SEQUENCE

{
protoldent OBJECT IDENTIFIER,
dest CMAPAgent,
req-id INTEGER,
pidlist PIDList,
Draft
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session-id SessionlD OPTIONAL

The getprop pdu is used et alist of attributes associated atspecific time with a
specific instance of a CMA agent.

The information describinghe requestedCMA agent instance is passed the dest
(destination) field. The request is alassigned aequestumber which igpassed as the
req-id (as described in the overview section above). gitlkst field contains a list of the
ids of the agent’s properties which we want to know.

The Server replies to the getprop query with a getprop-reply pdu as described below:

4.6.5.2.4 GETPROP-REPLY-PDU
GETPROP-REPLY-PDU ::= SEQUENCE
{
protoldent OBJECT IDENTIFIER,
dest CMAPAgent OPTIONAL,
reply-id INTEGER,
status  PropertyStatus,
props PackedPropertyList,
session-id SessionID OPTIONAL

As before the getprop-reply-pdu contains test fields whichcontains thanformation
about the CMA agent instance whose properties are returned.

Thereply-id is exactlythe same ashe requst-id (reg-idield) of the getprop-pduwvhich
we are answering.

The status field indicates whether anot thequery operation was successful. Htatus
field indicates either succedsjlure or partial-succegsot all requested properties could
be retrieved).

The props field contain a list ofall the requested properties (with thgalues)which
could be retrieved from the server.

As explained inthe overview, ifthis operation is related to specific sessiorfi.e. to a
specific “login” operation) itmay contain asession-idfield, indicating to which session
this pdu is related.

4.6.5.2.5 SETPROP-PDU
SETPROP-PDU ::= SEQUENCE
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{
protoldent OBJECT IDENTIFIER,
dest CMAPAgent OPTIONAL,
req-id INTEGER,
props PackedPropertyList,
session-id SessionID OPTIONAL
}

The setprop-pdu is used to set a set of properties GIV&#RP agent instance to set of
given valuesThe pdu isvery similar tothe getprop-pdwand actually differonly in one
field. The getprop pdeontains an PIDLiswhich is a list ofproperties to be retrieved
from the servemhile the setprop pdaontains PackedPropertyLigld which contains a
propertylist which will be associated with an agent instance and later retriesieg the
getprop-pdu.

The SETPROP-PDU is answered by a SETPRPOP-REPLY-PRU described below.

4.6.5.2.6 SETPROP-REPLY-PDU
SETPROP-REPLY-PDU ::= SEQUENCE
{
protoldent OBJECT IDENTIFIER,
dest CMAA OPTIONAL,
reply-id INTEGER,
status PropertyStatus,
failed-props  PIDList,
session-id SessionID OPTIONAL

This pdu is areply tothe setprop-pddescribed abov&his PDU contains thesualdest,
reply-id andsession-idfields.

The setpropreply also contains atatus field. This field contains the status of the set
operation. If not all properties could be set, then a non-zero status is returned.

When anerror status is returned, tlfield a failed-props (which may beempty) is also
returned - containing the property IDs of the properties that could not be set.
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4.6.5.2.7 ACTIVATEMETHOD-PDU
ACTIVATEMETHOD-PDU ::= SEQUENCE

{

dest CMAPAgent OPTIONAL,

req-id INTEGER,

method CMAPString,

params PackedPropertyList,

session-id SessionID OPTIONAL
}

The ACTIVATEMETHOD-PDU is used to invoke specific method on aiven agent
instance orthe server. The PDU contains theualdest, reg-id andsession-idfields (as
described in the overview and in the getprop-pdu).

The activatemethod-pdu also containmethod field which isthe name ofthe specific
agent methodto invoke onthe given agent instancelhis method can be eitherctass
method or aninstance method. There’s no distinction between thése® method
categories on the protocol level.

The pdu also containsgarams field which contains a list oparameters to be passed to
the method to be activated.

The activatemethod-pdu is answered by an ACTIVATEMETHOD-REPLY-PDU as
described below.

4.6.5.2.8 ACTIVATEMETHOD-REPLY-PDU
ACTIVATEMETHOD-REPLY-PDU ::= SEQUENCE
{
protoldent OBJECT IDENTIFIER,
dest CMAPAgent OPTIONAL,
reply-id INTEGER,
status PropertyStatus,
params PackedPropertyList,
session-id SessionID OPTIONAL
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The ACTIVATEMETHOD-REPLY-PDU contains thesualdest reply-id andsession-
id fields.

The status field indicates whether onot the method activation on the server was
successful or not. Any value other than “ok” means the methodatasvoked.

Note that the status is not the “return value” from the method.

Any valuethe method returns is passed back as a parameter pautias list. Thelist
can also be emtpy, if no return value is required.

4.6.5.2.9 CREATEINSTANCE-PDU
CREATEINSTANCE-PDU ::= SEQUENCE

{
protoldent OBJECT IDENTIFIER,
dest CMAPAgent OPTIONAL,
req-id INTEGER,
session-id SessionID OPTIONAL
}

The CREATEINSTANCE-PDU is used to createiastance of a specific CMAgent on
a specific server.

The only fields irthe createinstance pdu are tiest field whichindicatesthe agentvhich
we want to create anstance of andhe server we want to create it on. Teg-id and
session-idare the same as in the other CMAP PDUs.

This pdu is answered by the CREATEINSTANCE-REPLY-PDU described below

4.6.5.2.10 CREATEINSTANCE-REPLY-PDU
CREATEINSTANCE-REPLY-PDU ::= SEQUENCE

{
protoldent OBJECT IDENTIFIER,
dest CMAPAgent OPTIONAL,
reply-id INTEGER,
status  PropertyStatus DEFAULT ( ok ),
session-id SessionID OPTIONAL

}
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The CREATEINSTANCE-REPLY-PDU contains thusualdest,reply-id and session-id
fields, and in addition atatusfield containing astatus code for the attempted agent
creation.

4.6.5.2.11 DELETEINSTANCE-PDU

DELETEINSTANCE-PDU ::= SEQUENCE

{
dest CMAPAgent OPTIONAL,
req-id INTEGER,
session-id SessionID OPTIONAL
}

The DELETEINSTANCE-PDU is used to deletsecific instance of a CMAgentfrom
a specific CMAPserver. Theonly parameters needed by the servertliegg operation are
thedest reg-id andsession-id

This pdu is answered by the DELETEINSTANCE-REPLY-PDU described below.

4.6.5.2.12 DELETEINSTANCE-REPLY-PDU
DELETEINSTANCE-REPLY-PDU ::= SEQUENCE

{
dest CMAPAgent OPTIONAL,
reply-id INTEGER,
status  PropertyStatus DEFAULT ( ok ),
session-id SessionID OPTIONAL

}

Just like in the CREATEINSTANCE-REPLY-PDthis pdu contains theisual dest,
reply-id and session-idfields, and astatusfield indicatingthe status of the attempted
deleteinstance operation.

4.6.5.2.13REDIRECT-PDU
REDIRECT-PDU ::= SEQUENCE

{
protoldent OBJECT IDENTIFIER,

reply-id INTEGER,
status ENUM ( permanent, temporary),

--either new-server or new-dest (or both) MUST appear.
new-server OCTET STRING OPTIONAL,
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new-dest CMAPAgent OPTIONAL,

The REDIRECT-PDU is aeply whichcould be initiated byany CMAP server as either a
single or an extraeply to anypdu it receives. The redirect pdu is intended to cause the
client contacting a specific server to redirect its operation to a different CMAP server.

This pdu contains aeply-id to indicate whichpdu causedhis redirectpdu to be sent.
The status indicates which kind of a redirect this(s.g. permanent - redirect all similar
requests to the new servemporary - just for the context of thgivenrequest). The
new-serverfield contains the address of the new serverawtact -either the DNShame
or the dotted-decimal notation of its addrdeipwed by colon andhe port touse (e.qg:
“127.0.0.1:123” or “cma.domain.com:3221").

Thenew-destholds a new CMAP agent instance, to be used.

4.7 RAS Mappings

The following sectiondefinesthe mapping fromH.323 RAS to CMAP.This mapping is
optional and pertains to vendorgshing to develop a CMA enableGatekeeper as
described in sectio#.4.2.

\\\\

SetCTSpecifier Will use thelP-Phoneterminal category, and the
Request H.323address type.

RCF/RRJ SetCTSpecifier Errors replies are sent as RRJ messages.
Reply

URQ SetCTSpecifier Will be set as an H.323 terminal, with TTL O.
Request

UCF/URJ SetCTSpecifier Errors replies are sent as URJ messages.
Reply

LRQ Resolve Request

LCF/LRJ Resolve Reply Error replies are sent as LRJ messages.

Pleasenote that ayeneral translation rule would be thhe H.323aliases specified in the
RAS protocol need to be CMAA'’s.

The exact parameter translations need yet to be defined.

Draft 55



VoIP97-008

5. Annexes (Normative)
Annex A: CMA System Specification
Annex B: RTP Payload Types

The RTP protocol reservesbits for the definition of payloadThe following tablegives
the payload type mappin@urrent RTP an®RFC 1890definitions payload typenappings
have been preserved. Additiorsghitic mappingsfor G.723.1 and G.729ilvbe included
when available.

0 G.711p-law PCM audio 24 HDCC video
1 1016 audio 25 CelB video
2 G.726 32 kbit/s ADPCM audio 26 JPEG video
3 GSM 6.10 audio 27 CUSM video
4 unassigned 28 nv video
5 DVI4 audio (8 kHz) 29 PicW video
6 DVI4 audio (16 kHz) 30 CPV video
7 LPC audio 31 H261 video
8 G.711 A-law PCM audio 32 MPV video
9 G.722 audio 33 MP2T video
10 L16 audio (stereo) 34- unassigned
71
11 L16 audio (mono) 72- reserved
76
12 TPSO audio 77- unassigned
95
13 VSC audio 96- dynamically assigned audio
119
14 MPA audio 120 G.764 noise parameter (prop.)
15 G.728 audio 121 interpreted DTMF data (prop.)
16-  unassigned 122- control (prop.)
22 127

23 RGBB video
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Annex C: GSM 6.10 Transfer Syntax

Introduction

The GSM audio compressioutilizes a frame ofLl60 samples (eackample is a 16 bits
signedword). And compresses it into a frame 260 bits. Those 260its aremade up of
different variables, each variable takes up a different number of bits.

The VolP forum selected the use of tiTP basic packaging typehich enables the
packaging of even or odd number of GSM frames within a single packet of RTP.

General Packaging Issues

The GSM audio encoding used in R&P protocoldiffers from thatused by the ACM??
Codecsupplied by Microsoftnot by thecalculation ofthe different fields, andot by the

order of thefields in the frame, but by thepacking ofthosefields in everyGSM frame

buffer.

In the ACM Codec,everytwo frames(320 samplesiare packed into buffer of 65 bytes
(520 bits). Thepacking begins fronthe leastsignificant bit of evenyyte, and thdeast
significant bits of the fieldire packed firstorinstance, if thdirst field is Fland contains
6 bits, and the seconfteld is F2 whichalso contains 6 bits, thegre packed in the
following way: the first byte contains F1 in b@s5, and the lowetwo bits of F2 in bits 6-
7. The second byte contains the high 4 bits of F2 inOb8sand the 4 leastignificant bits
of F3 in bits 4-7, and so on. The"3Byte contains the last 4 bits thie first GSM frame in
its lower 4 bits (0-3) and the first 4 bits of the next frathe lower 4bits of F1) in bits 4-
7.

In the GSM encoding used WRTP, thebits are packedbeginning fromthe most
significantbit. Every160 sampleGSM frame iscoded into one 3Byte (264 bit) buffer.
Every such buffer begins with a 4 bit signat(0gD), followed bythe MSB encoding of
the fields of the frame. The first byte thus contains 1101 in the 4sgagtcant bits(4-7)
and the 4 mostdignificant bits of F1(2-5) in the 4leastsignificant bits(0-3). The second
byte containghe 2 leasbits of F1 in bitss-7,and F2 in bit©-5, and soon. The order of
the fields in the frame is as follows:

GSM variable names & numbers

LARC[0] xmcl[9]
2 LARC[1] 6 23 | xmc[10] 3
3 LARCc[2] 5 24 | xmc[11] 3
4 LARCc[3] 5 25 | xmc[12] 3
5 | LARc[4] 4 26 | Nc[1] 7
6 | LARC[5] 4 27 | bc[1] 2
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7 | LARC[6] 3 28 | Mc[1] 2
8 LARC[7] 3 29 | xmaxc[1] 6
9 Nc[O] 7 30 | xmc[13] 3
10 | bc[O] 2 31 | xmc[14] 3
11 | Mc[0] 2 32 | xmc[15] 3
12 | xmaxc|[O] 6 33| xmc[16] 3
13 | xmc[O] 3 34 | xmc[17] 3
14 | xmc[1] 3 35 | xmc[18] 3
15 | xmc[2] 3 36 | xmc[19] 3
16 | xmc[3] 3 37 | xmc[20] 3
17 | xmc[4] 3 38 | xmc[21] 3
18 | xmc[5] 3 39 | xmc[22] 3
19 | xmc[6] 3 40 | xmc[23] 3
20 | xmcl[7] 3 41 | xmc[24] 3
21 | xmcl[8] 3 42 | xmc[25] 3
Draft
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Nc[2] Nc[3]

44 | bc[2] 2 61 | bc[3] 2
45 | Mc[2] 2 62 | Mc[3] 2

46 | xmaxc[2] 6 63 | xmaxc[3] 6
47 | xmc[26] 3 64 | xmc[39] 3
48 | xmc[27] 3 65 | xmc[40] 3
49 | xmc[28] 3 66 | xmc[41] 3
50 | xmc[29] 3 67 | xmc[42] 3
51 | xmc[30] 3 68 | xmc[43] 3
52 | xmc[31] 3 69 | xmc[44] 3
53 | xmc[32] 3 70 | xmc[45] 3
54 | xmc[33] 3 71 | xmc[46] 3
55 | xmc[34] 3 72 | xmcl[47] 3
56 | xmc[35] 3 73 | xmc[48] 3
57 | xmc[36] 3 74 | xmc[49] 3
58 | xmc[37] 3 75 | xmc[50] 3
59 | xmc[38] 3 76 | xmc[51] 3
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The RTP Packaging

So if F.i signifies the" bit of the field F, and bit 0 is the leasgnificantbit, and thebits of
every byte are numbered from 7 to O from left to right, then in the RTP encoding we have:

LARC[0].5 | LARc[0].4 | LARc[0].3 | LARc[0].2
1 LARc[0].1 | LARc[0].0 | LARc[1]5 | LARc[1].4 | LARc[1].3 | LARc[1].2 | LARc[1].1 | LARCc[1].0
2 LARc[2].4 | LARC[2].3 | LARc[2].2 | LARc[2].1 | LARc[2].0 | LARc[3]4 | LARc[3].3 | LARCc[3].2

Packaging [n] GSM frames within one RTP package Payload.

Basically the RTP payload used defines the way of markinguimier of frameper RTP
package. More detailed information can be found in the RTP spec (ref.??).

1101 | GSM 6.1[n]] 1101 GSM6.1[n+1] 1101

GSM 6.1[n+2

The MS Packaging

And in the MS codec encoding we have:

LARc[1].1 | LARC[1].0 | LARc[0]5 | LARc[0].4 | LARc[0].3 | LARc[0].2 | LARc[0].1| LARCc[0].0
1 LARc[2].3 | LARc[2].2 | LARc[2].1 | LARc[2].0 | LARc[1]5 | LARc[1]4 | LARc[1].3 | LARCc[1].2
2 LARc[4].1 | LARC[4].0 | LARc[3l.4 | LARC[3].3 | LARc[3].2 | LARc[3].1 | LARc[3.0 | LARCc[2].4

The 3% byte which is the connecting byte of two frames will be:

LARC[0].3 ‘ LARC[0].2 ‘ LARC[0].1 ‘ LARC[0].0

xmc[51].2

xmc[51]1‘ xmc[51]0‘ xmc[50].2

First Variable of second Frame

Last Bits of First Frame

Transfer Characteristics

Unit Frame Size Delay: 20 ms

Delay for N Packed Frames: N*20 ms
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Annex D: Other Codec Transfer Syntax

Placeholder for other codec transfer syntaxes (i.e. G.729, G.723.1), if not
defined elsewhere in existing standards.
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Annex E: G.764-Based Noise Level Transfer Syntax

The G.764-based VAD noise level packet contains a single byte message to the receiver to
play comfort noise athe absolutelBmO level specified byhe G.764level index. This
message woulthormally besent once at thbeginning of a silenceeriod (which also
indicates the transitionfrom speech to silencejyut rate of noise level updates is
implementation specific. Theapping ofthe index toabsolute noiséevelsmeasured on

the transmit side is given in Table 'X'.

MSbit LSbit

0 0* 0% 04 G.764 Level Inde

X

* - set to zero

Table 'x': G.764 Level Index Mapping

Index Noise Level (dBrncO)
0 Idle Code
1 16.6

2 19.7

3 22.6

4 24.9

5 26.9

6 29.0

I 31.0

8 32.8

9 34.6

10 36.2

11 37.9

12 39.7

13 41.6

14 43.8

15 46.6
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Out-of-band'in-band’ signaling W be carried via RTP/UDP asdynamically allocated

coder payload 121.

The Digits Transfer Syntax comprisége Digits Packet Format and tHeigits Transfer

Procedure.

Digits Packet Format

At the originating VolIP client the detected digits are inserted iimits Packet. Packets
carrying digits will be identified as a specific RTP dynamically allocated codec type.

Each Digit Packet contains 3 windows digit transition. The first windows represents
the Current 20ms period, the 2nd is the Recent and the 3rd is the Previous.

Bit-7 Bit-6 Bit-5 Bit-4 Bit-3 Bit-2 Bit-1 Bit-0

Octet 1 reserved Signal Level

Octet 2 Digit-Type|[0] Edge-Location[0]

Octet 3 reserved Digit-Code[0]

Octet 4 Digit-Typel[-1] Edge-Location[-1]

Octet 5 reserved Digit-Code[-1]

Octet 6 Digit-Typel[-2] Edge-Location[-2]

Octet 7 reserved Digit-Code[-2]

Sequence Number (8 bits)

Each increment of the sequence represents a period of 20ms.

Signal Level (5 bits)

The power level of each frequency is in -dBmO (a range of 0 to -31 dBmO).
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Digit Type (3 bits)

Code Digit Type
000 Digit Off
001 Digit On
010 reserved
011 reserved

Edge-Location (5 bits)

A 20ms windows is used to encathe edgenvhen a digit is turned on and off. This is the
delta time, O to 19ms, frorthe beginning ofthe currentframe in ms. Ifthere is no
transition, the edge locationilWbe set to Oand theDigit Type ofthe previous ywmdows
will be repeated.

Digit-Code (5 bits)

Digit Code DTMF Digits
00000 0
00001
00010
00011
00100
00101
00110
00111
01000
01001
01010
01011
01100
01101
01110

O |00 N | |01 |~ W N |k

*

O (T (> |#
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01111 D

Digits Transfer Procedures
Procedure for Transmission of Digits Packets

Whenthe transmitter detectsvalidated digit, it wll startsending a Digitfacketevery
20ms. Since eaclpacket coversOms of Digit On/Off Edge information, there is
redundancy of the edge information. TR€P sequencaumber is incremented mne in
each transmitted packet.

When the digit activity is off, the transmitter should continue to send 3 more Pagiket
for 60ms.

Internet Telephone client applicationdl voften be the source a@ligit activity (e.g. GUI
dialpads) withouthe need for actual detectioniotband signals. In thisase, digitiming
information would be derived frorthe relative timing of GUI events and theactive
outboundvoice stream, withevel informationwould befixed to a default value. An
acceptable default value is -10 dBmO.

Procedure for Interpreting Received Digits Packets

Whenthe receivegets aDigits Packet, it Wl generate digits according tbe location of
the On andDff edges.Silence vill be applied tothe duration after a®ff edge and before
an On edge. Digits will be generated after and On edge and before an Off edge.

If the sequence number is ogeater than the laséceived sequence numbtre receiver
appends the Current edge information to the previously received information.

If the sequence number is two greater than the last received sequence thenbegjver
appends the Recent and Current edge information to the previously received information.

If the sequencewumber isthree greater than the lastceived sequence number, the
receiver appends the Previous, Recent and Currentiefigmation tothe previously
received information.

If the sequencaumber is more thathree greater than the lasteived sequence number,
the receiver appends the Recent and Current ieflyenation tothe previously received
information. It fills inthe gap with the stativalues based othe previously received
packet.

If a Voice Packet is received at anytime, an Off edge should be appendegtevibesly
received Digits On/Off Edge information.

Annex G Network Management

MIB specifics
The VolP Forum plans to develop a set of MIBs for SNMP management of VolP network
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Important - needs to be added.
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6. Appendixes (Informative)
Quiality of Service (QoS)

Giventhe nature of packet networksstablishing a given Quality of Servi(@0S) is a
key component of Voicever IPterminals. MaintainingQoS for both VolPtraffic and
other traffic is a key consideration for IP networks serving VoIP terminals.

Delay

One of thekey elements of endser perceiveduality is end to end delayDelay will be
affected by:

» Framing delay: the amount of time represented in the voice packet.
» Coder Delay: voice coders have certain inherent delays.

» Packetization delay: a terminal or gatewal§y have delays passirtge voice packet
through its IP stack and injecting into the IP network.

» Transit Delay: voicgpackets transported through IP networkls experiencelelays
related to the trangssion time ofthe packet across each link and queuing and
processing delays in routers inside the network.

Delay Variance

Packets transmitted over IP networkd \arrive with variable delays.The variance in
inter packefarrival times is callegitter. Accommodation for thisariable delaymust be
made athe terminating endpointinitially this can be achieved lblge addition of dixed
delay FIFO on the receiver Alternatively, a receivemay attempt to measure jitter and
adaptively sizehe jitterbuffer. The jitter buffer is sized such tHat the distribution of
arrival times, an acceptable numberpaickets are ngblayeddue to the fact thahey
have been delayed by an interval exceeding the jitter buffer size.

Delay sensitivepackets can badversely affected bthe traffic mix when passingver
slow links (typicallythe last link at the user’s access to a WAN. Over alstKit takes
over 200ms to transmit a 15@Yte frame(as forfile transfer or e-mail)See Carsten
Borman§ for an excellenttreatment for this problem. Voigeackets that are queued
behind this Wi be subjected to increases in jitter of upth@ transittime of the largest
frame sizefor thelink. Terminals shouldequire stacks and accessaiters thatnclude
procedures that give enhanced treatment for real-time traffic.

Packet Loss

Packet loss can be a result of CB@ors onvoice packets or loss due to congestion. In
addition, fromthe point ofview of the coder, a packeéelayed enough to excet jitter

6 http://
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buffer size must be dealt with adost packet. Iranycase, the coder mudeal with the
lost packet by some method. These may include simply not playing a packet, repeating the
last packet or some implementation-specific lost packet replacement technique.

Packets can also be lost due to congestion and congesdimegement techniques. In a
best-effortdelivery servicepackets are queued liuffers of finite sizes imouters. When
those buffers overflow, packets are generally discarded.

Congestion Management

Traditionally, UDP traffic does nothave a congestion management feedlbaekhanism
such as Van Jacobson. Thereftiigh-volumeUDP traffic tends todisplaceT CP traffic,
which will back off in the face of congestion. Withoubther congestion control
mechanismsUDP traffic will not even beaware of congestiorwhile the TCPtraffic is
starved.

A technique fomanagingcongestion due to UD#affic is called Random Earlprop, or
RED’. RED operates bgubjecting traffic contributing to congestion to randpatket
loss. The presumption is that tepplication vill adapt to packet loss inwseful way,
probably by reducing its offered load.

Admission Control

The Resource ReServatioRrotocol (RSVP) is anothetechnique for congestion
managementlts function is toattempt to secure reservbdndwidths for particulaitow
specifications (T-specs??). In a properly operatietyvork, flows operatingwithin their
T-specs W not besubject to congestiomliminating packet loss due to congestion. In
addition, RSVHAnay cause the packet scheduhathin arouter toalter thedelivery order

of packets in such way thatthe delay experienced bgny givenpacketfalls within the
specification described by the T-spec, which will tend to contributed to lower jitter.

It is beyondthe scope ofhis specification to definmethods invhich RSVP can be used
to improveVolP performance, although futurevisions ofthe IA may addressspecific
RSVP implementation details

Echo Cancellation

All telephony voice services currently in useay reflect soméevel of echo back to a
user.This echo can be caused in sevexalys -two to four-wire hybrid mismatches and
acoustic couplingare two examples. The terracho is used broadly here as simply the
return of asignal's reflectiorback to the originator. However, usdypically associate
echo with somdime delay - this is becauseuser Wil only begin to differentiate the
returned signal from the originalttie delaybetween theéwo isgreater than 20-3ts. In
fact, some low-delay echo is required handsets to provide sound reinforcement of the
original signal - this is typically callesidetone. Besidegiving necessary reinforcement,
sidetone also gives the user the feeling that their telephone set is 'working'.

7 Sally Floyd, TBD.
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Packetvoice networks, however, anmuchmorelikely to introducesufficient latency to
cause what a user would consideraadibleecho. The echo path is round-trip, and thus
any speech coding, packetization amdffering delaysare accumulated in both directions
of transmission, increasing the likelihood of audibility.

Echo suppressors and echancellersare devices whichattempt to remove aser's
reflected signalvhile preserving as much as possitile far-end talker's gmnaltransmitted
to the user. Echo suppressors deeices whichuse some sort dfalf-duplex switching
technology to block.

Service Models and Requirements
Half-Duplex H/W

Client S/W built on a half-duplekRardware base (i.dalf-duplex PCsound card) is not
required to provide an echo control device.

Full-Duplex H/W

Client or gateway S/W built on full-duplex hardware base (i.dull-duplex PCsound
card) is required to provide someans ofecho controlThis can range from push-to-
talk mechanism t@oice-activated switches to full-duplecho cancellation systems. It is
recommended that where possibléjladuplex echo cancellatiosystem be implemented,
meeting eitheiG.165 Network EchdCancellation o1G.167 Acoustic Ech&@ancellation
requirements where appropriate.

+
Speech > | Packet ;| Speech
Encodin - Buffer Decodin
Echo -4 §
[9]
@
IS \
Echo g Echo
Cancellgr = Cancellgr
IS Hybrid
a }- Echo
Speech || Packet| | Speech 4_04—
Decodin Buffer Encoding +

Dial-up (Is this necessary Annex A covers this well??)

It may benoted that in order tanitiate a callbetweentwo VolP endpoints, thesalling
party needs to know the IP address of tadled party. In theexisting Internet
infrastructure, dialupusers aréeing assigned a different Btldress whenever theyal
into the Internet. The result is thatcaller has no way of determinirthe called IP
address without using an external mechanism to resolve the called IP address.
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The above ledhe VoIP forum to add theCMA spec tothe VolP implementation
agreement.
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