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Abstract

One of the most popular and widely used Network Management Protocols (NMP)
is SNMP. SNMP is extremely simple and versatile but it has scalability problems.
Attempts to modify the SNMP protocol to solve these problems have not been very
successful as it involves a large effort to migrate the installed base to the changed
version. A number of alternative NMPs such as RMI interfaces, CORBA [8] and
Http[6] have been attempted to overcome the problems with SNMP. However,
these interfaces lack the standardization effort and simplicity of the usage that
SNMP provides. So currently, every application develops models to achieve the
desired level of scalability on its own. In March 1999 a new protocol, SIP [5] was
developed and standardized for Telephony signaling. However, the protocol
definition was generic enough to be used in other areas. In this paper, we propose a
novel approach, architecture and a possible implementation of a system that uses
SNMP over SIP for Network Management.
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1. INTRODUCTION

SNMP is by far the most simple and popular Network Management Protocol
(NMP). It consists of three methods in its first version — Get, GetNext, and Set.
The second version introduced a new method called GetBulk. In order to build a
Management application all one needs to do is to understand the MIBs supported
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by a device and use the methods to get and set the required information on the
device. However, SNMP has the following inefficiencies

1.

SNMP is very talkative protocol and requires multiple exchanges to get
the data. If a table has 500 rows it would take 501 round trips in SNMP
V1 using the Getnext method to retrieve the data.

The GetBulk operation in SNMP V2 this could be reduced to 50
roundtrips. However, the GetBulk operation has problems with tables
with empty data in columns and overshoot as described in [1].

This is a huge waste of bandwidth and time especially in bulky tasks such
as inventory collection for a device.

Every SNMP packet carries with it header information containing version,
Community etc which is not very efficient.

Authentication for community string or user credentials has to happen for
every single SNMP packet, as there is no concept of a session. This
increases the inefficiency of the protocol.

Previous attempts to address these issues have been in the following areas

+ Defining additional constructs such as the GetCols [3] interface in SNMP.

Nevertheless, the installed base of devices has to be ratified to the new
standard. Nevertheless, this will not remove certain inefficiencies e.g. 4
and 5.

Define a new protocol for this purpose such as HMMP (Hyper Media
Management Protocol). This is not recommended, as this would entail a
lot of work to migrate and rehash existing mechanisms.

Use a proxy approach where we have agents that talk to the local devices
using SNMP and upload the bulk data back to the Network Management
Server.

In this paper, we take a different approach where we propose using a better
protocol to communicate with the device but retain the semantics and operations of
SNMP for efficient management.

The organization of the paper is as follows. In Section 2, we survey related
work. In Section 3, we present an overview of SIP and describe the basic elements
of the SIP architecture. In Section 4, we present the current architecture for
Network Management. In Sections 5 and 6, we propose the architecture based on
SIP and how standard Network Management functions will work in the new
architecture. In Section 7, we describe Morpheus, an implementation of the
approach described. In Section 8, we summarize our work and discuss possible
future work.
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2. RELATED WORK

There has been prior work in the area of providing proxy agents that convert
between SNMP and other protocols such as HTTP and CIM/XML. However, these
approaches do not solve the core problem of SNMP protocol inefficiencies. SIP has
been used for Instant Messaging under a protocol called SIMPLE and for Call
Control. There has been no reference to application of SIP to network management.
One of the major reasons for using SIP will be to manage mobile devices such as
the Mobile routers and switches that are finding applications in emergency and
information services. SIP inherently manages mobility of the entities that are
registered.

3. Session Initiation Protocol

SIP is an application-layer control protocol that was initially designed to establish,
modify, and terminate multimedia sessions (conferences) such as Internet
telephony calls. The design of protocol was not to provide services but to provide
primitives that can be used to implement different services. There are many
applications, which require the creation and management of a session, where a
session is considered an exchange of data between associations of participants.
Thus, SIP is general-purpose tool for creating, modifying, and terminating sessions
that works independently of underlying transport protocols and without
dependency on the type of session that is being established. Network Management
is one such application, which can leverage the architecture of SIP protocol.

3.1. Advantages of the SIP

There are several motivations for using SIP as a protocol for Network Management.

@ SIP inherently is scalable as it is stateless (as in our implementation).

® SIP provides for a single time authentication and bulk transfer of data.

® SIP transparently supports name mapping and redirection services, where
a participant can maintain a single externally visible identifier regardless
of their network location. This is specifically useful for managing mobile
devices.

@ Other advantage is SIP provides a suite of security services, which include
denial-of-service prevention, authentication (both user to user and proxy
to user), integrity protection, and encryption and privacy services.

@ SIP can run on top of UDP and TCP. In addition, it is a text-based protocol
making it easy to debug and develop scripts.
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3.2. Components in SIP architecture

We present a brief overview of the various components of SIP infrastructure
that will be used in SIP based network management.

= SIP Proxy Servers: A proxy server primarily plays the role of routing,
which means its job is to ensure that a request is sent to another entity
"closer" to the targeted user.

= SIP Registrar: A registrar is a server that accepts REGISTER requests and
places the information it receives in those requests into the location
service for the domain it handles.

= User Agent (UA): A logical entity that can generate and receive SIP
messages destined for its address.

= Location Service: a SIP redirect or proxy server to obtain information
about a callee’s possible location(s) uses a location service. It contains a
list of bindings of address-of-record keys to zero or more contact
addresses. The bindings can be created and removed in many ways; this
specification defines a REGISTER method that updates the bindings.

For more details on SIP, please refer to [5].

4. Current Management Architecture
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Figure 1: Current Management Architecture

The current management architecture consists of a Network Management
Station (NMS) that has an inventory of all the devices it needs to manage. Either
the devices are entered in manually or they are auto discovered. The NMS polls the
information from each device using SNMP and stores this information locally.
Based on certain triggers such as device reboot this information is collected from
the device again. Some data such as interface counters need to be frequently polled
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to analyze performance and utilization of resources. In case of faults or error
conditions, the device can send back an asynchronous notification that is called a
trap. However, in most cases, the data that is part of the trap is not sufficient and
additional polling is required to get the complete information.

Note: There are other management protocols such as Http or SOAP that are
available on certain devices but the information provided is not in a standard
format that makes it difficult to write standard applications based on that interface.

4.1. Advantages:

=  Extremely simple to use and deploy.
= Large installed base of devices supporting SNMP.
=  SNMP is lightweight unlike CORBA and HTTP.

4.2. Disadvantages:
The disadvantages of the current management approach are described in [1]. The
key points are

= Inefficiency in retrieving bulk data

= Scalability problems in large deployments.

=  Complexity because of the granularity of operations

= Restriction on the SNMP PDU payload size. (Most agents support 1500
bytes)
=  Problems with Security (There is not a large base of SNMPV3)
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5. Proposed Management Architecture

5.1. Device Architecture
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Figure 2: Device with SIP User Agent

The proposal shows devices having a lightweight SIP user agent (UA). The
UA on the device has the capability to decode the SIP request from the NMS that
contains

= operation to be performed (Get or Set)
= OID on which the operation to be performed

»  The value in case of the SET operation

The UA performs the operations using the SNMP responder API or database
that is available on the device. Since all the operations are performed at once, a
consolidated response is sent back to the NMS.
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5.2. System Architecture
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Figure 3: Overall System Architecture

All of the device UA’s register with the SIP Proxy Server shown in the figure.
The NMS runs another SIP UA that is capable of generating the requests and
decoding the SNMP responses. Each of the UA’s, device and NMS registers with a
unique name (e.g. IP address) and is identified with an e-mail style address
“device@domain.” The Proxy server provides the NMS with a means of getting
the list of devices that are registered to it. The Proxy server is responsible for

routing the requests and responses to the appropriate device.
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5.3. System Flow
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Figure 4: System Flow of Events

1.

The SIP proxy server details are configured manually or via DHCP options on
the device.

The NMS UA registers with the SIP proxy server. In addition, it also registers
for any new device notification.

The device UA registers with the SIP proxy server and is uniquely identifiable.
Proxy Server notifies the NMS that a new device has been added..

NMS initiates a discovery of the device. When the NMS wants to retrieve the
inventory of a device a SIP message is constructed with the complete list of
OIDs that need to be retrieved and sent to the device address. The proxy routes
the request and the device receives the request.

The device decodes the request and runs the queries on the local SNMP
database. The results are put back into the SIP response and sent back to the
NMS.

The NMS receives the response, decodes it, and retrieves the values.

The NMS updates its local database with the returned values.
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6. Basic NMS Feature to Architecture Mapping

We now look at how some of the basic NMS features can be implemented using
this architecture in a more efficient manner. Although the list of features is not
complete, it gives us an idea of how efficiency can be achieved.

6.1. Auto Discovery

Auto discovery of devices is a breeze and the NMS retrieves the list of devices that
are registered with the SIP proxy server and registers with the proxy to know of
any changes to the registered device list. Therefore, the list with the NMS is always
updated and requires no manual intervention.

6.2. Inventory Collection

As described earlier, Inventory collection for the device is accomplished by
sending a single SIP message containing the list of OIDS. The response from the
devices consists of the values and the list of errors encountered while performing
the query.

6.3. Fault Management

Currently devices send messages using traps or syslog messages to the server.
These can be encapsulated in a SIP message and sent back to the NMS. The NMS
receives the message and performs the appropriate actions.

6.4. Performance and Accounting Statistics:

The device UA can provide a facility by which the NMS can indicate that certain
tables or counters need to be polled at a certain interval and sent across at a lower
interval. An e.g. could be that the active calls table be polled every second but the
results be sent across every two minutes. This reduces the load on the network and
at the same time provides the required information.

6.5. Security

SIP can be made secure using TLS as described in [1]. Since this is a standard
mechanism, implementations are available that can be plugged in directly. Another
security mechanism to prevent rogue devices from registering is to have
authentication on the SIP Proxy Server.

6.6. Remote Access and Scripting:

Since the architecture is inherently distributed, the NMS UA can be located on any
machine. SIP messages being text based is very easy to generate and scripts can be
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used to automate the tasks. With an understanding of the syntax, one could use a
SIP chat client to send messages to the device to perform configuration.

6.7. Scalability

SIP was initially designed for Telephony and hence inherently solves the problem.
For a fair idea of scalability, the open source SIP Proxy Server from Vovida [11]
can handle 500 messages per second. Commercial proxy servers provide much
higher throughput.

6.8. Directory Integration:
The SIP proxy server can be modified to use a directory service such as LDAP to

store information on the devices registered so that it can be used by directory based
tools for tasks such as Asset management etc.

Based on the above we can clearly see that SIP provides distinct advantages to
manage large numbers of devices. The ease of management is greatly increased
and rich features can be added using SIP.

7. MORPHEUS — SNMP over SIP Agent Architecture

Trap/Syslog Adapter
¥
+«——| Device UA (NIST SIP IM Client)
NMS UA P g s
; rox
(NIST SIP IM Client) | =™ SNMP Agent —+ SNMP Agent API
NMS _ - ¥
Rt_eglstratlon Database
Client

Figure 5: Morpheus Architecture

The implementation uses the open source NIST SIP [10] proxy server for the
proxy. The original implementation was changed to enable notifications on
registration status change to the NMS and provide the list of registered devices.
The Proxy server stored the list of devices in a database. The proxy server was a
stateless proxy.

On the device side, we used a set of simulated devices with SNMP agents
running on a Linux machine. The NIST Instant Messaging (IM) client was
modified on the device side to retrieve the request and use the SNMP handler API

10
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to retrieve data from the device and send it back in the response. The Instant
Messaging client Ul is disabled, as it is not required.

i Device Management Console - |D|1|

File Edit Help

Select Device

10.1.1.1D@cisco—sippr0w.comj

10.1.1.1 @eisco-sipprog.com
10@ECisCo-Sipproxy.com

Select Action
Telnet ﬂ
Trap Console
Seript id|

oK | CANCELl

Figure 6: Device management Console on the Morpheus NMS Console

On the NMS Station the IM client UI was used directly without any changes.
The IM client was used to send requests and look at the received responses. There
was also a script that was used to send the requests at a rapid rate and verify the
behavior.

An important benefit that we observed in addition to the lower bandwidth
consumption was the mechanism of acknowledgement that was inbuilt into the SIP
protocol. This guaranteed that the SIP messages were received by both the device
and the NMS or retransmission took place. This is very useful especially in the
case where the NMS goes through a reboot. In normal cases, the trap is dropped if
the NMS is down however in this case the message is queued and delivered once
the NMS comes up. This is useful, as data is not lost when there are small periods
of outage that occur in the network.

7.1. SNMP over SIP Message Format

Morpheus utilizes already defined construct in SIP called “Message” for
transporting SNMP payload and reporting error conditions. The Message body
transports the payload. This contains information about variables that need to be
queried in the queries sent from NMS to the device. The corresponding data for
queried variables in the response from devices to NMS is also sent back in the
Message body.

11
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In our initial implementation, the message body comprised of the Commands
such as SET or GET and GETBULK. In case of SET it contains the object
identifier and the corresponding value for that identifier. In case of GET and
GETBULK the requested object identifiers are sent. The response to GETs
contains the mapping of Object Identifiers and the values. For GETBULK it
contains Object Identifier and list of values.

The above approach solved the problem of reliable and efficient delivery of
data. But the solution needed further improvisation for optimizing the number of
request and responses and increased flexibility. We are working on a Language
(SNMP Processing Language) SPL to describe the SNMP variables that need to be
queried under different conditions and in an optimized way. With SPL the agent on
device can respond to user created programs/scripts that describe the variables to
be queried, the dependencies for the variables, periodicity of polling the MIB and
reporting to NMS.

Shown below is an example request and response

Message sip: 10.76.38.104@cisco-sipproxy.com SIP/2.0
Via: SIP/2.0/UDP cisco-sipproxy.com;branch=z9hG4bK776asdhds
Max-Forwards: 70
To: 10.76.38.109@cisco-sipproxy.com

From: NMS@cisco-sipproxy.com; tag=1928301774
Call-ID: a84b4c76e66710@pc33.cisco-sipproxy.com
CSeq: 314159 MESSAGE

Contact:

Content-Type: application/sdp

Content-Length: 142

<SNMPREQ>

<GET>

1.3.6.1.3.4.36.2.15.22,

1.3.6.1.3.4.38.3.15.1,

1.3.6.1.3.4.38.3.15.4,

1.3.6.1.3.4.38.3.15.6,

1.3.6.1.3.4.38.3.15.8,
</GET>
<GETBULK>

1.3.6.1.3.4.32.4,

1.3.6.1.3.4.35.1,

</GETBULK>
<SET>

1.3.6.1.3.4.31.4.2.3=10,

1.3.6.1.3.4.31.4.2.4=100,
</SET>
</SNMPREQ>

Figure 7: SNMP over SIP request format

12




SNMP over SIP — The future of Network Management

Message sip: 10.76.38.109@cisco-sipproxy.com SIP/2.0
Via: SIP/2.0/UDP cisco-sipproxy.com;branch=z9hG4bK776asdhds
Max-Forwards: 70
To: NMS
From: 10.76.38.104@cisco-sipproxy.com; tag=1928301774
Call-ID: a84b4c76e€66710@pc33.cisco-sipproxy.com
CSeq: 314159 MESSAGE
Contact:

Content-Type: application/sdp
Content-Length: 142
<SNMPRESPONSE>

<GET>

<Value oid= 1.3.6.1.3.4.36.2.15.22, value= 3001, />

<Value oid= 1.3.6.1.3.4.38.3.15.1, value= 3004, />

<Value oid= 1.3.6.1.3.4.38.3.15.4, value= 3009, />
<Value oid= 1.3.6.1.3.4.38.3.15.6, value= 4010, />
</GET>

<GETBULK>

<TABLEVALUE oid= 1.3.6.1.3.4.32.4/>

<Value oid= 1.3.6.1.3.4.32.4.1, value =11, />

<Value oid= 1.3.6.1.3.4.32.4.2, value =12, />

<Value oid= 1.3.6.1.3.4.32.4.3, value = 1, />

<Value oid= 1.3.6.1.3.4.32.4.4, value =23, />

<Value oid= 1.3.6.1.3.4.32.4.5, value = 2001, />

<Value oid= 1.3.6.1.3.4.32.4.6, value = 234, />

</TABLEVALUE>
</GETBULK>

<GETBULK>

<TABLEVALUE oid= 1.3.6.1.3.4.35>

<Value oid= 1.3.6.1.3.4.35.1, value = 10.70.20.23, />

<Value oid= 1.3.6.1.3.4.35.2, value = 10.23.45.78, />

<Value oid= 1.3.6.1.3.4.35.3, value = 10.23.45.178, />
</Table Value>

</GETBULK>

<SET>

<Value oid= 1.3.6.1.3.4.31.4.2.3, value =10/>

<Value oid= 1.3.6.1.3.4.31.4.2.4=100, value =20/>

<Value oid= 1.3.6.1.3.4.31.4.2.5, value =1/>

</SET>

<ERROR>

<Value 1.3.6.1.3.4.38.3.15.8, value = 2 />

<Value 1.3.6.1.3.4.38.3.15.10, value =3 />

<value 1.3.6.1.3.4.31.4.2.3, value = 140 />

<Value 1.3.6.1.3.4.31.4.2.5, value = 140/>

<Value 1.3.6.1.3.4.35.1, value = 5/>

</ERROR>

</SNMPRESPONSE>

Figure 8: SNMP over SIP Response format
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7.2. SNMP Processing Language (SPL)

We have found the need to define a SNMP Processing Language (SPL) that
allows for basic scripting. This will be useful in cases where there is cross-indexing
across tables. Suppose one wants to retrieve the port information corresponding to
an interface he needs the ifIndex of the interface which he needs to use to query the
port table. Of course, this can be split across queries but the introduction of the
feature would simplify the problem largely. The SPL would need to be
standardized to enable wide deployment.

The language is still in evolutionary phase and we are evaluating the
performance difference when compared to normal request and response
encapsulation in SIP messages. There is a small overhead caused by creating SPL
programs by consolidating requests from different management applications and
processing of SPL by the user agent on the device.

Partial failure to execute the commands (e.g. setting parameters) encapsulated
in SPL will result in an Error being returned as part of Response (SIP Message
body).

8. Conclusion and Future Work

In this paper, we have presented a proposal for architecture for SNMP over
SIP. This will enable management applications to scale to manage larger number of
devices. The first set of agents and NMS based on the Morpheus has been
prototyped and is undergoing tests. We have seen close to 30% improvement in the
speed of prototyped operations such as Inventory collection. However more work
on larger numbers to the tune of 5000 devices needs to be done in order to come to
a conclusive benchmark on improvement in actual deployments. This will be
carried out in the coming months.

In addition, we will be working on defining the SPL based on the various use
cases of how the SNMP information is queried and used. In addition, a standard
method to deliver traps and syslog based on subscription is currently underway.

However, the simplicity of the approach and the fact that devices can use the
existing SNMP implementations provides it with a distinct advantage over other
approaches.
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List of Acronyms

CIM Common Information Model from DMTF
CORBA Common Object Request Broker Architecture
HTTP Hyper Text Transfer Protocol

™M Instant Messaging

LDAP Lightweight Directory Access Protocol

NIST National Institute of Standards and Technology
NMS Network Management System

SIP Session Initiation Protocol

SNMP Simple Network Management Protocol
SPL SNMP Processing Langauage.

UA SIP User Agent

XML Extended Markup Language

16



