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Purpose and Planning
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- Cryptography is hard enough without difficult and messy code
- Focus on what matters: Write crypto math as simple as possible
- Handle big numbers without too much worry
- Include general functionalities (strings, ints, etc) to facilitate usage

- Deadlines
- Work Style and Responsibilities
- Work Setup and Communication
- Resolving Setbacks

#


EDIT IN POWERPOINT®

Click on the button under the 
presentation preview that says 
"Download as PowerPoint template". You 
will get a .pptx file that you can edit in 
PowerPoint. Remember to download and 
install the fonts used in this presentation 
(you’ll find the links to the font files 
needed in the Presentation design slide)

3

Distinctive Features: Lints
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Big Number Arithmetic

- Initialization and Declaration

- Lint operations

C GMP Library - addition

#
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Distinctive Features: Curves and Pts (theory)
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Elliptic Curve Cryptography
- Prevalent in digital signature schemes and public key cryptography

- Depend on unfactorable large primes (lints) as coefficients
- Points form a finite abelian group over point addition on modular elliptic curves

- Addition: Reflection of third point of intersection across y axis
- Additive Inverse: Exists as the reflection across the x axis
- Identity element: Point at infinity (represented as (-1, -1))
- Generator point: Single point generating abelian group

Mathematical Definition: 

Addition:
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Distinctive Features: Curves and Pts (practice)
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Initializing Curves

Initializing Points

Point Operations
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Distinctive Features: Keywords 
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- types as in previous slide
- statements: if, else, for, while, return, main
- printing
- type-casting via function call
- key cryptography helpers: encode, decode, random

Examples:

Sample Encode/Decode

Sample Random function useSample int->lint casting

- print - int
- printl - lint
- prints - string
- printpt - point
- printc - curve
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Distinctive Features: Interfacing
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- C GMP library (all credits to contributors of that library)
- Abstract away the struct types 
- The user writes the math/pseudocode without needing to know the full scope

Examples: 

#
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Distinctive Features: Interfacing
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- C GMP library (all credits to contributors of that library)
- Abstract away the struct types 
- The user writes the math/pseudocode without needing to know the full scope
- Get Element Ptr
- Implicit Ptr passing

Examples: 
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Testing
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- Test-Driven Development
- Automate as much as possible with Bash and CircleCI
- Github
- Communication
- Test at a local and global level with Regression Test Suite
- Best way to find bugs and feels rewarding when we see OK

#
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Demos: RSA, Elliptic Curves, Diffie-Hellman
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Takeaways
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- Programming languages are hard
- LLVM even more so
- If you have to think about whether something works, it doesn’t

- OCaml and some functional programming
- Time and Planning
- OH are important
- WFH Communication
- Zoom pro accounts

Further objectives:
- Operator overloading
- Conciseness: Multiple assignment, declare and assign
- Unified print function (consolidate print(), printl(), printc(), printpt())
- Garbage collection
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Questions

#
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