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printf("\nDECRYPTION KEY ENTERED - %s",aes_key);

printf("\nThank you. Beginning decryption.");

return hex_key;

}
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/******************************************************************************/

/*

Software(C) Implementation of AES Encryption

Written for 128-bit AES decryption project

Course: CSEE 4840 - Embedded System Design, Spring 2008

Authors: Shrivathsa Bhargav (sb2784)

Larry Chen (lc2454)

Abhinandan Majumdar (am2993)

Shiva Ramudit (syr9)

Last modified: 5-8-2008

*/

/******************************************************************************/

#include <stdio.h>

//Used for Debug Prints

//0 -> No Debug Prints

//1 -> With Debug Prints

#define VERBOSE 0

//Variable Declaration for key and text

unsigned short int key[4][4];

unsigned short int text[4][4];

//Function to read key file *Should be key.txt*

void read_key (FILE *f) {

unsigned short int c=0x00000000;

void *t = &c;

int sz;

int i,j;

int cn;

i=j=0;

for (cn=0;cn<16;cn++) {

sz = fread(t,1,1,f);

key[i][j++] = c;

c=0x00000000;

if (j>=4) {i++;j=0;}

if(sz==0 || i >= 4) break;

}

}

//Function to read plain text file *Supplied as first argument*

int read_text (FILE *f) {

unsigned short int c=0x00000000;

void *t = &c;
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int sz;

int i,j;

int cn;

i=j=0;

for (cn=0;cn<16;cn++) {

sz = fread(t,1,1,f);

text[i][j++] = sz?c:0x00;

c=0x00000000;

}

return feof(f);

}

//Function to display the key

void print_key() {

int i,j;

printf("key => \n");

for(i=0;i<4;i++) {

for(j=0;j<4;j++)

printf("%hx ",key[i][j]);

printf("\n");

}

}

//Function to display the plain text

void print_text() {

int i,j;

printf("text => \n");

for(i=0;i<4;i++) {

for(j=0;j<4;j++)

printf("%hx ",text[i][j]);

printf("\n");

}

}

//S-Box Declaration

unsigned short int sbox[16][16] = {

0x63, 0x7c, 0x77, 0x7b, 0xf2, 0x6b, 0x6f, 0xc5, 0x30, 0x01, 0x67, 0x2b, 0xfe, 0xd7,

0xab, 0x76,

0xca, 0x82, 0xc9, 0x7d, 0xfa, 0x59, 0x47, 0xf0, 0xad, 0xd4, 0xa2, 0xaf, 0x9c, 0xa4,

0x72, 0xc0,

0xb7, 0xfd, 0x93, 0x26, 0x36, 0x3f, 0xf7, 0xcc, 0x34, 0xa5, 0xe5, 0xf1, 0x71, 0xd8,

0x31, 0x15,

0x04, 0xc7, 0x23, 0xc3, 0x18, 0x96, 0x05, 0x9a, 0x07, 0x12, 0x80, 0xe2, 0xeb, 0x27,

0xb2, 0x75,

0x09, 0x83, 0x2c, 0x1a, 0x1b, 0x6e, 0x5a, 0xa0, 0x52, 0x3b, 0xd6, 0xb3, 0x29, 0xe3,

0x2f, 0x84,

0x53, 0xd1, 0x00, 0xed, 0x20, 0xfc, 0xb1, 0x5b, 0x6a, 0xcb, 0xbe, 0x39, 0x4a, 0x4c,

0x58, 0xcf,

0xd0, 0xef, 0xaa, 0xfb, 0x43, 0x4d, 0x33, 0x85, 0x45, 0xf9, 0x02, 0x7f, 0x50, 0x3c,

0x9f, 0xa8,
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0x51, 0xa3, 0x40, 0x8f, 0x92, 0x9d, 0x38, 0xf5, 0xbc, 0xb6, 0xda, 0x21, 0x10, 0xff,

0xf3, 0xd2,

0xcd, 0x0c, 0x13, 0xec, 0x5f, 0x97, 0x44, 0x17, 0xc4, 0xa7, 0x7e, 0x3d, 0x64, 0x5d,

0x19, 0x73,

0x60, 0x81, 0x4f, 0xdc, 0x22, 0x2a, 0x90, 0x88, 0x46, 0xee, 0xb8, 0x14, 0xde, 0x5e,

0x0b, 0xdb,

0xe0, 0x32, 0x3a, 0x0a, 0x49, 0x06, 0x24, 0x5c, 0xc2, 0xd3, 0xac, 0x62, 0x91, 0x95,

0xe4, 0x79,

0xe7, 0xc8, 0x37, 0x6d, 0x8d, 0xd5, 0x4e, 0xa9, 0x6c, 0x56, 0xf4, 0xea, 0x65, 0x7a,

0xae, 0x08,

0xba, 0x78, 0x25, 0x2e, 0x1c, 0xa6, 0xb4, 0xc6, 0xe8, 0xdd, 0x74, 0x1f, 0x4b, 0xbd,

0x8b, 0x8a,

0x70, 0x3e, 0xb5, 0x66, 0x48, 0x03, 0xf6, 0x0e, 0x61, 0x35, 0x57, 0xb9, 0x86, 0xc1,

0x1d, 0x9e,

0xe1, 0xf8, 0x98, 0x11, 0x69, 0xd9, 0x8e, 0x94, 0x9b, 0x1e, 0x87, 0xe9, 0xce, 0x55,

0x28, 0xdf,

0x8c, 0xa1, 0x89, 0x0d, 0xbf, 0xe6, 0x42, 0x68, 0x41, 0x99, 0x2d, 0x0f, 0xb0, 0x54,

0xbb, 0x16

};

//Function to do Sub_bytes

void sub_bytes() {

int i,j,ri,ci;

i=j=ri=ci=0;

for(i=0;i<4;i++)

for(j=0;j<4;j++) {

ri = text[i][j] >> 4;

ci = text[i][j] & 0x0F;

text[i][j] = sbox[ri][ci];

}

}

//Function to do Shift_row

void shift_row() {

int i,j;

int t,count;

for (i=1;i<4;i++)

for(count=0;count<i;count++) {

t=text[i][0];

for(j=0;j<3;j++)

text[i][j]=text[i][j+1];

text[i][j]=t;

}

}

//Function to do Mix_Column

void mix_column() {

int MixCol[4][4] = {

0x02, 0x03, 0x01, 0x01,

0x01, 0x02, 0x03, 0x01,
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0x01, 0x01, 0x02, 0x03,

0x03, 0x01, 0x01, 0x02

};

int i,j,k;

unsigned short int a[4],b[4],h;

for (j = 0; j < 4; j++) {

for (i = 0; i < 4; i++) {

a[i]=text[i][j];

h=text[i][j] & 0x0080;

b[i]=(text[i][j] << 1) & 0x000000ff;

if(h == 0x80)

b[i]^=0x1b;

}

text[0][j] = b[0] ^ a[3] ^ a[2] ^ b[1] ^ a[1]; /* 2 * a0 + a3 + a2 + 3 * a1 */

text[1][j] = b[1] ^ a[0] ^ a[3] ^ b[2] ^ a[2]; /* 2 * a1 + a0 + a3 + 3 * a2 */

text[2][j] = b[2] ^ a[1] ^ a[0] ^ b[3] ^ a[3]; /* 2 * a2 + a1 + a0 + 3 * a3 */

text[3][j] = b[3] ^ a[2] ^ a[1] ^ b[0] ^ a[0]; /* 2 * a3 + a2 + a1 + 3 * a0 */

}

}

//Function to do Add_roundkey

void add_roundkey() {

int i,j;

for(i=0;i<4;i++)

for(j=0;j<4;j++)

text[i][j]^=key[i][j];

}

//Function to do Key_schedule or Key_expansion

void key_schedule(int count) {

unsigned short int Rcon[10] = {0x01,0x02,0x04,0x08,0x10,0x20,0x40,0x80,0x1b,0x36};

int i,j,ri,ci;

unsigned short int t,a[4];

for (j=3,i=0;i<4;i++)

a[i] = key[i][j];

/* rotate column */

t=a[0];

for (i=0;i<3;i++)

a[i]=a[i+1];

a[i]=t;

/* sub_bytes */

for(i=0;i<4;i++){

ri = a[i] >> 4;
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ci = a[i] & 0x0F;

a[i] = sbox[ri][ci];

}

/*1st xor */

for(j=0,i=0;i<4;i++) {

if(i==0)

key[i][j] = Rcon[count] ^ key[i][j] ^ a[i];

else

key[i][j] = key[i][j] ^ a[i];

}

/*last xor */

for(j=1;j<4;j++)

for(i=0;i<4;i++)

key[i][j]^=key[i][j-1];

}

//Function to do Encryption of 128bit plain text

void encrypt_block() {

int count;

add_roundkey();

for (count = 0 ; count < 9 ; count++) {

key_schedule(count);

sub_bytes();

shift_row();

mix_column();

add_roundkey();

#if VERBOSE

printf("\n*******************Round %d**************************\n" ,count+1);

print_key();

print_text();

#endif

}

key_schedule(count);

sub_bytes();

shift_row();

add_roundkey();

#if VERBOSE

printf("\n*******************Round %d**************************\n" ,count+1);

print_key();

print_text();

#endif

}

//Function to write the generated cipher text (encrypted data) into a file (with extension.enc)

void write_cipher(FILE *f) {

int i,j;
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void *t;

for(i=0;i<4;i++)

for(j=0;j<4;j++) {

t = &text[i][j];

fwrite(t,1,1,f);

}

}

//Main Function

int main(int argc, char *argv[1]) {

FILE *fk = fopen("key.txt","r"); //File pointer for Key file. Always key.txt

FILE *ft = fopen(argv[1],"r"); //File pointer for source file. Supplied as first argument   

int sz=1, count=0;

int filesize,fcount = 0;

char destname[strlen(argv[1])+4];

sprintf(destname,"%s.%s",argv[1],"enc");

FILE *fw = fopen(destname,"w"); //File pointer for encrypted/cipher file. Stored as .enc file

fseek(ft,0L,SEEK_END);

filesize = ftell(ft);

rewind(ft);

while(fcount < filesize) {

read_key(fk);

sz = read_text(ft);

#if VERBOSE

print_key();

print_text();

#endif

encrypt_block();

write_cipher(fw);

rewind(fk);

count++;

fcount+=16;

}

fclose(ft);

fclose(fk);

fclose(fw);

}
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/******************************************************************************/

/*

Software(C) Implementation of AES Decryption

Written for 128-bit AES decryption project

Course: CSEE 4840 - Embedded System Design, Spring 2008

Authors: Shrivathsa Bhargav (sb2784)

Larry Chen (lc2454)

Abhinandan Majumdar (am2993)

Shiva Ramudit (syr9)

Last modified: 5-8-2008

*/

/******************************************************************************/

#include <stdio.h>

//Used for Debug Prints

//0 -> No Debug Prints

//1 -> With Debug Prints

#define VERBOSE 0

//Variable Declaration for key, text and roundkey

unsigned short int key[4][4];

unsigned short int text[4][4];

unsigned short int roundkey[11][4][4];

//Function to read key file *Should be key.txt*

void read_key (FILE *f) {

unsigned short int c=0x00000000;

void *t = &c;

int sz;

int i,j;

int cn;

i=j=0;

for (cn=0;cn<16;cn++) {

sz = fread(t,1,1,f);

key[i][j++] = c;

c=0x00000000;

if (j>=4) {i++;j=0;}

if(sz==0 || i >= 4) break;

}

}

//Function to read cipher text file *Supplied as first argument* *Can be recognized by .enc extension*

int read_text (FILE *f) {

unsigned short int c=0x00000000;

void *t = &c;

int sz;

int i,j;

int cn;
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i=j=0;

for (cn=0;cn<16;cn++) {

sz = fread(t,1,1,f);

text[i][j++] = sz?c:0x00;

c=0x00000000;

}

return feof(f);

}

//Function to display the key

void print_key() {

int i,j;

printf("key => \n");

for(i=0;i<4;i++) {

for(j=0;j<4;j++)

printf("%hx ",key[i][j]);

printf("\n");

}

}

//Function to display the roundkey

void print_rkey(int count) {

int i,j;

printf("key => %d\n",count);

for(i=0;i<4;i++) {

for(j=0;j<4;j++)

printf("%hx ",roundkey[count][i][j]);

printf("\n");

}

}

//Function to display the cipher text

void print_text() {

int i,j;

printf("text => \n");

for(i=0;i<4;i++) {

for(j=0;j<4;j++)

printf("%hx ",text[i][j]);

printf("\n");

}

}

//Declaration for sbox. Used for Key Expansion

unsigned short int sbox[16][16] = {

0x63, 0x7c, 0x77, 0x7b, 0xf2, 0x6b, 0x6f, 0xc5, 0x30, 0x01, 0x67, 0x2b, 0xfe, 0xd7,

0xab, 0x76,

0xca, 0x82, 0xc9, 0x7d, 0xfa, 0x59, 0x47, 0xf0, 0xad, 0xd4, 0xa2, 0xaf, 0x9c, 0xa4,

0x72, 0xc0,

0xb7, 0xfd, 0x93, 0x26, 0x36, 0x3f, 0xf7, 0xcc, 0x34, 0xa5, 0xe5, 0xf1, 0x71, 0xd8,

0x31, 0x15,

0x04, 0xc7, 0x23, 0xc3, 0x18, 0x96, 0x05, 0x9a, 0x07, 0x12, 0x80, 0xe2, 0xeb, 0x27,

0xb2, 0x75,
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0x09, 0x83, 0x2c, 0x1a, 0x1b, 0x6e, 0x5a, 0xa0, 0x52, 0x3b, 0xd6, 0xb3, 0x29, 0xe3,

0x2f, 0x84,

0x53, 0xd1, 0x00, 0xed, 0x20, 0xfc, 0xb1, 0x5b, 0x6a, 0xcb, 0xbe, 0x39, 0x4a, 0x4c,

0x58, 0xcf,

0xd0, 0xef, 0xaa, 0xfb, 0x43, 0x4d, 0x33, 0x85, 0x45, 0xf9, 0x02, 0x7f, 0x50, 0x3c,

0x9f, 0xa8,

0x51, 0xa3, 0x40, 0x8f, 0x92, 0x9d, 0x38, 0xf5, 0xbc, 0xb6, 0xda, 0x21, 0x10, 0xff,

0xf3, 0xd2,

0xcd, 0x0c, 0x13, 0xec, 0x5f, 0x97, 0x44, 0x17, 0xc4, 0xa7, 0x7e, 0x3d, 0x64, 0x5d,

0x19, 0x73,

0x60, 0x81, 0x4f, 0xdc, 0x22, 0x2a, 0x90, 0x88, 0x46, 0xee, 0xb8, 0x14, 0xde, 0x5e,

0x0b, 0xdb,

0xe0, 0x32, 0x3a, 0x0a, 0x49, 0x06, 0x24, 0x5c, 0xc2, 0xd3, 0xac, 0x62, 0x91, 0x95,

0xe4, 0x79,

0xe7, 0xc8, 0x37, 0x6d, 0x8d, 0xd5, 0x4e, 0xa9, 0x6c, 0x56, 0xf4, 0xea, 0x65, 0x7a,

0xae, 0x08,

0xba, 0x78, 0x25, 0x2e, 0x1c, 0xa6, 0xb4, 0xc6, 0xe8, 0xdd, 0x74, 0x1f, 0x4b, 0xbd,

0x8b, 0x8a,

0x70, 0x3e, 0xb5, 0x66, 0x48, 0x03, 0xf6, 0x0e, 0x61, 0x35, 0x57, 0xb9, 0x86, 0xc1,

0x1d, 0x9e,

0xe1, 0xf8, 0x98, 0x11, 0x69, 0xd9, 0x8e, 0x94, 0x9b, 0x1e, 0x87, 0xe9, 0xce, 0x55,

0x28, 0xdf,

0x8c, 0xa1, 0x89, 0x0d, 0xbf, 0xe6, 0x42, 0x68, 0x41, 0x99, 0x2d, 0x0f, 0xb0, 0x54,

0xbb, 0x16

};

//Declaration for inverse sbox. Used for Decryption 

unsigned short int inv_sbox[16][16] = {

0x52, 0x09, 0x6a, 0xd5, 0x30, 0x36, 0xa5, 0x38, 0xbf, 0x40, 0xa3, 0x9e, 0x81, 0xf3,

0xd7, 0xfb,

0x7c, 0xe3, 0x39, 0x82, 0x9b, 0x2f, 0xff, 0x87, 0x34, 0x8e, 0x43, 0x44, 0xc4, 0xde,

0xe9, 0xcb,

0x54, 0x7b, 0x94, 0x32, 0xa6, 0xc2, 0x23, 0x3d, 0xee, 0x4c, 0x95, 0x0b, 0x42, 0xfa,

0xc3, 0x4e,

0x08, 0x2e, 0xa1, 0x66, 0x28, 0xd9, 0x24, 0xb2, 0x76, 0x5b, 0xa2, 0x49, 0x6d, 0x8b,

0xd1, 0x25,

0x72, 0xf8, 0xf6, 0x64, 0x86, 0x68, 0x98, 0x16, 0xd4, 0xa4, 0x5c, 0xcc, 0x5d, 0x65,

0xb6, 0x92,

0x6c, 0x70, 0x48, 0x50, 0xfd, 0xed, 0xb9, 0xda, 0x5e, 0x15, 0x46, 0x57, 0xa7, 0x8d,

0x9d, 0x84,

0x90, 0xd8, 0xab, 0x00, 0x8c, 0xbc, 0xd3, 0x0a, 0xf7, 0xe4, 0x58, 0x05, 0xb8, 0xb3,

0x45, 0x06,

0xd0, 0x2c, 0x1e, 0x8f, 0xca, 0x3f, 0x0f, 0x02, 0xc1, 0xaf, 0xbd, 0x03, 0x01, 0x13,

0x8a, 0x6b,

0x3a, 0x91, 0x11, 0x41, 0x4f, 0x67, 0xdc, 0xea, 0x97, 0xf2, 0xcf, 0xce, 0xf0, 0xb4,

0xe6, 0x73,

0x96, 0xac, 0x74, 0x22, 0xe7, 0xad, 0x35, 0x85, 0xe2, 0xf9, 0x37, 0xe8, 0x1c, 0x75,

0xdf, 0x6e,

0x47, 0xf1, 0x1a, 0x71, 0x1d, 0x29, 0xc5, 0x89, 0x6f, 0xb7, 0x62, 0x0e, 0xaa, 0x18,

0xbe, 0x1b,

0xfc, 0x56, 0x3e, 0x4b, 0xc6, 0xd2, 0x79, 0x20, 0x9a, 0xdb, 0xc0, 0xfe, 0x78, 0xcd,

0x5a, 0xf4,

0x1f, 0xdd, 0xa8, 0x33, 0x88, 0x07, 0xc7, 0x31, 0xb1, 0x12, 0x10, 0x59, 0x27, 0x80,
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0xec, 0x5f,

0x60, 0x51, 0x7f, 0xa9, 0x19, 0xb5, 0x4a, 0x0d, 0x2d, 0xe5, 0x7a, 0x9f, 0x93, 0xc9,

0x9c, 0xef,

0xa0, 0xe0, 0x3b, 0x4d, 0xae, 0x2a, 0xf5, 0xb0, 0xc8, 0xeb, 0xbb, 0x3c, 0x83, 0x53,

0x99, 0x61,

0x17, 0x2b, 0x04, 0x7e, 0xba, 0x77, 0xd6, 0x26, 0xe1, 0x69, 0x14, 0x63, 0x55, 0x21,

0x0c, 0x7d

};

//Function for inverse_sub_bytes

void inv_sub_bytes() {

int i,j,ri,ci;

i=j=ri=ci=0;

for(i=0;i<4;i++)

for(j=0;j<4;j++) {

ri = text[i][j] >> 4;

ci = text[i][j] & 0x0F;

text[i][j] = inv_sbox[ri][ci];

}

}

//Function for inverse_shift_row

void inv_shift_row() {

int i,j;

int t,count;

for (i=1;i<4;i++)

for(count=0;count<i;count++) {

t=text[i][3];

for(j=3;j>0;j--)

text[i][j]=text[i][j-1];

text[i][j]=t;

}

}

//Function for inverse_mix_column

// xtime is a macro that finds the product of {02} and the argument to xtime modulo {1b} 

#define xtime(x)   ((x<<1) ^ (((x>>7) & 1) * 0x1b))

// Multiplty is a macro used to multiply numbers in the field GF(2^8)

#define Multiply(x,y) (((y & 1) * x) ^ ((y>>1 & 1) * xtime(x)) ^ ((y>>2 & 1) * xtime(xtime(x))) 

^ ((y>>3 & 1) * xtime(xtime(xtime(x)))) ^ ((y>>4 & 1) * xtime(xtime(xtime(xtime(x))))))

void inv_mix_column() {

int i;

unsigned short int a,b,c,d;

for(i=0;i<4;i++) {

a = text[0][i];
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b = text[1][i];

c = text[2][i];

d = text[3][i];

text[0][i] = 0xFF & (Multiply(a, 0x0e) ^ Multiply(b, 0x0b) ^ Multiply(c, 0x0d) ^

Multiply(d, 0x09));

text[1][i] = 0xFF & (Multiply(a, 0x09) ^ Multiply(b, 0x0e) ^ Multiply(c, 0x0b) ^

Multiply(d, 0x0d));

text[2][i] = 0xFF & (Multiply(a, 0x0d) ^ Multiply(b, 0x09) ^ Multiply(c, 0x0e) ^

Multiply(d, 0x0b));

text[3][i] = 0xFF & (Multiply(a, 0x0b) ^ Multiply(b, 0x0d) ^ Multiply(c, 0x09) ^

Multiply(d, 0x0e));

}

}

//Function for inverse_add_roundkey

void inv_add_roundkey(int count) {

int i,j;

for(i=0;i<4;i++)

for(j=0;j<4;j++)

text[i][j]^=roundkey[count][i][j];

}

//Function for key_schedule (for one iteration)

void key_schedule(int count) {

unsigned short int Rcon[10] = {0x01,0x02,0x04,0x08,0x10,0x20,0x40,0x80,0x1b,0x36};

int i,j,ri,ci;

unsigned short int t,a[4];

for (j=3,i=0;i<4;i++)

a[i] = roundkey[count-1][i][j];

/* rotate column */

t=a[0];

for (i=0;i<3;i++)

a[i]=a[i+1];

a[i]=t;

/* sub_bytes */

for(i=0;i<4;i++) {

ri = a[i] >> 4;

ci = a[i] & 0x0F;

a[i] = sbox[ri][ci];

}

/*1st xor */

for(j=0,i=0;i<4;i++) {

if(i==0)

roundkey[count][i][j] = Rcon[count-1] ^ roundkey[count-1][i][j] ^ a[i];
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else

roundkey[count][i][j] = roundkey[count-1][i][j] ^ a[i];

}

/*last xor */

for(j=1;j<4;j++)

for(i=0;i<4;i++)

roundkey[count][i][j]=roundkey[count][i][j-1] ^ roundkey[count-1][i][j];

}

//Function for key_expansion

void keyexpand() {

int i,j;

int count = 0;

for(i=0;i<4;i++)

for(j=0;j<4;j++)

roundkey[count][i][j]=key[i][j];

for(count=1;count<11;count++) {

key_schedule(count);

}

}

//Function for Decryption of 128bit block

void decrypt_block() {

int count = 10;

keyexpand();

inv_add_roundkey(count);

#if VERBOSE

printf("\n*******************Round %d**************************\n" ,count);

print_rkey(count);

print_text();

#endif

for (count = 9; count > 0 ; count--) {

inv_shift_row();

inv_sub_bytes();

inv_add_roundkey(count);

inv_mix_column();

#if VERBOSE

printf("\n*******************Round %d**************************\n" ,count);

print_rkey(count);

print_text();

#endif

}

inv_shift_row();

inv_sub_bytes();

inv_add_roundkey(count);

#if VERBOSE
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printf("\n*******************Round %d**************************\n" ,count);

print_rkey(count);

print_text();

#endif

}

//Function to write the generated plain text (decrypted data) into a file (with extension .text)

void write_cipher(FILE *f) {

int i,j;

void *t;

for(i=0;i<4;i++)

for(j=0;j<4;j++) {

t = &text[i][j];

fwrite(t,1,1,f);

}

}

//Main Function

int main(int argc, char *argv[1]) {

FILE *fk = fopen("key.txt","r");

FILE *ft = fopen(argv[1],"r");

char destname[strlen(argv[1])+5];

sprintf(destname,"%s.%s",argv[1],"text");

FILE *fw = fopen(destname,"w");

int sz=1, count=0;

int filesize,fcount = 0;

fseek(ft,0L,SEEK_END);

filesize = ftell(ft);

rewind(ft);

#if VERBOSE

printf("filesize = %d\n",filesize);

printf("Step1 ...%d\n",feof(ft));

#endif

while(fcount < filesize) {

read_key(fk);

sz = read_text(ft);

#if VERBOSE

print_key();

print_text();

#endif

-7-



\\Skyr\homework spring 2008\aesdec.c Saturday, May 10, 2008 9:18 PM

decrypt_block();

write_cipher(fw);

rewind(fk);

count++;

fcount+=16;

}

fclose(ft);

fclose(fk);

fclose(fw);

}
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-------------------------------------------------------------------------------

--

-- DE2 top-level module for AES decryption project

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

-------------------------------------------------------------------------------

--

-- DE2 top-level module for the Apple ][

--

-- Stephen A. Edwards, Columbia University, sedwards@cs.columbia.edu

--

-- From an original by Terasic Technology, Inc.

-- (DE2_TOP.v, part of the DE2 system board CD supplied by Altera)

--

-------------------------------------------------------------------------------

library ieee;

use ieee.std_logic_1164.all;

use ieee.numeric_std.all;

entity AES128_toplevel is

port (

-- Clocks

CLOCK_27, -- 27 MHz

CLOCK_50, -- 50 MHz

EXT_CLOCK : in std_logic; -- External Clock

-- Buttons and switches

KEY : in std_logic_vector(3 downto 0); -- Push buttons

SW : in std_logic_vector(17 downto 0); -- DPDT switches

-- LED displays

HEX0, HEX1, HEX2, HEX3, HEX4, HEX5, HEX6, HEX7 -- 7-segment displays

: out unsigned(6 downto 0);

signal LEDG : out std_logic_vector(8 downto 0); -- Green LEDs

LEDR : out std_logic_vector(17 downto 0); -- Red LEDs

-- RS-232 interface

UART_TXD : out std_logic; -- UART transmitter   

UART_RXD : in std_logic; -- UART receiver
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-- IRDA interface

-- IRDA_TXD : out std_logic;                      -- IRDA Transmitter

IRDA_RXD : in std_logic; -- IRDA Receiver

-- SDRAM

DRAM_DQ : inout std_logic_vector(15 downto 0); -- Data Bus

DRAM_ADDR : out std_logic_vector(11 downto 0); -- Address Bus    

DRAM_LDQM, -- Low-byte Data Mask 

DRAM_UDQM, -- High-byte Data Mask

DRAM_WE_N, -- Write Enable

DRAM_CAS_N, -- Column Address Strobe

DRAM_RAS_N, -- Row Address Strobe

DRAM_CS_N, -- Chip Select

DRAM_BA_0, -- Bank Address 0

DRAM_BA_1, -- Bank Address 0

DRAM_CLK, -- Clock

DRAM_CKE : out std_logic; -- Clock Enable

-- FLASH

FL_DQ : inout std_logic_vector(7 downto 0); -- Data bus

FL_ADDR : out std_logic_vector(21 downto 0); -- Address bus

FL_WE_N, -- Write Enable

FL_RST_N, -- Reset

FL_OE_N, -- Output Enable

FL_CE_N : out std_logic; -- Chip Enable

-- SRAM

SRAM_DQ : inout std_logic_vector(15 downto 0); -- Data bus 16 Bits

SRAM_ADDR : out std_logic_vector(17 downto 0); -- Address bus 18 Bits

SRAM_UB_N, -- High-byte Data Mask 

SRAM_LB_N, -- Low-byte Data Mask 

SRAM_WE_N, -- Write Enable

SRAM_CE_N, -- Chip Enable

SRAM_OE_N : out std_logic; -- Output Enable

-- USB controller

OTG_DATA : inout std_logic_vector(15 downto 0); -- Data bus

OTG_ADDR : out std_logic_vector(1 downto 0); -- Address

OTG_CS_N, -- Chip Select

OTG_RD_N, -- Write

OTG_WR_N, -- Read

OTG_RST_N, -- Reset

OTG_FSPEED, -- USB Full Speed, 0 = Enable, Z = Disable

OTG_LSPEED : out std_logic; -- USB Low Speed, 0 = Enable, Z = Disable

OTG_INT0, -- Interrupt 0

OTG_INT1, -- Interrupt 1

OTG_DREQ0, -- DMA Request 0
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OTG_DREQ1 : in std_logic; -- DMA Request 1   

OTG_DACK0_N, -- DMA Acknowledge 0

OTG_DACK1_N : out std_logic; -- DMA Acknowledge 1

-- 16 X 2 LCD Module

LCD_ON, -- Power ON/OFF

LCD_BLON, -- Back Light ON/OFF

LCD_RW, -- Read/Write Select, 0 = Write, 1 = Read

LCD_EN, -- Enable

LCD_RS : out std_logic; -- Command/Data Select, 0 = Command, 1 = Data

LCD_DATA : inout std_logic_vector(7 downto 0); -- Data bus 8 bits

-- SD card interface

SD_DAT : in std_logic; -- SD Card Data      SD pin 7 "DAT 0/DataOut"

SD_DAT3 : out std_logic; -- SD Card Data 3    SD pin 1 "DAT 3/nCS"

SD_CMD : out std_logic; -- SD Card Command   SD pin 2 "CMD/DataIn"

SD_CLK : out std_logic; -- SD Card Clock     SD pin 5 "CLK"

-- USB JTAG link

TDI, -- CPLD -> FPGA (data in)

TCK, -- CPLD -> FPGA (clk)

TCS : in std_logic; -- CPLD -> FPGA (CS)

TDO : out std_logic; -- FPGA -> CPLD (data out)

-- I2C bus

I2C_SDAT : inout std_logic; -- I2C Data

I2C_SCLK : out std_logic; -- I2C Clock

-- PS/2 port

PS2_DAT, -- Data

PS2_CLK : in std_logic; -- Clock

-- VGA output

VGA_CLK, -- Clock

VGA_HS, -- H_SYNC

VGA_VS, -- V_SYNC

VGA_BLANK, -- BLANK

VGA_SYNC : out std_logic; -- SYNC

VGA_R, -- Red[9:0]

VGA_G, -- Green[9:0]

VGA_B : out std_logic_vector(9 downto 0); -- Blue[9:0]

--  Ethernet Interface

ENET_DATA : inout std_logic_vector(15 downto 0); -- DATA bus 16Bits

ENET_CMD, -- Command/Data Select, 0 = Command, 1 = Data

ENET_CS_N, -- Chip Select
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ENET_WR_N, -- Write

ENET_RD_N, -- Read

ENET_RST_N, -- Reset

ENET_CLK : out std_logic; -- Clock 25 MHz

ENET_INT : in std_logic; -- Interrupt

-- Audio CODEC

AUD_ADCLRCK : inout std_logic; -- ADC LR Clock

AUD_ADCDAT : in std_logic; -- ADC Data

AUD_DACLRCK : inout std_logic; -- DAC LR Clock

AUD_DACDAT : out std_logic; -- DAC Data

AUD_BCLK : inout std_logic; -- Bit-Stream Clock

AUD_XCK : out std_logic; -- Chip Clock

-- Video Decoder

TD_DATA : in std_logic_vector(7 downto 0); -- Data bus 8 bits

TD_HS, -- H_SYNC

TD_VS : in std_logic; -- V_SYNC

TD_RESET : out std_logic; -- Reset

-- General-purpose I/O

GPIO_0, -- GPIO Connection 0

GPIO_1 : inout std_logic_vector(35 downto 0) -- GPIO Connection 1   

);

end AES128_toplevel;

architecture AES128_toplevel_arch of AES128_toplevel is

component CLK14MPLL is

port (

inclk0 : in std_logic;

c0 : out std_logic);

end component;

component sdram_pll is

port (

inclk0 : in std_logic;

c0 : out std_logic);

end component;

signal CLK_14M, CLK_2M, PRE_PHASE_ZERO : std_logic;

signal IO_SELECT, DEVICE_SELECT : std_logic_vector(7 downto 0);

signal ADDR : unsigned(15 downto 0);

signal D, PD : unsigned(7 downto 0);

signal ram_we : std_logic;

signal VIDEO, HBL, VBL, LD194 : std_logic;

signal COLOR_LINE : std_logic;

signal COLOR_LINE_CONTROL : std_logic;
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signal GAMEPORT : std_logic_vector(7 downto 0);

signal cpu_pc : unsigned(15 downto 0);

signal K : unsigned(7 downto 0);

signal read_key : std_logic;

signal flash_clk : unsigned(22 downto 0);

signal reset : std_logic;

signal track : unsigned(5 downto 0);

signal trackmsb : unsigned(3 downto 0);

signal D1_ACTIVE, D2_ACTIVE : std_logic;

signal track_addr : unsigned(13 downto 0);

signal TRACK_RAM_ADDR : std_logic_vector(13 downto 0);

signal tra : unsigned(15 downto 0);

signal TRACK_RAM_DI : std_logic_vector(7 downto 0);

signal TRACK_RAM_WE : std_logic;

signal CS_N, MOSI, MISO, SCLK : std_logic;

signal SLOW_CLK : std_logic; -- Larry

signal clk25 : std_logic := '0'; -- B

signal temp : unsigned(3 downto 0) := "0000";

signal temp2 : unsigned(3 downto 0) := "0000";

signal temp3 : unsigned(3 downto 0) := "0000";

signal debug : unsigned(7 downto 0) := "00000000";

signal counter3 : unsigned (2 downto 0) := "000";

signal counter2 : unsigned (2 downto 0) := "000";

signal addr_input : std_logic_vector(31 downto 0);

signal size_input : std_logic_vector(31 downto 0);

signal start_input : std_logic := '0';

type ram_type is array (7 downto 0) of unsigned(7 downto 0);

signal RAM : ram_type := ( x"00",

x"00",

x"00",

x"00",

x"00",

x"00",

x"00",

x"00");

begin

reset <= SW(0);

-- Clock divider for VGA

process (CLOCK_50)

begin

if rising_edge(CLOCK_50) then

clk25 <= not clk25;
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end if;

end process;

COLOR_LINE_CONTROL <= COLOR_LINE and SW(17); -- Color or B&W mode

--Instantiate the sdram pll entity

neg_3ns : sdram_pll port map (CLOCK_50, DRAM_CLK);

nios : entity work.nios_system port map (

-- the_sdram

zs_addr_from_the_sdram => DRAM_ADDR,

zs_ba_from_the_sdram(1) => DRAM_BA_1,

zs_ba_from_the_sdram(0) => DRAM_BA_0,

zs_cas_n_from_the_sdram => DRAM_CAS_N,

zs_cke_from_the_sdram => DRAM_CKE,

zs_cs_n_from_the_sdram => DRAM_CS_N,

zs_dq_to_and_from_the_sdram => DRAM_DQ,

zs_dqm_from_the_sdram(1) => DRAM_UDQM,

zs_dqm_from_the_sdram(0) => DRAM_LDQM,

zs_ras_n_from_the_sdram => DRAM_RAS_N,

zs_we_n_from_the_sdram => DRAM_WE_N,

-- VGA signals

VGA_BLANK_from_the_vgasram => VGA_BLANK,

VGA_B_from_the_vgasram => VGA_B,

VGA_CLK_from_the_vgasram => VGA_CLK,

VGA_G_from_the_vgasram => VGA_G,

VGA_HS_from_the_vgasram => VGA_HS,

VGA_R_from_the_vgasram => VGA_R,

VGA_SYNC_from_the_vgasram => VGA_SYNC,

VGA_VS_from_the_vgasram => VGA_VS,

--go_to_the_vgasram => SW(0),

-- the_lcd

LCD_BLON_from_the_character_lcd => LCD_BLON,

LCD_DATA_to_and_from_the_character_lcd => LCD_DATA,

LCD_EN_from_the_character_lcd => LCD_EN,

LCD_ON_from_the_character_lcd => LCD_ON,

LCD_RS_from_the_character_lcd => LCD_RS,

LCD_RW_from_the_character_lcd => LCD_RW,

-- the_keyboard

PS2_Clk_to_the_keyboard => PS2_CLK,

PS2_Data_to_the_keyboard => PS2_DAT,

SRAM_ADDR_from_the_vgasram => SRAM_ADDR,

SRAM_CE_N_from_the_vgasram => SRAM_CE_N,

SRAM_DQ_to_and_from_the_vgasram => SRAM_DQ,

SRAM_LB_N_from_the_vgasram => SRAM_LB_N,

SRAM_OE_N_from_the_vgasram => SRAM_OE_N,
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SRAM_UB_N_from_the_vgasram => SRAM_UB_N,

SRAM_WE_N_from_the_vgasram => SRAM_WE_N,

CS_N_from_the_spi => CS_N,

MOSI_from_the_spi => MOSI,

SCLK_from_the_spi => SCLK,

MISO_to_the_spi => MISO,

clk => CLOCK_50,

reset_n => '1'

);

SD_DAT3 <= CS_N;

SD_CMD <= MOSI;

MISO <= SD_DAT;

SD_CLK <= SCLK;

LEDG(0) <= SW(0);

end AES128_toplevel_arch;
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-------------------------------------------------------------------------------

--

-- NIOS Wrapper for AES Decrypto Module

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

use ieee.numeric_std.all;

--Wrapper Module for AES Decrypto Module with NIOS via Avalon Bus

entity aes128_nios is

port (

clk : in std_logic;

reset : in std_logic;

read : in std_logic;

write : in std_logic;

chipselect : in std_logic;

address : in std_logic_vector (2 downto 0); --Equivalent to enable lines. address(0) for demuxing Cipher-Text and 

Key-Data. address(1) for enabling Key Expansion. address(2) for enabling AES Decrypto

readdata : out std_logic_vector (31 downto 0);

writedata : in std_logic_vector (31 downto 0)

);

end aes128_nios;

architecture aes128_nios_arch of aes128_nios is

component AES_decrypto is

port (

ci : in std_logic_vector(127 downto 0);

clk : in std_logic;

EN : in std_logic_vector(2 downto 0);

pl : out std_logic_vector(127 downto 0);

eoc : out std_logic

);

end component AES_decrypto;

signal ci : std_logic_vector(127 downto 0);

signal en : std_logic_vector(2 downto 0);

signal pl : std_logic_vector(127 downto 0);

signal eoc : std_logic;

begin

process (clk)

-1-



C:\Documents and Settings\Shiva Ramudit\Desktop\VHD Conversion\aes128_nios.vhd Saturday, May 10, 2008 3:41 PM

begin

if rising_edge(clk) then

if reset = '1' then

readdata <= (others => '0');

en <= "000";

ci <= (others => '0');

else

if chipselect = '1' then

--Sends 128 bit data in 32 bit chunk.

--After sending 4th 32 bit chunk, it starts AES Decrypton or Key Expansion based upon Address Line

if write = '1' then

if address(1 downto 0) = "00" then

ci(127 downto 96) <= writedata;

if address(2) = '0' then

en <= "000";

elsif address(2) = '1' then

en <= "100";

end if;

elsif address(1 downto 0) = "01" then

ci(95 downto 64) <= writedata;

if address(2) = '0' then

en <= "000";

elsif address(2) = '1' then

en <= "100";

end if;

elsif address(1 downto 0) = "10" then

ci(63 downto 32) <= writedata;

if address(2) = '0' then

en <= "000";

elsif address(2) = '1' then

en <= "100";

end if;

elsif address(1 downto 0) = "11" then

ci(31 downto 0) <= writedata;

if address(2) = '0' then

en <= "001";

elsif address(2) = '1' then

en <= "110";

end if;

end if;

elsif read = '1' then

--When eoc = '0' sends the original cipher text/key data being sent.

if eoc = '0' then

if address(1 downto 0) = "00" then

readdata <= ci(127 downto 96);

elsif address(1 downto 0) = "01" then

readdata <= ci(95 downto 64);

elsif address(1 downto 0) = "10" then

readdata <= ci(63 downto 32);

elsif address(1 downto 0) = "11" then

readdata <= ci(31 downto 0);

else

readdata <= x"ABCD1234";
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end if;

--When eoc = '1', sends the plain text (after decryption) in 32 bit chunks based upon the address line.

elsif eoc = '1' then

if address(1 downto 0) = "00" then

readdata <= pl(127 downto 96);

elsif address(1 downto 0) = "01" then

readdata <= pl(95 downto 64);

elsif address(1 downto 0) = "10" then

readdata <= pl(63 downto 32);

elsif address(1 downto 0) = "11" then

readdata <= pl(31 downto 0);

end if;

end if;

end if;

else

readdata <= (others => '1');

end if;

end if;

end if;

end process;

--AES Decrypto Central Module

aes128: AES_decrypto port map(

ci => ci,

clk => clk, en => en,

pl => pl,

eoc => eoc

);

end aes128_nios_arch;
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-------------------------------------------------------------------------------

--

-- AES Decrypto Module

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

--AES Decrypto Central Module

entity AES_decrypto is

port (

ci : in std_logic_vector(127 downto 0); --Input Cipher-Text/Key-Data

clk : in std_logic; --Clock

en : in std_logic_vector(2 downto 0); --Enable lines. en(0) for demuxing Cipher-Text and 

Key-Data. en(1) for enabling Key Expansion. en(2) for enabling AES Decrypto

pl : out std_logic_vector(127 downto 0); --Plain Text

eoc : out std_logic --End of Computation Signal

);

end;

architecture AES_decrypto_arch of AES_decrypto is

component regis128 is

port (

i : in std_logic_vector (127 downto 0);

clk, en : in std_logic;

o : out std_logic_vector (127 downto 0)

);

end component regis128;

component mux128_1 is

port (

i0,i1 : in std_logic_vector (127 downto 0);

s : in std_logic;

o : out std_logic_vector (127 downto 0)

);

end component mux128_1;

component inv_mixcolumns is

port (

it : in std_logic_vector (127 downto 0);

ot : out std_logic_vector (127 downto 0)

-1-



C:\Documents and Settings\Shiva Ramudit\Desktop\VHD Conversion\AES_decrypto.vhd Saturday, May 10, 2008 3:43 PM

);

end component inv_mixcolumns;

component controller is

port (

clk, en : in std_logic;

count : out std_logic_vector(3 downto 0);

e0,e1,e2,e3,eoc : out std_logic

);

end component controller;

component inv_addroundkey is

port (

it : in std_logic_vector (127 downto 0);

key : in std_logic_vector (127 downto 0);

ot : out std_logic_vector (127 downto 0)

);

end component inv_addroundkey;

component inv_shiftrow_subbytes is

port (

it : in std_logic_vector (127 downto 0);

ot : out std_logic_vector (127 downto 0)

);

end component inv_shiftrow_subbytes;

component demux1_2 is

port (

i : in std_logic_vector (127 downto 0);

s : in std_logic;

o1, o2 : out std_logic_vector (127 downto 0)

);

end component demux1_2;

component key_controller is

port (

clk, en : in std_logic;

count : out std_logic_vector(3 downto 0);

e0,e1,e2,eoc : out std_logic

);

end component key_controller;

component generate_roundkey is

port (

count : in std_logic_vector(3 downto 0);

it : in std_logic_vector(127 downto 0);

roundkey : out std_logic_vector(127 downto 0)

);

end component generate_roundkey;

component write_controller is

port (

clk, en : in std_logic;
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addr : out std_logic_vector(3 downto 0)

);

end component write_controller;

component expansion_keys is

port (

clk, en : in std_logic;

writeaddr : in std_logic_vector (3 downto 0);

addr : in std_logic_vector (3 downto 0);

it : in std_logic_vector (127 downto 0);

key : out std_logic_vector (127 downto 0);

writeComplete : out std_logic

);

end component expansion_keys;

-- Signals for AES Module

signal temp1, temp2, temp3, temp4, temp5, temp6, key_itrn : std_logic_vector (127 downto 0);

signal count : std_logic_vector (3 downto 0);

signal e0, e1, e2, e3 : std_logic;

-- Signals for Key Module

signal cnt : std_logic_vector (3 downto 0);

signal writeaddr : std_logic_vector (3 downto 0);

signal tempk1, tempk2, tempk3, tempk4, tempk5, tempk6 : std_logic_vector (127 downto 0);

signal key, cyphertext : std_logic_vector (127 downto 0);

signal ek0, ek1, ek2, ek3 : std_logic;

signal eodec, eokey : std_logic;

signal endec, enkey : std_logic;

begin

-- Muxs for selecting enable and end of computation

enkey <= en(0);

endec <= en(1);

-- Eoc being multiplexed whether key-expansion or AES Decrypto is active

eoc <= eodec when en(1) = '1' else

eokey when en(0) = '1' else

'0';

--Controller for AES decrypto

CONTROL : controller port map (

clk => clk, en => endec,

count => count, e0 => e0, e1 => e1, e2 => e2, e3 => e3, eoc => eodec);

--Mux1 for AES Decrypto

MUX1 : mux128_1 port map(

i0 => cyphertext, i1 => temp1,

s => e0,

o => temp2
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);

--Module for Inverse Add Round Key

INVADDRKEY : inv_addroundkey port map(

it => temp2,

key => key_itrn,

ot => temp3

);

--Module for Inverse Mix Column

INVMIXCOL : inv_mixcolumns port map(

it => temp3,

ot => temp4

);

-- Mux2 for AES Decrypto

MUX2 : mux128_1 port map(

i0 => temp3, i1 => temp4,

s => e1,

o => temp5

);

-- Register1 for AES Decrypto. Stores the temporary iteration results

REG1 : regis128 port map(

i => temp5,

clk => clk, en => e2,

o => temp6

);

-- Module for Inverse Shiftrow Subbytes

INVSHIFTROW_SUBBYTES: inv_shiftrow_subbytes port map(

it => temp6,

ot => temp1

);

--Register3 for AES Decrypto. Latches the final result

REG3 : regis128 port map(

i => temp3,

clk => clk, en => e3,

o => pl

);

-- For selecting between input and key

DEMUX : demux1_2 port map(

i => ci,

s => en(2),

o1 => key, o2 => cyphertext

);

--- Key Expansion Related Modules:

KEYCONTROL : key_controller port map (

clk => clk, en => enkey,
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count => cnt, e0 => ek0, e1 => ek1, e2 => ek2, eoc => ek3

);

-- Mux to select between key and current for input into key generator

MUX3 : mux128_1 port map(

i0 => key, i1 => tempk3,

s => ek0,

o => tempk1

);

-- Round Key Generator

KEYGENERATE : generate_roundkey port map(

count => cnt,

it => tempk1,

roundkey => tempk2

);

-- Mux to select between key and round key for writing to the expansion keys

MUX4 : mux128_1 port map(

i0 => key, i1 => tempk3,

s => ek2,

o => tempk4

);

--Register4 for Key Expansion

REG4 : regis128 port map(

i => tempk2,

clk => clk, en => ek1,

o => tempk3

);

--Register4 for Key Expansion

REG5 : regis128 port map(

i => tempk4,

clk => clk, en => enkey,

o => tempk5

);

--WriteController for Key Expansion for writing the key for a particular iteration

WRITE_CONTROLLER1 : write_controller port map(

clk => clk, en => ek3,

addr => writeaddr

);

--Key Exansion that generates keys for every iteration

EXP_KEYS : expansion_keys port map(

clk => clk,

en => ek3,

writeaddr => writeaddr,

addr => count,

it => tempk5,

key => key_itrn,

writeComplete => eokey
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);

end AES_decrypto_arch;
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-------------------------------------------------------------------------------

--

-- AES Decryption Controller 

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

use ieee.std_logic_unsigned.all;

use ieee.std_logic_arith.all;

--Controller for AES Decrypto

entity controller is

port (

clk, en : in std_logic;

count : out std_logic_vector(3 downto 0);

e0,e1,e2,e3,eoc : out std_logic

);

end;

architecture controller_arch of controller is

type state_type is (S0, S1, S2);

signal state : state_type := S0;

signal t_count : std_logic_vector(3 downto 0) := "0000";

begin

process (clk)

begin

if rising_edge(clk) then

case state is

--Start State

when S0 =>

if en = '1' then

t_count <= t_count + '1';

state <= S1;

end if;

--Checking for the loop Condition

when S1 =>

if en = '1' then

t_count <= t_count + '1';

if t_count = "1010" then
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t_count <= "0000";

state <= S2;

end if;

end if;

--Intialize to start state if en = '0' after final execution

when S2 =>

t_count <= "0000";

if en = '0' then

state <= S0;

end if;

end case;

end if;

end process;

-- Iteration Count

count <= t_count;

--Setting the control bits required for AES Datapath

e0 <= '0' when state = S0 and en = '1' else

  '1' when state = S1 and en = '1' else

  '1' when state = S2 and en = '1' else

  '0';

e1 <= '0' when state = S0 and en = '1' else

  '1' when state = S1 and en = '1' else

  '1' when state = S2 and en = '1' else

  '1';

e2 <= '1' when state = S0 and en = '1' else

      '1' when state = S1 and en = '1' else

  '0';

e3 <= '1' when state = S1 and en = '1' and t_count = "1010" else

      '0';

--Setting the EOC(End of Computation) signal once AES Decryption is done.

eoc <= '1' when state = S2 and en = '1' else

       '0';

end controller_arch;
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-------------------------------------------------------------------------------

--

-- 1-to-2 De-Multiplexer

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

--Demultiplexer Module

entity demux1_2 is

port (

i : in std_logic_vector (127 downto 0);

s : in std_logic;

o1, o2 : out std_logic_vector (127 downto 0)

);

end;

architecture demux1_2_arch of demux1_2 is

begin

o1 <= i when s = '0' else

(others => 'X');

o2 <= i when s = '1' else

(others => 'X');

end demux1_2_arch;
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-------------------------------------------------------------------------------

--

-- Expansion Keys Module

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

use ieee.std_logic_unsigned.all;

--Central Module for Key Expansion -- 

--All round keys are written here during key generation and read during decryption

entity expansion_keys is

port (

clk, en : in std_logic;

writeaddr : in std_logic_vector (3 downto 0);

addr : in std_logic_vector (3 downto 0);

it : in std_logic_vector (127 downto 0);

key : out std_logic_vector (127 downto 0);

writeComplete : out std_logic

);

end;

architecture expansion_keys_arch of expansion_keys is

type key_table_row is array(0 to 3) of std_logic_vector(7 downto 0);

type key_table_type is array(0 to 3) of key_table_row;

type key_table_array is array(0 to 11) of key_table_type;

signal key_table : key_table_array;

signal in00, in01, in02, in03 : std_logic_vector (7 downto 0);

signal in10, in11, in12, in13 : std_logic_vector (7 downto 0);

signal in20, in21, in22, in23 : std_logic_vector (7 downto 0);

signal in30, in31, in32, in33 : std_logic_vector (7 downto 0);

signal key00, key01, key02, key03 : std_logic_vector (7 downto 0);

signal key10, key11, key12, key13 : std_logic_vector (7 downto 0);

signal key20, key21, key22, key23 : std_logic_vector (7 downto 0);

signal key30, key31, key32, key33 : std_logic_vector (7 downto 0);

begin

process (clk)

begin

if rising_edge(clk) then
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if en = '1' then

-- Writing the intermediate key for a specific iteration into 

-- the corresponding address of key-table

key_table(conv_integer(writeaddr))(0)(0) <= in00;

key_table(conv_integer(writeaddr))(0)(1) <= in01;

key_table(conv_integer(writeaddr))(0)(2) <= in02;

key_table(conv_integer(writeaddr))(0)(3) <= in03;

key_table(conv_integer(writeaddr))(1)(0) <= in10;

key_table(conv_integer(writeaddr))(1)(1) <= in11;

key_table(conv_integer(writeaddr))(1)(2) <= in12;

key_table(conv_integer(writeaddr))(1)(3) <= in13;

key_table(conv_integer(writeaddr))(2)(0) <= in20;

key_table(conv_integer(writeaddr))(2)(1) <= in21;

key_table(conv_integer(writeaddr))(2)(2) <= in22;

key_table(conv_integer(writeaddr))(2)(3) <= in23;

key_table(conv_integer(writeaddr))(3)(0) <= in30;

key_table(conv_integer(writeaddr))(3)(1) <= in31;

key_table(conv_integer(writeaddr))(3)(2) <= in32;

key_table(conv_integer(writeaddr))(3)(3) <= in33;

if writeaddr = "0000" then

writecomplete <= '1';

else

writecomplete <= '0';

end if;

end if;

end if;

end process;

--Splitting 128 bit bus into individual 8 bit lines

in00 <= it(127 downto 120);

in01 <= it(119 downto 112);

in02 <= it(111 downto 104);

in03 <= it(103 downto 96);

in10 <= it(95 downto 88);

in11 <= it(87 downto 80);

in12 <= it(79 downto 72);

in13 <= it(71 downto 64);

in20 <= it(63 downto 56);

in21 <= it(55 downto 48);

in22 <= it(47 downto 40);

in23 <= it(39 downto 32);

in30 <= it(31 downto 24);

in31 <= it(23 downto 16);

in32 <= it(15 downto 8);

in33 <= it(7 downto 0);

--Fetching the intermediate key-data from the key-table
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key00 <= key_table(conv_integer(addr))(0)(0);

key01 <= key_table(conv_integer(addr))(0)(1);

key02 <= key_table(conv_integer(addr))(0)(2);

key03 <= key_table(conv_integer(addr))(0)(3);

key10 <= key_table(conv_integer(addr))(1)(0);

key11 <= key_table(conv_integer(addr))(1)(1);

key12 <= key_table(conv_integer(addr))(1)(2);

key13 <= key_table(conv_integer(addr))(1)(3);

key20 <= key_table(conv_integer(addr))(2)(0);

key21 <= key_table(conv_integer(addr))(2)(1);

key22 <= key_table(conv_integer(addr))(2)(2);

key23 <= key_table(conv_integer(addr))(2)(3);

key30 <= key_table(conv_integer(addr))(3)(0);

key31 <= key_table(conv_integer(addr))(3)(1);

key32 <= key_table(conv_integer(addr))(3)(2);

key33 <= key_table(conv_integer(addr))(3)(3);

--Putting individual 8 bits into 128 bit bus

key <= key00 & key01 & key02 & key03 &

key10 & key11 & key12 & key13 &

key20 & key21 & key22 & key23 &

key30 & key31 & key32 & key33 ;

end expansion_keys_arch;
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-------------------------------------------------------------------------------

--

-- Roundkey Generator Module

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

use ieee.std_logic_unsigned.all;

-- Generates each rounds key

entity generate_roundkey is

port (

count : in std_logic_vector(3 downto 0);

it : in std_logic_vector(127 downto 0);

roundkey : out std_logic_vector(127 downto 0)

);

end;

architecture roundkey_arch of generate_roundkey is

-- Used to store the rcon data

type rcon_row_type is array (0 to 3) of std_logic_vector (7 downto 0);

type rcon_type is array (0 to 9) of rcon_row_type;

-- Rcon is hard coded into a Rom

constant rcon_box : rcon_type :=

(

(x"01", x"00", x"00", x"00"),

(x"02", x"00", x"00", x"00"),

(x"04", x"00", x"00", x"00"),

(x"08", x"00", x"00", x"00"),

(x"10", x"00", x"00", x"00"),

(x"20", x"00", x"00", x"00"),

(x"40", x"00", x"00", x"00"),

(x"80", x"00", x"00", x"00"),

(x"1b", x"00", x"00", x"00"),

(x"36", x"00", x"00", x"00")

);

-- Stores the rotated last column

signal rotword0, rotword1, rotword2, rotword3 : std_logic_vector(7 downto 0);

-- Stores the subbytes result of the previous

signal subres0, subres1, subres2, subres3 : std_logic_vector(7 downto 0);
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signal temp00, temp01, temp02, temp03,

temp10, temp11, temp12, temp13,

temp20, temp21, temp22, temp23,

temp30, temp31, temp32, temp33: std_logic_vector (7 downto 0);

-- Breaks up input key

signal it00, it01, it02, it03 : std_logic_vector (7 downto 0);

signal it10, it11, it12, it13 : std_logic_vector (7 downto 0);

signal it20, it21, it22, it23 : std_logic_vector (7 downto 0);

signal it30, it31, it32, it33 : std_logic_vector (7 downto 0);

begin

it00 <= it(127 downto 120);

it01 <= it(119 downto 112);

it02 <= it(111 downto 104);

it03 <= it(103 downto 96);

it10 <= it(95 downto 88);

it11 <= it(87 downto 80);

it12 <= it(79 downto 72);

it13 <= it(71 downto 64);

it20 <= it(63 downto 56);

it21 <= it(55 downto 48);

it22 <= it(47 downto 40);

it23 <= it(39 downto 32);

it30 <= it(31 downto 24);

it31 <= it(23 downto 16);

it32 <= it(15 downto 8);

it33 <= it(7 downto 0);

rotword0 <= it13;

rotword1 <= it23;

rotword2 <= it33;

rotword3 <= it03;

-- Performs Sbox transform

SUBBOX : entity work.sbox port map (

it0 => rotword0, it1 => rotword1, it2 => rotword2, it3 => rotword3,

ot0 => subres0, ot1 => subres1, ot2 => subres2, ot3 => subres3

);

temp00 <= it00 xor subres0 xor rcon_box(conv_integer(count))(0);

temp10 <= it10 xor subres1 xor rcon_box(conv_integer(count))(1);

temp20 <= it20 xor subres2 xor rcon_box(conv_integer(count))(2);

temp30 <= it30 xor subres3 xor rcon_box(conv_integer(count))(3);

temp01 <= it01 xor temp00;

temp11 <= it11 xor temp10;

temp21 <= it21 xor temp20;

temp31 <= it31 xor temp30;
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temp02 <= it02 xor temp01;

temp12 <= it12 xor temp11;

temp22 <= it22 xor temp21;

temp32 <= it32 xor temp31;

temp03 <= it03 xor temp02;

temp13 <= it13 xor temp12;

temp23 <= it23 xor temp22;

temp33 <= it33 xor temp32;

roundkey <= temp00 & temp01 & temp02 & temp03 &

temp10 & temp11 & temp12 & temp13 &

temp20 & temp21 & temp22 & temp23 &

temp30 & temp31 & temp32 & temp33 ;

end roundkey_arch;
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-------------------------------------------------------------------------------

--

-- Inverse Add Round Key Module

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

use ieee.std_logic_unsigned.all;

--Module for inverse add round key

entity inv_addroundkey is

port (

it : in std_logic_vector (127 downto 0);

key : in std_logic_vector (127 downto 0);

ot : out std_logic_vector (127 downto 0)

);

end;

architecture inv_addroundkey_arch of inv_addroundkey is

begin

ot <= it xor key;

end inv_addroundkey_arch;
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-------------------------------------------------------------------------------

--

-- Inverse Mix Columns Module 

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

use ieee.std_logic_unsigned.all;

-- Performs the mixcolumns module of the code

-- We specify all of the values of the for loop as inputs and outputs that would be in the C code

entity inv_mixcolumns is

port (

it : in std_logic_vector (127 downto 0);

ot : out std_logic_vector (127 downto 0)

);

end;

architecture inv_mixcolumns_arch of inv_mixcolumns is

-- Used in the Multiply calculation

signal multconst0 : std_logic_vector (7 downto 0) := x"0E"; -- 0x0E

signal multconst1 : std_logic_vector (7 downto 0) := x"0B"; -- 0x0B

signal multconst2 : std_logic_vector (7 downto 0) := x"0D"; -- 0x0D

signal multconst3 : std_logic_vector (7 downto 0) := x"09"; -- 0x09

signal mainconst :std_logic_vector (7 downto 0) := x"FF"; -- 0xFF

signal it00, it01, it02, it03 : std_logic_vector (7 downto 0);

signal it10, it11, it12, it13 : std_logic_vector (7 downto 0);

signal it20, it21, it22, it23 : std_logic_vector (7 downto 0);

signal it30, it31, it32, it33 : std_logic_vector (7 downto 0);

signal ot00, ot01, ot02, ot03 : std_logic_vector (7 downto 0);

signal ot10, ot11, ot12, ot13 : std_logic_vector (7 downto 0);

signal ot20, ot21, ot22, ot23 : std_logic_vector (7 downto 0);

signal ot30, ot31, ot32, ot33 : std_logic_vector (7 downto 0);

begin

it00 <= it(127 downto 120);

it01 <= it(119 downto 112);

it02 <= it(111 downto 104);

it03 <= it(103 downto 96);

it10 <= it(95 downto 88);

it11 <= it(87 downto 80);
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it12 <= it(79 downto 72);

it13 <= it(71 downto 64);

it20 <= it(63 downto 56);

it21 <= it(55 downto 48);

it22 <= it(47 downto 40);

it23 <= it(39 downto 32);

it30 <= it(31 downto 24);

it31 <= it(23 downto 16);

it32 <= it(15 downto 8);

it33 <= it(7 downto 0);

multconst0 <= multconst0;

multconst1 <= multconst1;

multconst2 <= multconst2;

multconst3 <= multconst3;

mainconst <= mainconst;

-- Perform all 16 Row Calculations

Out00: entity work.inv_multiply_row port map(

input0 => it00, const0 => multconst0,

input1 => it10, const1 => multconst1,

input2 => it20, const2 => multconst2,

input3 => it30, const3 => multconst3,

output => ot00);

Out10: entity work.inv_multiply_row port map(

input0 => it00, const0 => multconst3,

input1 => it10, const1 => multconst0,

input2 => it20, const2 => multconst1,

input3 => it30, const3 => multconst2,

output => ot10);

Out20: entity work.inv_multiply_row port map(

input0 => it00, const0 => multconst2,

input1 => it10, const1 => multconst3,

input2 => it20, const2 => multconst0,

input3 => it30, const3 => multconst1,

output => ot20);

Out30: entity work.inv_multiply_row port map(

input0 => it00, const0 => multconst1,

input1 => it10, const1 => multconst2,

input2 => it20, const2 => multconst3,

input3 => it30, const3 => multconst0,

output => ot30);

Out01: entity work.inv_multiply_row port map(

input0 => it01, const0 => multconst0,

input1 => it11, const1 => multconst1,

input2 => it21, const2 => multconst2,

input3 => it31, const3 => multconst3,

output => ot01);
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Out11: entity work.inv_multiply_row port map(

input0 => it01, const0 => multconst3,

input1 => it11, const1 => multconst0,

input2 => it21, const2 => multconst1,

input3 => it31, const3 => multconst2,

output => ot11);

Out21: entity work.inv_multiply_row port map(

input0 => it01, const0 => multconst2,

input1 => it11, const1 => multconst3,

input2 => it21, const2 => multconst0,

input3 => it31, const3 => multconst1,

output => ot21);

Out31: entity work.inv_multiply_row port map(

input0 => it01, const0 => multconst1,

input1 => it11, const1 => multconst2,

input2 => it21, const2 => multconst3,

input3 => it31, const3 => multconst0,

output => ot31);

Out02: entity work.inv_multiply_row port map(

input0 => it02, const0 => multconst0,

input1 => it12, const1 => multconst1,

input2 => it22, const2 => multconst2,

input3 => it32, const3 => multconst3,

output => ot02);

Out12: entity work.inv_multiply_row port map(

input0 => it02, const0 => multconst3,

input1 => it12, const1 => multconst0,

input2 => it22, const2 => multconst1,

input3 => it32, const3 => multconst2,

output => ot12);

Out22: entity work.inv_multiply_row port map(

input0 => it02, const0 => multconst2,

input1 => it12, const1 => multconst3,

input2 => it22, const2 => multconst0,

input3 => it32, const3 => multconst1,

output => ot22);

Out32: entity work.inv_multiply_row port map(

input0 => it02, const0 => multconst1,

input1 => it12, const1 => multconst2,

input2 => it22, const2 => multconst3,

input3 => it32, const3 => multconst0,

output => ot32);

Out03: entity work.inv_multiply_row port map(

input0 => it03, const0 => multconst0,

input1 => it13, const1 => multconst1,

input2 => it23, const2 => multconst2,
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input3 => it33, const3 => multconst3,

output => ot03);

Out13: entity work.inv_multiply_row port map(

input0 => it03, const0 => multconst3,

input1 => it13, const1 => multconst0,

input2 => it23, const2 => multconst1,

input3 => it33, const3 => multconst2,

output => ot13);

Out23: entity work.inv_multiply_row port map(

input0 => it03, const0 => multconst2,

input1 => it13, const1 => multconst3,

input2 => it23, const2 => multconst0,

input3 => it33, const3 => multconst1,

output => ot23);

Out33: entity work.inv_multiply_row port map(

input0 => it03, const0 => multconst1,

input1 => it13, const1 => multconst2,

input2 => it23, const2 => multconst3,

input3 => it33, const3 => multconst0,

output => ot33);

ot <= ot00 & ot01 & ot02 & ot03 &

ot10 & ot11 & ot12 & ot13 &

ot20 & ot21 & ot22 & ot23 &

ot30 & ot31 & ot32 & ot33 ;

end inv_mixcolumns_arch;
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-------------------------------------------------------------------------------

--

-- Inverse Mtimes Module -- Performs the mtimes calculation as part of the inverse mix columns

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

use ieee.std_logic_unsigned.all;

-- Module to perform mtimes calculation - modularized to reuse parts within calculation

entity inv_mtimes is

port (

input : in std_logic_vector (7 downto 0);

output : out std_logic_vector (7 downto 0)

);

end;

architecture inv_mtimes_arch of inv_mtimes is

-- Stores it << 1 

signal temp : std_logic_vector (7 downto 0);

begin

-- Outputs out = (in << 1) || 

temp <= x"1b" when input(7) = '1' else

(others => '0');

output <= (input(6 downto 0) & "0") xor temp;

end inv_mtimes_arch;
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-------------------------------------------------------------------------------

--

-- Inverse Multiply Module (Part of Inverse Mix Columns Module)

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

use ieee.std_logic_unsigned.all;

-- Module to perform mtimes calculation - modularized to reuse parts within calculation

entity inv_multiply is

port (

input : in std_logic_vector (7 downto 0);

const : in std_logic_vector (7 downto 0);

output : out std_logic_vector (7 downto 0)

);

end;

architecture inv_multiply_arch of inv_multiply is

-- Store Mtimes results

signal mtimes1 : std_logic_vector (7 downto 0);

signal mtimes2 : std_logic_vector (7 downto 0);

signal mtimes3 : std_logic_vector (7 downto 0);

-- Store const >> # * mtimes^#(input)

signal term0 : std_logic_vector (7 downto 0);

signal term1 : std_logic_vector (7 downto 0);

signal term2 : std_logic_vector (7 downto 0);

signal term3 : std_logic_vector (7 downto 0);

begin

-- mtimes(input)

Calc1: entity work.inv_mtimes port map(

input => input, output => mtimes1

);

-- mtimes(mtimes(input))

Calc2: entity work.inv_mtimes port map(

input => mtimes1, output => mtimes2

);

-- mtimes(mtimes(mtimes(input)))

Calc3: entity work.inv_mtimes port map(

input => mtimes2 , output => mtimes3

);
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-- (const & 1) * input

term0 <= input when const(0) = '1' else

(others => '0');

-- (const >> 1 & 1) * mtimes(input)

term1 <= mtimes1 when const(1) = '1' else

(others => '0');

-- (const >> 2 & 1) * mtimes(mtimes(input))

term2 <= mtimes2 when const(2) = '1' else

(others => '0');

-- (const >> 3 & 1) * mtimes(mtimes(mtimes(input)))

term3 <= mtimes3 when const(3) = '1' else

(others => '0');

output <= term0 xor term1 xor term2 xor term3;

end inv_multiply_arch;
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-------------------------------------------------------------------------------

--

-- Inverse Multiply Row Module -- Part of the Mix Columns Module

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

use ieee.std_logic_unsigned.all;

-- Module to perform mtimes calculation - modularized to reuse parts within calculation

entity inv_multiply_row is

port (

input0, input1, input2, input3 : in std_logic_vector (7 downto 0);

const0, const1, const2, const3 : in std_logic_vector (7 downto 0);

output: out std_logic_vector (7 downto 0)

);

end;

architecture inv_multiply_row_arch of inv_multiply_row is

-- Store each multiplication for the output

signal term0 : std_logic_vector (7 downto 0);

signal term1 : std_logic_vector (7 downto 0);

signal term2 : std_logic_vector (7 downto 0);

signal term3 : std_logic_vector (7 downto 0);

signal mainconst : std_logic_vector (7 downto 0) := x"FF";

begin

mainconst <= mainconst;

-- (Multiply(input1, const1) ^ Multiply(input2, const2) ^ Multiply(input3, const3) ^ Multiply(input4, const4));

Calc00: entity work.inv_multiply port map(

input => input0, const => const0, output => term0);

Calc01: entity work.inv_multiply port map(

input => input1, const => const1, output => term1);

Calc02: entity work.inv_multiply port map(

input => input2, const => const2, output => term2);

Calc03: entity work.inv_multiply port map(

input => input3, const => const3, output => term3);

output <= term0 xor term1 xor term2 xor term3;
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end inv_multiply_row_arch;
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-------------------------------------------------------------------------------

--

-- Inverse SBox Module

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

use ieee.std_logic_unsigned.all;

--Module for inverse S-Box 

entity inv_sbox is

port (

it : in std_logic_vector (127 downto 0);

ot : out std_logic_vector (127 downto 0)

);

end;

architecture inv_sbox_arch of inv_sbox is

type sbox_row_type is array (0 to 15) of std_logic_vector (7 downto 0);

type sbox_type is array (0 to 15) of sbox_row_type;

signal it00, it01, it02, it03 : std_logic_vector (7 downto 0);

signal it10, it11, it12, it13 : std_logic_vector (7 downto 0);

signal it20, it21, it22, it23 : std_logic_vector (7 downto 0);

signal it30, it31, it32, it33 : std_logic_vector (7 downto 0);

signal ot00, ot01, ot02, ot03 : std_logic_vector (7 downto 0);

signal ot10, ot11, ot12, ot13 : std_logic_vector (7 downto 0);

signal ot20, ot21, ot22, ot23 : std_logic_vector (7 downto 0);

signal ot30, ot31, ot32, ot33 : std_logic_vector (7 downto 0);

--Inverse S-table

constant i_s_box : sbox_type :=

(

(x"52", x"09", x"6a", x"d5", x"30", x"36", x"a5", x"38", x"bf", x"40", x"a3", x"9e",

x"81", x"f3", x"d7", x"fb"),

(x"7c", x"e3", x"39", x"82", x"9b", x"2f", x"ff", x"87", x"34", x"8e", x"43", x"44",

x"c4", x"de", x"e9", x"cb"),

(x"54", x"7b", x"94", x"32", x"a6", x"c2", x"23", x"3d", x"ee", x"4c", x"95", x"0b",

x"42", x"fa", x"c3", x"4e"),

(x"08", x"2e", x"a1", x"66", x"28", x"d9", x"24", x"b2", x"76", x"5b", x"a2", x"49",

x"6d", x"8b", x"d1", x"25"),

(x"72", x"f8", x"f6", x"64", x"86", x"68", x"98", x"16", x"d4", x"a4", x"5c", x"cc",

x"5d", x"65", x"b6", x"92"),

(x"6c", x"70", x"48", x"50", x"fd", x"ed", x"b9", x"da", x"5e", x"15", x"46", x"57",
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x"a7", x"8d", x"9d", x"84"),

(x"90", x"d8", x"ab", x"00", x"8c", x"bc", x"d3", x"0a", x"f7", x"e4", x"58", x"05",

x"b8", x"b3", x"45", x"06"),

(x"d0", x"2c", x"1e", x"8f", x"ca", x"3f", x"0f", x"02", x"c1", x"af", x"bd", x"03",

x"01", x"13", x"8a", x"6b"),

(x"3a", x"91", x"11", x"41", x"4f", x"67", x"dc", x"ea", x"97", x"f2", x"cf", x"ce",

x"f0", x"b4", x"e6", x"73"),

(x"96", x"ac", x"74", x"22", x"e7", x"ad", x"35", x"85", x"e2", x"f9", x"37", x"e8",

x"1c", x"75", x"df", x"6e"),

(x"47", x"f1", x"1a", x"71", x"1d", x"29", x"c5", x"89", x"6f", x"b7", x"62", x"0e",

x"aa", x"18", x"be", x"1b"),

(x"fc", x"56", x"3e", x"4b", x"c6", x"d2", x"79", x"20", x"9a", x"db", x"c0", x"fe",

x"78", x"cd", x"5a", x"f4"),

(x"1f", x"dd", x"a8", x"33", x"88", x"07", x"c7", x"31", x"b1", x"12", x"10", x"59",

x"27", x"80", x"ec", x"5f"),

(x"60", x"51", x"7f", x"a9", x"19", x"b5", x"4a", x"0d", x"2d", x"e5", x"7a", x"9f",

x"93", x"c9", x"9c", x"ef"),

(x"a0", x"e0", x"3b", x"4d", x"ae", x"2a", x"f5", x"b0", x"c8", x"eb", x"bb", x"3c",

x"83", x"53", x"99", x"61"),

(x"17", x"2b", x"04", x"7e", x"ba", x"77", x"d6", x"26", x"e1", x"69", x"14", x"63",

x"55", x"21", x"0c", x"7d")

);

begin

--Splitting 128 bit bus into individual 8 bit lines

it00 <= it(127 downto 120);

it01 <= it(119 downto 112);

it02 <= it(111 downto 104);

it03 <= it(103 downto 96);

it11 <= it(95 downto 88);

it12 <= it(87 downto 80);

it13 <= it(79 downto 72);

it10 <= it(71 downto 64);

it22 <= it(63 downto 56);

it23 <= it(55 downto 48);

it20 <= it(47 downto 40);

it21 <= it(39 downto 32);

it33 <= it(31 downto 24);

it30 <= it(23 downto 16);

it31 <= it(15 downto 8);

it32 <= it(7 downto 0);

--Replacing the data from Inverse S-box

ot00 <= i_s_box(conv_integer(it00(7 downto 4)))(conv_integer(it00(3 downto 0)));

ot01 <= i_s_box(conv_integer(it01(7 downto 4)))(conv_integer(it01(3 downto 0)));

ot02 <= i_s_box(conv_integer(it02(7 downto 4)))(conv_integer(it02(3 downto 0)));

ot03 <= i_s_box(conv_integer(it03(7 downto 4)))(conv_integer(it03(3 downto 0)));

ot10 <= i_s_box(conv_integer(it10(7 downto 4)))(conv_integer(it10(3 downto 0)));

ot11 <= i_s_box(conv_integer(it11(7 downto 4)))(conv_integer(it11(3 downto 0)));

ot12 <= i_s_box(conv_integer(it12(7 downto 4)))(conv_integer(it12(3 downto 0)));

ot13 <= i_s_box(conv_integer(it13(7 downto 4)))(conv_integer(it13(3 downto 0)));
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ot20 <= i_s_box(conv_integer(it20(7 downto 4)))(conv_integer(it20(3 downto 0)));

ot21 <= i_s_box(conv_integer(it21(7 downto 4)))(conv_integer(it21(3 downto 0)));

ot22 <= i_s_box(conv_integer(it22(7 downto 4)))(conv_integer(it22(3 downto 0)));

ot23 <= i_s_box(conv_integer(it23(7 downto 4)))(conv_integer(it23(3 downto 0)));

ot30 <= i_s_box(conv_integer(it30(7 downto 4)))(conv_integer(it30(3 downto 0)));

ot31 <= i_s_box(conv_integer(it31(7 downto 4)))(conv_integer(it31(3 downto 0)));

ot32 <= i_s_box(conv_integer(it32(7 downto 4)))(conv_integer(it32(3 downto 0)));

ot33 <= i_s_box(conv_integer(it33(7 downto 4)))(conv_integer(it33(3 downto 0)));

-- Putting individual 8 bit lines to a 128 bit wide bus

ot <= ot00 & ot01 & ot02 & ot03 &

ot10 & ot11 & ot12 & ot13 &

ot20 & ot21 & ot22 & ot23 &

ot30 & ot31 & ot32 & ot33 ;

end inv_sbox_arch;
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-------------------------------------------------------------------------------

--

-- Inverse Shift Row Sub Bytes Module

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

use ieee.std_logic_unsigned.all;

--Module for Inverse_shiftrow_subbytes

entity inv_shiftrow_subbytes is

port (

it : in std_logic_vector (127 downto 0);

ot : out std_logic_vector (127 downto 0)

);

end;

architecture inv_shiftrow_subbytes_arch of inv_shiftrow_subbytes is

begin

I_SB1 : entity work.inv_sbox port map(

it => it,

ot => ot

);

end inv_shiftrow_subbytes_arch;
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-------------------------------------------------------------------------------

--

-- Key Generation Controller

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

use ieee.std_logic_unsigned.all;

use ieee.std_logic_arith.all;

--Module for Key Controller

entity key_controller is

port (

clk, en : in std_logic;

count : out std_logic_vector(3 downto 0);

e0,e1,e2,eoc : out std_logic

);

end;

architecture key_controller_arch of key_controller is

type state_type is (S0, S1, S2, S3, S4);

signal state : state_type := S0;

signal t_count : std_logic_vector(3 downto 0) := "0000";

signal twocycle : std_logic_vector(1 downto 0) := "00";

begin

process (clk)

begin

if rising_edge(clk) then

case state is

-- First State - Store key in the SRAM

when S0 =>

if en = '1' then

t_count <= t_count + '1';

state <= S1;

end if;
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-- Second State - Select Key for calculation of round key

when S1 =>

if en = '1' then

t_count <= t_count + '1';

state <= S2;

end if;

-- Third State - Select Last Round Key for calculation of Current Round Key

when S2 =>

if en = '1' then

if t_count = "1001" then

state <= S3;

else

t_count <= t_count + '1';

end if;

end if;

-- Added to wait two cycles for writing

when S3 =>

if en = '1' then

if twocycle = "01" then

twocycle <= twocycle;

state <= S4;

else

twocycle <= twocycle + '1';

end if;

end if;

when S4 =>

if en = '1' then

state <= S4;

elsif en = '0' then

state <= S0;

t_count <= "0000";

twocycle <= "00";

end if;

end case;

end if;

end process;

-- Iteration Count

count <= t_count;

--Setting the control bits required for Key-Controller Datapath

e0 <= '0' when state = S0 and en = '1' else
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  '1' when state = S1 and en = '1' else

  '1' when state = S2 and en = '1' else

  '1' when state = S3 and en = '1' else

  '0';

e1 <= '1' when state = S0 and en = '1' else

      '1' when state = S1 and en = '1' else

  '1' when state = S2 and en = '1' else

  '0' when state = S3 and en = '1' else

  '0';

e2 <= '0' when state = S0 and en = '1' else

      '1' when state = S1 and en = '1' else

  '1' when state = S2 and en = '1' else

  '1' when state = S3 and en = '1' else

  '1';

eoc <= '1' when state = S0 and en = '1' else

       '1' when state = S1 and en = '1' else

   '1' when state = S2 and en = '1' else

   '1' when state = S3 and en = '1' else

   '0';

end key_controller_arch;
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-------------------------------------------------------------------------------

--

-- 2-to-1 Multiplexer

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

--128x1 Mux Module

entity mux128_1 is

port (

i0,i1 : in std_logic_vector (127 downto 0);

s : in std_logic;

o : out std_logic_vector (127 downto 0)

);

end;

architecture mux128_1_arch of mux128_1 is

begin

o <= i0 when s = '0' else

i1 when s = '1' else

(others => 'X');

end mux128_1_arch;
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-------------------------------------------------------------------------------

--

-- 128 Bit Register

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

--128bit register module

entity regis128 is

port (

i : in std_logic_vector (127 downto 0);

clk, en : in std_logic;

o : out std_logic_vector (127 downto 0)

);

end;

architecture regis128_arch of regis128 is

begin

process(clk)

begin

if rising_edge(clk) then

if en = '1' then

o <= i;

end if;

end if;

end process;

end regis128_arch;
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-------------------------------------------------------------------------------

--

-- Forward Sub Box Module 

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

use ieee.std_logic_unsigned.all;

-- Forwards SBox used for generating the round keys

entity sbox is

port (

it0, it1, it2, it3 : in std_logic_vector (7 downto 0);

ot0, ot1, ot2, ot3 : out std_logic_vector (7 downto 0)

);

end;

architecture sbox_arch of sbox is

type sbox_row_type is array (0 to 15) of std_logic_vector (7 downto 0);

type sbox_type is array (0 to 15) of sbox_row_type;

-- Details are hard coded into a rom

constant i_s_box : sbox_type :=

(

(x"63", x"7c", x"77", x"7b", x"f2", x"6b", x"6f", x"c5", x"30", x"01", x"67", x"2b",

x"fe", x"d7", x"ab", x"76"),

(x"ca", x"82", x"c9", x"7d", x"fa", x"59", x"47", x"f0", x"ad", x"d4", x"a2", x"af",

x"9c", x"a4", x"72", x"c0"),

(x"b7", x"fd", x"93", x"26", x"36", x"3f", x"f7", x"cc", x"34", x"a5", x"e5", x"f1",

x"71", x"d8", x"31", x"15"),

(x"04", x"c7", x"23", x"c3", x"18", x"96", x"05", x"9a", x"07", x"12", x"80", x"e2",

x"eb", x"27", x"b2", x"75"),

(x"09", x"83", x"2c", x"1a", x"1b", x"6e", x"5a", x"a0", x"52", x"3b", x"d6", x"b3",

x"29", x"e3", x"2f", x"84"),

(x"53", x"d1", x"00", x"ed", x"20", x"fc", x"b1", x"5b", x"6a", x"cb", x"be", x"39",

x"4a", x"4c", x"58", x"cf"),

(x"d0", x"ef", x"aa", x"fb", x"43", x"4d", x"33", x"85", x"45", x"f9", x"02", x"7f",

x"50", x"3c", x"9f", x"a8"),

(x"51", x"a3", x"40", x"8f", x"92", x"9d", x"38", x"f5", x"bc", x"b6", x"da", x"21",

x"10", x"ff", x"f3", x"d2"),

(x"cd", x"0c", x"13", x"ec", x"5f", x"97", x"44", x"17", x"c4", x"a7", x"7e", x"3d",

x"64", x"5d", x"19", x"73"),

(x"60", x"81", x"4f", x"dc", x"22", x"2a", x"90", x"88", x"46", x"ee", x"b8", x"14",

x"de", x"5e", x"0b", x"db"),
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(x"e0", x"32", x"3a", x"0a", x"49", x"06", x"24", x"5c", x"c2", x"d3", x"ac", x"62",

x"91", x"95", x"e4", x"79"),

(x"e7", x"c8", x"37", x"6d", x"8d", x"d5", x"4e", x"a9", x"6c", x"56", x"f4", x"ea",

x"65", x"7a", x"ae", x"08"),

(x"ba", x"78", x"25", x"2e", x"1c", x"a6", x"b4", x"c6", x"e8", x"dd", x"74", x"1f",

x"4b", x"bd", x"8b", x"8a"),

(x"70", x"3e", x"b5", x"66", x"48", x"03", x"f6", x"0e", x"61", x"35", x"57", x"b9",

x"86", x"c1", x"1d", x"9e"),

(x"e1", x"f8", x"98", x"11", x"69", x"d9", x"8e", x"94", x"9b", x"1e", x"87", x"e9",

x"ce", x"55", x"28", x"df"),

(x"8c", x"a1", x"89", x"0d", x"bf", x"e6", x"42", x"68", x"41", x"99", x"2d", x"0f",

x"b0", x"54", x"bb", x"16")

);

begin

ot0 <= i_s_box(conv_integer(it0(7 downto 4)))(conv_integer(it0(3 downto 0)));

ot1 <= i_s_box(conv_integer(it1(7 downto 4)))(conv_integer(it1(3 downto 0)));

ot2 <= i_s_box(conv_integer(it2(7 downto 4)))(conv_integer(it2(3 downto 0)));

ot3 <= i_s_box(conv_integer(it3(7 downto 4)))(conv_integer(it3(3 downto 0)));

end sbox_arch;
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-------------------------------------------------------------------------------

--

-- Expansion Keys Write Controller

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use ieee.std_logic_1164.all;

use ieee.std_logic_unsigned.all;

use ieee.std_logic_arith.all;

--Module for write-controller

entity write_controller is

port (

clk, en : in std_logic;

addr : out std_logic_vector(3 downto 0)

);

end;

architecture write_controller_arch of write_controller is

type state_type is (S0, S1);

signal state : state_type := S0;

signal t_addr : std_logic_vector(3 downto 0) := "1011";

begin

process (clk)

begin

if rising_edge(clk) then

case state is

-- First State - Store key in the SRAM

when S0 =>

if en = '1' then

if t_addr = "0000" then

state <= S1;

t_addr <= t_addr;

else

t_addr <= t_addr - '1';

end if;
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end if;

-- Second State - Select Key for calculation of round key

when S1 =>

if en = '1' then

state <= S1;

elsif en = '0' then

state <= S0;

t_addr <= "1011";

end if;

end case;

end if;

end process;

addr <= t_addr;

end write_controller_arch;
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-------------------------------------------------------------------------------

--

-- SD/MMC interface (SPI-style) for the Apple ][ Emulator

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Originally authored by Stephen A. Edwards (sedwards@cs.columbia.edu)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library IEEE;

use IEEE.STD_LOGIC_1164.all;

use ieee.numeric_std.all; 

entity spi_controller is

port (

-- Bus interface signals

read : in std_logic;

write : in std_logic;

chipselect : in std_logic;

address : in unsigned (23 downto 0);

readdata : out unsigned (31 downto 0);

writedata : in unsigned (31 downto 0);

-- End of bus interface

CS_N : out std_logic := '1'; -- MMC chip select

MOSI : out std_logic; -- Data to card (master out slave in)

MISO : in std_logic; -- Data from card (master in slave out)

SCLK : out std_logic; -- Card clock

clk : in std_logic; -- System clock

reset : in std_logic);

end spi_controller;

architecture rtl of spi_controller is

type states is (RESET_STATE,

RESET_CLOCKS1,

RESET_CLOCKS2,

RESET_SEND_CMD0,

RESET_SEND_CMD1,

RESET_CHECK_CMD1,

RESET_SEND_SET_BLOCKLEN,

IDLE,

READ_BLOCK,
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READ_BLOCK_WAIT,

READ_BLOCK_DATA,

READ_BLOCK_CRC,

SEND_CMD,

RECEIVE_BYTE_WAIT,

RECEIVE_BYTE

);

signal state : states := RESET_STATE;

signal return_state : states;

signal sclk_sig : std_logic := '0';

signal counter : unsigned(7 downto 0) := (others => '0');

signal byte_counter : unsigned(31 downto 0) := (others => '0');

signal command : unsigned(55 downto 0) := (others => '1');

signal recv_byte : unsigned(7 downto 0);

signal CRC_byte : std_logic := '0';

signal start : std_logic := '0';

signal addr : unsigned(31 downto 0) := (others => '0');

signal eor : std_logic;

signal rec32bit : unsigned(31 downto 0);

signal bufAddr : integer;

signal bufResult : unsigned (31 downto 0);

signal bufCounter : unsigned(8 downto 0) := "000000000";

type ram_type is array (0 to 511) of unsigned(7 downto 0);

signal RAM : ram_type := (others => (others => '0'));

begin

SCLK <= sclk_sig;

process (clk)

begin

if rising_edge(clk) then

if reset = '1' then

readdata <= (others => '0');

else

if chipselect = '1' then

if address(0) = '1' then

if write = '1' then

start <= writedata(0);

end if;

elsif address(1) = '1' then

if write = '1' then

addr <= writedata;

end if;

elsif address(4) = '1' then

if read = '1' then

readdata <= "0000000000000000000000000000000" & eor;

end if;

elsif address(6) = '1' then

if write = '1' then

bufAddr <= to_integer(writedata);
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end if;

elsif address(7) = '1' then

if read = '1' then

readdata <= bufResult;

end if;

end if;

end if;

end if;

end if;

end process;

-- Give the data to the processor in 32 bit blocks

bufResult <= RAM(bufAddr) & RAM(bufAddr + 1) & RAM(bufAddr + 2) & RAM(bufAddr + 3);

fsm_ff : process(clk)

begin

if rising_edge(clk) then

if reset = '1' then

state <= RESET_STATE;

sclk_sig <= '0';

CS_N <= '1';

command <= (others => '1');

counter <= (others => '0');

byte_counter <= (others => '0');

eor <= '0';

else

case state is

when RESET_STATE =>

counter <= TO_UNSIGNED(160,8);

state <= RESET_CLOCKS1;

-- Output a series of clock signals to wake up the chip

when RESET_CLOCKS1 =>

if counter = 0 then

counter <= TO_UNSIGNED(32, 8);

CS_N <= '0';

state <= RESET_CLOCKS2;

else

counter <= counter - 1;

sclk_sig <= not sclk_sig;

end if;

when RESET_CLOCKS2 =>

if counter = 0 then

state <= RESET_SEND_CMD0;

else

counter <= counter - 1;

sclk_sig <= not sclk_sig;

end if;

-- Send CMD0 : GO_IDLE_STATE

when RESET_SEND_CMD0 =>

-3-



C:\Documents and Settings\Shiva Ramudit\Desktop\VHD Conversion\spi_controller.vhd Saturday, May 10, 2008 4:09 PM

command <= x"FF400000000095";

counter <= TO_UNSIGNED(55, 8);

return_state <= RESET_SEND_CMD1;

state <= SEND_CMD;

-- Send CMD1 : SEND_OP_CMD

when RESET_SEND_CMD1 =>

command <= x"FF410000000001";

counter <= TO_UNSIGNED(55, 8);

return_state <= RESET_CHECK_CMD1;

state <= SEND_CMD;

-- Wait for a response from the card

when RESET_CHECK_CMD1 =>

if recv_byte = x"00" then

state <= RESET_SEND_SET_BLOCKLEN;

else

state <= RESET_SEND_CMD1;

end if;

-- Set the block length of the card to 512 bytes

when RESET_SEND_SET_BLOCKLEN =>

command <= x"FF500000020001"; -- CMD16: SET_BLOCKLEN (512 bytes)

counter <= TO_UNSIGNED(55, 8);

return_state <= IDLE;

state <= SEND_CMD;

-- Idle until a start signal is sent

when IDLE =>

eor <= '1';

if start = '1' then

state <= READ_BLOCK;

eor <= '0';

end if;

-- Set the block read starting address

when READ_BLOCK =>

command <= x"FF51" & addr & x"01"; -- READ_SINGLE_BLOCK

counter <= TO_UNSIGNED(55, 8);

return_state <= READ_BLOCK_WAIT;

state <= SEND_CMD;

-- Wait for a 0 to signal the start of the block,

-- then read the first byte

when READ_BLOCK_WAIT =>

if sclk_sig = '1' and MISO = '0' then

state <= READ_BLOCK_DATA;

byte_counter <= x"000001FF"; -- Set the byte counter to 511 [0-> 511]

bufCounter <= (others => '0');

counter <= TO_UNSIGNED(7, 8);

end if;

sclk_sig <= not sclk_sig;
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-- Read bytes from the data until all the bytes have been read

-- If all bytes are read then we enter the READ_BLOCK_CRC state

when READ_BLOCK_DATA =>

if byte_counter = x"00" then

counter <= TO_UNSIGNED(7, 8);

return_state <= READ_BLOCK_CRC;

state <= RECEIVE_BYTE;

else

byte_counter <= byte_counter - 1;

return_state <= READ_BLOCK_DATA;

counter <= TO_UNSIGNED(7, 8);

state <= RECEIVE_BYTE;

end if;

when READ_BLOCK_CRC =>

counter <= TO_UNSIGNED(15, 8);

CRC_byte <= '1';

return_state <= IDLE;

state <= RECEIVE_BYTE;

-- Send the command.  Set counter=54 and return_state first

when SEND_CMD =>

if sclk_sig = '1' then

if counter = 0 then

state <= RECEIVE_BYTE_WAIT;

else

counter <= counter - 1;

command <= command(54 downto 0) & "1";

end if;

end if;

sclk_sig <= not sclk_sig;

-- Wait for a "0", indicating the first bit of a response.

-- Set return_state first

when RECEIVE_BYTE_WAIT =>

if sclk_sig = '1' then

if MISO = '0' then

recv_byte <= (others => '0');

counter <= TO_UNSIGNED(6, 8); -- Already read bit 7

state <= RECEIVE_BYTE;

end if;

end if;

sclk_sig <= not sclk_sig;

-- Receive a byte.  Set counter to 7 and return_state before entry

when RECEIVE_BYTE =>

if sclk_sig = '1' then

recv_byte <= recv_byte(6 downto 0) & MISO;

if counter = 0 then

state <= return_state;

-- Buffer all the data in RAM

if CRC_byte = '0' then

RAM(to_integer(bufCounter)) <= recv_byte(6 downto 0) & MISO;
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bufCounter <= bufCounter + 1;

-- Ignore bytes read after data block

else

eor <= '1';

CRC_byte <= '0';

end if;

else

counter <= counter - 1;

end if;

end if;

sclk_sig <= not sclk_sig;

when others => null;

end case;

end if;

end if;

end process fsm_ff;

-- Data sent to the SD Card, MSB first

MOSI <= command(55);

end rtl;
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-------------------------------------------------------------------------------

--

-- VGA/SRAM supercontroller

--  This module integrates the VGA and SRAM modules

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library ieee;

use ieee.std_logic_1164.all;

use ieee.numeric_std.all;

entity vga_sram_supercontroller is

port (

reset : in std_logic;

CLOCK_50 : in std_logic;

signal chipselect : in std_logic;

signal write, read : in std_logic;

signal address : in std_logic_vector(20 downto 0);

signal readdata : out std_logic_vector(15 downto 0);

signal writedata : in std_logic_vector(15 downto 0);

signal byteenable : in std_logic_vector(1 downto 0);

VGA_CLK, -- Clock

VGA_HS, -- H_SYNC

VGA_VS, -- V_SYNC

VGA_BLANK, -- BLANK

VGA_SYNC : out std_logic; -- SYNC

VGA_R,

VGA_G,

VGA_B : out std_logic_vector(9 downto 0); -- R=G=B[9:0]

SRAM_DQ : inout std_logic_vector(15 downto 0);

SRAM_ADDR : out std_logic_vector(17 downto 0);

SRAM_UB_N, SRAM_LB_N : out std_logic;

SRAM_WE_N, SRAM_CE_N : out std_logic;

SRAM_OE_N : out std_logic

);

end vga_sram_supercontroller;

architecture vga_sram_supercontroller_arch of vga_sram_supercontroller is

signal address2 : std_logic_vector(17 downto 0) := "000000000000110010";
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signal readdata2 : std_logic_vector(15 downto 0);

signal go : std_logic := '1';

signal clk25 : std_logic := '0'; --25 MHz clock for the VGA controller

signal clock_div : unsigned(25 downto 0) := "00000000000000000000000000";

signal rectangle_from_vga : std_logic := '0';

signal readdata_from_sram : std_logic_vector(15 downto 0);

component de2_sram_controller is

port (

signal chipselect : in std_logic;

signal write, read : in std_logic;

signal address : in std_logic_vector(17 downto 0);

signal readdata : out std_logic_vector(15 downto 0);

signal writedata : in std_logic_vector(15 downto 0);

signal byteenable : in std_logic_vector(1 downto 0);

--From VGA

signal address2 : in std_logic_vector(17 downto 0);

signal readdata2 : out std_logic_vector(15 downto 0);

signal go : in std_logic; --Go from Nios

signal SRAM_DQ : inout std_logic_vector(15 downto 0);

signal SRAM_ADDR : out std_logic_vector(17 downto 0);

signal SRAM_UB_N, SRAM_LB_N : out std_logic;

signal SRAM_WE_N, SRAM_CE_N : out std_logic;

signal SRAM_OE_N : out std_logic

);

end component de2_sram_controller;

component de2_vga_raster is

port (

--    reset : in std_logic;

clk : in std_logic; -- Should be 25.125 MHz

-- SRAM signals

address_out : out std_logic_vector(17 downto 0);

data_in : in std_logic_vector(15 downto 0);

-- Rectangle

rectangle_out : out std_logic;

VGA_CLK, -- Clock

VGA_HS, -- H_SYNC

VGA_VS, -- V_SYNC

VGA_BLANK, -- BLANK

VGA_SYNC : out std_logic; -- SYNC

VGA_R,

VGA_G,

-2-



C:\Documents and Settings\Shiva Ramudit\Desktop\VHD Conversion\vga_sram_supercontroller.vhd Saturday, May 10, 2008 4:09 PM

VGA_B : out std_logic_vector(9 downto 0) -- R=G=B[9:0]

);

end component de2_vga_raster;

begin

--Generate a 25 MHz clock for the VGA (clock divider)

process (CLOCK_50)

begin

if rising_edge(CLOCK_50) then

clk25 <= not clk25;

end if;

end process;

vga: de2_vga_raster port map (

clk => clk25,

address_out => address2,

data_in => readdata2,

rectangle_out => rectangle_from_vga,

VGA_CLK => VGA_CLK,

VGA_HS => VGA_HS,

VGA_VS => VGA_VS,

VGA_BLANK => VGA_BLANK,

VGA_SYNC => VGA_SYNC,

VGA_R => VGA_R,

VGA_G => VGA_G,

VGA_B => VGA_B

);

sram: de2_sram_controller port map (

read => read,

chipselect => chipselect,

write => write,

address => address(17 downto 0),

readdata => readdata_from_sram,

writedata => writedata,

byteenable => byteenable,

address2 => address2,

readdata2 => readdata2,

go => go,

SRAM_DQ => SRAM_DQ,

SRAM_ADDR => SRAM_ADDR,

SRAM_UB_N => SRAM_UB_N,

SRAM_LB_N => SRAM_LB_N,

SRAM_WE_N => SRAM_WE_N,

SRAM_CE_N => SRAM_CE_N,

SRAM_OE_N => SRAM_OE_N

);

--Check for go signal
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process(CLOCK_50)

begin

if rising_edge(CLOCK_50) then

if address(19) = '1' then

if write = '1' then

go <= writedata(0);

end if;

end if;

if address(20) = '1' then --Are we inside the rectangle?

if read = '1' then

readdata <= "000000000000000" & rectangle_from_vga;

end if;

end if;

end if;

end process;

end vga_sram_supercontroller_arch;

-4-



C:\Documents and Settings\Shiva Ramudit\Desktop\VHD Conversion\de2_vga_raster.vhd Saturday, May 10, 2008 4:09 PM

-------------------------------------------------------------------------------

--

-- Simple VGA raster display

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Originally authored by Stephen A. Edwards (sedwards@cs.columbia.edu)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library ieee;

use ieee.std_logic_1164.all;

use ieee.std_logic_arith.all;

use ieee.std_logic_unsigned.all;

entity de2_vga_raster is

port (

clk : in std_logic; -- Should be 25.125 MHz

-- SRAM signals

address_out : out std_logic_vector(17 downto 0);

data_in : in std_logic_vector(15 downto 0);

-- Inside rectangle

rectangle_out : out std_logic;

VGA_CLK, -- Clock

VGA_HS, -- H_SYNC

VGA_VS, -- V_SYNC

VGA_BLANK, -- BLANK

VGA_SYNC : out std_logic; -- SYNC

VGA_R,

VGA_G,

VGA_B : out std_logic_vector(9 downto 0) -- R=G=B[9:0]

);

end de2_vga_raster;

architecture de2_vga_raster_arch of de2_vga_raster is

-- Video parameters

constant HTOTAL : integer := 800;

constant HSYNC : integer := 96;

constant HBACK_PORCH : integer := 48;

constant HACTIVE : integer := 640;

constant HFRONT_PORCH : integer := 16;
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constant VTOTAL : integer := 525;

constant VSYNC : integer := 2;

constant VBACK_PORCH : integer := 33;

constant VACTIVE : integer := 480;

constant VFRONT_PORCH : integer := 10;

--Positioning the frame at the top-left of the screen

constant RECTANGLE_HSTART : integer := 0;

constant RECTANGLE_HEND : integer := 319;

constant RECTANGLE_VSTART : integer := 0;

constant RECTANGLE_VEND : integer := 239;

constant header : integer := 539;

-- Signals for the video controller

signal Hcount : std_logic_vector(9 downto 0); -- Horizontal position (0-800)

signal Vcount : std_logic_vector(9 downto 0); -- Vertical position (0-524)

signal EndOfLine, EndOfField : std_logic;

signal vga_hblank, vga_hsync,vga_vblank, vga_vsync : std_logic; -- Sync. signals

signal VGA_I : std_logic_vector(9 downto 0); -- Grayscale intensity (=R=G=B)

signal rectangle_h, rectangle_v, rectangle : std_logic; -- rectangle area

--RAM signals (to interface with the internally instantiated SRAM)

signal read : std_logic;

signal reset : std_logic := '0';

signal row : integer := 0;

signal col : integer := 0;

signal addr : integer := 0;

signal row_i, col_i : std_logic_vector(9 downto 0);

signal data : std_logic_vector(7 downto 0);

begin

-- Horizontal and vertical counters

HCounter : process (clk)

begin

if rising_edge(clk) then

if reset = '1' then

Hcount <= (others => '0');

elsif EndOfLine = '1' then

Hcount <= (others => '0');

else

Hcount <= Hcount + 1;

end if;

end if;

end process HCounter;
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EndOfLine <= '1' when Hcount = HTOTAL - 1 else '0';

VCounter: process (clk)

begin

if rising_edge(clk) then

if reset = '1' then

Vcount <= (others => '0');

elsif EndOfLine = '1' then

if EndOfField = '1' then

Vcount <= (others => '0');

else

Vcount <= Vcount + 1;

end if;

end if;

end if;

end process VCounter;

EndOfField <= '1' when Vcount = VTOTAL - 1 else '0';

-- State machines to generate HSYNC, VSYNC, HBLANK, and VBLANK

HSyncGen : process (clk)

begin

if rising_edge(clk) then

if reset = '1' or EndOfLine = '1' then

vga_hsync <= '1';

elsif Hcount = HSYNC - 1 then

vga_hsync <= '0';

end if;

end if;

end process HSyncGen;

HBlankGen : process (clk)

begin

if rising_edge(clk) then

if reset = '1' then

vga_hblank <= '1';

elsif Hcount = HSYNC + HBACK_PORCH then

vga_hblank <= '0';

elsif Hcount = HSYNC + HBACK_PORCH + HACTIVE then

vga_hblank <= '1';

end if;

end if;

end process HBlankGen;

VSyncGen : process (clk)

begin

if rising_edge(clk) then

if reset = '1' then

vga_vsync <= '1';

elsif EndOfLine ='1' then

if EndOfField = '1' then

vga_vsync <= '1';

elsif Vcount = VSYNC - 1 then
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vga_vsync <= '0';

end if;

end if;

end if;

end process VSyncGen;

VBlankGen : process (clk)

begin

if rising_edge(clk) then

if reset = '1' then

vga_vblank <= '1';

elsif EndOfLine = '1' then

if Vcount = VSYNC + VBACK_PORCH - 1 then

vga_vblank <= '0';

elsif Vcount = VSYNC + VBACK_PORCH + VACTIVE - 1 then

vga_vblank <= '1';

end if;

end if;

end if;

end process VBlankGen;

-- Rectangle generator

RectangleHGen : process (clk)

begin

if rising_edge(clk) then

if reset = '1' or Hcount = HSYNC + HBACK_PORCH + RECTANGLE_HSTART - 1 then

rectangle_h <= '1';

elsif Hcount = HSYNC + HBACK_PORCH + RECTANGLE_HEND - 1 then

rectangle_h <= '0';

end if;

end if;

end process RectangleHGen;

RectangleVGen : process (clk)

begin

if rising_edge(clk) then

if reset = '1' then

rectangle_v <= '0';

elsif EndOfLine = '1' then

if Vcount = VSYNC + VBACK_PORCH - 1 + RECTANGLE_VSTART then

rectangle_v <= '1';

elsif Vcount = VSYNC + VBACK_PORCH - 1 + RECTANGLE_VEND then

rectangle_v <= '0';

end if;

end if;

end if;

end process RectangleVGen;

rectangle <= rectangle_h and rectangle_v;

-- Registered video signals going to the video DAC

row <= conv_integer(Hcount) - (HSYNC + HBACK_PORCH + RECTANGLE_HSTART);

row_i <= conv_std_logic_vector(row,10);
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col <= conv_integer(Vcount) - (VSYNC + VBACK_PORCH + RECTANGLE_VSTART);

col_i <= conv_std_logic_vector(col,10);

addr <= (col * ((RECTANGLE_HEND - RECTANGLE_HSTART + 1) / 2)) + conv_integer(row_i(9 downto 1

)) + header when rectangle = '1' else

0;

address_out <= conv_std_logic_vector(addr,18);

data <= data_in(15 downto 8) when row_i(0) = '0' else

data_in(7 downto 0) when row_i(0) = '1' else

(others => '0');

VideoOut: process (clk, reset)

begin

if reset = '1' then

VGA_R <= "0000000000";

VGA_G <= "0000000000";

VGA_B <= "0000000000";

elsif clk'event and clk = '1' then

if rectangle = '1' then

VGA_R <= data & "00";

VGA_G <= data & "00";

VGA_B <= data & "00";

-- end if;

elsif vga_hblank = '0' and vga_vblank ='0' then

VGA_R <= "0000000000";

VGA_G <= "0000000000";

VGA_B <= "0000000000";

else

VGA_R <= "0000000000";

VGA_G <= "0000000000";

VGA_B <= "0000000000";

end if;

end if;

end process VideoOut;

VGA_CLK <= clk;

VGA_HS <= not vga_hsync;

VGA_VS <= not vga_vsync;

VGA_SYNC <= '0';

VGA_BLANK <= not (vga_hsync or vga_vsync);

--There's some slack on the right-edge and bottom edge of the screen

--This is to prevent Nios from attempting a 128-bit block into SRAM at the very right or bottom of the screen

--  and end up using the SRAM when the VGA wanders back into the image frame

rectangle_out <= '1' when ((col_i > RECTANGLE_VEND) or ((row_i > RECTANGLE_HEND) and (row_i <

(RECTANGLE_HEND + 256)))) else

                   '0';

end de2_vga_raster_arch;
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-------------------------------------------------------------------------------

--

-- SRAM Controller

--   This is, for the most part, taken from one of the labs

-- Written for 128-bit AES decryption project

-- Course: CSEE 4840 - Embedded System Design, Spring 2008

-- Authors: Shrivathsa Bhargav (sb2784)

-- Larry Chen (lc2454)

-- Abhinandan Majumdar (am2993)

-- Shiva Ramudit (syr9)

--

-- Last modified: 5-8-2008

-------------------------------------------------------------------------------

library ieee;

use ieee.std_logic_1164.all;

entity de2_sram_controller is

port (

signal chipselect : in std_logic;

signal write, read : in std_logic;

signal address : in std_logic_vector(17 downto 0);

signal readdata : out std_logic_vector(15 downto 0);

signal writedata : in std_logic_vector(15 downto 0);

signal byteenable : in std_logic_vector(1 downto 0);

--From VGA

signal address2 : in std_logic_vector(17 downto 0);

signal readdata2 : out std_logic_vector(15 downto 0);

signal go : in std_logic;

signal SRAM_DQ : inout std_logic_vector(15 downto 0);

signal SRAM_ADDR : out std_logic_vector(17 downto 0);

signal SRAM_UB_N, SRAM_LB_N : out std_logic;

signal SRAM_WE_N, SRAM_CE_N : out std_logic;

signal SRAM_OE_N : out std_logic

);

end de2_sram_controller;

architecture dp of de2_sram_controller is

begin

--All these when-else pairs are how the VGA_GO/NO Mux is implemented

SRAM_DQ <= writedata when write = '1' and go = '0' else

(others => 'Z');

readdata <= SRAM_DQ;

readdata2 <= SRAM_DQ when go = '1'; --else

--(others => '0');
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SRAM_ADDR <= address2 when go = '1' else

address;

SRAM_UB_N <= '0' when go = '1' else not byteenable(1);

SRAM_LB_N <= '0' when go = '1' else not byteenable(0);

SRAM_WE_N <= '1' when go = '1' else not write;

SRAM_CE_N <= '0' when go = '1' else not chipselect;

SRAM_OE_N <= '0' when go = '1' else not read;

end dp;
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