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SD-Card SPI Interface

¾ The SD-Card SPI interface communicates with 
the MMC/SD card via SPI protocol

¾ The SPI interface interacts with the card through 
a sequence of commands such as reset, 
initialize, set block length, and data read 
request

¾ This interface was difficult to simulate and 
debug since the MMC/SD card protocol is 
proprietary

¾Modified Professor Edwardsô SPI interface 
implementation from APPLE2FPGA



¾ Reduced duplicate reads
· Issuing 512-byte block reads causes buffer spill for consecutive frames
· A single frame is 77888 bytes, which is not divisible by 512-byte blocks
· A check in software is implemented to monitor the frames and offset it 

by 64*(frame % 8) to read the correct data contents
· The spill will be multiples of 64-bytes, and it will takes 512-byte/64-byte 

= 8 spills to go back to a 0-byte spill block

SD-Card SPI Interface

¾ Increased compatibility
·Applied a patch to send additional pulses to the SD to wake it up

· Increased wait clock cycles to successfully read consecutive 
blocks of data

¾ Increased performance
·Set block length to 512-bytes and correspondingly sized buffer to 

avoid issuing unneeded number of data read requests



AES Decryption

1

0

1

1

0

0

1

0

K

E

Y

CIPHER 

TEXT

PLAIN 

TEXT

¾ AES (Advanced Encryption Standard) Decryption 
is a Symmetric Key Cryptographic Algorithm that 
accepts the cipher text and the key as input, and 
generates original text as output

1010101110101100010111011 0101011101011000101AES Decrypto



AES Decryption Algorithm

¾ Key Expansion
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