Abstract

Debuggirg appications running on an embeded systen is ver difficult. Often the chips inconsideron
has veyw little a no suppot for interadive delugging This isdue o the fad the mos embelded chips ae
na a generapurpog procssorand lack masof conveniere we fird on converiond PC.

This pape will present edg ard evel one d the difficulties associatkéwith a norrgenerapurpog limited
powe chip then shav how b work aroundit. The topics analyzd include the nee and lak of delugger,
communication fadlities, operaing systen support ard intutive perhap visua interfaces The pape
revolves arouml a propd that simula¢ these mblens usig a virtud x86 praesso with bae
environmenthsuppot as a targé machine Using examplesthis pape will demonstra¢ eab problem

along with its workaround.

The goa of this pape is © preseh approache take to dea with specific ye promiscuos problens
relaing to a certah chip’s deficiency Readecan beneit from this pape asit paves way as fundamenta
approab ard background informtén when developig softwae fa embelded chips.

Introduction

This pape focuss m haw to dtach intrusively
to a rwning praess o a seni-crippled
processing environmentthen pausing watchirg
and manipulaéing its exection. On the othe
hand delugging embedde appications
soméimes denat delugging red time problens
where a progran does nd behae wdl or
expectel unde the redtime constraint Tha is
more © refered to as delugging tempora
behavios in red time systems This pape does
na focus an ary tempor behaviors We'll be
focusip on hav to buld an environmenh
sutable for further use suh & red time
debugging.

Usudly a seni-crippled pracesso  cannot
provide the environmestreedel to creata flow
blown delugging environment The workaround
for this problem is © do remot delugging
where the debgging intdligences runs o a
remoe ard capab® machie whle the bae
minimd delugging agen runs on the targé
machine The two canmunicats © achiee its
debuggim purpose.

Communicatim issus ari® wth remoe
debugging On sone targé machines an
operding systen can provide some gppot for
networkirg and throug it the delugging agen
can serd messags ba& and forh with the moe
powerfd machine Othe smadler chips may nat
hawe the capalties © run an operng systen
nor the conputing powe to do netwok relatel
tasks In theg casesthe delugge agen will

relay on the othe canmunicaion medium sud
asa seridport to canmunicate.

Debuggirg work tha requires a delugging agen
to uilize ary serid port is tedious It is bes to
creat a smulata for the chp ard debug usig
the dmulator. E.g. machie thda runs jawa
prograns an relay on othe java virtud machire
implementatios © delug ther software Thee
are numeros pulicly avalable smulators for
variows chips.

The secod problem with intrusive delugging is
the neel for an operaing system On a chp with
operding systen suppot (e.g some chp may
run Linux), theres minimd suppot for
processes alorg with othe things The agehcan
smply run & a separa procss o the targé
chip and manipulat the debggel pracess wth
the hep o the operéing system On the othe
hand an environmehwithout operatig suppot
requires the delugging agen to be “in-process’
with the code dwhich we war to delug. This
is agam velry tedious.

Then the focs is o how to buld an dfedive
remoe delugging agent.

Relatedwork

Debuggirg coce an a remoé chp is somethig
tha all embelded engireels da Thee ae
papes ou there tha will ea® ary dehugging
tak by providing tools ard informaion, which
can readly apply to the delugging prccess.



Adequaé canmunicationis the base fa remoe
debugging as it is the case fo mog embelded
work. Xu [] presens a logic base laguag for
networkel agents The pape discisses the jaa
modd as developig canmunication fadlities
for mobile agents The idea can dlow us
creak a system#ic way of communicatirg by
uses d serid ports far dehugging purposes This
of coure &sume thee is nd alreay
communicatiom upport.

Further Hendrg [] discusses the uss d
Ethern¢ as embedel network His pape
describs thedelays ard tolerarce one ca exped
from a mdti access dewe whe usel in
embeddd systems Now chips tha do nd hawe
netwok suppot can conside interfacirg with
smple Etherne cards fa teging purposes
Again, this proves usefli for chips tha do na
alread hawe some netwdr connedivity.

On machire thda alreag has conmunicatio
fadlities, more sophiticated tasls thd involve
prograns running in sone distributel red time
constrain may need addtional support This is
to say the enginee neal to take note 6 the
tempord asped of the code m addition to
providing canmunicatio fadlities. Thee need
to be a way to moritor ard contrd the tréfics
tha are pat of the delugging pracess Surg |]
describs a “badkplané€ protocd that will
mornitor ard contrd traffic 0 tha the enginee
can repraluce intemittent problems The use 6
a bag&plarne & a centrdized maste traffic

Seami-compled Referenes

contrd provides repraucible seuerce d
execuion tha a delugge may need.

The othe necessty for remoke delugging
remotey is the operéing systen (ar just simply
processe$ support  Although remoe delugging
can dill be achievd on the targé chip without
the ndion d process it's jug mud dmpler to
hawe systen support Also, tre industry prefes
to usea smulata for smple chips tha does nd
run heay softwae like the opering system
The fad that thes chis ae smple enaigh
suggest tha a smulata can be eagy written.

Montagte [] presentd an operéing systen for
the embddd java networkcomputers The idea
is b creaé a seni-operdiond operatirg systen
(or somre threadig suppor} 0 tha peopk can
eadly write a delugging agem to run on the
target.

RoWlitz [] presentd the idea d using pthread @
simulate embeded kernels The idea can furthe
develp into credging pthread packag for
embeddd chip With the minima threadirg
suppot engireers can separa the code thais
being debugged and ¢h code thte does the
debuggimy work.

Now this pape will present a delugging
environmat createl for one paticular seup
involving a minima targetx86 machine It will
mainly cove the canmunicatim ard pracess
suppot problem arisirg from this setip.

Below is alist referere(na fully compled) alorng with saone tha I might want b consit later on.

Dianxiarg Xu, Gudiang Zheng Xiaocorg Fan
http://citeger.nj.nec.am/xu98logic.hml

A logic basd languag far networka& agens (1998)
a Java basktod for developirg mobil e agem systems

Danny Patel
http://citeseer.nj.nec.cn/469972.1tml

ObjectOriental Design o an Embelded Canmunication Protocbin UML

Describs canmunicatio protocos in UML.

Wonyorg Sung and &nhad Ha
http://citeser.nj.nec.am/surg98dficient.html

Efficient and Flexible Cosmulation Environmert for DSP Applications (1998)
this pape defines ard implemens the ba&plare protocbfor conmunication

and synchrorzaion between dient simulators



Uses a "maste contrdler” to watd over al communication
going over the write ard perhap syrchroniz them to repraluce
problem.

Gedfrey R. Hendrey

http://citeger.nj.nec.am/hendre99standard.tml

Standad Etherneas an Embelded Canmunication Netwok (1999)

This pape shows whd kind o delay performare b exped when Etherné
is usel for enbedde networking shovs hav to use..

Bruce R Montegue
http://citeger.nj.nec.am/montagyue96jn.hml
JN: An Operding Systen for an Embelded Jaa Netwok Compute (1996)

Thomeas Roblitz, Oliver Bihn, Frark Mudler
http://citeger.nj.nec.cm/538188.hinl

LegoSm: Simulation of Embedded Kernek over Pthread

using Pthread asa meas © reseml# embedel task ercuion ard
suggest an I/O-base represent#on d device informdion.

Lars AlbertssonPete S Magnissa Conpute and Network Archtectues
http://citeger.nj.nec.cm/522464.tml

Simulation-Basel TemporéDebugging Of Linux (2000

We preseha temporhdelugger capabé d examining temporabehaviou
of operding systems

Below are ones | might consult:

http://citeser.nj.nec.am/kiniry98idebug.tml

IDebug An Advarced Debugging Framework fdaa (1998)
Infosphere Detlug packag (cdled IDebug [8) to inset assetions

into the origind program coe o ched the code agairighe specificéion

http://citeger.nj.nec.am/kellomakB4pgl.html

P a Portald Scheme Delgge (1994)

the source progra is transforme into ore tha behavs as i
run unde a convetiond delugger.

http://citeger.nj.nec.cm/159506.tml

Debuggimg in Standadl ML of New Jersg

This pape describs hav to setip and operatemas asa
interface b the ML delugger.

http://citeger.nj.nec.cm/20306.hml

Evaluding Teding Method by Ddivered Rdiability (1998)

There are tvo man goask in teging software (1) To achiee adguate
qudity (dehug tesing); the dbjedive is o prole the software fo
defects © tha the® can be renmoved (2) To assess exising qudity



(operational testing); the objective isto gain confidence that the
softwareisreliable.

http://citeseer.nj.nec.com/liu96communication.html
Communication Issues in Heterogeneous Embedded Systems (1996)

http://citeseer.nj.nec.com/jaramill099debugging.html
Debugging of Optimized Code through Comparison Checking (1999)
approach to the debugging of optimized code through comparison checking

http://citeseer.nj.nec.com/528882.html

A Heterogeneous and Distributed Co-Simulation Environment (2002)
This paper presents the implementation and evaluation of a hardware and
software co-simul ation tool

http://citeseer.nj.nec.com/543545.html

Debugging Parallel Systems:

give an introduction to work presented in the area of debugging large
software systems with modern hardware architectures.

http://citeseer.nj.nec.com/thane0D0monitoring.html

Monitoring, Testing and Debugging of Distributed Real-Time Systems (2000)
In thisthesis we try to remedy these problems by

presenting an integrated approach

to monitoring, testing, and debugging of distributed real-time

systems.

http://citeseer.nj.nec.com/503035.html

Debugging Using Time Machines Replay Y our Embedded Systems History
the program is repeatedly reexecuted to track down errors when afailure
has been observed.

http://citeseer.nj.nec.com/528776.html

Simulation-Based Debugging of Soft Real-Time Applications (2001)
The debugger is based on a simulator modelling an entire workstation in
sufficient detail to run unmodified operating systems and applications






