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Abstract

Denial of service(DoS) attackscortinue to threatenthe reliability of networking systems. Previ-
ousapprachego protect networks from DoS attacksarereactivein thatthey wait for an attackto be
launchel befae takingappopriatemeasuesto praectthe network. Thisleavesthedoa openfor other
attacksthat use more sophisticatednethals to masktheir traffic. We propose an architectue called
Secue OverlayService{SOS thatproactivelypreventsDoS attacks gearedowardssupmrting Emer
geny Servicer similarcommunications.Thearchitectueis construeedfrom acombinationof secure
oveirlay tunneling routing via consistentiashimg, andfiltering. We redue the prokability of success-
ful attacksby (i) performingintensve filtering nearprotectednetwork edges pushirg the attackpoint
perimeterinto the coreof the network wherehigh-speedouterscanhande the volumeof attacktraffic
and(ii) introducingrandannessandanorymity into thearchitectue, makingit difficult for anattaclerto
targetnodesalongthe pathto a specificSOS-preéecteddestination Using simpleanalytical mocels, we
evaluatethe likelihoodthatan attacler cansuccessfulljauncha DoS attackaganst an SOS-preected
network. Our analysisdemorstratesthat suchan archite¢ure redwcesthe likelihood of a successful
attackto minusculelevels.

1 Introduction

In theimmediateaftermathof the Septemlr 11 eventsin New York City, the Intemetwasusedto facilitate
communi@tion betwee family members,as the phone network was overwhelmed It doesnot require
a gred leap of faith to imagire using the Intemet asa communi@tion mediun for crisis and emegeng
respmseteams,espea@lly whenusinga wireless network subdrate. In particular, the network would be
usedto protectcommurncations betweenwidely dispersed'static” sites (e.g., various fedeial, state,andcity
agerties)and (semi-)roamingstaions anduses. The communicéion pathbetwee the various sites and
theemepgency respnseteamyERTS) nealsto bekeptclea of interferen@; adenid of service (DoS)attak
on sucha network coud seribusly disrupt therescue andrecovery effort, at minimal costanddange to the
attader.

A propacsalto build a completly separée network is currently under consderaion by the US govern
ment(appopriatly called“GovNet”). Sucha network would have a high costandwould likely fall behird
the geneal-puposelnternet asnew technologes arediscoveredanddeployed. The nework secuity com-
munity is alsodoubtful of the claimsof increasedsecuity that sucha sepaate network would ental. It is
therdore aworthwhile endeavor to constderbuilding a secue infragtructure eithe inside or upon the exist-
ing Internet. Building sucha senice raises several questons: How shauld priorities be assignedduring an



emegeng/? How muchmodificdion is requredto theunderlying infrastructure? How cancommuni@tions
be secure?

In this paper, we addessthe probdem of secuing a communcation senice on top of the existing IP
infrastrucure from DoS attadks. We assumethatthere is a sutsetof clients scatteed throughou the wide-
areanetwork whorequre accessto a particulardestnationthat shauld othewisebe securel. An exampkeis
adatalasetha maintans timely or confidenial informationsuchasbuilding strucurerepats, intelligence,
or stratgyic information. Usersin thefield (emegency workers, governmentageris, police, etc) shoul be
ableto acces this informationfrom ary location (i.e., arny IP address)within the wide areanetwork, since
it is not always possble to predict their locaions whenemepgencies strike. We alsoassume thatthere is a
setof usersthatwantto preventaccessto this information,andwill launch DoS attadks upon ary network
points to help them achieve this goal. The goal of the attaclersis to idertify ary “pinch” pointsin the
communi@tiors sulstrateandrende theminoperable by flooding them with large volumesof traffic. An
exampleof anobvious attad pointis thelocation (IP addess)of thedestirationthatis to be secued, or the
routesin its immediak network vicinity.

Previous appioache that address this probem are readive: they monitor traffic at a target location,
waiting for an attackto occu. After the attackis identified, typically via analysis of traffic patterns and
paclet headbrs,filters areestabishedin anattemp to block the offenders. The maintwo problemswith this
appoacharethe accuacgy with which legitimate traffic canbe distinguished from the DoS traffic, andthe
robustnes of the mecharmsmfor estallishing filters deepenowgh in the network (away from thetamget) that
the effectsof the attackareminimized.

Our appraachis to be proactive. In a nutstell, the portion of the network immediaely surrounding the
tamget (locationto be proteded) aggessvely filters andblocks all incoming packetswhosesouceaddresses
arenot “approved”. Thesmallsetof source addessesha are“approved” arekeptsecre sothatattaclers
canrot usethemto patdc throughthefilter. A distributed setof nodesthroughou thewide areanetwork form
asecue overlay: ary transmisionsthatwish to traversethe overlay mustfirst be validatedat entry points
of the overlay. Onceinside the overlay, thetraffic is tunneledsecuely for sereralhops alongthe overlayto
the“approved” andsecetlocationswhich canthenforwardthevalidatedtraffic throughthefiltering routers
to thetarget. Themainthree principlesbehird our design are

¢ eliminationof communicdion “pinch” points,which conditute attractive DoStarets.

¢ theability to recoverfrom random or inducedfailuresof the forwarding infrastru¢ure or secue over-
lay nodes.

e utilization of high-capadty nodeswith good comectvity, which arelessaffected by a DoS attadk
thannodesin the periphery of the network.

This paperproposesa preliminary apgroachto congructing this forwarding senice tha we refer to as
a Secue Overlay Senice, or SOSfor shat. We disausshow to desigh the architecture of the overlay that
is secue with high probability, given attaclersthat have a large but finite setof resoucesto perfam the
attaks, aswell astthe following information:

¢ thelP addressesof the nodes that participatein the overlay andof thetarget thatis to be protected.

¢ thedetdls of the opeation of protacolsusedto perfarm theforwarding.

Ourarchtecture leveragesheavily off of previouswork on IP secuity[KA98, BIKO1], IP routerfiltering
capailities,andnovel apgroachesto routing in overlay]ABKMO1] andpeer-to-ger(P2P)networks[SMK"01,
DKM T01]. We perfarm a preliminary stoctastic analsis using simple networking modelsto evaluat the
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likelihoodthat anattadker is ableto prevert communicéionsto a particular target. We deteminethis like-
lihood asa function of the aggrejatebardwidth an attader is ableto utilize in a DoS atteck by exploiting
compramisedsystems.Our analysis includesan examinaton of the capmabilities of staic attadkerswho fo-
cusall their attadk resouceson a fixed setof nodes, aswell asattaclerswho adjusttheir attacksto “chase
after’ the repars thatthe SOSsysten implemens whenit detects an attack. We showthat even attaclers
thatareableto launch massie attadks arevery unlikely to preventsuaessfllcommunic#éion. For instance,
attakersthatareableto laund attacks upon50% of the nodesin the overlay have roughly onecharcein
onethousand of stopping a given communcation from a client whoseconnetion hasminimal acces to
overlaynodes

The remainirg of this paperis organizedasfollows: Sectio 2 overviewsrelated work. In Section3
we descibe the SOSarchtecture, while Section4 provides an analsis of the expeded behaviorof an
SOSnetwork unde atteck. Section5 shavs how an SOShased archtecture canbe constuctedusing off-
the-dhelf comporentsand protocols andthe next secton, Sectim 6, disaussesour plansfor future work.
Finally, Section7 concludesthe pape.

2 Related Work

Onefundamentaldesgn principle of the IP architecture is that communcation propertiesthat musthold
endto-endshoub be provided by mechaismsat the end points. This principle, commonlyreferred to as
the“end-to-end principle”[SRC84 Cla8§, hasbeenthe basicpremisebehird protocol design However, as
hasbeendemonstatedin the pastfew years[Tea96 SKK™97, HB96], suchmechaismsareinadejuatein
addessingthe problemof DoSattadks: attacksthatattemptto overwhelmthe processingor link capaity of
thetarget site (or routers thataretopologicaly close) by saturding it with boguspadkets.

It is trivial to abuse[SCWA99] or simply ignore congestioncontrd mechaisms, andthereare plenty
of protocols that have no provision for congestion contrd. Furthermoe, no greattechncal sophisticaion
is requiredin laundhing oneof theseattacls. Evenrelatively large-scde DoS attacls (Distributed DoS —
DDoS) arenot very difficult to launch giventhelack of secuity in certdn email clients andthe ability to
cau® arbitrary code to be executal by anemailrecipient.

Unfortunatel, asa resultof its increasedpopularity anduselilness, the Internet contains both “inter-
estirg” targetsand enowgh malicious (or simply ignorant) usersthat DoS attecks are simply not going to
disappearon ther own; indeed, although the presshas stopped repoting sud incidents, recent studies
have shovn a surprisingly high numberof DoS attacks occuriing arourd the clock throughoutthe Inter-
net[MVSO01]. Worse,the Internetis being usedfor increasindy time-citical appications (e.g., eledricity
production monitoring andcoardination betweerdifferentgeneators)

The needto protect againstor mitigate the effects of DoS attadks hasbeenrecagnized by both the
commercal andtheresarchworld, andsomework hasbeendone towardsachieszing thesegods, e.g., [IBO2,
DFS01,SWKAO01, SWKAO0Q]. Thesemechaismsfocus ondetectingthe souice of DoS attacls in progress
andthencourteringthem,typically by “pushing’ somefiltering rules on routers asfar away from the tamget
of the attak (andcloseto the source) aspossille. Thusfar, the focusof DoS-cowntering mechaimsmshas
beenon reacion. The motivation behind this appoachhasbeentwofold: first, it is concetualy simple
to introducea protocol thatwill be usel by arelatively small subsé of the nodeson the Internet(i.e., ISP
route's), asoppacsedto requiling theintroduction of new protocolsthatmustbe deployedto andusedby end
systans. Secondthesemechaismsarefairly trangaren to protocols applcations,andlegitimate users

Unfortunatel, simpledetedion of the souice of aDoSattad is not by itself particulady usetlil:

For theremaindeof this paperwe will usetheterm“DoS” to meanbothsinglehostanddistributed DoS attacks.



e Sincethe Internet spars multiple adminstratve domairs and (legal) jurisdictions, it is often very
difficult (if not outright impossble) to shutdown an attack by contacting the admiristrata or the
authorities closestto the source. In ary case suchaction camot berealistically deliveredin atimely
fashon (e.g., in the orde of at mosta few hours).

e Evenif this werepossble, it is often the casethat the soure of the attackis not the real culprit but
simply a nodethat hasbeenremotly subvertedby a cradker. The attacker can simply start using
andhercompromigdnocde.

¢ Usinga“pushback™like mechaism[IB02] in trying to counteraDoSattadk makesclose cooperatian
amongdifferent service providersneassary sincemostattacks userandan soure IP addessegand
sinceingressfiltering is notwidely used) the only reliable pacletfield thatcanbe usedfor filtering is
the destnation IP address(of thetarmget). If filters canonly be pushed“halfway” throughthe network
betwea the target andthe soucesof the atteck, the target runsthe dange of voluntarily cutting off
all of its communicdéions with the restof the Intemet. The accuacy of suchfiltering mechansms
improvesdramatically the close it is possble to “push’ filters to the actud soura(s) of the attad.
Thus,it is necessaryfor providersto allow others(providers or evenendnetwork admiristratas) to
install filters ontheir routes. Quiteapat from the possibility of aluse, it is quegionable whethersuc
collabordion caneasilybe achievedto the degreenecessary

Thus,a differentappoachis neeatdin proteding the commurcations of partesinvolvedin a critical
taskfrom the effects of DoSattads.

3 Architecture Description

Thegoalof the SOSarchtectue is to allow communcationbetwed a confimedsouice point andatarget
By confirmed we meanthat the target hasgiven prior permis$on to a specfic userthat currently resides
at the source point. Typically, this meanghat the source mustbe authenticated andauthorizedby the SOS
infrastrucure before traffic is allowedto flow betweentself andthetamget throughthe overlay. We shallsee
in Section 5 how this canbe efficiently achievedfor alarge colledion of SOSnodesandusers.

Furthemore,we assumehat thereexist atteckersin the network thatareinterestedin preventing traffic
from reaching the tamget. Theseattadkershave the ability to launch DoS attadks from a variety of points
arownd the wide areanetwork thatwe call compomisedlocations. The numbker andbandvidth capaliitie s
of thesecompranisedlocations detemine the intensity with which the attadker canbombarda nodewith
paclets,effectively shuting down thatnode’s ability to processlegitimatetraffic. Without an SOS knowl-
edgeof thetamget’s IP addres is all that is neegdin orderfor a moderagly-provisionedattader to bring
down thetamget site.

Last,we assumehatthe setof nodesthat participatein the SOSareknown to the public. In effect, no
nodes idertity is kepthidden. However, cerain jobs thata nodemay perfam in the delivery of traffic are
keptsecetfrom the public.

Figure 1 givesa high-evel overview of the SOSarchitecturethat protects a target nodeor site so that
it only receivesvalid transmisions The various componats of the SOSarchtecture (discussedin more
detal laterin this sectian) are:

e Targets. Tagetnodeswishto recave transmissiors from validatedsourcesandwish to be protected
from phory (i.e., un-authenicated transmissiors. Heavy filtering is appied in theimmedide vicinity
of thetamet to protectit from unwanted traffic. We assimethatattadkersdonothave accesto routers
inside the filtered region (i.e., they cannd observe which soure addessesan procead through the
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Figurel: BasicSOSarchiecture

filter). Pasthistory indicatesthatit is a lot more difficult for an attadker to compldely take over a
router or link in the middle of anISP’s network thanto attadk anendhost;intuitively, thisis whatwe
would exped, giventhelimited setof serviesoffered by arouter (compaedto, e.g., awebseneror
adestop compugr).

e Secret Servlets: Nodesthat partidpate on the overlay andact asthe (only) entry point to a tamet.
Theiridentties arekeptassecretaspossble.

e Beacons: A beaonis anodethatpartidpatesontheoverlay It recavestraffic dedinedfor aparticular
tamget and afterverifying the legitimacy of thetraffic, forwardsit to a secretservld. Hence beaons
areawareof theidentities of someof the secet senletsfor thetamgetsfor whichthey actasabeaca.

e Overlay Access Point (OAP): A nodethat partidpateson the overlay thatacces traffic from “ap-
proved” source points thatwish to usethe overlayto reacha givendestiration

e Source points. A nodeonor off theoverlaythatwishesto senda (legitimate)transmissiono atarget.
It is assumedhatsour@ points have beengrarted pemissionby thetarget during anearlier exchange
(e.g., have recevedanappopriate certificatethrough e-mail).

e Attack point: Any nodethathasbeencompromisedandcanbeusa to launch anattackor sno@ the
soucefrom wherea paclet cameor destirationto wherea paclet is going (both next hopandfinal).

Neitherthe soure point, target points, or attackpoints areassimedto be membersof the overlay. An
overlayrouting protocol is usedto deliver packetsrecevedat anoverlay acces point to abea®n. We now
discussthe detdls of the designof this archtecture in greaterdetail

3.1 Filtering at thetarget

To protectatamget from DoS attacls, afiltering mechamsm mustbe deployed at nodessuchthatfiltering is
perfoomedalongall pathsthatleadto the target. We assumehat filtering is doneat a setof high-povered
routes suchthati) theseroutes canhardle high loads of traffic, making them difficult to attack, andii)
posdbly thereareserveral, disjoint paths leading to the target, eachof which is filtered independettly. This
way, if oneof thesepaths is broughtdown, filteredtraffic still cantraversethe othas.



Filtering offers an interestingtradeoff in IP networks. By increasingthe fraction of IP addressesthat
aresuppessel by thefilter, onedecreaseghe potertial power of DoS attecks sinceattakersmustgues or
somehowinfer the souice addessegshat arenot filtered to mounta meanngful attad. However, onealso
decrasesthe setof locations from which legitimate transmisionsare allowedto originate. When using
network overlays, it is still possble for a packet of arbitrary origin to reachthe target even whenintensive
filtering is apdied (without spoding). Thisis accanplished by forwardng traffic to locationsin the overlay
whoseaddressesare pemitted to pass through the filter. Theselocations thenforward traffic through the
filter. To provide secuity, two propetiesmusthold:

e Attackersshout not be giventheidentities of the IP addiesse®f the nodes thatcanproced through
thefilter. Otherwise anattecker could passthrough thefilter by simply spoofingthe IP address.

¢ Legitimate clients at corfirmed source points shoud be able to reachthe nodes with unfiltered IP
addesses

Thus,the probdem of protectingthetargetfrom DoSattadks hasbeencorvertedto two (easer) problems:
a) keeping theidentties of noniltered addessesecet while b) allowing traffic from confirmedsouresto
reachthosenonfilteredaddesses.

3.2 Secret Servlets

We saythata nodeN; is a secet sendet for atarget node NV, if thefilter arond N; permits paclets whose
source addressis (the IP addiessof) N; to passthrough thefilter. The setof secretserdets usedby a given
tamget NV, is seleced by the tamet itsdf. This is not difficult, since we assumehat the list of nodes that
participatein the overlay is availableto the public. Thetarget notifies thesenodes (in private)of their role
assecré sendets. If, for somereasm, thetarget wishesto alterthe setof nodesthatactassecretservids, it
simply cortactsthe setof new nodeso inform them of their new role, contactsthesetof old nodesto inform
themthatthey will no longerfunction assecré servlds, andaccadingly adjuds the filtering mechatism
thatprotectsit. Noticethatthis processis muchsimplerthanthe moregeneal filter-push mechaismsthat
have beenproposedaswaysof counering DoS attads: the setof route's thatthe target need to notify is
fixed (and thuslong-term arrargementscanbe madewith the operabrs of theserouters),andthe types of
filtering rulesthatneedto be estabishedarefairly straightforward (andcanthusbe easilyverified by these
routers without humaninterventionor complicatedresdution mechargms).

As long aslegitimatetraffic canfind its way ontothe SOSoverlay, andthe SOSoverlay is ableto direc
this traffic to the apprqoriate secretsendet, thetraffic canproceedthrough to thetarget destnation

3.3 Access Points

An overlay will be usal to tunrel traffic from a legitimate client at a confirmedsourcepoint to a secré
serviet which canthen passthe traffic through thefilter to the target. However, the legitimate client might
not resideat a nodewhich is part of the overlay. Thefirst stepis thereforeto give the client accessto the
overlay. A sub®t of nodes that patticipate in the overlay actasaccesspointsfor legitimate clients. The IP
addesseof accasspoints may be madepuhblic, or may only bereveald to legitimateclients. The secuity
of our archtecture doesnotdependonthes IP addessedeingsecet.

A legitimateclientchosesanode N from alist of acces points andiniti atesa secue commurtication
with thatnode usinga protocol suchasIPsecKA98]. Hence when N4 agresto actastheacesspoint for
thisclient, it hasconfirmedboththeclient’s right to communcatewith thetargetaswell asthe IP addiessof
theclient. Subsegenttraffic betweertheacces pointandthe client maybeprotected(agan, by IPsec).As



analternative, the client may be givena“cookie” thatit hasto includeinto arny subfquer pacletsit send
to theaccesspoint. Thechoicebetweerthetwo mechaismsdependslargely onthe pereivedthreatmodet
if attadkerscanrot eavesdrop the commurication path betweenaccess points and soures, thenthe cookie
appoachis sufiicient. In amorehostie ervironment(e.g., whenusing awireless network to conrectto the
Intemet),a cryptograpty-basel mechamsm maybeusel.

For addtiond protection, thecookie or the IPsecstate(called“Securty Associaton”, or SA) canexpire
after a ceriain amourt of use(either timed or in termsof the numberof paclets transnitted). If N fails
for arny rea®n (including a DoS attackupon N, ), the legitimateclient cansimply move to anoheracces
point elsavherein the network to continue transmitting to the tarmget. Thus,a DoS attadk thataccidentally
(or purpcsely) hits theaccesspoint or aseaet servietwill not permanetly affect communicgions betwea
the soure andthetamget, asboth cortactpointsto the SOSoverlay canbechanged.

So far, we have discuisseda mechansm that restiicts entry to the overlay to legitimate traffic from
confirmedsoure points that can be classfied per flow, aswell asa mechansm that permits traffic to go
from spedfic nodeson the overlay to a target through heavyfiltering. Whatis still neeckdis a meansto
routethrouch the overlayin amannetrtha makesit difficult to attacktheroute.

3.4 Overlay Routing

Routing usead within SOSmustbe robust to attaclks upon nodeswithin the overlay. In patticular, if a given
setof overlay nodesis attacked, theremustbe an efficient transition to an alternative path whereno nodes
areunder atteck. Our appoachis to apply the consister hashing appgroachusedwithin the Chordservie
[SMKT01]. For our purposes Chordcanbe viewed asa routing service with the foll owing properties

e Theseniceis implemernableatopthe existing IP network strucure.

e Given a key tha relatesto somepiece of information (usudly a file or piece of content), Chord
providesa meansto map (haslh) the key to a paricular subs¢ of nodesthati) areactve membersof
the overlay andii) contan the informationthat is asso@ted with the key. Chordalso providesan
efficient mechanism that routes paclets toward one of those membergusing O(log N) nodes in the
overlay).

e It is simpleto produce multiple mappings (hashfunctions) tha producedifferent paths to different
setsof destnationnodeg(i.e., eachpathcanbethoudt of asbeing sele¢ed atrandan).

e Theseniceis robustto changsin overlay membersip.

¢ Not all nodes thatroutea packet within Chordusing key k£ needto know the IP addres of thefinal
destnation to which Chordroutesthe paclet. They only needto knowthatthey aresendngthe paclet
to anode ontheoverlaythatis in the “rig ht direction”. In this mannerthe Chordservie assuesthat
adedination existsthatis expeding to be the destirationfor packetswith key k.

Any node thatis a destnation of a route using a key formed by hashng uponthe tamget's IP addess
is called that tamet’s beacon for that hashfunction. When a paclet is approsed by an acces point for
transmission the hashon the IP addressof the tamget is usedasthe key. Hence,Chord providesa robust
andreliabe while relatively unpralictade meansof routing packetsfrom anaccespoint to oneof severd
beaons. Thefinal stepin the architectureinvolvesgeting paclets from beacmsto secretserdets.

Thereareseverd appioache for accanplishing this final stepof conrectingabea®nto asecré serviet.
Here,we degribethe simplest. Sinceany nodein the Chordoverlay canroute to abeaon, it follows thata
secre servetcanalsoconfactabeaco for a particular target, for any hashfunction applied. We requre that



nodes thatactasbeacmsrespmpndto queries(transmittedsecuely overtheoverlay) thataskthemto idertify
themsdévesasa beaon for a given hashfunction andtarget locaton. This allows secré serdetsto locate
beaonsfor agivenhadh function andinform thosebeaconsof their idenity assecretsendet.

Underthe Chordserviae, all nodesthat are beacams under the samehash function canbe madeaware
awareof eachother’s existence? We assumethat SOSwill utilize afinite setof possible hashfunctions per
target. We do not require thatall beacms know abaut all seaet serviets,but thateachbeacon knowsabou
at leastoneactive secré¢ serviet. By sprealing the setof usalle has functions acrassthe secretservlds,
having eachseaet sendet inform abeaon for eachhashfunction it contains,andhaving all beacms unde
the samehashfunction shae their secre servietinformation it is eay to shav thatall beacmshave acces
to atleastonesecretserviet. Thus,our securgpathfrom the confirmedsoucepointto thetargetis complee.

3.5 Summary of Architecture

To summarze,the sequaceof opemtionsin the SOSarchtecture conssts of thefollowing steps

1. A site(target) selecs anumberof SOSnodesto actassecré servlds; thatis, nodesthatareallowed
to forward traffic to that site. Routas in the perimeterof the site areinstructedto only allow traffic
from thesesendetsto read theinterral of the site's network.

2. Whenan SOSnoce is informedthatit will actasa secet servld for a site (and after verifying the
autrentiaty of therequest),it will compue thekey & for eachof a numberof well-known consistert
hashfunctions, basedon the tamet site's network addessrange Eachof thesekeys will idertify a
numbe of overlay nodesthatwill actasbeaonsfor thattarget site.

3. Having identified the beacms, the servietswill contact themandnotify themof ther function. Bea-
conrs, after verifying the validity of therequest,will stare the necesaryinformationto forwardtraffic
for thatsite to the appropriate servld. Beaconsof the samekey may shareinformation abaut the set
of available servlds for atamet.

4. A souce thatwantsto communi@te with the target contacts an overlay acces point (OAP). After
authenticating andauthorizing the request,the OAP routes all traffic from the source to the target to
one of the beaons. The OAP (andall subgquen hopson the overlay) canroutethe paclet to an
appopriate beacm in adistributedfashion usingChordby usingcompuation of the hashfunction(s)
overthetamet’s addessto idertify the next hopontheoverlay.

5. Thebeacm then routesthe packetto a secré sendet thatthenroutes the paclet (throughthefiltering)
to thetamge.

This schemeis robust agairst DoS attacls becase:

e If anaccesspoint is attadked, the confirmedsoure point cansimply chocseanaltemateaccesgoint
by which it entestheoverlay.

e If a node within the overlay is attacled, the node simply exits the overlay and the Chord servie
self-heals providing new pathsto (potentidly new setsof) beaons. Furthemore,no nodeis more
importantor sengtive thanothers— evenbeacms canbe attacled andareallowedto fail.

>The setof beacoss form an orderedlist, whereeachbeacm knows the existenceof the next beaconon the list. A trivial
extensioncould make this relationbi-directionalif necessaryor the purpose®f exchangng secretservletinformation.



o If asecra servktis attacled (eithe dueto alucky randam hit or somehowits identity wascompre
mised) thesecetservld (which canstill serd traffic outward) cannotify thetamget andthetarget can
choosealternatesecet servkts.

¢ If asecetsendet’sidentity is discoreredandattadks arrive at the target with the sourcelP addressof
somesecré servld, thetamget canchooseanaltematesetof secré servlds.

4 Modeling DoS and Performance Analysis of SOS

In this sedion we develop simple andytical modelsthat descibe DoS attacls, anddescibe how the SOS
archiecture helps prevent the possibility of succesful DoS attacks. DoS attadks are launched through
compranisednodesacrassthe network. Nodescanbe compranised,for instance by anemail virus, such
thatthe attackis triggeredat a later point in time (e.g., whena compromigd nodeexecuesthe attadk code
viaanemailclient). While thespreal of thevirus canbemodekdasanepidemiological process[KW9], the
launch of the attack by thesecompiomisednodes canbeviewed asindependen eventsacrasscompranised
clients. We examinean attackfrom two directions First, we look at the attad severity: the effect thata
certan level of attad traffic hason a node’s ability to withstard atteck asa function of the node’s capaity
andprocessig powver. We shav that, by protecting the edgevia filtering, SOSforcesattaclks into the core
of the network. We shaw thatthe amouns of traffic neededto bring down a node increasesignificantly as
aresut. Next, we look at the attadk succes rate becawse SOScanquickly switch a pathfrom a setof
attaked nodesto a setof un-atacked nodes an attadker mustsuccesfully attack a very large setof nodes
in orderto sucassfuly shu dowvn communi@tionto thetamget. We showv thatunlessthe attadker canshu
down avery large setof nodes, the likelihood of a succesful attak is slim. Fromthes two propertiesof
SOS,it foll ows thatbringing down an SOSprotectedtaget is essetially impossibie.

4.1 Attack Severity

We measue attak severity in a scenaio in which several compramisedzombienodes distributedover the
network, launch attacks on a target node. We shaw that attadks that startat rancom timeswill overpower
routers with low bardwidth capalilitie s mucheaser thanthosewith high bandvidth capabilities.

As a simplefirst appraimation, we could view the arrival of the attack traffic from sud clients asa
Poissonprocess,with an arrival rate )\, attacks per unit time. Eachattackng client is assumd to useup
b, units of resouces(typically bandwidh) from a tamet while the attackis in progress. We alsoassune
that the duration of attacks from suchclients is exponentidly distributed, with mean1/y, (the attacks
could terminde for a numbe of reasms, for instance discovery and shudown of compromigd clients by
userglocd systen adminstratas or discovery by sometraceback mechansm and shutcown by acces
network filtering). We alsoassumehatlegitimatetraffic arrivesatthenode with rate , requiring b, units of
resouceandameanholdingtime1/y. LetusassumehatthetamgetnodehasC; unitsof resaurceavailable.
Whenall theresaurcesgettied up, arriving requests eithe legitimateor attak, aredenial service. We then
saythata DoSatteck is succesful.

Thesysemmodelcannow beabdractal into a Stochatic Knapsak [Ros99 framework. In a Stochatic
Knaps&k, C; is thetotalamountof resoucesavailableatthe sener, andeacharriving comectian is mappel
into anarriving call of class m with resouce requrementt,, andmeanholding time 1/u,,. Callsin eat
classarrive at arate ),,. Theknapsckalwaysadmitsanarriving objed whenthere is sufficient room. In
our model,the probability of a suc@ssfulDoSattad is the blocking probability correpondng to theclass
of legitimatetraffic.



Letn,, dendethenumberof class-m objectsin theknapsack Thenthetotalamoun of resaurceutilized
by theobjedsin theknapsackis b - n, whereb := (b, b2, ...,by) @andn := (nq,no,...,ny ). Wedefine
the processin termsof the statespae of the differentclass-m objeds, i.e., let

K:i={neZI™:b-n<C}
Formally, the kngpsackadmitsanarriving class-m objed if 4, < Cy — b - n. Let ,,, bethe subsé of
suchstaes,i.e.,
Kmi={neK:n<C;— by}

The blocking probability B,, for a class-m call underPoissonarrival assumgon is then given by
[Ros9g

Mmooy
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DDoS performance in a test case
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Figure2: Blocking probability for legitimatetraffic asafunction of attacktraffic load.

As anillustrative example we considera simple casewherewe have only two clasesof custaners,
onecorrespondng to the DoS attads andthe otherto legitimate traffic> We assumehatanindividual call
in eachclass usesup the sameamourn of bandvidth (motivatedby the ideathat the compramisedclients
comefrom the samepopuation asthe legitimate uses). For a DoS attackto be succesful, the load level
(p;) for theclassof atteck traffic hasto be significantly higher thanthatof legitimate traffic. We constucta
testscerario wherethe target node has20 units of resairce available,both the attack andlegitimatetraffic
utili ze one unit of resaurceand A/ u(p) for the legitimatetraffic is 1. In Figure2, we plot the probability
thata legitimateconrection is denied senice asafunction of p of of attacktraffic.

As we canobseve, unde our testscenaio, wherep = 200 for the attacktraffic will cause90% of the
legitimatetraffic to be denied serviee. Undera massie attack if the atteck load risesto 1000Q 99.8% of
legitimatetraffic is dened service. Now we consterthe effects of two key featuresof the SOSarchtecture.

3In a moreaccurateor generalizednodel, we canclassify the variousclientsaccordingto their bandwidthcapalilities, more
specificallytheir network accessypeslike DSL, Cable,T1, Dialup, etc. Thiswould not changethe natureof theresultswe present.
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First, whenwe pushthe attack point perimete into the interior of the corg thenthe traffic handing capa
bility of the attadked nodeincreases(core routerscanhande OC192line speed perinterface,compaedto
155Mbpscapaliities of atypical high speededgerouter). We consderthecasewheretheattad traffic load
in our testscenaio is 200, andwe re-comptte the blocking probability for legitimatetraffic aswe increase
the capaity of the nodeby afacor r, i.e, (3,., = r x C;,,,. We derpte the ratio of the old blocking
probability with the new blocking probability asthe BandwidthGain (BG) of the sysgem. In Figure 3(a),
we plot the BG of thesysemasafunction of r. As canbe obseved,abandvidth increaseby afacor of 12
brings abou aredudion in the blocking probability by three ordeis of magntude.

Bandwidth Gain
5
Randomization Gain
5

10° 10t 10?
Bandwidth increase factor Size of the overlay

(a) Increasinghe capacityof the attacled node (b) Increasinghe anorymity of theattaclked node

Figure3: Performaige gainswith SOS

Next, we study the effects of anorymizing the attacked node. Thus,if the attacler doesnot know the
idertity of the secretservet for a particular target, thenthe attacks would be launchedrandanly onto the
overlay. Only afraction of those attacks would read thetarget sendet. Thus,the effective arrival rateof the
attadkkswould becane A, x f, wheref is thefraction of the secretsendetsin the SOSfor a patticular node.
We againcomputethe ratio of the old probability with the new blocking probaility anddende it asthe
Randomiation Gain (RG) of the sysem. In Figure 3(b) we plot the RG of the sygem asa function of the
numberof nodesin the overlay (asthe numberof nodesin the overlay increasefrom left to right, asmalle
andsmallerfraction of the traffic reactesthetamget node). Placingthetarget noderandamly in a group of
30 brings down the probability of attadk by 4 orders of magniude.

Thepreedingandysis demongratesthat bringing down targetednodesn the SOSarchitecture becanes
very difficult for a potential attacler. However, an attacker might dedde to atteck an arbitrary node (or
nodes) on the overlay with the intertion of arandan DoS attadk. Although the difficulty of bringing down
evenasingle (high capaity) nodeonthe overlaydown is consicerabk, in the next sectich we shav how the
reduindang of SOShelps in preventingsuc randam attads.

4.2 Attack Success Rate

We now evaluak the likelihoodthat an attader (or setof atteckerg is ableto prevent communicéon be-
tweena particular pair of (arbitrarily chosen)client andtamget. We investigateéwo fundamentalscenaios:
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e Static Case: Here,we assumehatan attacler chocsesa fixed setof nodes within the overlay upon
whichit will launchanattack We allow the client s commurication pathto adaft to theseattadks and
find arouteif oneindeedexists. We preentresuts wherewe considertheflow in isolation, wherean
attecker brings down a sulsetof nodes, andexplore whetter this preverts communcation

e Dynamic Case: Here,we assumahatwhenanattacler attaks anode, the self-healing properties of
SOSareableto repar the attack forcing the attacker to thenlook elsavhetre.

421 Static Case

Our analysis begins by consicering the following prodem: suppmsesomesubst of nodesin the overlay
areableto take on specific tasksfor a giventarget, T'. Let { S (T"), S2(T),-- -, Ss(T) } bethesetof secre
servietswith U, = [{Si(T)}], {A41(S), -+, A.(S)} bethe setof acces pointsthat canbe usedby soure
point S with U, = [{A;(S)}|, and{B(T),---, By(T')} bethesetof beacmsusedto recave transnissiors
from S heade towardT: Uy, = |{B;(T)}| is afunction of thenumbe of hashfunctionsissuel by T aswell
astheamour of reduindany implemenedwithin Chordfor eachhashfunction.

For our initial analysis, we assumehata sesion betweenS andT" canproce=d solong asthereexists
anavailable accespoint, anavailable beacm, andanavailable secet serdet. This assumeshatall beaons
areawareof all secré servlds. Theanalysisis easly extendedfor the casewherethis assumption does not
hold. We alsoassumethatthe selection of nodesto perfam various dutiesis doneindependatly, suchthat
anode could simultareousy actasarny combnationof accesspoint, beacam, andsecra serviet. We assune
thatall nodesimplemer (andherce canbe partof the path)of the Chordrouting service. Thus,Chordwill
be ableto route effectively evenif only one noderemairs in the overlay, though the node would have to
simultaneougy betheaccespoint, beacm, andsecrée servld.

Let Py (a, b, c) bethe probability thata setof b nodesseleced at randan from ¢ > b nodescontans a
spedfic subsetof ¢ < b nodes.lt is easyto shaw that B, (a, b, ¢) = (%) /(%).4

Let n, bethe numberof nodesthatthe attacker attacls. Let Us v bearandom varialde thatequasb 1 if
S canreachT duringanongoing attadk andO othemwise.

Pr[Urs = 1] = (1 — Py(N, nq,Us))-
(1 - Ph,(Na naan)) ' (1 - Ph(Na Na, Uo))

Figure4 plots thelik elihood of an attacksuccedingat shitting dowvn accessto a sitein the staticcase.
In Figure4(a)we hold Uy, Uy, andU,, all fixedat 10 andvary n, along the z-axis. Thesenumbes arequite
congervative: we restrict the souce’s entry to only 10 possble acces points andallow at most10 beaons
and secet senlets to senice its needs An increasein ary of thes numbeas deaeaseshe probability
of a suaessfll attack The y-axis plots the probability of a sucessfulattack, with the different curves
representirg different valuesof N, thetotal numberof nodes in the overlay sysem. In Figure4(b), we hold
N fixed at 10,000 andn, fixedat 1000. We vary U, alongthe z-axis, andagainplot the probaility of a
sucessfulattadk on the y-axis. The different curvesrepresentthe probabilities for different valuesof j,
wheref = Us/Us.

From the figures we seethat the likelihood of an attack succesfully termindging commurication
betweenS andT is neggligible unlessthe attadker cansimultareousy bring down a significant fraction of
nodes in the network. For instance, Figure 4(a) demorstrates thatwhenonly ten nodesactasbeacms, ten
nodes actassecetserveets,andtennodesactasacces points, for anattackto be suaessfliin oneoutof ten
thousandattemps, appraximatelyforty percent of thenodesin the overlay mustbe attaded simultareousy.

*This follows from analgebraicreductionof P, (a,b,¢) = (:25)/(3)-
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Figure4: Attack succesprobability for the Staticcase

Similarly, Figure 4(b) shav that the likelihood of a sucessfu attackis significant only when eithe the
numberof secet servlds or the numbe of beaonsis small, but the numbes nealedto force attacks to
be sucessfulbeneth miniscue probabiliti esare quite small. In summarylong-term staticattacks upona
moderdaely-provisionedSOSareunlikely.

4.2.2 Dynamic Case

In the Dynamiccase]et the attacker have enoudn bandvidth resaircesto bring down K nodes. Theattacks
proceedin the following manner: The attacler attacks K nodes, Chord self-heals after an exponentally
distributed time 1/ux.4;, the attadker realizes that andlaunchesan attadk on anaher node. The launch of
the subgquen attacks is modeledasa Poissonprocesswith rate );q.6. We canmodelthis sysemasa
classcal M/M/oo//K queueingsystem,i.e., onewith a finite numker of (K) custanersandan infinite
numberof seners. The average numbe of cusbmersactively receving senice atary time,N, is given by
[Kle75]

K)\attack/Uheal (2)
1+ Aattack //lheal

N is strictly lessthan K. In Figure5 we plot the effect of the self-healing process. Theeffective K (V)
is plottedasafunction of u.,;. As we canobserwe,thefaste theself-healingprocessascompaedto attadk
arrivals, thelower N. N representsthe average numberof nodesunder attackat ary giventime. Thus,the
effectivenesof the attacker is redwcedcorsideraly by the self-healing propeaties of Chordasfewer nodes
comeundersimultaneos attak. Thefaste Chordself-heals,the moreineffective the atteck is.

N =

5 Implementation of SOS

Onepatrticularly attractive feature of the SOSarchiecture is thatit canbeimplemeriedin avery straichtfor-
ward manney using existing software. In particular, the following compmentsare currently available and
in use
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Figure5: Benefitsof the self-healing property of Chord.

e Filtering: all high and medium-ange(both in termsof performanceand price) routers, aswell as
mostdeskbp andsener operding systams, offer somehigh-speel paclet classfication schane that
canbeusedto implementthetamget perimeterfiltering. A simplified versionof [IB02] canbe usedby
thetametto inform its pelimeterrouters of chargesin the setof allowedsecet senets.

¢ Authentication and authorization of sources: pracically all commer¢al andfree operding sysems
includeanimplementdion of IPsec[KA9]. IPsecis a setof protocolsthat canbe usedto estallish
cryptogrgphic keys and other relevant paraméersbetwee a pair of hods, andthenprotect (enaypt
andintegrity-proted) thetraffic betweerthem. As descrbedin [BIK01], the conditions unde which
access to the overlay is allowed can be efficiently encaled in public key certificates. Thus, it is
possibleto provisionandmanag accesscontrol for alarge SOSinfrastrucurewith minimal overheal
in termsof perfarmance storag, andsynclronizationrequrements

More spedfically, eachauthorized souice is given a certificate by a taiget authaizing that souiceto
usethe SOSinfragtructure to serd traffic to the tamget. In the processof authenticating to an acces
point (via thelPsecauthetication protocol, currently IKE[HC98]), the soura providesthis certificat
to the accesgoint. The accespoint canboth authentiatethe souce (by verifying a cryptograghic
signaturg andconfirmthatthe sourceis allowedto serd traffic to thetarget. Noticethataccesspoints
neednot store ary acces contrd policies. The certificaesareusedto “remind” accesspoints of the
relevantaccesgontmol policies;onceacommuni@tionis torn down, theacasspoint can“forget” the
relevantpolicy.

¢ Tunnding: oncetraffic hasenteedthe overlay network, it need to be forwardel to otherSOSnodes
towards thebeacon,andfrom thereto the secretserviets. Standad traffic tunnding techiques[loa®3,
ABKMO01] andprotocolscanbeusedto thisend: IP-in-IP encapulaion[Per®%], GREencasulaton[FLH"00],
or IPsecin “tunnel mode”. Furthe@more, traffic inside the overlay network cantake adwantage of
traffic prioritization schemessuchas MPLS or DiffSery, if they are madeavailable by the infras
tructure providers. The routing decisons inside the overlay network are basedon a Chordiike
mechaism[SMKT01].

We ervision the overlay nodesto be a mix of routeris andhigh-spea@ endsygems. In particular, since
IP tunnding is alightweight operaion, it is conceivable that SOSfunctionality would be offered by servie
providerswithout adwerselyaffecting the performanceof their networks. The accesgoints to the overlay
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network canbe a mix of routersandhigh-spee endsysems(with appopriate cryptographc acceeration
hardvareto boost performance) Theacces points andsecretsendetscouldalsoactas“charging” points, if
SOS-like functiondity wasofferedonacommercal bass. Finally, sinceoverlay nodesareonly called upon
to do encgsulaed padet forwarding, cross-provider collaboratior is afairly straichtforward proposition,
compaedto contrdled exposure of thefiltering mechaismbetwee differentproviders.

6 Discussion

Our study of SOSis admittedly in its early stage. Thereare several issitesthat needaddessirg for the
service to have a viable impact within the Internet. In this secton, we discuss current limitations and
sugeestdirections for future resarch.

Attacks from inside the overlay: We have assumd that no malicious userscansuccesfully bypas
our protection perimeter However, in pracice, secuity managemet oversightsor developmentbugs could
leadto situatonswherebreaclesoccu. An evaludion of the poteriial damags that canbe donefrom the
inside andapprachego limit thesedamage warrans further invedigation.

A shared overlay: We have preseited SOSasa meansto permit communi@tion from a single con
firmed souce point to a singe target. The architectureshoud easly scak to hande numerais corfirmed
souice points transnitting to multiple targets. We notethatin its currert form, statefor eachtarget must
be maintaned at the secretserviets and beaonsthat support those targets aswell asat accesgoints (to
confirm a souce point’s right to contact the tamget). Scalabilty is improved by limiting the setof acces
points, secré serdetsandbeaonsthatoffer supgportto agiventarget. However, this makesthesenice more
proreto DoSattacls. The overlay becanesmoreefficient at protecting usersfrom DoS attacks asit grows.
Hence,it would be of interestfor multiple organizatinsto utilize a shaedoverlay. However, this couldin-
creagthelikelihoodof the overlaybeing compranisedfrom theinside. We intend to investigae someform
of sardboxing thatcoud be construcked within the sharel overlay such thata bread in oneorganization’s
secuity systemwould notleadto breachedn othersecuity systems.

Timely delivery: To achieve secuity, SOSforcestraffic through a seriesof overlay points thatperform
differenttasks We suspet that thelatercy acrassthe pathis farfrom minimal. It would be of intered to see
if thereareary “shortcuts’ throughtheoverlay thatdo notcompromi® secuity, or to extendthearchtecture
suchthatit contans a“knob” thatallows usersto tradelevels of secuity with timely delivery.

Analysis. Our analysis presated hereis preliminary. More sophisticated meansof analyzing SOS
eithe via a more detdled mathematial model or through prototype and experimentation are nealedto
bette undestandits opeiation.

7 Conclusion

In this paper we addressedthe probem of secuing a communi@tion service on top of the existing IP
infrastrucure from DoS attacks. It is ervisioned that sucha service would be offered, amongothers to
emepgeng teamsin the aftermathof a disader, to facilitate communicgion betweerthe teamsandvarious
agertiesandorganzationsover the Interret.

We atteck the problem with a proadive mechaism, which is composé of aggressive padet filtering
in a site’s network periphery an overay networkthat can self-heal during (and after) a DoS attack and
a scalalbe accesontrol mechaism that allows legitimateusersto usethe overlay network. We call this
archiecture Secue OverlaySenices or SOS.

SWhile it is not strictly necessey thatdifferentserviceprovidersconnectheir overlay networks, doing sowould allow themto
exploit the benefitsof scaledescribedn Section4.
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Through simple analytical modek we showv that DoS attadks direcied againstary part of the SOSin-
frastructure have nggligible praobability of disruging the communiation betweerntwo partes: for instance,
whenonly tennodes actasbeacons,tennodesactassecra serdets,andten nodes actasaccespoints, for
an attackto be suaessfll in oneout of tenthousandattempts,approaimately forty perceant of the nodesin
the overlay mustbe attacled simultareousy. Furthemore,the resiganceof a SOSnetwork agairst DoS
attaks increasesgreaty with the numberof nodesthat participatein the overlay. Implemering an SOS
infrastrucureis fairly straghtforward andcanbe doneusingalmostexclusively off-the-shelf protacolsand
software.

We beliewe that our approachis a novel and powerful way of countering DoS attacks, esped@lly in
service-crtical ervironmerts. While thereremainseverd issues to be solved, our work shoud enourage
reseachersto investigateproactive apprachesn addressingthe DoS problem.
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