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ABSTRACT

We presenWebSOS a novel overlay-basedrchitecturethat pro-
videsguaranteedccesso awebsenerthatis tagetedby a denial
of service(DoS) attack. Our approactexploits two key character
istics of the web ervironment: its designarounda human-centric
interface,andthe extensibility inherentin mary browsersthrough
downloadable‘applets: We guarante@ccesdo awebsenerfor a
large numberof previously unknownusers,without requiring pre-
existing trustrelationshipsetweerusersandthe system.
Ourprototyperequiresnomodi cationsto eithersenersor brow-
sers,and makes use of graphicalTuring tests,web proxies, and
client authenticatiorusingthe SSL/TLS protocol,all readily sup-
portedby modernbrowsers.We usethe WebSO Sprototypeto con-
ducta performancevaluationover the InternetusingPlanetLaba
testbedfor experimentatiorwith network overlays. We determine
theend-to-endateny usingbotha Chord-base@pproactandour
shortcutextension.Our evaluationshavs thelateng increaseby a
factorof 7 and2 respectiely, con rming our simulationresults.
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1. INTRODUCTION

The Web is increasinglybeing usedfor differentkinds of ser
vicesandinteractionswith, andbetweerhumansBeyonddisplay-
ing staticcontentsuchashomepagesor academigaperstheweb
is actively usedfor suchdiversetasksase-mail,banking,consumer
purchasingmarketing, stock-quotalisseminatiorandtrading,and
real-time communication. The wide availability of high-quality
browsersand seners, aswell as programmersiand users'famil-
iarity with thetoolsandconceptdehindwebbrowsingensurehat
ongoingcreationof additionalservices.

Suchanervironmentprovidesarich setof targetsfor motivated
attaclers. This hasbeendemonstratetly the large numberof vul-
nerabilitiesandexploitsagainstvebseners,browvsers andapplica-
tions. Traditionalsecurityconsiderationsevolve aroundprotecting
the network connectiors con dentiality and integrity, protecting
the sener from break-in,and protectingthe client's private infor-
mationfrom unintendedlisclosure.To thatend,several protocols
andmechanism$iave beendeveloped,addressingheseissuesn-
dividually. However, oneareathathaslong beenneglectedis that
of serviceavailability in the presenceof denial of service(DoS)
attacksandtheir distributedvariants(DDoS).

Previousapproachethataddresshegenerahetwork DoSprob-
lem[15, 9, 31] arereactive they monitortraf ¢ atatamgetlocation,
waiting for an attackto occur Oncethe attackis identi ed, typi-
cally via analysisof traf ¢ patternsandpaclet headers,lters may
be establishedn anattemptto block the offenders.Thetwo main
problemswith thisapproacharetheaccurag with whichlegitimate
traf ¢ canbedistinguishedrom theDoStraf ¢, andtherobustness
of the mechanisnfor establishinglters deepenoughin the net-
work sothatthe effectsof theattackareminimized.

We introduceWebSOSanadaptatiorof the Secue OverlaySer
vices(SOS)architecturg20]. Ourintentis to preventcongestion-
baseddDoSattacksfrom derying anyusers accesso webseners
targetedby thoseattacks.The novel aspectof WebSOSare(a) its
useof graphic Turing testsin lieu of strongclient authentication
(aswasproposedn SOS)to distinguishbetweerhumanusersand
automatedttackzombiesand(b) its transparengcto browsersand
seners,by taking advantageof brovserextensibility.

In WebSOSthe portion of the network immediatelysurround-
ing attacktargets(i.e., thewebseners)to be protecteds protected
by high-performanceoutersthat aggressiely Iter andblock all
incomingconnectiondrom hoststhatarenot appraved, asshavn
in Figure1. Theseroutersare“deep” enoughin the network (typ-
ically in anISP's POR aswe discussin Section3) thatthe attack
trafc doesnot adwerselyimpactinnocuoustrafc. The identities
of the small setof nodesthat are appraved at ary particulartime



is kept secretso that attaclers cannottry to impersonatehemto
passthroughthe Iter . Thesenodesarepicked from a setof nodes
thataredistributedthroughouthe wide areanetwork. This super
setformsasecue overlay. ary transmissionshatwish to traverse
the overlaymust rst be validatedat ary of the entry pointsof the
overlay usinga GraphicTuring testto distinguishhumansrom at-
tack scripts[10]. Onceinsidethe overlay the trafc is tunneled
securelyto oneof the appraved (and secretfrom attaclers)loca-
tionsthatcanthenforwardthevalidatedtraf ¢ throughthe Itering
routersto the target. Thus, therearetwo main principlesbehind
ourdesign.The rst principleis theeliminationof communication
pinch-pointswhich constituteattractve DoS tamgets,via a combi-
nationof ltering andoverlay routing to obscurethe identitiesof
the siteswhosetraf ¢ is permittedto passthroughthe lter. The
secondis the ability to recover from randomor inducedfailures
within theforwardinginfrastructureor the secureoverlay nodes.

WebSOSis the rst instantiationof the SOSarchitecture.We
usethis instantiationto evaluatethe performancef theunderlying
overlay routing mechanisnboth in a local areascenaricand over
thelnternetusingthe PlanetLatiestbed27]. Theresultsshav that
the averageincreasdn end-to-endateng is a factorof 2 beyond
whatis achiezed usingthe standardvebinfrastructure We believe
this modestincreasels an acceptablealternatve to providing no
service. Sucha servicecan be usedon an as-neededasis,and
henceneednotimpactperformancevhenno attackis in progress.
Theseresultsvalidateour simulationanalyseswherewe usedreal
ISPtopologiegto determinethe addedaveragelateny imposedoy
theWebSOSmechanism.

1.1 WebSOSArchitectural Scope

DoSattackscantake mary forms,dependingntheresourcehe
attacler is trying to exhaust. For example,an attacler cantry to
causehewebsenerto performexcessie computationpr exhaust
all availablebandwidthto andfrom thesener. In all forms,the at-
tacker'sgoalis to dery useof theserviceto otherusers Apartfrom
theanngancefactor suchanattackcanprove particularlydamag-
ing for time- or life-critical services(e.g., trackingthe spreadof
an real-world epidemic),or whenthe attackpersistsover several
days. Of particularinterestarelink congestionattacks,whereby
attaclersidentify “pinch” pointsin the communicationsubstrate
andrendertheminoperableby ooding themwith large volumes
of traf c. An exampleof anolviousattackpointis thelocation(IP
addresspf the destinationthat is to be securedpr the routersin
its immediatenetwork vicinity; sendingenoughattacktrafc will
causehelinks closeto the destinatiorto be congeste@nddropall
othertrafc. It is sud attadks that WebSOSwvas designedo ad-
dress. Solvingthe muc harder geneal denial-of-servicgoroblem
whete attadkers could potentiallyhaveenoughresoucesto phys-
ically partition a networkis not addressedn this paper Further
more,we do not consideralgorithmicdenialof serviceattackq8].

We assumethat attaclers are smartenoughto exploit features
of the architecturethat are madepublicly available, suchas the
setof nodesthat form the overlay However, we do not speci -
cally considethow to protectthearchitectureagainstattaclerswho
canin ltrate the securitymechanisnthat distinguishedegitimate
trafc from (illegitimate) attacktrafc: we assumethat commu-
nicationsbetweenoverlay nodesremainsecuresothatan attacler
cannotsendillegitimate communicationsmaskingthemaslegiti-
mate. In addition, it is concevable that moreintelligent attaclers
could monitor communicationdetweemnodesin the overlay and,

1In oneinstanceof a persistentDoS attack, a British ISP was
forced out of businessbecauset could not provide serviceto its
customers.

basedon obseredtrafc statistics,determineadditionalinforma-
tion aboutthe currentcon guration. We leave it asfuture work
to explore how WebSOScanbe usedto protectagainstattacksby
suchhighly specializecandsophisticatedttaclers. Somework in
thatdirectioncanbefoundin [21].

1.2 Paper Organization

The remainderof this paperis organizedasfollows. Section2
givesan overview of SecureOverlay Serviceg(SOS)andgraphic
Turing tests,and discusseshe speci cs of the WebSOSarchitec-
ture. In Section3 we presentour simulationresults,using real
ISP topologies.Section4 presentgietailsof our prototypeimple-
mentation,while Section5 containsour performancesvaluation.
Section6 discusse®therwork in DoS detection,prevention, and
mitigation. Finally, Section7 concludeghe paper

2. THE WEBSOSARCHITECTURE

Becauseour approachs basedon the SecureOverlay Services
(SOS)[20] architecturewe rst highlight its importantaspects.
We also brie y describeGraphic Turing tests,which implement
human-to-werlay authentication We closethis sectionwith a de-
scriptionof WebSOS.

2.1 Overview of SOS

Fundamentallythe goal of the SOSinfrastructureis to distin-
guishbetweenauthorizedand unauthorizedrafc. Theformeris
allowed to reachthe destinationwhile the latter is droppedor is
rate-limited. Thus, at a very basiclevel, SOSrequiresthe func-
tionality of a re wall “deep” enoughin the network thattheaccess
link to thetargetis notcongestedThisimaginary re wall performs
accesgontrol by usingprotocolssuchasIPsec[19]. This gener
ally pre-supposethe presenceof authenticatiorcredentialde.g.,
X.509[5] certi cates)thatausercanuseto gainaccesso theover
lay. We considerthis oneof thethelargestdrawbadksto SOSasit
precludescasualaccesdo a webserverby anonymousyetbenign
uses.
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Figure 1: Basic SOSarchitecture. SOAP standsfor Secule Overlay
AccessPoint, and representsan entry point to the SOSoverlay. SOS
nodescan sewve any of the rolesof SOAP, Beacon,or Seceet Sewlet.

Sincetraditional re walls themselesaresusceptibléo DoS at-
tacks,what is really neededs a distributed rewall [3, 16]. To
avoid the effectsof a DoS attackagainsthe re wall connectvity,
instance®f the re wall aredistributedacrosshe network. Expen-
sive processingsuchascryptographigrotocolhandling,is farmed
outto alargenumberof nodes However, re wallsdependntopo-
logical restrictionsin the network to enforceaccess-contrgboli-
cies. In what we have describedso far, an attacler canlauncha



DoSattackwith spoofedrafc purportingto originatefrom oneof

thesere walls, whoseidentity cannotbeassumedo remainforever
secret.Theinsightof SOSis that,givenasufciently largegroupof

such re walls, one canselecta very small numberof theseasthe
designatechuthorizedforwarding stations:only trafc forwarded
from thesewill be allowed throughthe Itering router In SOS,
thesenodesarecalledsecet serviets.All other re walls mustfor-

wardtrafc for the protectedsite to theseservlets.Figure 1 gives
ahigh-level overview of a SOSinfrastructurehat protectsa target
nodeor site sothatit only receveslegitimatetransmissionsNote
thatthesecreservletscanchangeover time, andthatmultiple sites
canusethesameSOSinfrastructure.
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Figure2: Chord-basedoverlay routing.

To routetrafc insidethe overlay SOSusesChord[34], which
canbe viewed asa routing servicethat canbe implementedatop
the existing IP network fabric, i.e., asa network overlay Consis-
tenthashing[17] is usedto mapan arbitraryidenti er to a unique
destinatiomodethatis anactive memberof theoverlay.

In Chord, eachnodeis assigneda numericalidenti er (ID) via
ahashfunctionin therange[0; 2™ ] for somepre-determinedalue
of m. Thenodedn theoverlayareorderedy thesddenti ers. The
orderingis cyclic (i.e., wrapsaround)andcanbeviewedconceptu-
ally asacircle,wherethenext nodein theorderingis thenext node
alongthecircle in the clockwisedirection.

Eachoverlay nodemaintainsa tablethat storesthe identitiesof
m otheroverlaynodesThei™ entryin thetableis thenodewhose
identi er x equalsor, in relationto all other nodesin the over
lay, mostimmediatelyfollows x + 2' *( (mod 2™)), asshavn
in Figure2. Whenoverlay nodex recevesa paclet destinedfor
ID y, it forwardsthe paclet to the overlay nodein its tablewhose
ID precedey by the smallestamount. In the example,if node7
recevesa paclet whosedestinations theidenti er 20, the paclet
will routefrom 7to 16to 17. Whenthepacletreachesiodel?,the
next nodein theoverlayis 22, andhencenodel7 knows that22 is
responsibldor identi er 20. The Chordalgorithmroutespaclets
aroundthe overlay “circle”, progressiely gettingcloserto the de-
siredoverlaynode.O(m) overlaynodesarevisited. Typically, the
hashfunctionsusedto mapnodesto identi ers do not attemptto
maptwo geographicallyclosenodesto nearbyidenti ers. Hence,
it is oftenthe casethattwo nodeswith consecutie identi ers are
geographicallydistantfrom oneanothemithin the network.

The Chordserviceis rohustto changesn overlay membership,
andeachnodes list is adjustedto accountfor nodesleaving and
joining the overlay suchthatthe above propertiescontinueto hold.

SOSusesthe IP addressof the target (i.e., web sener) asthe
identi er to which the hashfunctionis applied. Thus,Chordcan
directtrafc from ary nodein theoverlayto thenodethattheiden-
tier is mappedto, by applying the hashfunction to the target's
IP addressThis node , whereChorddeliversthe paclet, is notthe
target, noris it necessarilfthe secretservlet. It is simply a unique
nodethat will be eventually be reachedafteruptom = logN
overlay hops,regardlesf the entry point. This nodeis calledthe
beacon sinceit is to this nodethat paclets destinedfor the target
are rst guided. Chordthereforeprovides a robust and reliable,
while relatively unpredictablefor an adversary meansof routing
pacletsfrom anoverlay accesgointto oneof severalbeacons.

Finally, the secretservletusesChordto periodicallyinform the
beacorof thesecreservletsidentity. Shouldtheservletfor atarget
changethe beacorwill nd outassoonasthe new servletsends
an adwertisement. If the old beaconfor a target dropsout of the
overlay Chordwill routethe adwertisementgo a nodeclosestto
the hashof thetamget'sidenti er. Sucha nodewill know thatit is
the new beacorbecause&Chordwill notbe ableto furtherforward
the adwertisement By providing only the beacorwith theidentity
of the secretservlet,trafc canbe deliveredfrom ary rewall to
thetametby traveling acrossthe overlay to the beaconthenfrom
thebeacorto the secretservlet,and nally from thesecretservlet,
throughthe Itering router to the tamget. This allows the overlay
to scalefor arbitrarily large numbersof overlay nodesandtarget
sites.Unfortunatelythis alsoincreaseshecommunicatiofatency
sincetraf ¢ tothetargetmustberedirectedseveral timesacrossthe
Internet. If the overlay only senesa smallnumberof tamgetsites,
regularrouting protocolsmaybe sufcient.

2.2 Graphic Turing Tests

In orderto preventautomateattackdrom breachingheoverlay,
a CAPTCHA [37] visual testis implementedat the entry point of
the overlay to verify the presenceof a humanuser CAPTCHA
(CompletelyAutomatedPublic Turing testto Tell Computersand
HumansApart) is a programthat cangenerateandgradeteststhat
mosthumanscanpassbut automategrogramscannot.

The particularCAPTCHA realizationwe useis GIMPY, which
concatenatean arbitrary sequencef lettersto form a word and
rendersadistortedmageof thewordasshavn in Figure3. GIMPY
relies on the fact that humanscan readthe words within the dis-
tortedimageand currentautomatedools cannot. The humanau-
thenticateshimself/herselby enteringasASCII text the samese-
quenceof lettersaswhatappearén theimage.UpdatingtheGIMPY
interfaceto WebSOS:anbeperformedvithoutmodifyingtheother
architecturatomponents.

Althoughrecentadancesn visual patternrecognition[24] can
defeatGIMPY, thereis no solutionto datethatcanrecognizecom-
plicatedimagesor relationbetweenimageslike Animal-PIX. Al-
thoughfor demonstratiorpurposesn our prototype,describedn
Sectiord, we useGIMPY, we caneasilysubstitutdt with ary other
instanceof graphicturing test.

2.3 Sequenceof Operationsin WebSOS

To illustratethe useof the WebSOSarchitectureby senersand
clients,we describethe stepshoth sidesmustundertak to protect
their communicatiorchannel:

A site (target) installsa lter on a routerin its immediate
vicinity andthenselectsa numberof WebSOSnodesto act
as“secretservletsthatareallowedto forwardtraf c through



CAPTCHA Implementation for SOS Project

s

Please type the text you see in the above picture

I Submit | Reset

please hit refresh/reload to view another image

This Captcha library was obtained from CMU CAPTCHA Project

Figure 3: WebSOSimplementation of user Web Challenge using
CAPTCHA. The challengein this caseis “fwst".

the lter to thetaiget site. Routersat the perimeterof the
siteareinstructedto only allow trafc from theseservletsto
reachthe internal of the site's network. Theseroutersare
powerful enoughto do Itering usingonly asmallnumberof
ruleson incomingtraf c without adwerselyimpactingtheir
performanceln orderto malke guessingheidentity of a se-
cretservletfor a particulartargetharderfor the attacler, the
Itering mechanisnusespaclet elds with potentiallyhigh
entropy. For example,only GRE [12] pacletsfrom a par

ticular source(the secretservlet)containinga speci ¢ 32-bit
valuein theGREKey eld [11]. An attaclertryingto slip at-
tacktraf c throughthe Iter mustguessotonly the current
servlets IP addresshput the correct32-bit key aswell. Al-

thoughwe expect32 bitsto besufcient for this application,
we caneasilyuselargerkeys to avoid brute-forceattacks.

WhenaWebSOSodeis informedthatit will actasasecret
servletfor a site (and after verifying the authenticityof the

requestpy verifying the certi cate receized duringthe SSL

exchange)it computeshekey k for anumberof well-known

consistenhashfunctions,basedon the tametsite's network

addressEachof thesekeyswill identify anumberof overlay
nodesthatwill actasbeacongor thatwebsener.

Having identi ed the beaconsthe servletsor the targetwill

contacthem,notifying themof theservlets'associationvith
a particulartarget. Beaconswill storethis informationand
useit for traf c-forw ardingpurposes.

A sourcethatwantsto communicatevith thetargetcontacts
a randomoverlay node, the SecureOverlay AccessPoint
(SQAP). After authenticatingandauthorizingtherequestwia
the CAPTCHA test, the overlay node securelyproxies all
trafc from the sourceto the targetvia one of the beacons.
TheSQAP (andall subsequerttopsontheoverlay)canproxy
the HTTP requesto an appropriatebeaconin a distributed
fashionusingChord,by applyingthe appropriatehashfunc-
tion(s) to the target's IP addresgo identify the next hop on
theoverlay To minimizedelaysin futurerequeststheclient
isissuedashort-duratiorX.509certi cate, boundto the SOAP
andtheclient's IP addressthat canbe usedto directly con-
tacttheproxy-serercomponenbf the SOAP withoutrequir
ing anothetCAPTCHA test.

This schemeis robust againstDoS attacksbecausdf anaccess
pointis attacled,the con rmed sourcepoint cansimply choosean
alternateaccesoint to enterthe overlay Any overlay nodecan
provide all differentrequiredfunctionalities(SQAP, Chordrouting,

beacon,secretservlet). If a nodewithin the overlay is attacled,

the nodesimply exits the overlay andthe Chordserviceself-heals,
providing new pathsover there-formedoverlayto (potentiallynew

setsof) beacons.Furthermoreno nodeis moreimportantor sen-
sitive thanothers— evenbeaconganbeattacledandareallowed

to fail. Finally, if a secretservlets identity is discoveredandthe
servletis targetedasan attackpoint, or attacksarrive at the target
with the sourcelP addresf somesecretservlet,the target can
chooseanalternatesetof secretservlets.

Useof GREfor encapsulatinthetraf c betweerthesecreservlet
andthe Iltering routercanoffer anadditionalbene t, if wealsouse
transparenproxiesandlPsecfor pacletencapsulatiobetweerthe
proxies (replacingSSL). In that implementationscenario,as far
asthe tamget web sener is concernedhe HTTP/HTTPSconnec-
tion from the browserwasreceveddirectly. Thus,ary returnTCP
trafc will besentdirectly to the browser's IP address Following
our discussiorin Section2.4, this asymmetricconnectiorrouting
will considerablyimprove the end-to-endateny and reducethe
load on the overlay network (lesstrafc to proxy). While asym-
metric routing wasonceconsiderecotentiallyharmful, empirical
studiesshav thatmostof thelong-haultraf ¢ (e.g., non-localtraf-

c) over the Internetexhibits high asymmetry[2]. Most of the
amgumentsagainsthis asymmetryarisefrom the dif culty of con-
guring paclet classi cationmechanismsyhich precludestateful
Itering andrequiredsynchronizeaon gurationof multiple nodes
(thosethetraf c maytraverse).Thiswould notbea problemin our
caseastheasymmetnyis exhibitedfar enoughin the network (be-
yond the lItering router)thatthe local administratve tasks,such
ascon guring a re wall, remainunafected.|Psecandtransparent
proxyingtechniquesrewell-known and(in the caseof transparent
proxies)widely used,thuswe believe suchan implementationis
not unfeasible.For the purposeof this paper we decidedto im-
plementthe straight-forvard versionof WebSOSdevelopmentof
the optimizedversionremainsn our plansfor futurework.

In [20], theauthorgperformeda preliminaryanalysisusingsim-
ple networking modelsto evaluatethe likelihoodthat an attacler
is ableto preventcommunicationgo a particulartarget. This like-
lihood was determinedas a function of the aggregyate bandwidth
obtainedby an attacler throughthe exploitation of compromised
systems.The analysisincludedan examinationof the capabilities
of staticattaclerswho focusall their attackresourceon a x ed
setof nodesaswell asattaclerswho adjusttheir attacksto “chase
after” the repairsthatthe SOSsystemimplementswhenit detects
an attack. The authorsdemonstratedhat even attaclersthat are
ableto launchmassie attacksarevery unlikely to preventsuccess-
ful communication. For instance attaclers capableof launching
debilitating attacksagainst50% of the nodesin the overlay have
roughly one chancein onethousandf stoppinga given commu-
nicationfrom a client who canaccesghe overlay througha small
subsebf overlay nodes.For moredetailson theanalysis see[20].

2.4 Forwarding Specics

WebSOSusesSSL to provide two layersof encryption. First,
messageareencryptedend-to-endsothat only the end-pointsof
the exchangg(userandweb-serer) canview the dataactuallybe-
ing transmitted Additionally, WebSOSusesSSL over eachhop of
the overlay as a meansof verifying the authenticityof the previ-
oushop. No specialfunctionalityis requiredby the overlay nodes
to performthesetasks;the userbrowvsersimply hasto be supplied
with theappropriatecerti cate(s)from the WebSOSadministratar

In the original SOSarchitecturethe path establishedrom the
userto the target throughthe overlay was unidirectional. Traf ¢
in the reversedirection could alsotraversethe overlay, by revers-



ing the roles of userandtarget. In that case,the pathtaken by
requestsand responsesvould be different. Alternatively, trafc
from the target to the usercould be sentdirectly (without using
the overlay); thisis usuallynot a problem,sincemostcommunica-
tion channelsare full-duplex and,in the event of a DDoS attack,
only the downstreanyportion (to the target)is congestedAn addi-
tional bene t of thisasymmetriapproachis reducedateng, since
mostclient/serertrafc (especiallyin webervironmentsjs highly
asymmetric(i.e., clientsreceve a lot moreinformationthanthey
transmit). This waspossiblebecauseouting decisionsn SOSare
madeon a perpaclet basis.

In WebSOSroutingdecisionsaremadeon a perconnectiorba-
sis. Any subsequentequestover the sameconnectionwhenus-
ing HTTP 1.1) andary responsefrom thewebsener cantake the
reversepaththroughthe overlay While this makesthe implemen-
tation simpler it alsointroducesincreasedateng, asthe bulk of
thetrafc will alsotraversetheoverlay We give somethoughtson
how to addresshisissuein Section5.

1 2 3 4
!

5 6« 7 | 8
|

9 10 11 12

13 14 15 16

Figure 4: Overlay nodessening regionsof a coordinate-space.

3. SIMULATION

To understandhe impactof the overlay network on the routing
of pacletshetweerthesourceandtargetnodeswe have appliedthe
SOSalgorithmto two modelsof ISP networks[7]. Onemodel,in-
dicative of aU.S.topology is derivedfrom AT&T' sU.S.backbone
network. The other indicative of a Europeartopology is derived
from Worldcom's (now MCI's) Europearbackbonenetwork. Re-
moteaccesgpointswereexcludedfrom the AT&T model,aswere
connectionsrom Worldcom's EuropearPOP4go pointsoutsidethe
geographicaarea.For eachmodel,two algorithmsfor routingtraf-

¢ throughtheoverlayweretestedpnebasedn Chord,whichuses
arandomorderingof theoverlaynodesandaheuristicvariationof

CAN thatusesgeographicabrderingof the overlaynodes.In both
caseswe testedvariationson how the beaconsand servletswere
chosenin relationto eachother the target, and the source,e.g.,

requiringsomeminimumdistancebetweerthe servletandtamget.

We rst give a brief descriptionof CAN [28], andthendiscuss
the speci cs of the simulationervironment,suchasISP structure,
the distribution of overlay nodesacrossISP Points of Presence
(POPs)andtheselectiorstratgiesfor beaconsndsecresservlets.

3.1 CAN

Like Chord, CAN usesa hashfunction to map overlay nodes
to identi ers. However, a CAN identi er mapsa nodeto aregion

within a d-dimensionakpace.Eachoverlay nodecontainsa table
of overlay nodesresponsibléefor neighboringareasin the coordi-
natespace.As shawvn in Figure 4, overlay node7 would contain
pointersto nodes3, 6, 8, and11. In its basicform, CAN doesnot

assumary relationshipbetweenmnodepositionsof the coordinate
spaceandtheir geographicapositionsin the realworld. A varia-

tion suggestedh [28] thatassigngositionswithin the coordinate
spacebeingrepresentate of the geographyprovided the basisfor

the heuristicusedin themodel.

3.2 Network Layout

A POP-level representationf thelISPwasused whereeachPOP
is assumedo consistof ahierarchyof routersasshavn in Figure5.
At thetop level arerouterswith links to otherPOPs.At thelowest
level arelinks to client networks.

to other pops
0C192

to otherlSPs
bandwidth aries

to clients
typicdly T3

Figure5: ISP POP structur e usedin the simulation.

LatenciedbetweerPOPswereestimatedrom asubsebf knovn
latencies. DistancesbetweenPOPswere estimatedusing airline
miles. Threerouterswereincludedatthesecondevel andtwelve at
the lowestlevel of eachPOP;however, for the statisticscomputed,
theexactnumberof routerswithin aPOPwasnotrelevant,only the
lateng from thetime a paclet entereca routerwithin a POPto the
timeit left the POPwasneeded.

Themodelassumethatthereis amplebandwidthbetweerPOPs
andthatthe chole pointsarethelinks to clients. All latenciesand
distancego clientsto theirlocal POPareassignedhe samevalue.

Therewere 19 POPsin the US model and 18 in the Europe
model.Overlay nodesparticipatingin the overlaywereevenly dis-
tributedacrossPOPs meaningeachPOPsenedthe samenumber
of client nodeseligible to be overlay nodes. In the caseswhere
servletsandbeaconsvererandomlychosenthis allowedeachPOP
to be equallylikely to have a client site that was a servletor bea-
con. In the caseswherethe servletand beaconnodeswere not
randomlychosenthereweremoreeligible nodesper POPthanuti-
lizedandtheevendistributiondid notimpactselection A nodewas
not allowed to sere morethanonepurposefor a speci ¢ source-
target pair, for example,a nodecould not be both a beaconanda
servletfor the sametarget. Remaing the restrictionwould result
in shorterrouteson averagebecausesomescenariogestedwould
pick thesamenodefor boththe servletandbeacon.



In eachcasefwo clientnodessenedby eachPOPwereincluded
in the overlay Sinceeachsource/ target pair wastestedindivid-
ually, at mosttwo nodesper POPwould be selectedo sene the
functionsof beacorandservlet. Whenorderingthe overlay nodes
accordingo the geographideuristicdescribedelaw, designating
morethantwo nodesperPOPcouldonly changearoutebetweera
sourceandtargetby possiblypassinghrougha differentclient on
agivenPOP Whenorderingthe overlaynodesandomlyandusing
Chordastherouting algorithmfor the overlay, the probability that
a client on a speci ¢ POPwas picked as a beaconor servlet,or
wasata certainpositionin the overlayimpactedtheroute. Sinceit
wasassumeaverlay eligible nodeswereevenly distributedacross
all POPs,having 2 versus100 overlay nodesper POPwould not
impactthe probabilitiesandthuswould not affect the results. The
nodefor the sourcewaschoserto be a client on the samePOPas
the source. The impactdueto it beingsened by a differentPOP
thanthe sourcewould be to addthe costof the normalroute be-
tweenthe sourceand SQAP to the costof the route betweenthe
SQAP andtamget.

3.3 Routing Algorithms

In SOS,trafc from a sourceto a target utilizes a route which
containsthe following sequenc®f nodesin order: source access
point, beaconservletandtarget. Normal routingis usedto reach
the SQAP. Also, sincethebeacorknows thespeci ¢ servletfor the
target,andtheservletknows thelocationof thetarget,normalrout-
ing is usedbetweerthebeacorandservlet,andbetweertheservlet
andtarget. An overlay routeis usedbetweenthe SOAP andbea-
con. Theincreasen theroutelengthover thatof the normalroute
betweenthe sourceandtargetis due not only to the requirement
thattheroutepassthroughspeci ¢ nodes put alsodueto the need
to routethroughan overlay network betweenthe SOAP andbea-
conasopposedo usingthe normalroute betweerthe two nodes.
For normalrouting, eachnodein themodelcontainedaroutingta-
ble populatedvia Dijkstra's algorithm,usingminimumhopsasthe
criteria for shortestpath. Eachnodein the overlay network also
containeda tablewith the destinatioraddressandoverlay nodeid
of asubsebf overlaynodes.Thetablewaspopulatecasedn the
routingalgorithmsdescribedelow.

A routingalgorithmfor usein overlaysis requiredto sendtraf ¢
betweerthe SQAP andbeacon.The Chordalgorithmwasutilized
in the rst setof experiments.The overlay nodeswhererandomly
ordered.Thetableswithin eachoverlaynodewerepopulatedising
the methoddescribedoreviously involving powersof 2. The size
of anodestableis O(log n), wheren is thesizeof the overlay.

Thesecondsetof experimentauseda heuristicwhich dividedthe
POPsinto geographicabreas.This methodis basedon modi ca-
tionssuggestedb thebasicalgorithmfor CAN. For aspeci c area,
A, anodena waschoserastheareasrepresentae. Eachna was
anentryin eachoverlay nodes table. In addition,if n; is anover
lay nodein areaA, n;'s tablewould includeentriesfor eachn; in
A, i 6 j. Thusanoverlaynodemaintainedoointersto every other
overlaynodein thesamegeographicadreaandto oneoverlaynode
in eachothergeographicabrea. For anoverlay of sizen, the size
of anodestableis O(n=5) + # (areas)whichis O(n=5) whenn
is large comparedo the numberof areas.The US modelinvolved
6 areaspnecontained? POPsandtheothercontained3 or 4 POPs
each.The Europemodelcontained4 areaswith 4 to 5 POPseach.

3.4 Beacon/Sevlet SelectionScenarios

Seven source-taget pairswerechosenin eachof the two mod-
els. They were selectedto represent variation in source-taget
relations.Factorsconsideredvhenselectingthe pairsincludedthe

distancebetweerrcities, whetherthey weresened by neighboring
POPsandthelevel of connectiity for thePOPIn all casesserviet
andbeacorfor a speci ¢ tamgetwerenot permittedto be the same
nodeandneithercouldsene asa SOAP .

For eachmodel and eachrouting algorithm, the normal route
betweeneachsource-taget pair was computedhenthe following
eightscenariosveretestedon eachpair. In thescenariosminimiz-
ing the numberof hopsrefersto the numberof hopsascalculated
by normalrouting.

1. Randomlyselectheservletandbeacor(100trialspersource-
targetpairwererun).

2. Selectthe servletto minimize the numberof hopsbetween
theservletandtarget,thenselectthe beacorto minimizethe
numberof hopshetweerthe beacorandservlet,with there-
strictionthattheservletandbeacomotbesenedby thesame
POP

3. Selectthe servletto minimize the numberof hopsbetween
theservletandtarget,thenselectthe beacorto minimizethe
numberof hopshetweerthebeacorandsource.

4. Selectaservletrandomlyfrom thoseapproximatelyX miles
from the tamget then selecta beaconrandomly from those
approximatelyX milesfrom the servlet,whereX was1000
in theUS modeland500in the Europemodel.In the caseof
theEuropemodel,afew POPglid nothave neighborawithin
thisdistancejn which casethenext closestvailableoverlay
nodewasused.

The rst scenariowas usedto obtain an understandingf the
impactwhenno selectioncriteria was utilized for the servletand
beacon. This would be the simplestversionto implement. The
secondandthird scenariosvereaimedat keepingthe intermediate
nodesin the route nearthe end pointsto determineif the route
betweerthe sourceandtargetwould thenbe similar to the normal
route. Thesewo scenariosisingminimumdistancensteadf hops
weretestedon the US version,but the resultswerenot noticeably
differentfrom the scenariosusing hops. The fourth scenariowas
usedto understandhe impactof selectingthe servletandbeacon
sothey would be sened by differentPOPsthanthe tamget, which
maybedesiredfor diversity, but atthesametime guaranteeinghey
would be relatively closein an attemptto avoid an unnecessarily
longroute.

Table 1: Averageratio: latencywith SOSvs. normal routing.

us us Europe| Europe
Chord | CAN | Chord | CAN
scenario
1randomselection| 4.51 4,16 | 5.69 411
2 min hops 345 |24 3.25 2.54
3 min hops 7.19 1.75 | 6.77 1.74
4 diversity 5.18 | 4.08 | 5.6 2.88
3.5 Results

Resultsare presentedn termsof the ratio of the measurement
for the SOSrouteto that of the normalroute betweenthe source
andtamet. The measurementare for onedirectiononly, source
to taiget. Table1 shawvs theratio of the lateny using SOSto the
lateny expectedwhenusing normalrouting. The scenarionum-
ber correspondso the previous list. Thesewereaveragedover all



source-taget pairs. The worst casefrom all source-taget pairsis
shavn in Table2. Table3 indicatestheincreasdan the numberof
ISPPOPsnvolvedin aroutecomparedo thatof thenormalroute.

Whenusingscenarid3 with thegeographideuristic,the servlet
was always selectedfrom a nodeon the samePOP asthe tamet
andthe beacorwasselectedrom a nodeon the samePOPasthe
sourceand SCAP becausegherewereeligible nodesat every POP
This resultedin the SOSroutebeingidenticalto the normalroute
with theadditionof afew detourgto clientswithin the rst andlast
POPsin theroute,thusit wasexpectedto producethe bestresults
in termsof lateng.

Theresultsreportedfor randomselectionareaveragedover 100
trials run persource-tagetpair. Theactualincreasen lateny may
be muchhigherdependingon the speci ¢ servletandbeacorncho-
sen. The greatesincreaseoccurswhenthe sourceandtarget are
closetogether The overlay route may involve points geographi-
cally far from the sourceandtarget, turninga normally shortroute
into one that may traverseevery POPin the ISP at leastonce.
Amongall trials involving randomselection the worst casein the
Europemodelwasanincreasdn lateng 15 timesthatof the nor
mal route betweenLondon and Paris when using Chord and 9.5
timeswhenusingthe geographicaheuristic.In the US model,the
worst casealsoinvolved a lateny 15 times normal betweenNY
andPhiladelphiavhenusingChordand8.86timeswhenusingthe
geographicaheuristic. For NY to Philadelphiathe worst casein-
creaseusingthe geographicaheuristicis approximatelythe same
asthe average(8.76)whenusingChord. Theworstcasedrom all
trialsinvolvedlatenciesof 378nsusingChordand230msusingthe
geographicaheuristic.

The numberof POPssenesasa measureof the compleity of
the route but doesnot necessarilyimply a physically long route
becauseseveral POPsmay be geographicallyclose. In scenaria3,
the beaconwould be selectecon the samePOPasthe SCAP. The
ratio for scenario3 usingChordis high dueto a coupleof source-
targetpairsin whichthebeacors overlayid wasjust prior to thatof
the SQAP's id, resultingin routing throughseveral overlay nodes
in the pathbetweerthe SQAP andbeacon.

Whenusing Chord, othervariationsfor populatingthe overlay
nodes tablesusing powersof 3 andi + x;, wherex; is thej™
numberin the Fibonacciseries,for j = 3,4,5..,weretestedon a
subsetof source-taget pairs but had no noticeableimpacton the
lengthof the route betweernthe SOAP andbeacon.A geographic
orderingof theoverlaynodeswasalsotestedvhile maintainingthe
Chordrouting. Nodeghatweregeographicallylosewereassigned
IDs placingthemclosetogethemntheoverlay network. While this
shortenedheroutein casesvherenodesX andY werephysically
close,apacletwasbeingroutedfrom X to Y usingtheoverlayand
X was assigneda lower overlay id than; it resultedin a worst
casescenariovhenY wasassignedhe overlayid just priorto X's
becausehe paclet would routeto O(log n) overlay nodesbefore
reachingheonethatknew aboutX.

3.6 Other Considerations

If theoverlaynodesareplacedwithin POPsasopposedo clients'
networks, we eliminatethe latengy dueto the connectiorbetween
the POPand client, and it could be more dif cult to attack. In
contrastto a client's LAN which may receve trafc for multiple
reasonsandhasarelatively low bandwidthconnectiorto the POR
a sener dedicatedo SOSand attachedo a routerwithin a POP
allows mostinvalid traf ¢ to be Itered outin ahigh-capacityarea.
However, the useof specialpurposesenerswould resultin fewer
potentialoverlay nodes. Furthermore suchsenerswould not re-
move thedelaydueto cross-countryoutesthroughthe overlay.

Having the overlay network spanmultiple ISPswill increasehe
latengy of the SOSroute. Therewill be alargernumberof POPs
servingpotentialoverlay nodes.Evenif the overlay nodesarege-
ographicallydistributedin the samemanneraswith one ISP, the
route betweenary pair of overlay nodeswill increaseon average
dueto having to routebetweerlSPs.Whentheoverlaynodesarein
the samecity but aresenedby differentlSPs,having to routefrom
onelSP POPto anothelSP's POR asopposedo routing between
nodeswithin the samePOR will increasdateng. Furthermoreijf
thereis no peeringpoint betweenthe ISPsfor that city, the route
will requirea pathto adifferentcity.

4. IMPLEMENT ATION

While the simulationresultsareencouragingwe felt thatexperi-
mentationin realnetworkswasnecessaryo validateour approach.
To thatend, we developeda prototypeof WebSOS consistingof
threemainmodules.The component&rea communicationgnod-
ule,aWebSOSoutingmodule andanoverlayroutingmodulerun-
ningoneachnodein theWebSOSverlay Theinteraction®f these
areshavn in Figure6.

SOS
Routing
Module
Query/reporse
for next hop aldress Queryreorse
in overlay &rle(t hop aldress
Overlay Communicaton
Routing Module
Module «‘L‘RL&?T:&
reception)

Requesfrom
user to taget.

Figure 6: Software modulesfor the WebSOSimplementation.

staus
messages

Thecommunicationmoduleis responsibldor forwardingHTTP
requestsandresponseamongthe nodesin the WebSOSoverlay
Whena new proxy requesi{in theform of ane~v TCP connection)
is receved,thecommunicationsnodulecallsthe WebSOSouting
modulewith the target's destinationaddresdo obtainthe address
of thenext hopin theoverlay It thenopensanen TCP connection
to thatnodeandrelaysthe receved HTTP request.Any trafc re-
ceivedin the oppositedirection(i.e., the HTTP responseandweb
content)arerelayedbackto the source. Authenticationof there-
questingnodeby the accespoint (SCQAP) andby internalnodesis
accomplishedhroughSSL.AuthorizedusersandWebSOSoverlay
nodesareissuedX.509 [5] certi cates signedby the SOAP, once
theuserhassucceedeih the CAPTCHA authentication.

The main WebSOSrouting modulereceves requestsfrom the
communicationsnoduleand respondswith the IP addressof the
next nodein the WebSOSoverlay to which the requestshouldbe
forwarded.Themodulerst checksvhetherthecurrenthodesenes
a speci c purpos€(i.e., whetheris it a beaconor secretservletfor



Table 2: Worst-caseratio: latencywith SOSvs. normal routing.

US/Chord | US/CAN | Europe/Chord| Europe/CAN
scenario
1 random selection— worst individual source-| 8.76 6.05 8.05 5.81
targetaverageover 100trials
2 min hops 7.57 3.76 4.74 3.26
3 min hops 10.9 2.14 11.29 2.14
4 diversity 10.57 6.24 8.1 3.57
Table 3: Numbers of POPsin SOSrouting vs. normal routing.
US/Chord | US/CAN | Europe/Chord| Europe/CAN
scenario
1 randomselection— worst individual source-| 4 3 4 25
targetaverageover 100trials
2 min hops 2 15 2 15
3 min hops 5 1 4.2 1
4 diversity 3.5 25 4.2 2

thattarget). If the nodesenesno suchpurposethe modulecalls
the overlay routing moduleto determinethe next hopin the Web-
SOSoverlayandpasseshereply ontothecommunicationsnodule.
Presentlythe WebSOSrouting moduleis initialized with con g-
uration dataat startupindicatingwhich nodessene speci ¢ pur
posesWe areworking on anadministratve modulewith increased
e xibility to avoid this staticprovisioning.

The overlay routing moduleis a generalrouting algorithm for
overlaynetworks. An implementatiorof Chordwaswritten for the
initial tests. However, this modulecanbe replacedwith ary other
routingalgorithm,e.g., CAN [28]. It recelesqueriescontaininga
destinationlP addresgthe web sener's) andrespondswith the IP
addres®f thenext nodein the overlayto which therequesshould
be forwarded. For maintenancef its own routing algorithm, the
Chordimplementatioralsocommunicatesvith otheroverlaynodes
to determingheir status asdescribedn [34].

Whena requests issuedby the browser it is tunneledthrough
a seriesof SSL-encryptedinks to the target, allowing the entire
transmissiorbetweertherequesteandtargetto beencrypted The
SSL connectiondhetweenWebSOSnodesare dynamicallyestab-
lished,asnew requestarerouted. Oneproblemwe raninto while
developingthe WebSOSorototypeis thatwebbrowsersdo not pro-
vide supportfor the actualproxy requesto be encrypted.To solve
this problem,we wroteaportforwarderthatrunson theusers sys-
tem, acceptsplaintext proxy requestdocally, and forwardsthem
usingSSL to the accesgpoint node. This is implementedasa Java
appletthatrunsinsidethebrowseritself. TheJaraappletis notcon-
sideredpart of the WebSOSoverlay andis not trustedto perform
ary accesgontroldecisionsit is simply a “helper” application.

Thus,to useWebSOS an authorizedusersimply hasto access
ary SQAP, successfullyespondo the CAPTCHA challengedown-
load the applet,and setthe browser's proxy settingsto the local-
host,asshavn in Figure7. Java appletstypically arenot allowed
to communicatevith any hostotherthanthe onefrom which they
weredownloaded but thisis not a problemin our case.If theuser
is successfuln his/herreply, the web sener connectdo a DBMS
system(local or remote)andassociates pair of RSA keys (a pri-
vatekey andacerti cate) with thehost. This setof keys areunique
per IP and have an expiration time that canbe con gured by the
systemadministratar The useris promptedto downloada signed
appletthat runslocally using one browser windov and contacts

the web sener via a temporaryHTTPS connectiorto retrieve the
X.509certi cate.

Theappletthenstartdisteningfor HTTP/HTTPSconnection®n
alocal port (e.g., 8080)andestablishesin SSL-tunnelconnection
with the proxy sener running on the SOAP (or elsavhere,since
the signedapplethasthe ability to connecto ary sener by chang-
ing the Java Policy les ontheusers'machine).The proxy sener
matcheshe X.509 certi cate andthe IP from client to the private
key obtainedfrom the DBMS systemand allows the connection
to be proxied. The only impositionon the useris thathe/shemust
changeheProxysettingsof thelocal brovserto pointto thesoclet
thatlistensfor theapplets.

Initial prototypingof the communicationsnoduleusedApache,
whoseproxy modulewas modi ed to query the routing module
for the next hop. This worked well whenunencryptecHTTP re-
questawvereissueddy thebrowser However, whenwe encountered
the requiremenfor end-to-endauthenticatiorand encryption,we
changedhe implementatiorto usea stand-alongroxy sener in-
steadof Apache.

We intend to expandthe implementationto include additional
modulesaddressingheadministratiorandmaintenancef theover-
lay. A centralizedadministratiormodulewill be usedto setnode
characteristicin realtime, includingassigningspeci c roles(bea-
con, SOAP, secretservlet)to nodes,andchangingthe operational
statusof nodes.A maintenancenodulerunningon eachnodewill
checkthe statusof all nodesin the WebSOSoverlay and provide
updatedo boththe mainandoverlay routingmodulesin orderfor
routing to be adjusted. This modulewill alsosene asthe inter
faceto centralizedadministratiorby receving updatesegardinga
nodesfunctionandstatus andpassinghe updatego theappropri-
ateroutingmodule.

An adaptatiorof theinitial implementationwascreatedjo im-
prove performance:ratherthan transportingthe requestand re-
sponsehroughthefull overlay network, only routinginformation
travelsthroughthe overlay As before therequestemakesaproxy
requesto the SQAP. At that point, the SOAP sendsa UDP mes-
sageinto the overlay, specifyingthetarget. The messagés routed
to thebeaconwhich responddirectly to the SQAP with informa-
tion onthesecreservletfor thattarget. The SOAP thenconnectso
theservlet,which proxiestherequestasbefore,in effect creatinga
shortcutthroughthe overlay.



Figure 7: WebSOSclient sessionnitiation diagram.

The SQAP cacheghe servletinformationfor usein future re-
questsThatinformationis timedoutaftera periodof timeto allow
for changego propagatecorrectly The samebasicUDP protocol
is usedby servletsto announceheir presencéo (andperiodically
updatehe beacondor thevarioustargets.

5. EXPERIMENTAL EVALUATION

In orderto quantify the overheadassociatedvith useof Web-
SOS,we createda simpletopology running on the local network
(100 Mbit fully-switched Ethernet). For our local-areanetwork
overlay, we used10 commodity PCsrunning Linux Redhat7.3.
We measuredhetime-to-completiorof httpsrequestsThatis, we
measuredhe elapsedime startingwhenthe browserinitiatesthe
TCP connectiorto the destinatioror the rst proxy, to thetime all
datafrom the remoteweb sener have beenreceved. We ranthis
testby contacting3 differentSSL-enabledites: login.yahoo.com,
wwwyverisign.com,and the Columbia coursebulletin board web
service(at https://www1.columbia.edu/sec/bboard ).
For eachof thesesites, we measuredhe time-to-completionfor
a differentnumberof overlay nodesbetweenthe brovserandthe
target(remotewebsener).

The browserwaslocatedon a separatdSP The reasonfor this
con guration wasto introducesomelateng in the rst-hop con-
nection(from thebrowserto the SOAP), thussimulating(albeitus-
ing arealnetwork) anervironmentwherethe browvsershave slower
accesdinks to the SOAPs, relative to thelinks connectingheover
lay nodeshemseles(which maybe co-locatedwith corerouters).
By locatingall the overlay nodesin the samelocation, we effec-
tively measurgheaggregateoverheadf theWebSOShodesn the
optimal (from a performancepoint of view) case.

Table4 shawvs theresultsfor the caseof 0 (browsercontactse-
motesener directly), 1, 4, 7, and 10 overlay nodes.Thetimesre-
portedarein secondsandareaveragedover several HTTPSGET
requestsof the samepage, which was not locally cached. For
eachGET request,a new TCP connectionwas initiated by the
browser Therow labeled“Columbia BB (2nd)” shavs the time-
to-completionof an HTTPS GET requestthat usesan already-
establishe@¢onnectiorthroughtheoverlayto thewebsener, using
theHTTP 1.1protocol.

As the gure shavs, WebSOSincreaseshe end-to-endateny
betweenthe browser andthe sener by a factorof 2 to 3. These
resultsareconsistentwith our simulationsof usingSOSin an ISP
topology wherethe lateng betweenthe different overlay nodes
would be small,asdiscussedn Section3. Theincreasén lateny
canbe primarily attributedto the network-stackprocessingover
headandproxy processingat eachhop. It may be possibleto use
TCP splicing [6] or similar techniquedo reduceconnectionhan-
dling overhead sinceWebSOSperformsrouting on a perrequest
basis.Also, in the experimentsve ran, we did not malke useof the
asymmetricrouting option possiblewith the useof GRE asboth
a ltering andan encapsulationmechanismasdiscussedn Sec-
tion 2.3.

Furthermorethereis an SSL-processingverheador theinter-
overlay communications A minor additionalcryptographicover
head ,relative to the directaccesase|s the certi cate validation
thatthe SQAPs have to perform,to determinethe client's author
ity to usethe overlay, andthe SSL connectionbetweenthe proxy
running on the users machineandthe SQAP. As shavn in [22],
suchoverheadsretypically dominatedoy theend-to-enccommu-
nicationoverheads.Useof cryptographicacceleratorganfurther
improve performancen that area. Onefurther optimizationis to
maintain persistentSSL connectionsbetweenthe overlay nodes.
However, this will make the task of the communicationmodule
harder asit will have to parseHTTP requestandresponsesrriv-
ing over the sameconnectionin orderto make routingdecisions.

Table5 shavsthesameexperimentusingPlanetLalj27], awide-
areaoverlay network testbed.The PlanetLalnodesaredistributed
in academidnstitutionsacrosshe country andareconnectedver
the Internet.We deployed our WebSOSproxiesPlanetLabandran
the exactsametests.Naturally, thedirect-contactaseremainsthe
same We seethatthetime-to-completionn this scenaridncreases
by a factor of 2 to 10, dependingon the numberof nodesin the
overlay In eachcasetheincreasén lateny overthelocal-Ethernet
con guration canbedirectly attributedto the delayin thelinks be-
tweenthe WebSOSnodes. While the PlanetLabcon guration al-
lowedusto conducta muchmorerealisticperformancevaluation,
it alsorepresents worst-casedeploymentscenaricfor WebhSOS:
typically, we would expectWebSOSto be offeredasa serviceby
anISR, with the (majority of) WebhSOShodedocatednearthecore



Table 4: Latency (in secondswhen contactingvarious SSL-enabledweb sewvers dir ectly and with different numbers of (intermediate) overlay nodes

over the local-Ethemet network.

Sener Direct | 1 node| 4 nodes| 7 nodes| 10nodes
Yahoo! 1.39 2.06 2.37 2.79 3.33
Verisign 3.43 4.22 5.95 6.41 9.01
ColumbiaBB 0.64 0.86 1.06 1.16 1.21
ColumbiaBB (2nd) 0.14 0.17 0.19 0.20 0.25

Table 5: Latency (in secondswhen contacting various SSL-enabledweb sewvers dir ectly and with different numbers of (intermediate) overlay nodes

using the PlanetLab network.

Sener Direct | 1 node| 4 nodes| 7 nodes| 10nodes
Yahoo! 1.39 3.15 5.53 10.65 14.36
Verisign 3.43 5.12 7.95 14.95 22.82
ColumbiaBB 0.64 1.01 1.45 3.14 5.07
ColumbiaBB (2nd) 0.14 0.23 0.28 0.57 0.72

of thenetwork. Using PlanetLabthe nodesaredistributedin (ad-
mittedly well-connectedgnd-sites.We would expectthata more
commercial-orientedeploymentof WebSOSwouldresultin acor
respondinglecreasén the inter-overlay delay Onthe otherhand,
it is easierto ernvision end-sitedeployment of WebSOS sinceit
doesnotrequireary participationfrom the ISPs.

Finally, while the additionaloverheadmposedby WebSOScan
be signi cant, we have to considerthe alternatie: nowebservice
while a DoS attackagainstthe sener is occurring. While an in-
creasein end-to-endateny by a factorof 5 (or even 10, in the
worst case)is considerablewe believe it is morethanacceptable
in certainernvironmentsandin thepresencef a determinedattack.

Table6 shavs theresultswhenthe shortcutimplementatiorwas
testedon the PlanetLabtestbed. This variant provides signi cant
performancémprovementsparticularlyonsubsequentquestgor
the samesite, becausef the caching.To simulatethe effectsof an
attackon individual nodesin the overlay, we simply broughtdown
speci ¢ nodes.Thesystemhealedtself within 10 seconds.

Table 6: Latency (in seconds)wvhen contacting various SSL-enabled
web sewvers directly and while using the shortcut implementation of
the WebSOSsystem.The testing was performed on a 76 node subsetof
the PlanetLab testbedusing the Chord overlay. The hopsto the bea-
conranged from 4 to 8 and did not have a signi cant effecton latency.
The cachedcolumnrefersto subsequentequestsusingthe sameSOAP,
whereuponthe Secet Sewlet information hasbeencached.

Sener Direct Original | Cached
Request | Requests
Yahoo! 1.39 4.15 3.67
Verisign 3.43 7.33 6.77
ColumbiaBB 0.64 3.97 3.43
ColumbiaBB (2nd) | 0.14 0.55 0.56

6. RELATED WORK

As a result of its increasedpopularity and usefulnessthe In-
ternetcontainsboth interestingtargetsand enoughmaliciousand
ignorantusersthat DoS attacksare simply not going to disappear

ontheirown; indeed althoughthe presshasstoppedeportingsuch
incidents,recentstudieshave shavn a surprisingly high number
of DoS attacksoccurringaroundthe clock throughouthe Internet
[23]. Worse thelnternetis increasinglybeingusedfor time-critical
applicationg(e.g., electricity productionmonitoringandcoordina-
tion betweerdifferentgenerators)A furthercompoundindgactoris
the susceptibilityof the basicprotocols(i.e., IP andTCP)to denial
of serviceattackq32, 14].

Theneedto protectagainsor mitigatethe effectsof DoSattacks
hasbeenrecognizedby both the commercialandresearctworld.
Somework hasbeendonetoward achieving thesegoals,e.g., [15,
9, 31, 30, 13, 33, 35]. However, thesemechanismgocuson de-
tectingthe sourceof DoS attacksin progressandthencountering
them, typically by “pushing” some Itering ruleson routersasfar
away from the tamget of the attack (and closeto the sources)as
possible. Thus, they fall into this classof approacheghatarere-
active. The motivation behindsuchapproachebasheentwofold:

rst, it is conceptuallysimpleto introducea protocolthatwill be

usedby arelatively small subsebf the nodeson the Internet(i.e.,

ISP routers),asopposedo requiringthe introductionof new pro-

tocols that must be deplog/ed and usedby end-systems.Second,
thesemechanismarefairly transparento protocols,applications,
andlegitimate users. Unfortunately thesereactve approachegy

themselesarenot alwaysadequatesolutions.

Methodsthat Iter trafc by looking for known attackpat-
ternsor statisticalanomaliesin trafc patterns(e.g., [29])

canbe defeatedby changingthe attackpatternandmasking
theanomalieghataresoughtby the Iter . Furthermoresta-
tistical approachesvill likely Iter outvalid trafc aswell.

Sincethelnternetspananultiple administratve domainsand
(legal) jurisdictions, it is often very dif cult, if not outright
impossibleto shutdown anattackby contactingthe admin-
istratoror the authoritiesclosestto the source.In ary case,
suchactioncannotberealisticallydeliveredin atimely fash-
ion (oftentaking several hours). Evenif this werepossible,
it is oftenthe casethatthe sourceof the attackis notthereal
culprit but simply a nodethat hasbeenremotelysubverted
by a cracler. The attacler canjust startusinganothercom-
promisednode.

Using a “pushback”-like mechanismsuch as the one de-



scribedin [15], to counteraDoSattackmakesclosecoopera-
tion amongdifferentserviceprovidersnecessarysincemost
attacksuserandomsourcelP addressegand sinceingress
Itering is not widely used),the only reliable paclet eld
thatcanbeusedfor Itering is thedestinationP addresgof
thetarget). If lters canonly be pushed‘halfway” through
the network betweenthe target and the sourcesof the at-
tack, the tamget runs the risk of voluntarily cutting off or
adwerselyimpacting(e.g., by rate-limiting) its communica-
tionswith therestof the Internet. The accurag of such I-
tering mechanismsmproves dramaticallyas the lters are
“pushed” closerto the actualsource(spf the attack. Thus,
it will be necessaryor providersto allow otherproviders,
or evenend-network administratorsto install Iters on their
routers.Apart from the very realisticpossibility of abuse,it
is questionablevhethersuchcollaborationcan be achieved
to thedegreenecessary

The sameconcernshold for the caseof collaboratve actionby
the ISPs: even easyto implementmechanismsuchasingress |-
tering, that could reduceor even eliminate spoofed-addresBoS
attacks,aresstill not in wide use. We believe it is ratherunrealis-
tic to expectthatcooperatie providerswould even establishstatic

Iters to allow legitimate(paying)clientsto tunnelthroughtheirin-
frastructurewith ary assurancef quality of serviceandmuchless
sofor the caseof mobile or remoteclients (asmay be the casefor
emegeny teams). The D-WARD system[29] monitorsoutgoing
trafc from a givensourcenetwork andattemptso identify attack
traf c by comparingagainstmodelsof reasonableongestiorcon-
trol behaior. Theamountof throttling on suspiciougrafc is pro-
portionalto its deviation from the expectedbehaior, asspeci ed
by themodel. An extensionof D-WARD, COSSACK [25], allows
participatingagentgo exchangenformationaboutobseredtrafc.

An approacithat usesBGP to propagatesourceaddressethat
canbeusedfor Itering outsource-spoofedacletsinsidethelnter
netcote[26] placesundueburdenon thecoreandis usefulonly in
weedingout spoofedpaclets;unfortunatelythe majority of DDoS
attacksdo notusespoofedpaclets.

[18] proposesisingClass-Base@ueuingonawebload-balancer
to identify misbehaing IP addresseandplacethemin lower pri-
ority queues. However, most DDoS attacksuse spoofedIP ad-
dressegshat vary over time, thus defeatingclassi cation. Even if
thesameaddresss used theamountof statethattheload-balancer
needgo keepmay be prohibitive. Furthermoremary of theDDoS
attackssimply causecongestionto the web sener's accesdink.
To combatthat, the load-balancewould have to be placedcloser
to the network core. Not only would this further compoundthe
state-a&plosionproblem,but suchdetailed ltering andespecially
state-managemeih a persource-IPaddressasiscan have per
formancemplicationsat suchhigh speeds.

Anotherapproactto mitigating DoS attacksagainstinformation
carriersis to massvely replicatethe contentbeingsecuredaround
theentirenetwork. To preventaccesso thereplicatednformation,
an attacler mustattackall replicationpointsthroughoutthe entire
network — ataskthatis considerablymoredif cult thanattack-
ing a small numberof, often co-located,seners. Replicationis
apromisingmeango presere informationthatis relatively static,
suchasnewsarticles.However, thereareseveralreasonsvhy repli-
cationis notalwaysanidealsolution.For instancetheinformation
may requirefrequentupdatescomplicatinglarge-scalecohereng
(especiallyduring DoS attacks) or maybedynamichby its very na-
ture (e.g., a live web-cast).Anotherconcernis the securityof the
storedinformation: engineeringa highly-replicatedsolutionwith-
outleaksof informationis a challengingendesor.

An extensionof theideasin SOSappearsn [1]. There,thetwo
main facetsof the SOSarchitecture: ltering and overlay rout-
ing, are explored separatelyand several alternatve mechanisms
areconsideredlt is obseredthatin somecasesthe varioussecu-
rity propertieofferedby SOScanstill bemaintainedusingmecha-
nismsthataresimplerandmorepredictable However, somesecond-
orderpropertiessuchastheability to rapidly recon gurethearchi-
tecturein anticipationof or in reactionto a breachof the Itering
identity (e.g., identifying the secretservlet)arecompromised.

TheNetBounceproject[36] considersheuseof client-legitimacy
testsfor Itering attacktrafc. Suchtestsinclude paclet-validity
tests(e.g., sourceaddresssalidation), o w-behaior analysis,and
application-speci ctests,including Graphic Turing Tests. How-
ever, sincetheirsolutionis end-pointbasedit is susceptibléo large
link-congestiorattacks.

[4] examinesseveraldifferentDDoSmitigationtechnologiesnd
their interactions.Amongtheir conclusionsthey mentionthatre-
quiring the clientsto do somework, canbe an effective counter
measureprovided the attacler doesnot have too mary resources
comparedo thedefender

7. CONCLUSIONS

We presentedNebSOS,an architecturethat allows legitimate
usersto accessa web sener in the presenceof a denial of ser
vice attack.Thearchitecturaisesa combinatiornof GraphicTuring
tests cryptographigrotocolsfor dataorigin authenticationpaclet

Itering, overlay networks, andconsistenhashingto provide ser
vice to casualweb-bravsing users. We discussedur prototype
implementationwhich usesstandardveb proxying and authenti-
cationmechanismsuilt in all browsers.Our architectureequires
no changego webseners,browvsers,or existing protocols.

We conducteda performancevaluationof WebSOSover botha
local areanetwork andover the InternetusingPlanetLaba testbed
for experimentationwith network overlaysand similar technolo-
gies. Our experimentsshawv that, in a realisticbut worst-casede-
ploymentscenariotheend-to-endcommunicatiodatengy between
browserandsener increase®n the averageby a factorof 7, with
aworstcaseof 10. We alsoimplementedandevaluateda shortcut
optimization,which reducedhelateng to afactorof 2. Thesere-
sultsare consistentvith our simulations.We alsodiscussedther
optimizations. However, we believe thateven at its currentlevel,
theoverheadmposeds acceptabléor mary critical ernvironments
andapplications.

Futurework plansincludecompletiorandlong-termdeployment
of theWebSOSprototypeon PlanetLabdevelopmentof thelPsec-
enabledprototypethat allows for transparenproxying and asym-
metrictraf ¢ routingfor improvedperformanceandmorecompre-
hensve performanceneasurementgver a longerperiod of time
andfor awider setof usersandwebsites.
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