
Using Graphic Turing Tests To Counter Automated DDoS
Attac ks Against Web Servers �

William G. Morein� Angelos Stavrou y Debra L. Cook�

Angelos D. Keromytis� Vishal Misra� Dan Rubensteiny

� Department of Computer Science yDepartment of Electrical Engineering
Columbia University in the City of New York
f wgm2001,angel,dcook,angelos,misra,danrg@cs.columbia.edu

ABSTRACT
We presentWebSOS,a novel overlay-basedarchitecturethatpro-
videsguaranteedaccessto a webserver thatis targetedby a denial
of service(DoS)attack.Our approachexploits two key character-
istics of the web environment: its designarounda human-centric
interface,andtheextensibility inherentin many browsersthrough
downloadable“applets.” Weguaranteeaccessto a webserver for a
largenumberof previouslyunknownusers,without requiringpre-
existing trustrelationshipsbetweenusersandthesystem.

Ourprototyperequiresnomodi�cationstoeitherserversorbrow-
sers,and makes useof graphicalTuring tests,web proxies,and
client authenticationusingthe SSL/TLSprotocol,all readily sup-
portedby modernbrowsers.WeusetheWebSOSprototypeto con-
ducta performanceevaluationover theInternetusingPlanetLab,a
testbedfor experimentationwith network overlays. We determine
theend-to-endlatency usingbotha Chord-basedapproachandour
shortcutextension.Our evaluationshows thelatency increaseby a
factorof 7 and2 respectively, con�rming our simulationresults.

Categoriesand SubjectDescriptors
C.2.0[SecurityandProtection]: Denialof Service;C.2.1[Network
Topology]: OverlayNetworks
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1. INTRODUCTION
The Web is increasinglybeingusedfor different kinds of ser-

vicesandinteractionswith, andbetweenhumans.Beyonddisplay-
ing staticcontentsuchashomepagesor academicpapers,theweb
is actively usedfor suchdiversetasksase-mail,banking,consumer
purchasing,marketing,stock-quotedisseminationandtrading,and
real-timecommunication. The wide availability of high-quality
browsersandservers,aswell asprogrammers'andusers' famil-
iarity with thetoolsandconceptsbehindwebbrowsingensurethat
ongoingcreationof additionalservices.

Suchanenvironmentprovidesa rich setof targetsfor motivated
attackers.This hasbeendemonstratedby thelargenumberof vul-
nerabilitiesandexploitsagainstwebservers,browsers,andapplica-
tions.Traditionalsecurityconsiderationsrevolvearoundprotecting
the network connection's con�dentiality and integrity, protecting
the server from break-in,andprotectingthe client's private infor-
mationfrom unintendeddisclosure.To thatend,several protocols
andmechanismshave beendeveloped,addressingtheseissuesin-
dividually. However, oneareathathaslong beenneglectedis that
of serviceavailability in the presenceof denial of service(DoS)
attacks,andtheirdistributedvariants(DDoS).

Previousapproachesthataddressthegeneralnetwork DoSprob-
lem[15,9, 31] arereactive: they monitortraf�c atatargetlocation,
waiting for an attackto occur. Oncethe attackis identi�ed, typi-
cally via analysisof traf�c patternsandpacket headers,�lters may
beestablishedin anattemptto block theoffenders.Thetwo main
problemswith thisapproacharetheaccuracy with whichlegitimate
traf�c canbedistinguishedfrom theDoStraf�c, andtherobustness
of the mechanismfor establishing�lters deepenoughin the net-
work sothattheeffectsof theattackareminimized.

We introduceWebSOS,anadaptationof theSecure OverlaySer-
vices(SOS)architecture[20]. Our intent is to preventcongestion-
basedDDoSattacksfrom denying anyuser'saccessto webservers
targetedby thoseattacks.Thenovel aspectsof WebSOSare(a) its
useof graphic Turing testsin lieu of strongclient authentication
(aswasproposedin SOS)to distinguishbetweenhumanusersand
automatedattackzombies, and(b) its transparency to browsersand
servers,by takingadvantageof browserextensibility.

In WebSOS,the portion of the network immediatelysurround-
ing attacktargets(i.e., thewebservers)to beprotectedis protected
by high-performanceroutersthat aggressively �lter andblock all
incomingconnectionsfrom hoststhatarenot approved,asshown
in Figure1. Theseroutersare“deep” enoughin thenetwork (typ-
ically in an ISP's POP, aswe discussin Section3) that theattack
traf�c doesnot adverselyimpactinnocuoustraf�c. The identities
of the small setof nodesthat areapproved at any particulartime



is kept secretso that attackerscannottry to impersonatethemto
passthroughthe�lter . Thesenodesarepickedfrom a setof nodes
thataredistributedthroughoutthewide areanetwork. This super-
setformsa secure overlay: any transmissionsthatwish to traverse
theoverlaymust�rst bevalidatedat any of theentrypointsof the
overlayusinga GraphicTuring testto distinguishhumansfrom at-
tack scripts[10]. Onceinside the overlay, the traf�c is tunneled
securelyto oneof the approved (andsecretfrom attackers) loca-
tionsthatcanthenforwardthevalidatedtraf�c throughthe�ltering
routersto the target. Thus, thereare two main principlesbehind
our design.The�rst principleis theeliminationof communication
pinch-points,which constituteattractive DoStargets,via a combi-
nationof �ltering andoverlay routing to obscurethe identitiesof
the siteswhosetraf�c is permittedto passthroughthe �lter . The
secondis the ability to recover from randomor inducedfailures
within theforwardinginfrastructureor thesecureoverlaynodes.

WebSOSis the �rst instantiationof the SOSarchitecture.We
usethis instantiationto evaluatetheperformanceof theunderlying
overlay routing mechanismboth in a local areascenarioandover
theInternetusingthePlanetLabtestbed[27]. Theresultsshow that
the averageincreasein end-to-endlatency is a factorof 2 beyond
whatis achievedusingthestandardwebinfrastructure.Webelieve
this modestincreaseis an acceptablealternative to providing no
service. Sucha servicecan be usedon an as-neededbasis,and
henceneednot impactperformancewhenno attackis in progress.
Theseresultsvalidateour simulationanalyses,wherewe usedreal
ISPtopologiesto determinetheaddedaveragelatency imposedby
theWebSOSmechanism.

1.1 WebSOSAr chitectural Scope
DoSattackscantakemany forms,dependingontheresourcethe

attacker is trying to exhaust. For example,an attacker cantry to
causethewebserver to performexcessive computation,or exhaust
all availablebandwidthto andfrom theserver. In all forms,theat-
tacker'sgoalis to deny useof theserviceto otherusers.Apart from
theannoyancefactor, suchanattackcanprove particularlydamag-
ing for time- or life-critical services(e.g., tracking the spreadof
an real-world epidemic),or whenthe attackpersistsover several
days1. Of particularinterestare link congestionattacks,whereby
attackers identify “pinch” points in the communicationssubstrate
andrendertheminoperableby �ooding themwith large volumes
of traf�c. An exampleof anobviousattackpoint is thelocation(IP
address)of the destinationthat is to be secured,or the routersin
its immediatenetwork vicinity; sendingenoughattacktraf�c will
causethelinks closeto thedestinationto becongestedanddropall
other traf�c. It is such attacks that WebSOSwasdesignedto ad-
dress.Solvingthemuch harder general denial-of-serviceproblem
where attackers couldpotentiallyhaveenoughresourcesto phys-
ically partition a networkis not addressedin this paper. Further-
more,we donot consideralgorithmicdenialof serviceattacks[8].

We assumethat attackers are smartenoughto exploit features
of the architecturethat are madepublicly available, suchas the
set of nodesthat form the overlay. However, we do not speci�-
cally considerhow to protectthearchitectureagainstattackerswho
canin�ltrate the securitymechanismthat distinguisheslegitimate
traf�c from (illegitimate)attacktraf�c: we assumethat commu-
nicationsbetweenoverlaynodesremainsecureso thatanattacker
cannotsendillegitimatecommunications,maskingthemaslegiti-
mate. In addition,it is conceivablethat moreintelligentattackers
couldmonitorcommunicationsbetweennodesin theoverlayand,

1 In one instanceof a persistentDoS attack, a British ISP was
forcedout of businessbecauseit could not provide serviceto its
customers.

basedon observed traf�c statistics,determineadditionalinforma-
tion aboutthe currentcon�guration. We leave it as future work
to explorehow WebSOScanbeusedto protectagainstattacksby
suchhighly specializedandsophisticatedattackers.Somework in
thatdirectioncanbefoundin [21].

1.2 Paper Organization
The remainderof this paperis organizedasfollows. Section2

givesan overview of SecureOverlay Services(SOS)andgraphic
Turing tests,anddiscussesthe speci�cs of the WebSOSarchitec-
ture. In Section3 we presentour simulationresults,using real
ISPtopologies.Section4 presentsdetailsof our prototypeimple-
mentation,while Section5 containsour performanceevaluation.
Section6 discussesotherwork in DoS detection,prevention,and
mitigation.Finally, Section7 concludesthepaper.

2. THE WEBSOSARCHITECTURE
Becauseour approachis basedon the SecureOverlay Services

(SOS) [20] architecture,we �rst highlight its importantaspects.
We also brie�y describeGraphicTuring tests,which implement
human-to-overlay authentication.We closethis sectionwith a de-
scriptionof WebSOS.

2.1 Overview of SOS
Fundamentally, the goal of the SOSinfrastructureis to distin-

guishbetweenauthorizedandunauthorizedtraf�c. The former is
allowed to reachthe destination,while the latter is droppedor is
rate-limited. Thus,at a very basiclevel, SOSrequiresthe func-
tionality of a �re wall “deep”enoughin thenetwork thattheaccess
link to thetargetis notcongested.This imaginary�re wall performs
accesscontrol by usingprotocolssuchasIPsec[19]. This gener-
ally pre-supposesthe presenceof authenticationcredentials(e.g.,
X.509[5] certi�cates)thatausercanuseto gainaccessto theover-
lay. We considerthis oneof thethelargestdrawbacksto SOS,asit
precludescasualaccessto a webserverby anonymous,yetbenign
users.
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Figure 1: Basic SOSarchitecture. SOAP standsfor Secure Overlay
AccessPoint, and representsan entry point to the SOSoverlay. SOS
nodescanserve any of the rolesof SOAP, Beacon,or Secret Servlet.

Sincetraditional�re walls themselvesaresusceptibleto DoSat-
tacks,what is really neededis a distributed �re wall [3, 16]. To
avoid theeffectsof a DoS attackagainstthe �re wall connectivity,
instancesof the�re wall aredistributedacrossthenetwork. Expen-
siveprocessing,suchascryptographicprotocolhandling,is farmed
out to a largenumberof nodes.However, �re wallsdependontopo-
logical restrictionsin the network to enforceaccess-controlpoli-
cies. In what we have describedso far, an attacker canlauncha



DoSattackwith spoofedtraf�c purportingto originatefrom oneof
these�re walls,whoseidentitycannotbeassumedto remainforever
secret.Theinsightof SOSis that,givenasuf�ciently largegroupof
such�re walls, onecanselecta very small numberof theseasthe
designatedauthorizedforwardingstations:only traf�c forwarded
from thesewill be allowed throughthe �ltering router. In SOS,
thesenodesarecalledsecret servlets.All other�re walls mustfor-
ward traf�c for theprotectedsite to theseservlets.Figure1 gives
a high-level overview of a SOSinfrastructurethatprotectsa target
nodeor siteso that it only receiveslegitimatetransmissions.Note
thatthesecretservletscanchangeover time,andthatmultiplesites
canusethesameSOSinfrastructure.
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Figure2: Chord-basedoverlay routing.

To routetraf�c insidetheoverlay, SOSusesChord[34], which
canbe viewed asa routing servicethat canbe implementedatop
the existing IP network fabric, i.e., asa network overlay. Consis-
tenthashing[17] is usedto mapanarbitraryidenti�er to a unique
destinationnodethatis anactive memberof theoverlay.

In Chord,eachnodeis assigneda numericalidenti�er (ID) via
a hashfunctionin therange[0; 2m ] for somepre-determinedvalue
of m. Thenodesin theoverlayareorderedby theseidenti�ers. The
orderingis cyclic (i.e., wrapsaround)andcanbeviewedconceptu-
ally asacircle,wherethenext nodein theorderingis thenext node
alongthecircle in theclockwisedirection.

Eachoverlaynodemaintainsa tablethatstoresthe identitiesof
m otheroverlaynodes.Thei th entryin thetableis thenodewhose
identi�er x equalsor, in relation to all other nodesin the over-
lay, most immediatelyfollows x + 2i � 1( (mod 2m )) , asshown
in Figure2. Whenoverlay nodex receivesa packet destinedfor
ID y, it forwardsthepacket to theoverlaynodein its tablewhose
ID precedesy by the smallestamount. In the example,if node7
receivesa packet whosedestinationis theidenti�er 20, thepacket
will routefrom 7 to 16to 17. Whenthepacket reachesnode17,the
next nodein theoverlayis 22,andhencenode17 knows that22 is
responsiblefor identi�er 20. The Chordalgorithmroutespackets
aroundtheoverlay“circle”, progressively gettingcloserto thede-
siredoverlaynode.O(m) overlaynodesarevisited.Typically, the
hashfunctionsusedto mapnodesto identi�ers do not attemptto
maptwo geographicallyclosenodesto nearbyidenti�ers. Hence,
it is often the casethat two nodeswith consecutive identi�ers are
geographicallydistantfrom oneanotherwithin thenetwork.

TheChordserviceis robust to changesin overlay membership,
andeachnode's list is adjustedto accountfor nodesleaving and
joining theoverlaysuchthattheabove propertiescontinueto hold.

SOSusesthe IP addressof the target (i.e., web server) as the
identi�er to which the hashfunction is applied. Thus,Chordcan
directtraf�c from any nodein theoverlayto thenodethattheiden-
ti�er is mappedto, by applying the hashfunction to the target's
IP address.This node,whereChorddeliversthepacket, is not the
target,nor is it necessarilythesecretservlet. It is simply a unique
nodethat will be eventuallybe reached,after up to m = log N
overlayhops,regardlessof theentrypoint. This nodeis calledthe
beacon, sinceit is to this nodethatpacketsdestinedfor the target
are �rst guided. Chord thereforeprovides a robust and reliable,
while relatively unpredictablefor an adversary, meansof routing
packetsfrom anoverlayaccesspoint to oneof severalbeacons.

Finally, thesecretservletusesChordto periodicallyinform the
beaconof thesecretservlet'sidentity. Shouldtheservletfor atarget
change,the beaconwill �nd out assoonasthe new servletsends
an advertisement.If the old beaconfor a target dropsout of the
overlay, Chordwill route the advertisementsto a nodeclosestto
thehashof the target's identi�er. Sucha nodewill know that it is
thenew beaconbecauseChordwill not beableto further forward
theadvertisement.By providing only thebeaconwith theidentity
of the secretservlet,traf�c canbe deliveredfrom any �re wall to
the targetby traveling acrosstheoverlay to thebeacon,thenfrom
thebeaconto thesecretservlet,and�nally from thesecretservlet,
throughthe �ltering router, to the target. This allows the overlay
to scalefor arbitrarily large numbersof overlay nodesandtarget
sites.Unfortunately, thisalsoincreasesthecommunicationlatency,
sincetraf�c to thetargetmustberedirectedseveral timesacrossthe
Internet. If theoverlayonly servesa smallnumberof targetsites,
regularroutingprotocolsmaybesuf�cient.

2.2 Graphic Turing Tests
In orderto preventautomatedattacksfrom breachingtheoverlay,

a CAPTCHA [37] visual testis implementedat theentrypoint of
the overlay to verify the presenceof a humanuser. CAPTCHA
(CompletelyAutomatedPublic Turing testto Tell Computersand
HumansApart) is a programthatcangenerateandgradeteststhat
mosthumanscanpass,but automatedprogramscannot.

TheparticularCAPTCHA realizationwe useis GIMPY, which
concatenatesan arbitrarysequenceof lettersto form a word and
rendersadistortedimageof thewordasshown in Figure3. GIMPY
relieson the fact that humanscanreadthe wordswithin the dis-
tortedimageandcurrentautomatedtools cannot.The humanau-
thenticateshimself/herselfby enteringasASCII text thesamese-
quenceof lettersaswhatappearsin theimage.UpdatingtheGIMPY
interfaceto WebSOScanbeperformedwithoutmodifyingtheother
architecturalcomponents.

Althoughrecentadvancesin visualpatternrecognition[24] can
defeatGIMPY, thereis no solutionto datethatcanrecognizecom-
plicatedimagesor relationbetweenimageslike Animal-PIX. Al-
thoughfor demonstrationpurposesin our prototype,describedin
Section4,weuseGIMPY, wecaneasilysubstituteit with any other
instanceof graphicturing test.

2.3 Sequenceof Operations in WebSOS
To illustratetheuseof theWebSOSarchitectureby serversand

clients,we describethestepsbothsidesmustundertake to protect
their communicationchannel:

� A site (target) installs a �lter on a router in its immediate
vicinity andthenselectsa numberof WebSOSnodesto act
as“secretservlets”thatareallowedto forwardtraf�c through



Figure 3: WebSOSimplementation of user Web Challenge using
CAPTCHA. The challengein this caseis “fwst”.

the �lter to the target site. Routersat the perimeterof the
siteareinstructedto only allow traf�c from theseservletsto
reachthe internal of the site's network. Theseroutersare
powerful enoughto do�ltering usingonly asmallnumberof
ruleson incomingtraf�c without adverselyimpactingtheir
performance.In orderto make guessingtheidentity of a se-
cretservletfor a particulartargetharderfor theattacker, the
�ltering mechanismusespacket �elds with potentiallyhigh
entropy. For example,only GRE [12] packets from a par-
ticular source(thesecretservlet)containinga speci�c 32-bit
valuein theGREKey �eld [11]. An attacker trying to slip at-
tacktraf�c throughthe�lter mustguessnot only thecurrent
servlet's IP address,but the correct32-bit key aswell. Al-
thoughwe expect32bits to besuf�cient for thisapplication,
we caneasilyuselargerkeys to avoid brute-forceattacks.

� Whena WebSOSnodeis informedthatit will actasa secret
servletfor a site (andafter verifying the authenticityof the
request,by verifying thecerti�cate receivedduringtheSSL
exchange),it computesthekey k for anumberof well-known
consistenthashfunctions,basedon the targetsite's network
address.Eachof thesekeyswill identify anumberof overlay
nodesthatwill actasbeaconsfor thatwebserver.

� Having identi�ed thebeacons,theservletsor the targetwill
contactthem,notifying themof theservlets'associationwith
a particulartarget. Beaconswill storethis informationand
useit for traf�c-forw ardingpurposes.

� A sourcethatwantsto communicatewith thetargetcontacts
a randomoverlay node, the SecureOverlay AccessPoint
(SOAP). After authenticatingandauthorizingtherequestvia
the CAPTCHA test, the overlay nodesecurelyproxiesall
traf�c from the sourceto the target via oneof the beacons.
TheSOAP(andall subsequenthopsontheoverlay)canproxy
the HTTP requestto an appropriatebeaconin a distributed
fashionusingChord,by applyingtheappropriatehashfunc-
tion(s) to the target's IP addressto identify the next hopon
theoverlay. To minimizedelaysin futurerequests,theclient
is issuedashort-durationX.509certi�cate,boundto theSOAP
andtheclient's IP address,thatcanbeusedto directly con-
tacttheproxy-servercomponentof theSOAPwithoutrequir-
ing anotherCAPTCHAtest.

This schemeis robustagainstDoS attacksbecauseif an access
point is attacked,thecon�rmed sourcepoint cansimplychoosean
alternateaccesspoint to enterthe overlay. Any overlay nodecan
provideall differentrequiredfunctionalities(SOAP, Chordrouting,

beacon,secretservlet). If a nodewithin the overlay is attacked,
thenodesimply exits theoverlayandtheChordserviceself-heals,
providing new pathsover there-formedoverlayto (potentiallynew
setsof) beacons.Furthermore,no nodeis moreimportantor sen-
sitive thanothers— evenbeaconscanbeattackedandareallowed
to fail. Finally, if a secretservlet's identity is discoveredandthe
servletis targetedasanattackpoint, or attacksarrive at the target
with the sourceIP addressof somesecretservlet,the target can
chooseanalternatesetof secretservlets.

Useof GREfor encapsulatingthetraf�c betweenthesecretservlet
andthe�ltering routercanoffer anadditionalbene�t, if wealsouse
transparentproxiesandIPsecfor packet encapsulationbetweenthe
proxies(replacingSSL). In that implementationscenario,as far
as the target web server is concernedthe HTTP/HTTPSconnec-
tion from thebrowserwasreceiveddirectly. Thus,any returnTCP
traf�c will besentdirectly to thebrowser's IP address.Following
our discussionin Section2.4, this asymmetricconnectionrouting
will considerablyimprove the end-to-endlatency and reducethe
load on the overlay network (lesstraf�c to proxy). While asym-
metric routingwasonceconsideredpotentiallyharmful,empirical
studiesshow thatmostof thelong-haultraf�c (e.g., non-localtraf-
�c) over the Internetexhibits high asymmetry[2]. Most of the
argumentsagainstthis asymmetryarisefrom thedif�culty of con-
�guring packet classi�cationmechanisms,which precludestateful
�ltering andrequiredsynchronizedcon�gurationof multiplenodes
(thosethetraf�c maytraverse).Thiswouldnotbeaproblemin our
case,astheasymmetryis exhibitedfar enoughin thenetwork (be-
yond the �ltering router) that the local administrative tasks,such
ascon�guring a �re wall, remainunaffected.IPsecandtransparent
proxyingtechniquesarewell-known and(in thecaseof transparent
proxies)widely used,thuswe believe suchan implementationis
not unfeasible.For the purposesof this paper, we decidedto im-
plementthestraight-forwardversionof WebSOS;developmentof
theoptimizedversionremainsin our plansfor futurework.

In [20], theauthorsperformeda preliminaryanalysisusingsim-
ple networking modelsto evaluatethe likelihoodthat an attacker
is ableto preventcommunicationsto a particulartarget. This like-
lihood was determinedas a function of the aggregatebandwidth
obtainedby an attacker throughthe exploitation of compromised
systems.Theanalysisincludedanexaminationof thecapabilities
of staticattackerswho focusall their attackresourceson a �x ed
setof nodes,aswell asattackerswho adjusttheir attacksto “chase
after” the repairsthat theSOSsystemimplementswhenit detects
an attack. The authorsdemonstratedthat even attackers that are
ableto launchmassiveattacksareveryunlikely to preventsuccess-
ful communication.For instance,attackers capableof launching
debilitatingattacksagainst50% of the nodesin the overlay have
roughly onechancein onethousandof stoppinga given commu-
nicationfrom a client who canaccesstheoverlay througha small
subsetof overlaynodes.For moredetailson theanalysis,see[20].

2.4 Forwarding Speci�cs
WebSOSusesSSL to provide two layersof encryption. First,

messagesareencryptedend-to-end,so thatonly theend-pointsof
theexchange(userandweb-server) canview thedataactuallybe-
ing transmitted.Additionally, WebSOSusesSSLover eachhopof
the overlay asa meansof verifying the authenticityof the previ-
oushop. No specialfunctionality is requiredby theoverlaynodes
to performthesetasks;theuserbrowsersimply hasto besupplied
with theappropriatecerti�cate(s)from theWebSOSadministrator.

In the original SOSarchitecture,the pathestablishedfrom the
userto the target throughthe overlay wasunidirectional. Traf�c
in the reversedirectioncouldalsotraversethe overlay, by revers-



ing the roles of userand target. In that case,the path taken by
requestsand responseswould be different. Alternatively, traf�c
from the target to the usercould be sentdirectly (without using
theoverlay); this is usuallynot a problem,sincemostcommunica-
tion channelsare full-duplex and, in the event of a DDoS attack,
only thedownstreamportion(to thetarget) is congested.An addi-
tionalbene�t of thisasymmetricapproachis reducedlatency, since
mostclient/server traf�c (especiallyin webenvironments)is highly
asymmetric(i.e., clientsreceive a lot more informationthanthey
transmit).This waspossiblebecauseroutingdecisionsin SOSare
madeona per-packet basis.

In WebSOS,routingdecisionsaremadeona per-connectionba-
sis. Any subsequentrequestsover thesameconnection(whenus-
ing HTTP1.1)andany responsesfrom thewebserver cantake the
reversepaththroughtheoverlay. While this makestheimplemen-
tation simpler, it alsointroducesincreasedlatency, asthe bulk of
thetraf�c will alsotraversetheoverlay. Wegive somethoughtson
how to addressthis issuein Section5.
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Figure4: Overlay nodesserving regionsof a coordinate-space.

3. SIMULA TION
To understandthe impactof theoverlaynetwork on therouting

of packetsbetweenthesourceandtargetnodes,wehaveappliedthe
SOSalgorithmto two modelsof ISPnetworks[7]. Onemodel,in-
dicativeof aU.S.topology, is derivedfrom AT&T' sU.S.backbone
network. Theother, indicative of a Europeantopology, is derived
from Worldcom's (now MCI' s) Europeanbackbonenetwork. Re-
moteaccesspointswereexcludedfrom theAT&T model,aswere
connectionsfrom Worldcom'sEuropeanPOPsto pointsoutsidethe
geographicalarea.For eachmodel,two algorithmsfor routingtraf-
�c throughtheoverlayweretested,onebasedonChord,whichuses
arandomorderingof theoverlaynodes,andaheuristicvariationof
CAN thatusesgeographicalorderingof theoverlaynodes.In both
cases,we testedvariationson how the beaconsandservletswere
chosenin relation to eachother, the target, and the source,e.g.,
requiringsomeminimumdistancebetweentheservletandtarget.

We �rst give a brief descriptionof CAN [28], andthendiscuss
thespeci�cs of thesimulationenvironment,suchasISPstructure,
the distribution of overlay nodesacrossISP Points of Presence
(POPs),andtheselectionstrategiesfor beaconsandsecretservlets.

3.1 CAN
Like Chord, CAN usesa hashfunction to map overlay nodes

to identi�ers. However, a CAN identi�er mapsa nodeto a region

within a d-dimensionalspace.Eachoverlaynodecontainsa table
of overlay nodesresponsiblefor neighboringareasin the coordi-
natespace.As shown in Figure4, overlay node7 would contain
pointersto nodes3, 6, 8, and11. In its basicform, CAN doesnot
assumeany relationshipbetweennodepositionsof thecoordinate
spaceandtheir geographicalpositionsin the realworld. A varia-
tion suggestedin [28] thatassignspositionswithin thecoordinate
spacebeingrepresentative of thegeographyprovidedthebasisfor
theheuristicusedin themodel.

3.2 Network Layout
A POP-level representationof theISPwasused,whereeachPOP

is assumedto consistof ahierarchyof routersasshown in Figure5.
At thetop level arerouterswith links to otherPOPs.At thelowest
level arelinks to clientnetworks.

….

………

to clients
typically � T3

to other pops
OC192

to other ISPs
bandwidth varies

OC48

OC3

Figure5: ISP POPstructure usedin the simulation.

LatenciesbetweenPOPswereestimatedfrom asubsetof known
latencies. DistancesbetweenPOPswere estimatedusing airline
miles.Threerouterswereincludedatthesecondlevel andtwelveat
thelowestlevel of eachPOP;however, for thestatisticscomputed,
theexactnumberof routerswithin aPOPwasnotrelevant,only the
latency from thetime apacket entereda routerwithin aPOPto the
time it left thePOPwasneeded.

Themodelassumesthatthereis amplebandwidthbetweenPOPs
andthatthechoke pointsarethelinks to clients.All latenciesand
distancesto clientsto their localPOPareassignedthesamevalue.

There were 19 POPsin the US model and 18 in the Europe
model.Overlaynodesparticipatingin theoverlaywereevenly dis-
tributedacrossPOPs,meaningeachPOPservedthesamenumber
of client nodeseligible to be overlay nodes. In the caseswhere
servletsandbeaconswererandomlychosen,thisallowedeachPOP
to be equallylikely to have a client site thatwasa servletor bea-
con. In the caseswherethe servletand beaconnodeswere not
randomlychosen,thereweremoreeligiblenodesperPOPthanuti-
lizedandtheevendistributiondidnot impactselection.A nodewas
not allowed to serve morethanonepurposefor a speci�c source-
targetpair, for example,a nodecouldnot be both a beaconanda
servletfor thesametarget. Removing the restrictionwould result
in shorterrouteson averagebecausesomescenariostestedwould
pick thesamenodefor boththeservletandbeacon.



In eachcase,two clientnodesservedby eachPOPwereincluded
in the overlay. Sinceeachsource/ target pair wastestedindivid-
ually, at most two nodesper POPwould be selectedto serve the
functionsof beaconandservlet.Whenorderingtheoverlaynodes
accordingto thegeographicheuristicdescribedbelow, designating
morethantwo nodesperPOPcouldonly changearoutebetweena
sourceandtargetby possiblypassingthrougha differentclient on
agivenPOP. Whenorderingtheoverlaynodesrandomlyandusing
Chordastheroutingalgorithmfor theoverlay, theprobabilitythat
a client on a speci�c POPwas picked asa beaconor servlet,or
wasata certainpositionin theoverlayimpactedtheroute.Sinceit
wasassumedoverlayeligible nodeswereevenly distributedacross
all POPs,having 2 versus100 overlay nodesper POPwould not
impacttheprobabilitiesandthuswould not affect theresults.The
nodefor thesourcewaschosento bea client on thesamePOPas
the source.The impactdueto it beingserved by a differentPOP
thanthe sourcewould be to addthe costof the normal routebe-
tweenthe sourceandSOAP to the costof the routebetweenthe
SOAP andtarget.

3.3 Routing Algorithms
In SOS,traf�c from a sourceto a target utilizes a routewhich

containsthe following sequenceof nodesin order: source,access
point, beacon,servletandtarget. Normal routing is usedto reach
theSOAP. Also, sincethebeaconknows thespeci�c servletfor the
target,andtheservletknows thelocationof thetarget,normalrout-
ing is usedbetweenthebeaconandservlet,andbetweentheservlet
andtarget. An overlay routeis usedbetweenthe SOAP andbea-
con. Theincreasein theroutelengthover thatof thenormalroute
betweenthe sourceand target is duenot only to the requirement
thattheroutepassthroughspeci�c nodes,but alsodueto theneed
to routethroughan overlay network betweenthe SOAP andbea-
con asopposedto usingthenormalroutebetweenthe two nodes.
For normalrouting,eachnodein themodelcontaineda routingta-
blepopulatedvia Dijkstra'salgorithm,usingminimumhopsasthe
criteria for shortestpath. Eachnodein the overlay network also
containeda tablewith thedestinationaddressandoverlaynodeid
of a subsetof overlaynodes.Thetablewaspopulatedbasedon the
routingalgorithmsdescribedbelow.

A routingalgorithmfor usein overlaysis requiredto sendtraf�c
betweentheSOAP andbeacon.TheChordalgorithmwasutilized
in the�rst setof experiments.Theoverlaynodeswhererandomly
ordered.Thetableswithin eachoverlaynodewerepopulatedusing
the methoddescribedpreviously involving powersof 2. The size
of a node's tableis O(log n), wheren is thesizeof theoverlay.

Thesecondsetof experimentsusedaheuristicwhichdividedthe
POPsinto geographicalareas.This methodis basedon modi�ca-
tionssuggestedto thebasicalgorithmfor CAN. For aspeci�c area,
A, anodenA waschosenasthearea's representative. EachnA was
anentry in eachoverlaynode's table. In addition,if n i is anover-
lay nodein areaA, n i 's tablewould includeentriesfor eachn j in
A, i 6= j . Thusanoverlaynodemaintainedpointersto every other
overlaynodein thesamegeographicalareaandto oneoverlaynode
in eachothergeographicalarea.For anoverlayof sizen, thesize
of a node's tableis O(n=5) + # (areas),which is O(n=5) whenn
is largecomparedto thenumberof areas.TheUS modelinvolved
6 areas,onecontained2 POPsandtheothercontained3 or 4 POPs
each.TheEuropemodelcontained4 areaswith 4 to 5 POPseach.

3.4 Beacon/Servlet SelectionScenarios
Seven source-target pairswerechosenin eachof the two mod-

els. They were selectedto representa variation in source-target
relations.Factorsconsideredwhenselectingthepairsincludedthe

distancebetweencities,whetherthey wereserved by neighboring
POPsandthelevel of connectivity for thePOP. In all casesaservlet
andbeaconfor a speci�c targetwerenot permittedto bethesame
nodeandneithercouldserve asaSOAP .

For eachmodel and eachrouting algorithm, the normal route
betweeneachsource-targetpair wascomputedthenthe following
eightscenariosweretestedoneachpair. In thescenarios,minimiz-
ing thenumberof hopsrefersto thenumberof hopsascalculated
by normalrouting.

1. Randomlyselecttheservletandbeacon(100trialspersource-
targetpairwererun).

2. Selectthe servletto minimize the numberof hopsbetween
theservletandtarget,thenselectthebeaconto minimizethe
numberof hopsbetweenthebeaconandservlet,with there-
strictionthattheservletandbeaconnotbeservedby thesame
POP.

3. Selectthe servletto minimize the numberof hopsbetween
theservletandtarget,thenselectthebeaconto minimizethe
numberof hopsbetweenthebeaconandsource.

4. Selecta servletrandomlyfrom thoseapproximatelyX miles
from the target then selecta beaconrandomly from those
approximatelyX miles from theservlet,whereX was1000
in theUSmodeland500in theEuropemodel.In thecaseof
theEuropemodel,a few POPsdid nothaveneighborswithin
thisdistance,in whichcasethenext closestavailableoverlay
nodewasused.

The �rst scenariowas usedto obtain an understandingof the
impactwhenno selectioncriteria wasutilized for the servletand
beacon. This would be the simplestversionto implement. The
secondandthird scenarioswereaimedat keepingtheintermediate
nodesin the route near the end points to determineif the route
betweenthesourceandtargetwould thenbesimilar to thenormal
route.Thesetwo scenariosusingminimumdistanceinsteadof hops
weretestedon theUS version,but theresultswerenot noticeably
different from the scenariosusinghops. The fourth scenariowas
usedto understandthe impactof selectingthe servletandbeacon
so they would be served by differentPOPsthanthe target,which
maybedesiredfor diversity, but at thesametimeguaranteeingthey
would be relatively closein an attemptto avoid an unnecessarily
long route.

Table 1: Averageratio: latency with SOSvs.normal routing.
US US Europe Europe
Chord CAN Chord CAN

scenario
1 randomselection 4.51 4.16 5.69 4.11
2 min hops 3.45 2.4 3.25 2.54
3 min hops 7.19 1.75 6.77 1.74
4 diversity 5.18 4.08 5.6 2.88

3.5 Results
Resultsarepresentedin termsof the ratio of the measurement

for the SOSroute to that of the normal routebetweenthe source
and target. The measurementsare for onedirection only, source
to target. Table1 shows the ratio of the latency usingSOSto the
latency expectedwhenusingnormal routing. The scenarionum-
bercorrespondsto theprevious list. Thesewereaveragedover all



source-target pairs. The worst casefrom all source-target pairsis
shown in Table2. Table3 indicatesthe increasein thenumberof
ISPPOPsinvolvedin aroutecomparedto thatof thenormalroute.

Whenusingscenario3 with thegeographicheuristic,theservlet
was always selectedfrom a nodeon the samePOPas the target
andthebeaconwasselectedfrom a nodeon thesamePOPasthe
sourceandSOAP becausetherewereeligible nodesat every POP.
This resultedin theSOSroutebeingidenticalto thenormalroute
with theadditionof a few detoursto clientswithin the�rst andlast
POPsin theroute,thusit wasexpectedto producethebestresults
in termsof latency.

Theresultsreportedfor randomselectionareaveragedover 100
trials runpersource-targetpair. Theactualincreasein latency may
bemuchhigherdependingon thespeci�c servletandbeaconcho-
sen. The greatestincreaseoccurswhenthe sourceand target are
closetogether. The overlay routemay involve pointsgeographi-
cally far from thesourceandtarget,turninga normallyshortroute
into one that may traverseevery POP in the ISP at least once.
Amongall trials involving randomselection,theworstcasein the
Europemodelwasan increasein latency 15 timesthatof thenor-
mal route betweenLondon and Paris when usingChord and9.5
timeswhenusingthegeographicalheuristic.In theUS model,the
worst casealso involved a latency 15 timesnormal betweenNY
andPhiladelphiawhenusingChordand8.86timeswhenusingthe
geographicalheuristic.For NY to Philadelphia,theworstcasein-
creaseusingthegeographicalheuristicis approximatelythesame
astheaverage(8.76)whenusingChord. Theworstcasesfrom all
trials involvedlatenciesof 378msusingChordand230msusingthe
geographicalheuristic.

The numberof POPsservesasa measureof the complexity of
the route but doesnot necessarilyimply a physically long route
becauseseveralPOPsmaybegeographicallyclose. In scenario3,
thebeaconwould beselectedon thesamePOPastheSOAP. The
ratio for scenario3 usingChordis high dueto a coupleof source-
targetpairsin whichthebeacon'soverlayid wasjustprior to thatof
the SOAP's id, resultingin routing throughseveral overlay nodes
in thepathbetweentheSOAP andbeacon.

WhenusingChord,othervariationsfor populatingthe overlay
node's tablesusingpowersof 3 and i + x j , wherex j is the j th

numberin the Fibonacciseries,for j = 3,4,5..,were testedon a
subsetof source-target pairsbut hadno noticeableimpacton the
lengthof the routebetweenthe SOAP andbeacon.A geographic
orderingof theoverlaynodeswasalsotestedwhile maintainingthe
Chordrouting.Nodesthatweregeographicallyclosewereassigned
IDs placingthemclosetogetherontheoverlaynetwork. While this
shortenedtheroutein caseswherenodesX andY werephysically
close,apacketwasbeingroutedfrom X to Y usingtheoverlayand
X was assigneda lower overlay id thanY; it resultedin a worst
casescenariowhenY wasassignedtheoverlay id just prior to X' s
becausethepacket would routeto O(log n) overlay nodesbefore
reachingtheonethatknew aboutX.

3.6 Other Considerations
If theoverlaynodesareplacedwithin POPs,asopposedto clients'

networks,we eliminatethe latency dueto theconnectionbetween
the POPand client, and it could be more dif�cult to attack. In
contrastto a client's LAN which may receive traf�c for multiple
reasonsandhasa relatively low bandwidthconnectionto thePOP,
a server dedicatedto SOSandattachedto a routerwithin a POP
allows mostinvalid traf�c to be�ltered out in ahigh-capacityarea.
However, theuseof specialpurposeserverswould resultin fewer
potentialoverlay nodes.Furthermore,suchserverswould not re-
move thedelaydueto cross-countryroutesthroughtheoverlay.

Having theoverlaynetwork spanmultiple ISPswill increasethe
latency of the SOSroute. Therewill bea largernumberof POPs
servingpotentialoverlaynodes.Even if theoverlaynodesarege-
ographicallydistributed in the samemanneraswith one ISP, the
routebetweenany pair of overlay nodeswill increaseon average
dueto having to routebetweenISPs.Whentheoverlaynodesarein
thesamecity but areservedby differentISPs,having to routefrom
oneISPPOPto anotherISP's POP, asopposedto routingbetween
nodeswithin thesamePOP, will increaselatency. Furthermore,if
thereis no peeringpoint betweenthe ISPsfor that city, the route
will requirea pathto a differentcity.

4. IMPLEMENT ATION
While thesimulationresultsareencouraging,wefelt thatexperi-

mentationin realnetworkswasnecessaryto validateourapproach.
To that end,we developeda prototypeof WebSOS,consistingof
threemainmodules.Thecomponentsarea communicationsmod-
ule,aWebSOSroutingmodule,andanoverlayroutingmodulerun-
ningoneachnodein theWebSOSoverlay. Theinteractionsof these
areshown in Figure6.

Overlay 
Routing
Module

SOS
Routing
Module

Communication
Module
(for packet 
forwarding/
reception)

other nodes

Query/response 
for next hop address

Query/response 
for next hop address
in overlay

status
messages

Request from 
user to target.

Figure6: Software modulesfor the WebSOSimplementation.

Thecommunicationsmoduleis responsiblefor forwardingHTTP
requestsandresponsesamongthe nodesin the WebSOSoverlay.
Whena new proxy request(in theform of a new TCPconnection)
is received,thecommunicationsmodulecallstheWebSOSrouting
modulewith the target's destinationaddressto obtainthe address
of thenext hopin theoverlay. It thenopensa new TCPconnection
to thatnodeandrelaysthereceivedHTTP request.Any traf�c re-
ceivedin theoppositedirection(i.e., theHTTP responsesandweb
content)arerelayedbackto the source.Authenticationof the re-
questingnodeby theaccesspoint (SOAP) andby internalnodesis
accomplishedthroughSSL.AuthorizedusersandWebSOSoverlay
nodesareissuedX.509 [5] certi�catessignedby the SOAP, once
theuserhassucceededin theCAPTCHAauthentication.

The main WebSOSrouting modulereceives requestsfrom the
communicationsmoduleandrespondswith the IP addressof the
next nodein theWebSOSoverlay to which the requestshouldbe
forwarded.Themodule�rst checkswhetherthecurrentnodeserves
a speci�c purpose(i.e., whetheris it a beaconor secretservletfor



Table 2: Worst-caseratio: latency with SOSvs.normal routing.
US/Chord US/CAN Europe/Chord Europe/CAN

scenario
1 randomselection— worst individual source-
targetaverageover 100trials

8.76 6.05 8.05 5.81

2 min hops 7.57 3.76 4.74 3.26
3 min hops 10.9 2.14 11.29 2.14
4 diversity 10.57 6.24 8.1 3.57

Table 3: Numbers of POPsin SOSrouting vs.normal routing.
US/Chord US/CAN Europe/Chord Europe/CAN

scenario
1 randomselection— worst individual source-
targetaverageover 100trials

4 3 4 2.5

2 min hops 2 1.5 2 1.5
3 min hops 5 1 4.2 1
4 diversity 3.5 2.5 4.2 2

that target). If the nodeservesno suchpurpose,the modulecalls
theoverlayroutingmoduleto determinethenext hop in theWeb-
SOSoverlayandpassesthereplyontothecommunicationsmodule.
Presently, the WebSOSrouting moduleis initialized with con�g-
urationdataat startupindicatingwhich nodesserve speci�c pur-
poses.Weareworkingonanadministrativemodulewith increased
�e xibility to avoid this staticprovisioning.

The overlay routing moduleis a generalrouting algorithm for
overlaynetworks.An implementationof Chordwaswritten for the
initial tests.However, this modulecanbereplacedwith any other
routingalgorithm,e.g., CAN [28]. It receivesqueriescontaininga
destinationIP address(thewebserver's) andrespondswith theIP
addressof thenext nodein theoverlayto which therequestshould
be forwarded. For maintenanceof its own routing algorithm,the
Chordimplementationalsocommunicateswith otheroverlaynodes
to determinetheir status,asdescribedin [34].

Whena requestis issuedby thebrowser, it is tunneledthrough
a seriesof SSL-encryptedlinks to the target, allowing the entire
transmissionbetweentherequesterandtargetto beencrypted.The
SSL connectionsbetweenWebSOSnodesaredynamicallyestab-
lished,asnew requestsarerouted.Oneproblemwe raninto while
developingtheWebSOSprototypeis thatwebbrowsersdonotpro-
vide supportfor theactualproxy requestto beencrypted.To solve
thisproblem,wewroteaport forwarderthatrunson theuser'ssys-
tem, acceptsplaintext proxy requestslocally, and forwardsthem
usingSSLto theaccesspoint node.This is implementedasa Java
appletthatrunsinsidethebrowseritself. TheJavaappletis notcon-
sideredpartof the WebSOSoverlay andis not trustedto perform
any accesscontroldecisions;it is simplya “helper” application.

Thus,to useWebSOS,an authorizedusersimply hasto access
any SOAP, successfullyrespondto theCAPTCHAchallenge,down-
load the applet,andset the browser's proxy settingsto the local-
host,asshown in Figure7. Java appletstypically arenot allowed
to communicatewith any hostotherthantheonefrom which they
weredownloaded,but this is not a problemin our case.If theuser
is successfulin his/herreply, thewebserver connectsto a DBMS
system(local or remote)andassociatesa pair of RSA keys (a pri-
vatekey andacerti�cate)with thehost.Thissetof keysareunique
per IP andhave an expiration time that canbe con�gured by the
systemadministrator. Theuseris promptedto downloada signed
applet that runs locally using one browser window and contacts

the webserver via a temporaryHTTPSconnectionto retrieve the
X.509certi�cate.

Theappletthenstartslisteningfor HTTP/HTTPSconnectionson
a local port (e.g., 8080)andestablishesanSSL-tunnelconnection
with the proxy server runningon the SOAP (or elsewhere,since
thesignedapplethastheability to connectto any server by chang-
ing theJava Policy �les on theusers'machine).Theproxy server
matchestheX.509 certi�cate andthe IP from client to theprivate
key obtainedfrom the DBMS systemand allows the connection
to beproxied.Theonly impositionon theuseris thathe/shemust
changetheProxysettingsof thelocalbrowserto point to thesocket
thatlistensfor theapplets.

Initial prototypingof thecommunicationsmoduleusedApache,
whoseproxy modulewas modi�ed to query the routing module
for the next hop. This worked well whenunencryptedHTTP re-
questswereissuedby thebrowser. However, whenweencountered
the requirementfor end-to-endauthenticationandencryption,we
changedthe implementationto usea stand-aloneproxy server in-
steadof Apache.

We intend to expandthe implementationto include additional
modulesaddressingtheadministrationandmaintenanceof theover-
lay. A centralizedadministrationmodulewill beusedto setnode
characteristicsin realtime, includingassigningspeci�c roles(bea-
con,SOAP, secretservlet)to nodes,andchangingtheoperational
statusof nodes.A maintenancemodulerunningon eachnodewill
checkthe statusof all nodesin the WebSOSoverlay andprovide
updatesto both themainandoverlayroutingmodulesin orderfor
routing to be adjusted. This modulewill also serve as the inter-
faceto centralizedadministrationby receiving updatesregardinga
node's functionandstatus,andpassingtheupdatesto theappropri-
ateroutingmodule.

An adaptationof the initial implementationwascreated,to im-
prove performance:rather than transportingthe requestand re-
sponsethroughthe full overlaynetwork, only routing information
travelsthroughtheoverlay. As before,therequestermakesaproxy
requestto the SOAP. At that point, the SOAP sendsa UDP mes-
sageinto theoverlay, specifyingthetarget. Themessageis routed
to thebeacon,which respondsdirectly to theSOAP with informa-
tion onthesecretservletfor thattarget.TheSOAP thenconnectsto
theservlet,whichproxiestherequestasbefore,in effectcreatinga
shortcutthroughtheoverlay.



Figure7: WebSOSclient sessioninitiation diagram.

The SOAP cachesthe servletinformation for usein future re-
quests.Thatinformationis timedoutafteraperiodof timeto allow
for changesto propagatecorrectly. ThesamebasicUDP protocol
is usedby servletsto announcetheir presenceto (andperiodically
update)thebeaconsfor thevarioustargets.

5. EXPERIMENT AL EVALUATION
In order to quantify the overheadassociatedwith useof Web-

SOS,we createda simpletopologyrunningon the local network
(100 Mbit fully-switched Ethernet). For our local-areanetwork
overlay, we used10 commodityPCsrunning Linux Redhat7.3.
We measuredthetime-to-completionof httpsrequests.Thatis, we
measuredthe elapsedtime startingwhenthe browserinitiatesthe
TCPconnectionto thedestinationor the�rst proxy, to thetime all
datafrom the remotewebserver have beenreceived. We ran this
testby contacting3 differentSSL-enabledsites: login.yahoo.com,
www.verisign.com,and the Columbiacoursebulletin boardweb
service(at https://www1.columbia.edu/sec/bboard ).
For eachof thesesites,we measuredthe time-to-completionfor
a differentnumberof overlay nodesbetweenthe browserandthe
target(remotewebserver).

The browserwaslocatedon a separateISP The reasonfor this
con�guration wasto introducesomelatency in the �rst-hop con-
nection(from thebrowserto theSOAP), thussimulating(albeitus-
ing arealnetwork) anenvironmentwherethebrowsershaveslower
accesslinks to theSOAPs,relativeto thelinks connectingtheover-
lay nodesthemselves(whichmaybeco-locatedwith corerouters).
By locatingall the overlay nodesin the samelocation,we effec-
tively measuretheaggregateoverheadof theWebSOSnodesin the
optimal(from a performancepoint of view) case.

Table4 shows theresultsfor thecaseof 0 (browsercontactsre-
moteserver directly), 1, 4, 7, and10 overlaynodes.Thetimesre-
portedarein seconds,andareaveragedover severalHTTPSGET
requestsof the samepage,which was not locally cached. For
eachGET request,a new TCP connectionwas initiated by the
browser. The row labeled“Columbia BB (2nd)” shows the time-
to-completionof an HTTPS GET requestthat usesan already-
establishedconnectionthroughtheoverlayto thewebserver, using
theHTTP 1.1protocol.

As the �gure shows, WebSOSincreasesthe end-to-endlatency
betweenthe browserand the server by a factorof 2 to 3. These
resultsareconsistentwith our simulationsof usingSOSin anISP
topology, wherethe latency betweenthe different overlay nodes
would besmall,asdiscussedin Section3. Theincreasein latency
canbe primarily attributedto the network-stackprocessingover-
headandproxy processingat eachhop. It maybepossibleto use
TCP splicing [6] or similar techniquesto reduceconnectionhan-
dling overhead,sinceWebSOSperformsrouting on a per-request
basis.Also, in theexperimentswe ran,we did notmake useof the
asymmetricrouting option possiblewith the useof GRE asboth
a �ltering andan encapsulationmechanism,asdiscussedin Sec-
tion 2.3.

Furthermore,thereis anSSL-processingoverheadfor theinter-
overlay communications.A minor additionalcryptographicover-
head,relative to thedirectaccesscase,is thecerti�cate validation
that the SOAPs have to perform,to determinethe client's author-
ity to usethe overlay, andthe SSL connectionbetweentheproxy
runningon the user's machineand the SOAP. As shown in [22],
suchoverheadsaretypically dominatedby theend-to-endcommu-
nicationoverheads.Useof cryptographicacceleratorscanfurther
improve performancein that area. Onefurther optimizationis to
maintainpersistentSSL connectionsbetweenthe overlay nodes.
However, this will make the task of the communicationmodule
harder, asit will have to parseHTTP requestsandresponsesarriv-
ing over thesameconnectionin orderto make routingdecisions.

Table5 showsthesameexperimentusingPlanetLab[27], awide-
areaoverlaynetwork testbed.ThePlanetLabnodesaredistributed
in academicinstitutionsacrossthecountry, andareconnectedover
theInternet.We deployedour WebSOSproxiesPlanetLabandran
theexactsametests.Naturally, thedirect-contactcaseremainsthe
same.Weseethatthetime-to-completionin thisscenarioincreases
by a factorof 2 to 10, dependingon the numberof nodesin the
overlay. In eachcase,theincreasein latency overthelocal-Ethernet
con�gurationcanbedirectlyattributedto thedelayin thelinks be-
tweenthe WebSOSnodes.While the PlanetLabcon�guration al-
lowedusto conductamuchmorerealisticperformanceevaluation,
it alsorepresentsa worst-casedeploymentscenariofor WebSOS:
typically, we would expectWebSOSto beofferedasa serviceby
anISP, with the(majority of) WebSOSnodeslocatednearthecore



Table4: Latency (in seconds)whencontactingvarious SSL-enabledwebserversdir ectly and with different numbersof (intermediate) overlay nodes
over the local-Ethernet network.

Server Direct 1 node 4 nodes 7 nodes 10nodes
Yahoo! 1.39 2.06 2.37 2.79 3.33
Verisign 3.43 4.22 5.95 6.41 9.01
ColumbiaBB 0.64 0.86 1.06 1.16 1.21
ColumbiaBB (2nd) 0.14 0.17 0.19 0.20 0.25

Table5: Latency (in seconds)whencontactingvarious SSL-enabledwebserversdir ectly and with different numbersof (intermediate) overlay nodes
using the PlanetLab network.

Server Direct 1 node 4 nodes 7 nodes 10nodes
Yahoo! 1.39 3.15 5.53 10.65 14.36
Verisign 3.43 5.12 7.95 14.95 22.82
ColumbiaBB 0.64 1.01 1.45 3.14 5.07
ColumbiaBB (2nd) 0.14 0.23 0.28 0.57 0.72

of thenetwork. UsingPlanetLab,thenodesaredistributedin (ad-
mittedly well-connected)end-sites.We would expectthat a more
commercial-orienteddeploymentof WebSOSwouldresultin acor-
respondingdecreasein theinter-overlaydelay. On theotherhand,
it is easierto envision end-sitedeployment of WebSOS,sinceit
doesnot requireany participationfrom theISPs.

Finally, while theadditionaloverheadimposedby WebSOScan
besigni�cant, we have to considerthealternative: no webservice
while a DoS attackagainstthe server is occurring. While an in-
creasein end-to-endlatency by a factor of 5 (or even 10, in the
worst case)is considerable,we believe it is morethanacceptable
in certainenvironmentsandin thepresenceof a determinedattack.

Table6 shows theresultswhentheshortcutimplementationwas
testedon the PlanetLabtestbed.This variantprovidessigni�cant
performanceimprovements,particularlyonsubsequentrequestsfor
thesamesite,becauseof thecaching.To simulatetheeffectsof an
attackon individual nodesin theoverlay, we simply broughtdown
speci�c nodes.Thesystemhealeditself within 10seconds.

Table 6: Latency (in seconds)when contacting various SSL-enabled
web servers dir ectly and while using the shortcut implementation of
the WebSOSsystem.The testingwasperformed on a 76nodesubsetof
the PlanetLab testbedusing the Chord overlay. The hops to the bea-
con ranged fr om 4 to 8 and did not have a signi�cant effect on latency.
The cachedcolumn refersto subsequentrequestsusingthe sameSOAP,
whereuponthe Secret Servlet information hasbeencached.

Server Direct
Original
Request

Cached
Requests

Yahoo! 1.39 4.15 3.67
Verisign 3.43 7.33 6.77
ColumbiaBB 0.64 3.97 3.43
ColumbiaBB (2nd) 0.14 0.55 0.56

6. RELATED WORK
As a result of its increasedpopularity and usefulness,the In-

ternetcontainsboth interestingtargetsandenoughmaliciousand
ignorantusersthat DoS attacksaresimply not going to disappear

ontheirown; indeed,althoughthepresshasstoppedreportingsuch
incidents,recentstudieshave shown a surprisinglyhigh number
of DoSattacksoccurringaroundtheclock throughouttheInternet
[23]. Worse,theInternetis increasinglybeingusedfor time-critical
applications(e.g., electricityproductionmonitoringandcoordina-
tion betweendifferentgenerators).A furthercompoundingfactoris
thesusceptibilityof thebasicprotocols(i.e., IP andTCP)to denial
of serviceattacks[32, 14].

Theneedto protectagainstor mitigatetheeffectsof DoSattacks
hasbeenrecognizedby both the commercialandresearchworld.
Somework hasbeendonetowardachieving thesegoals,e.g., [15,
9, 31, 30, 13, 33, 35]. However, thesemechanismsfocuson de-
tectingthesourceof DoS attacksin progressandthencountering
them,typically by “pushing” some�ltering ruleson routersasfar
away from the target of the attack(and closeto the sources)as
possible.Thus,they fall into this classof approachesthat arere-
active. Themotivationbehindsuchapproacheshasbeentwofold:
�rst, it is conceptuallysimpleto introducea protocolthat will be
usedby a relatively smallsubsetof thenodeson the Internet(i.e.,
ISProuters),asopposedto requiringthe introductionof new pro-
tocols that must be deployed andusedby end-systems.Second,
thesemechanismsarefairly transparentto protocols,applications,
andlegitimateusers.Unfortunately, thesereactive approachesby
themselvesarenotalwaysadequatesolutions.

� Methodsthat �lter traf�c by looking for known attackpat-
ternsor statisticalanomaliesin traf�c patterns(e.g., [29])
canbedefeatedby changingtheattackpatternandmasking
theanomaliesthataresoughtby the�lter . Furthermore,sta-
tistical approacheswill likely �lter out valid traf�c aswell.
SincetheInternetspansmultipleadministrativedomainsand
(legal) jurisdictions,it is often very dif�cult, if not outright
impossible,to shutdown anattackby contactingtheadmin-
istratoror theauthoritiesclosestto thesource.In any case,
suchactioncannotberealisticallydeliveredin a timely fash-
ion (often takingseveral hours). Even if this werepossible,
it is oftenthecasethatthesourceof theattackis not thereal
culprit but simply a nodethat hasbeenremotelysubverted
by a cracker. Theattacker canjust startusinganothercom-
promisednode.

� Using a “pushback”-like mechanism,such as the one de-



scribedin [15], to counteraDoSattackmakesclosecoopera-
tion amongdifferentserviceprovidersnecessary:sincemost
attacksuserandomsourceIP addresses(and sinceingress
�ltering is not widely used),the only reliable packet �eld
thatcanbeusedfor �ltering is thedestinationIP address(of
the target). If �lters canonly be pushed“halfway” through
the network betweenthe target and the sourcesof the at-
tack, the target runs the risk of voluntarily cutting off or
adverselyimpacting(e.g., by rate-limiting) its communica-
tionswith therestof the Internet. Theaccuracy of such�l-
tering mechanismsimproves dramaticallyas the �lters are
“pushed”closerto the actualsource(s)of the attack. Thus,
it will be necessaryfor providers to allow otherproviders,
or evenend-network administrators,to install �lters on their
routers.Apart from thevery realisticpossibilityof abuse,it
is questionablewhethersuchcollaborationcanbe achieved
to thedegreenecessary.

The sameconcernshold for the caseof collaborative actionby
the ISPs:eveneasyto implementmechanismssuchasingress�l-
tering, that could reduceor even eliminatespoofed-addressDoS
attacks,arestill not in wide use. We believe it is ratherunrealis-
tic to expectthatcooperative providerswould evenestablishstatic
�lters to allow legitimate(paying)clientsto tunnelthroughtheir in-
frastructurewith any assuranceof qualityof service,andmuchless
so for thecaseof mobileor remoteclients(asmaybethecasefor
emergency teams).TheD-WARD system[29] monitorsoutgoing
traf�c from a givensourcenetwork andattemptsto identify attack
traf�c by comparingagainstmodelsof reasonablecongestioncon-
trol behavior. Theamountof throttlingon suspicioustraf�c is pro-
portional to its deviation from the expectedbehavior, asspeci�ed
by themodel.An extensionof D-WARD, COSSACK [25], allows
participatingagentsto exchangeinformationaboutobservedtraf�c.

An approachthat usesBGP to propagatesourceaddressesthat
canbeusedfor �ltering outsource-spoofedpacketsinsidetheInter-
netcote[26] placesundueburdenon thecoreandis usefulonly in
weedingoutspoofedpackets;unfortunately, themajority of DDoS
attacksdo notusespoofedpackets.

[18] proposesusingClass-BasedQueuingonawebload-balancer
to identify misbehaving IP addressesandplacethemin lower pri-
ority queues. However, most DDoS attacksusespoofedIP ad-
dressesthat vary over time, thusdefeatingclassi�cation. Even if
thesameaddressis used,theamountof statethattheload-balancer
needsto keepmaybeprohibitive. Furthermore,many of theDDoS
attackssimply causecongestionto the web server's accesslink.
To combatthat, the load-balancerwould have to be placedcloser
to the network core. Not only would this further compoundthe
state-explosionproblem,but suchdetailed�ltering andespecially
state-managementon a per-source-IPaddressbasiscanhave per-
formanceimplicationsat suchhighspeeds.

Anotherapproachto mitigatingDoSattacksagainstinformation
carriersis to massively replicatethecontentbeingsecuredaround
theentirenetwork. To preventaccessto thereplicatedinformation,
anattacker mustattackall replicationpointsthroughouttheentire
network — a task that is considerablymoredif�cult thanattack-
ing a small numberof, often co-located,servers. Replicationis
a promisingmeansto preserve informationthat is relatively static,
suchasnewsarticles.However, thereareseveralreasonswhy repli-
cationis notalwaysanidealsolution.For instance,theinformation
may requirefrequentupdatescomplicatinglarge-scalecoherency
(especiallyduringDoSattacks),or maybedynamicby its veryna-
ture (e.g., a live web-cast).Anotherconcernis thesecurityof the
storedinformation: engineeringa highly-replicatedsolutionwith-
out leaksof informationis a challengingendeavor.

An extensionof theideasin SOSappearsin [1]. There,thetwo
main facetsof the SOSarchitecture: �ltering and overlay rout-
ing, are explored separately, and several alternative mechanisms
areconsidered.It is observedthat in somecases,thevarioussecu-
rity propertiesofferedby SOScanstill bemaintainedusingmecha-
nismsthataresimplerandmorepredictable.However, somesecond-
orderproperties,suchastheability to rapidlyrecon�gurethearchi-
tecturein anticipationof or in reactionto a breachof the �ltering
identity (e.g., identifying thesecretservlet)arecompromised.

TheNetBouncerproject[36] considerstheuseof client-legitimacy
testsfor �ltering attacktraf�c. Suchtestsincludepacket-validity
tests(e.g., sourceaddressvalidation),�o w-behavior analysis,and
application-speci�ctests,including GraphicTuring Tests. How-
ever, sincetheirsolutionis end-pointbased,it is susceptibleto large
link-congestionattacks.

[4] examinesseveraldifferentDDoSmitigationtechnologiesand
their interactions.Amongtheir conclusions,they mentionthat re-
quiring theclientsto do somework, canbe an effective counter-
measure,provided the attacker doesnot have too many resources
comparedto thedefender.

7. CONCLUSIONS
We presentedWebSOS,an architecturethat allows legitimate

usersto accessa web server in the presenceof a denial of ser-
viceattack.Thearchitectureusesacombinationof GraphicTuring
tests,cryptographicprotocolsfor dataorigin authentication,packet
�ltering, overlay networks,andconsistenthashingto provide ser-
vice to casualweb-browsing users. We discussedour prototype
implementation,which usesstandardweb proxying andauthenti-
cationmechanismsbuilt in all browsers.Our architecturerequires
nochangesto webservers,browsers,or existingprotocols.

Weconductedaperformanceevaluationof WebSOSoverbotha
localareanetwork andover theInternetusingPlanetLab,a testbed
for experimentationwith network overlaysand similar technolo-
gies. Our experimentsshow that, in a realisticbut worst-casede-
ploymentscenario,theend-to-endcommunicationlatency between
browserandserver increaseson theaverageby a factorof 7, with
a worstcaseof 10. We alsoimplementedandevaluateda shortcut
optimization,which reducedthelatency to a factorof 2. Thesere-
sultsareconsistentwith our simulations.We alsodiscussedother
optimizations.However, we believe that even at its currentlevel,
theoverheadimposedis acceptablefor many critical environments
andapplications.

Futurework plansincludecompletionandlong-termdeployment
of theWebSOSprototypeonPlanetLab,developmentof theIPsec-
enabledprototypethat allows for transparentproxying andasym-
metrictraf�c routingfor improvedperformance,andmorecompre-
hensive performancemeasurements,over a longerperiodof time
andfor a widersetof usersandwebsites.
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