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Abstract

Theability of wormsto spreadat ratesthat effectivelyprecludehuman-directedreactionhaselevatedthemto a
�r st-classsecuritythreat to distributed systems.We proposean architecture for automaticallyrepairing software
�aws that are exploitedby zero-day worms. Our approach relieson source codetransformationsto quickly apply
automatically-created(and tested)localizedpatchesto vulnerablesegmentsof thetargetedapplication. To deter-
minethesesusceptibleportions,we usea sandboxedinstanceof theapplicationas a “clean room” laboratory that
runsin parallel with theproductionsystemandexploit thefact thata wormmustrevealits infectionvectorto achieve
its goal(i.e., further infection).Webelieveour approach to bethe �rst end-point solution to theproblemof malicious
self-replicatingcode. Theprimarybene�tsof our approach are

�����

its low impactonapplicationperformance,
�����

its
ability to respondto attackswithouthumanintervention,and

���	�

its capacityto dealwith zero-dayworms(for which
no knownpatchesexist). Furthermore, our approach doesnot dependon a centralizedupdaterepository, which can
be the target of a concertedattack similar to the Blasterworm. Finally, our approach can also be usedto protect
against lower intensityattacks, such as intrusion (“hack-in”) attempts. To experimentallyevaluatethe ef�cacy of
our approach, weuseour prototypeimplementationto testa numberof applicationswith knownvulnerabilities. Our
preliminaryresultsindicatea successrateof 82%,anda maximumrepair timeof 8.5seconds.

1 Intr oduction

Recentincidents[6, 7, 9] have demonstratedtheability of self-propagatingcode,alsoknown as“network worms”
[68, 17], to infect large numbersof hosts,exploiting vulnerabilitiesin the largely homogeneousdeployed software
base[10, 82, 5, 8]. Even whena worm carriesno maliciouspayload,the direct cost of recovering from the side
effects of an infection epidemiccan be tremendous[1]. Thus, counteringworms hasrecentlybecomethe focus
of increasedresearch,generallyfocusingon content-�ltering mechanismscombinedwith large-scalecoordination
strategies[54, 71, 56, 37].

Despitesomepromisingearly results,we believe that this approachwill be insuf�cient by itself in the future. We
basethis primarily on two observations.First, to achieve coverage,suchmechanismsareintendedfor useby routers
(e.g., Cisco's NBAR [4]); given the routers' limited budgetin termsof processingcyclesper packet, even mildly
polymorphicworms(mirroringtheevolutionof polymorphicviruses,morethanadecadeago)arelikely to evadesuch
�ltering [21]. Network-basedintrusiondetectionsystems(NIDS) haveencounteredsimilar problems,requiringfairly
invasivepacketprocessingandqueuingat therouteror �re wall. Whenplacedin theapplication'scritical path,assuch
�ltering mechanismsmust,they will have an adverseimpacton performance.Second,end-to-end“opportunistic”1

encryptionin theform of TLS/SSL[27] or IPsec[41] is beingusedby anincreasingnumberof hostsandapplications
[2]. We believe that it is only a matterof time until wormsstartusingsuchencryptedchannelsto cover their tracks.
Similar to thecasefor distributed�re walls [14, 36], thesetrendsarguefor anend-pointworm-counteringmechanism.

A preventative approachto the worm problemis the eliminationor minimizationof remotely-exploitablevulner-
abilities, suchasbuffer over�ows. Detectingpotentialbuffer over�ows is a very dif�cult problem,for which only

1By ªopportunisticºwemeanthatclient-side,andoftenserver-side,authenticationis oftennot strictly required,asis thecasewith themajority
of webserversor with SMTPoverTLS (e.g., sendmail's STARTSSLoption).



partialsolutionsexist (e.g., [19, 45]). “Blanket” solutionssuchasStackGuardor MemGuard[26] typically exhibit at
leastoneof two problems:reducedsystemperformance,andself-induceddenialof service(i.e., whenan over�ow
is detected,the only alternative is to terminatethe application). Thus,they areinappropriatefor high-performance,
high-availability environmentssuchasaheavily-usede-commercewebserver. An idealsolutionwoulduseexpensive
protectionmechanismsonly whereneededandallow applicationsto gracefullyrecover from suchattacks.

We proposean end-point�r st-reactionmechanismthat tries to automaticallypatch vulnerablesoftware by identi-
fying andtransformingthecodesurroundingtheexploitedsoftware �aw. Brie�y , we useinstrumentedversionsof an
enterprise'simportantservices(e.g., webserver)in asandboxedenvironment.Thisenvironmentis operatedin parallel
with theproductionservers,andis notusedto serveactualrequests.Instead,weuseit asa “cleanroom” environment
to testtheeffectsof “suspicious”requests,suchaspotentialworm infectionvectors.A requestthat causesa buffer
over�ow on theproductionserver will have thesameeffect on thesandboxedversionof theapplication.Appropriate
instrumentationallows usto determinethebuffersandfunctionsinvolvedin a buffer over�ow attack.We thenapply
severalsource-codetransformationheuristicsthataimto containthebuffer over�ow. Usingthesamesandboxedenvi-
ronment,we testthepatchesagainstboththeinfectionvectorsandasite-speci�cfunctionalitytest-suite,to determine
correctness.If successful,we updatethe productionserverswith the new versionof the targetedprogram. We are
carefulto producelocalizedpatches,for whichwecanbecon�dent thatthey will not introduceadditionalinstabilities.
Note that thepatchgenerationandtestingoccursin a completelydecentralizedandreal-timefashion,without need
for acentralizedupdatesite,whichmaybecomeanattacktarget,ashappenedwith theW32/Blasterworm [9].

Our architecturemakesuseof severalcomponentsthathave beendevelopedfor otherpurposes.Its novelty lies in
thecombinationof all thecomponentsin �xing vulnerableapplicationswithoutundulyimpactingtheirperformanceor
availability. Ourmajorassumptionis thatwecanextractaworm'sinfectionvector(or, moregenerally, oneinstanceof
it, for polymorphicworms).As wediscussin Section2, weenvisiontheuseof variousmechanismssuchashoneypots,
host-based,andnetwork-basedintrusiondetectionsensors.Notethatvector-extractionis a necessarypre-conditionto
any reactive or �ltering-basedsolutionto theworm problem.A secondaryassumptionis that thesourcecodefor the
applicationis available. Although our architecturecanusebinary rewriting techniques[58], in this paperwe focus
on source-codetransformations.We shouldalsonotethatseveralpopularserver applicationsarein factopen-source
(e.g., Apache[5], Sendmail,MySQL, Bind). Furthermore,althoughour architecturecanbeusedverbatimto reactto
lower-intensity“hack-in” attempts,in this paperwe focuson thehigher-pro�le (andeasierto detect)wormproblem.

To determinetheeffectivenessof our approach,we testeda setof 17 applicationsvulnerableto buffer over�ows,
compiledby the Cosakproject [3]. We simulatedthe presenceof a worm (even for thoseapplicationsthat were
not in fact network services)by triggering the buffer over�ow that the worm would exploit to infect the process.
Our experimentsshow that our architecturewasableto �x theproblemin 82% of all cases.An experimentwith a
hypotheticalvulnerabilityin theApachewebservershowedthatthetotal time to producea correctandtested�x was
8.3seconds.Thismeansthatthetotalcycle from detectionto updatingtherealservercanbelessthan30seconds.We
believethatthis is suf�ciently fastto suppressmost,if notall wormattacksin acompletelydecentralizedmanner.

1.1 Paper Organization

Theremainderof thispaperis organizedasfollows. Wepresentoursystemarchitecturein Section2, anddescribea
prototypeimplementationin Section3. Weevaluateits performanceandeffectivenessin Section4. Section5 discusses
potentialimprovementsandopenissues,while Section6 givesanoverview of relatedwork.

2 SystemAr chitecture

Our architecture,depictedin Figure1, makesuseof � ve typesof components:a setof worm-detectionsensors,a
correlationengine,a sandboxedenvironmentrunningappropriately-instrumentedversionsof theapplicationsusedin
theenterprisenetwork (e.g., Apachewebserver, SQL databaseserver, etc.), ananalysisandpatch-generationengine,
andasoftwareupdatecomponent.We now describeeachof thesecomponents.

2.1 Worm Detectionand Corr elation Engine

The worm-detectionsensorsareresponsiblefor detectingpotentialworm probesand,moreimportantly, infection
attempts.Severaltypesof sensorsmaybeemployedconcurrently:

� Host-basedsensors,monitoringthebehavior of deployedapplicationsandservers.
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Figure 1. Worm vaccination architecture: sensorsdeployed at various locations in the network detect a potential
worm (1), notify an analysisengine(2) which forwards the infection vector and relevant information to a protected
envir onment(3). Thepotential infection vector is testedagainstan appropriately-instrumented versionof the targeted
application, identifying the vulnerability (4). Several softwarepatchesaregeneratedand testedusingseveral differ ent
heuristics(5). If oneof them is not susceptibleto the infection and doesnot impact functionality , the main application
server is updated (6).

� Passivesensorson thecorporate�re wall or on independentboxes,eavesdroppingon traf�c from/to theservers.

� Honeypotsthatsimulatethebehavior of thetargetapplicationandcaptureany communication.

� Othertypesof sensors,includingsensorsrunby otherentities(moreon this in Section5).

Any combinationof theabove sensorscanbe usedsimultaneously, althoughwe believe honeypot serversarethe
mostpromising,sincewormscannotdistinguishbetweenrealandfake serversin their probes.Honeypotsandother
deception-basedmechanismsarealsoeffectiveagainsthit-list-basedwormpropagationstrategies,assumingthey have
beenin placeduringthescanningphase[71].

Thesesensorscommunicatewith eachotherandwith a centralserver, which correlateseventsfrom independent
sensorsanddeterminespotentialinfection vectors(e.g., the dataon an HTTP request,asseenby a honeypot). In
general,we assumethata worm cansomehowbedetected.We believe our assumptionto bepragmatic,in thatmost
currentsolutionsto theworm problemdependona satisfactoryanswerto theproblemof worm detection.

The purposeof the correlationengineis to determinethe likelihood of any particularcommunicationbeing an
infection vector (or a manually-launchedattack)andto requestthat the suspiciouscommunicationbe testedin the
sandboxenvironment. It also maintainsa list of �x ed exploits and of falsepositives (communicationsthat have
alreadybeendeterminedto beinnocuous,or at leastineffectiveagainstthetargetedapplication).



2.2 SandboxedEnvir onment

Thepotentialinfectionvector(i.e., thebytestreamwhich,when“fed” to thetargetapplication,will causeaninstance
of the worm to appearon the target system)is forwardedto a sandboxed environment,which runsappropriately-
instrumentedinstancesof the applicationswe are interestedin protecting(e.g., Apacheor IIS server). The instru-
mentationcanbe fairly invasive in termsof performance,sincewe only usethe server for clean-roomtesting. In
its mostpowerful form, a full-blown machineemulator[65] canbe usedto determinewhetherthe applicationhas
beensubverted.Otherpotentialinstrumentationincludeslight-weightvirtual machines[28, 34, 78], dynamicanaly-
sis/sandboxingtools[13, 47, 43], or mechanismssuchasMemGuard[26]. Thesemechanismsaregenerallynot used
for applicationprotectiondueto their considerableimpacton performanceandthe fact that they typically causethe
applicationto “f ault”, ratherthancontinueoperation.In our approach,this drawbackis not of particularimportance
becausewe only usethesemechanismsin thesandboxedenvironmentto identify asaccuratelyaspossiblethesource
of weaknessin theapplication.Thesemechanismsarenot usedfor theproductionservers.For example,MemGuard
[26] or libverify [13] canidentify both the speci�c buffer andfunction that is exploited in a buffer-over�ow attack.
Alternatively, whenrunningundera simulator, we candetectwhenexecutionhasshiftedto thestack,heap,or some
otherunexpectedlocation,suchasanunusedlibrary function.

Themoreinvasive theinstrumentation,thehigherthelikelihoodof detectingsubversionandidentifying thesource
of thevulnerability. Although theanalysisstepcanonly identify known classesof attack(e.g., a stack-basedbuffer
over�ow [11]), evenif it candetectanomalousbehavior, new classesof attack(e.g., heap-basedover�ows[50]) appear
lessoftenthanexploitsof known attacktypes.Notethatwearenot limited to knownexploitsandattacks.

2.3 Patch Generationand Testing

Armedwith knowledgeof thevulnerability, we canautomaticallypatchtheprogram.Generally, programanalysis
is an impossibleproblem(reducibleto the Halting problem). However, therearea few �x esthat may mitigatethe
effectsof anattack:

� Moving theoffendingbuffer to theheap,by dynamicallyallocatingthebuffer uponenteringthe functionand
freeingit at all exit points. Furthermore,we canincreasethesizeof theallocatedbuffer to be larger thanthe
sizeof theinfectionvector, thusprotectingtheapplicationfrom evencrashing(for �x ed-sizeexploits). Finally,
we can usea versionof malloc() that allocatestwo additionalwrite-protectedpagesthat bracket the target
buffer. Any buffer over�ow or under�ow will causethe processto receive a SegmentationViolation (SEGV)
signal.This signalis caughtby a signalhandlerwe haveaddedto thesourcecode.Thesignalhandlercanthen
longjmp() to the codeimmediatelyafter the routine that causedthe buffer over�ow. Although this approach
couldbeusedin a “blanket” manner(i.e., appliedeverywherein thecodewherea buffer over�ow couldoccur,
the performanceimplicationswould be signi�cant. Instead,we usethe worm's infection vectorasa hint to
locatethepotentialvulnerability, somewhatsimplifying theproblem.We givemoredetailsin Section3.

� Use someminor code-randomizationtechniques[31, 15] that could “move” the vulnerability suchthat the
infectionvectorno longerworks.

� Add codethatrecognizeseithertheattackitself or speci�c conditionsin thestacktrace(e.g., aspeci�c sequence
of stackrecords),and returnsfrom the function if it detectstheseconditions. The former is in somesense
equivalentto content�ltering, andleastlikely to work againstevenmildly polymorphicworms.Generally, this
approachappearsto betheleastpromising.

� Finally, we canattemptto “slice-off ” somefunctionality, by immediatelyreturningfrom mostly-unusedcode
that containsthe vulnerability. Especiallyfor large softwaresystemsthat containnumerous,often untested,
featuresthatarenot regularlyused,this maybethesolutionwith theleastimpact.We candeterminewhethera
pieceof functionality is unusedby pro�ling therealapplication;if thevulnerability is in anunusedsectionof
theapplication,we canlogically removethatpartof thefunctionality(e.g., by anearlyfunction-return).

We focuson the �rst approach,asit seemsthemostpromising. We plan to further investigateotherheuristicsin
futureresearch.Thepatcheswe introducearelocalized,to avoid introducingadditionalinstability to theapplication.
Althoughit is very dif�cult, if not impossible,to argueaboutthecorrectnessof any newly introducedcode(whether
it wascreatedby a humanor anautomatedprocesssuchasours),we arecon�dent thatour patchesdo notexacerbate



theproblembecauseof their minimal scopeandthe fact that they emulatebehavior thatcouldhave beenintroduced
automaticallyby thecompileror someotherautomatedtool duringthecodeauthoringor compilationphase.Although
this is by nomeansaproofof correctness,webelieve it is a goodargumentwith respectto thesafetyof theapproach.

Our architecturemakes it possibleto add new analysistechniquesandpatch-generationcomponentseasily. To
generatethepatches,we employ TXL [51], a language-independentcode-transformationtool. We describeits usein
moredetail in Section3 andin AppendixA.

We cantestseveralpatches(potentiallyin parallel)until wearesatis�edthattheapplicationis no longervulnerable
to thespeci�c exploit. To ensurethat thepatchedversionwill continueto function,a site-speci�c testsuiteis used
to determinewhat functionality (if any) hasbeenlost. The testsuite is generatedby the administratorin advance,
andshouldre�ect a typical workloadof the application,exercisingall critical aspects(e.g., performingpurchasing
transactions).Naturally, onepossibilityis thatnoheuristicwill work, in whichcaseit is notpossibleto automatically
�x theapplicationandothermeasureshave to beused.

2.4 Application Update

Oncewe have a worm-resistantversionof the application,we must instantiateit on the server. Thus, the last
componentof our architectureis a server-basedmonitor. To achieve this, we caneitherusea virtual-machineap-
proach[28, 34] or assumethatthetargetapplicationis somehow sandboxed(seeSection6) andimplementthemonitor
asa regularprocessresidingoutsidethatsandbox.Themonitorreceivesthenew versionof theapplication,terminates
therunninginstance(�rst attemptingagracefultermination),replacestheexecutablewith thenew version,andrestarts
theserver.

3 Implementation

Our prototypeimplementationis comprisedof threecomponents:ProPolice,TXL, anda sandboxedenvironment.
Thesecomponentsinteractto identify softwarevulnerabilities,applypotentialpatches,andprovidea secureenviron-
mentrespectively. In Section4 we usetheimplementationto simulateattacksandprovide �x esfor a sampleservice
applicationandalist of vulnerableopen-sourceproductscompiledby theCodeSecurityAnalysisKit (CoSAK)project
[3]. Here,we introducethecomponentsanddiscusstheimplementation.

3.1 ProPolice

In order to detectthe sourceof buffer over�ow/under�ow vulnerabilities,we employ the OpenBSDversionof
ProPolice[30]. ProPolicewill returnthenamesof thefunctionandoffendingbuffer thatleadto theover�ow condition.
This informationis thenforwardedto a TXL programthatattemptsanumberof heuristics,asdiscussedin Section2.

ProPoliceis aGCCextensionfor protectingapplicationsfromstack-smashingattacks.Applicationswrittenin
�

and
compiledwith a ProPolice-enabledversionof GCCareautomaticallyprotected.Theprotectionis realizedby buffer
over�ow detectionandthe variablereorderingfeatureto avoid the corruptionof pointers. The basicideaof buffer
over�ow detectioncomesfrom theStackGuardsystem[26]. Its novel featuresare

��� �

thereorderingof localvariables
to placebuffersafterpointersto avoid thecorruptionof pointersthatcouldbeusedto furthercorruptarbitrarymemory
locations,

��� �

the copying of pointersin function argumentsto an areaprecedinglocal variablebuffers to prevent
thecorruptionof pointersthat couldbe usedto corruptarbitrarymemorylocationsfurther, and

��� �

the omissionof
instrumentationcodefrom somefunctionsto decreasetheperformanceoverhead.

Whena buffer over�ow attackis attemptedon applicationscompiledwith theProPoliceextensions,theexecution
of the programis interruptedandthe offending function andbuffer are reported. Whenusedto protecta service,
ProPoliceincursa modestperformanceoverhead,similar to StackGuard's [26]. More importantly, the application
underattackis terminated.While this is morepalatablethanoutrightsubversion,it is sub-optimalin termsof service
availability.

Bettermechanismsto useincludeValgrind [67] or MemGuard[26]. Although ProPolicewassuf�cient for our
prototypeimplementation,a fully-functional systemwould useeitherof thesesystemsto catchall illegal memory-
dereferences(even thosein the heap). Both of thesesystemsare considerablyslower than ProPolice,capableof
slowing down anapplicationby evenanorderof magnitude,makingthemunsuitablefor useby productionsystems.
Fortunately, their impactonperformanceis lessrelevantin our approach.



3.2 TXL

Armed with the informationproducedby ProPolice,the code-transformationcomponentof our system,TXL, is
invoked. TXL is a hybrid functionalandrule-basedlanguagewhich is well-suitedfor performingsource-to-source
transformationand for rapidly prototypingnew languagesand languageprocessors.The grammarresponsiblefor
parsingthesourceinput is speci�edin anotationsimilar to ExtendedBackus-Nauer(BNF). Severalparsingstrategies
aresupportedby TXL makingit comfortablewith ambiguousgrammarsallowing for more“natural” user-oriented
grammars,circumventingtheneedfor strict compiler-style“implementation”grammars[51].

In our system,we useTXL for
�

-to-
�

transformationsby makingchangesto theANSI
�

grammar. In particular
we move staticallyde�ned variablesfrom thestackto theheap,usingtheTXL programshown in AppendixA. This
is achieved by examiningdeclarationsin the sourceand transformingthemto pointerswherethe size is allocated
with a malloc()functioncall. Furthermore,we adjustthe

�

grammarto freethevariablesbeforethefunctionreturns.
After makingchangesto the standardANSI

�

grammarthat allow entriessuchasmalloc() to be insertedbetween
declarationsandstatements,the transformationstepis trivial. The “number” and the “id” in this examplerefer to
the sizeandnameof the allocatedbuffer respectively, which areconstructedby theNewD() TXL function. Shown
in the exampleare also the parametersusedto identify which buffer and function shouldbe transformedby the
TXLargs,which aretheargumentspassedto TXL. Theotherheuristicwe use(not shown in AppendixA) is “slice-
off ” functionality. There,we useTXL to simply commentout the codeof the super�uousfunction andembeda
“return” in thefunction.

Figure2. ProtectedMalloc: Write-pr otectedmemory pagessurround a buffer allocatedwith pmalloc().

In the move-to-heapapproach,we usean alternative malloc() implementationwe developedspeci�cally for this
purpose.pmalloc()allocatestwo additional,zero-�lled write-protectedmemorypagesthat surroundthe requested
allocatedmemoryregion,asshown in Figure2. Any buffer over�ow or under�ow will causetheoperatingsystemto
issuea SegmentationViolation signal(SIGSEGV)to theprocess.We usemprotect()to mark thesurroundingpages
asread-only. This functionalityis similar to thatofferedby theElectricFencememory-debugginglibrary.

Our TXL programinsertsa setjmp()call immediatelybeforethe function call that causedthe buffer over�ow, as
shown in AppendixC. Theeffect of this operationis to save thestackpointers,registers,andprogramcounter, such
that the programcan later restoretheir state. We also inject a signalhandlerthat catchesthe SIGSEGVandcalls
longjmp(), restoringthestackpointersandregisters(including theprogramcounter)to their valuesprior the call to
the offendingfunction (in fact, they arerestoredto their valuesasof the call to setjmp()). The programwill then
re-evaluatetheinjectedconditionalstatementthatincludesthesetjmp()call. This time,however, thereturnvaluewill
causetheconditionalto evaluateto false,therebyskippingexecutionof theoffendingfunction.Notethatthetargeted
buffer will containexactly theamountof data(infectionvector)it would if theoffendingfunctionperformedcorrect
data-truncation.

Therearetwo bene�ts in this approach.First,objectsin theheapareprotectedfrom beingoverwrittenby anattack
on the speci�ed variable,sincethereis a signalviolation whendatais written beyond the allocatedspace.Second,
we can recover gracefully from an over�ow attempt,sincewe can recover the stackcontext environmentprior to
theoffendingfunction'scall, andeffectively longjmp()to thecodeimmediatelyfollowing theroutinethatcausedthe
over�ow or under�ow.

Examinationof the sourcecodeof the programsfeaturedin the CoSAK studyillustratedthat the majority of the
callsthatcausedanover�ow/under�ow (e.g., strcpy(),memcpy(),etc.) did not checkfor returnvaluesor includecalls
to otherroutines.This is animportantobservationsinceit validatesour assumptionthattheheuristiccancircumvent
themalignantcall usinglongjmp().

3.3 SandboxedEnvir onment

Finally, for oursandboxedenvironmentweusetheVMWarevirtual machinewhereweruntheOpenBSDoperating
system[76]. VMWareallowsoperatingsystemsandsoftwareapplicationsto beisolatedfrom theunderlyingoperating



systemin securevirtual machinesthatco-exist ona singlepieceof hardware.Oncewe havecreateda correctversion
of the application,we simply updateits imageon the productionenvironmentoutsidethe virtual environment,and
restartit.

4 Experimental Evaluation
In orderto illustratethe capabilitiesof our systemandthe effectivenessof the patchheuristics,we constructeda

simple�le-serving applicationthathada buffer over�ow vulnerabilityandcontainedsuper�uousserviceswherewe
could testagainststack-smashingattacksandslice-of functionality respectively. For thesepurposes,theapplication
useda simpletwo-phaseprotocolwherea serviceis requested(differentfunctions)andthentheapplicationwaitsfor
network input. Theapplicationwaswritten in ANSI C.

A buffer over�ow attackwasconstructedthatoverwritesthereturnaddressandattemptsto getaccessto arootshell.
The applicationwascompiledunderOpenBSDwith the ProPoliceextensionsto GCC.Armed with the knowledge
providedby ProPolice,thenamesof thefunctionandbuffer potentiallyresponsiblefor thebuffer over�ow, theTXL
implementationof our heuristicsis invoked. Speci�c to the setof actionsthat we have implementedthus far, we
test the heuristicsandrecompilethe TXL-transformedcode,andrun a simple functionality teston the application
(whetherit cancorrectlyserve a given �le). The testis a simplescript thatattemptsto accesstheavailableservice.
This applicationwasan initial proof-of-conceptfor our system,anddid not prove the correctnessof our approach.
More substantialresultswereacquiredthroughthe examinationof the applicationsprovided by the CodeSecurity
AnalysisKit project.

4.1 CoSAK data

In orderto furthertestourheuristics,weexaminedanumberof vulnerableopen-sourcesoftwareproducts.Thisdata
wasmadeavailablethroughtheCodeSecurityAnalysisKit (CoSAK) projectfrom thesoftwareengineeringresearch
groupat Drexel university. CoSAK is a DARPA-fundedprojectthat is developinga toolkit for softwareauditorsto
assistwith thedevelopmentof high-assuranceandsecuresoftwaresystems.They have compileda databaseof thirty
OSSproductsalongwith their known vulnerabilitiesandrespective patches.This databaseis comprisedof general
vulnerabilities,with a largenumberlistedassusceptibleto buffer over�ow attacks.Themove-to-heapheuristicwas
testedagainstthis datasetandtheresultsareillustratedin AppendixB. Notethatmany of theseapplicationsarenot
in fact network services,andwould thusprobablynot be susceptibleto a worm. However, they shouldserve asa
representativesampleof buffer over�ow vulnerabilities.

As illustratedin AppendixB, we testedthemove-to-heapheuristicagainsttheCoSAK data-set,which resultedin
�xing 14outof 17 ”�xable” buffer over�ow vulnerabilities,or 82%successrate.Theremaining14productswerenot
testedbecausetheir vulnerabilitieswereunrelated(nonbuffer-over�ow). Theproductsthatwerenot amenableto the
heuristicwereexamined,andin all caseswhatwould berequiredto provideanappropriate�x would beadjustments
to theTXL heuristicsto coverspecialcases,suchashandlingmulti-dimensionalbuffersandpre-initializedarrays.

The majority of the vulnerabilitiesprovided by the CoSAK datasetwerecausedby calls to the strcpy() routine.
Examinationof therespective securitypatchesshowedthatfor mostcasesthebuffer over�ow susceptibilitycouldbe
repairedby a respective strncpy(). Furthermore,most routinesdid not checkfor returnvaluesanddid not include
routineswithin theroutines,thusproviding fertile groundfor useof ourpmalloc()heuristic.

4.2 Performance

In order to evaluatethe performanceof our system,we testedthe patch-generationengineon an instrumented
versionof Apache2.0.45. Apachewaschosendueto its popularity[5] andsource-codeavailability. BasicApache
functionalitywastested,omitting additionalmodules.The purposeof theevaluationwasto validatethehypothesis
thatheuristicscanbeappliedandtestedin a time-ef�cient manner. Thetestswereconductedon a PCwith anAMD
Athlon processoroperatingat800MHzand512MBof RAM. TheunderlyingoperatingsystemwasOpenBSD3.3.

Oneassumptionthat our systemmakesis that the instrumentedapplicationis alreadycompiledin thesandboxed
environmentsothatany patchheuristicwouldnot requireacompletere-compilationof theapplication.In orderto get
a realisticinsighton thetime thatwould berequiredfrom applyinga patchandbeingableto testtheapplication,we
appliedour move-to-heapTXL transformationon a numberof different�les, rangingfrom largeto small sizes,and
recompiledthelatestversionof Apache.Therangedaveragefor compilationandrelinkingwas8.3seconds.

Anotherimportantissuein termsof performanceis theTXL transformationtime for our basicheuristics.By being
ableto passthespeci�c functionnameandbuffer to TXL, the transformationtime is greatlyreducedastherule-set



is concentratedon a targetedsectionof thesourcecode.Theaveragetransformationtime for differentfunctionsthat
wereexaminedwas0.045seconds.This resultis veryencouragingasit allows theassumptionthatthemajorityof the
heuristicscanbeappliedandtestedin under10seconds.

5 Discussion

5.1 Challenges

Thereareseveralchallengesassociatedwith ourapproach:

1. Determination of the nature of the attack (e.g., buffer over�o w), and identi�cation of the lik ely software
�aws that permit the exploit. Obviously, our approachcan only �x already-known attacks,e.g., stackor
heap-basedbuffer over�ows. This knowledgemanifestsitself throughthe debuggingandinstrumentationof
thesandboxedversionof theapplication.Currently, we useProPolice[30] to identify the likely functionsand
buffersthatleadto theover�ow condition.Morepowerful analysistools[65, 43, 13, 67] canbeeasilyemployed
in ourarchitectureto catchmoresophisticatedcode-injectionattacks,andweintendto investigatethemin future
work. Oneadvantageof ourapproachis thattheperformanceimplicationsof suchmechanismsarenot relevant:
anorderof magnitudeor moreslow-down of theinstrumentedapplicationis acceptable,sinceit doesnot impact
thecommon-caseusage.Furthermore,ourarchitectureshouldbegeneralenoughthatotherclassesof attackcan
bedetected,e.g., emailworms,althoughwe havenot yet investigatedthis.

2. Reliable repairing of the software. Repairabilityis impossibleto guarantee,asthe generalproblemcanbe
reducedto theHalting Problem.Our heuristicsallow usto generatepotential�x esfor severalclassesof buffer
over�owsusingcode-to-codetransformations[51], andtestthemin aclean-roomenvironment.Furtherresearch
is necessaryin thedirectionof automatedsoftwarerecovery in orderto developbetterrepairmechanisms.One
interestingpossibility is the useof Aspect-OrientedProgrammingto createlocations(“hooks”) in the source
codethatwould allow theinsertionof appropriate�x es.We planto investigatethis in futureresearch.

Interestingly, our architecturecould be usedto automatically�x any type of software fault, suchas invalid
memorydereferences,by plugging-in the appropriaterepairmodule. Whenit is impossibleto automatically
obtaina software�x, we canusecontent-�lteringasin [64] to temporarilyprotecttheservice.Thepossibility
of combiningthetwo techniquesis a topicof futureresearch.

3. Source-codeavailability . Oursystemassumesthatthesourcecodeof theinstrumentedapplicationis available,
sopatchescanbeeasilygeneratedandtested.Whenthat is not thecase,binary-rewriting techniques[58] may
beapplicable,at considerablyhighercomplexity. Instrumentationof theapplicationalsobecomescorrespond-
ingly moredif�cult undersomeschemes.Oneintriguing possibility is thatvendorsship two versionsof their
applications,a “regular” andan“instrumented”one; the latterwould provide a standardizedsetof hooksthat
wouldallow a generalmonitoringmoduleto exerciseoversight.

4. Finally, with respectto multi-partiteworms,i.e., wormsusingmultiple independentinfectionvectorsandprop-
agationmechanisms(e.g., spreadingover both email and HTTP), our architecturetreatssuch infectionsas
independentworms.

5.2 Centralized vs. Distrib uted Reaction

The authorsof [71] envision a Cyber “Center for DiseaseControl” (CCDC) for identifying outbreaks,rapidly
analyzingpathogens,�ghting theinfection,andproactivelydevisingmethodsfor detectingandresistingfutureattacks.
However, it seemsunlikely thattherewould ever bewide acceptanceof anentity trustedto arbitrarily patchsoftware
runningonany user'ssystem.Furthermore,�x eswouldstill needto behandcraftedby humansandthusarrivetoo late
to help in worm containment.In our scheme,sucha CCDCwould play therole of a real-timealert-coordinationand
distributionsystem.Individualenterpriseswouldbeableto independentlycon�rm thevalidity of a reportedweakness
andcreatetheir own �x es in a decentralizedmanner, therebyminimizing the trust they would have to placeto the
CCDC.

Whenan exploitablevulnerability is discovered,our architecturecould be usedby the CCDC to distribute “f ake
worms”. This channelwould be treatedasanothersensorsupportingtheanalysisengine.Propagationof thesefake
wormswould trigger thecreationof a quick-�x if thewarningis deemedauthentic(i.e., theapplicationcrashesasa



resultof runningtheattackin thesandbox).Again, thiswouldserveasa mechanismfor distributingquickpatchesby
independentparties,by distributingonly theexploit andallowing organizationsto createtheir own patches.

Notethatalthoughwespeculatethedeploymentof suchasystemin everymediumto large-sizeenterprisenetwork,
thereis nothing to precludepooling of resourcesacrossmultiple, mutually trusted,organizations.In particular, a
managed-securitycompany couldprovidea quick-�x serviceto its clients,by usingsensorsin everyclient's location
andgeneratingpatchesin a centralizedfacility. The �x eswould thenbe“pushed”to all clients. A similar approach
is takenby somemanaged-securityvendors,who keepa numberof programmersavailableon a 24-hourbasis.In all
cases,administratorsmustbeawareof theservicesoffered(of�cially or unof�cially) by all thehostsin theirnetworks.

5.3 Attacks Against the System

Naturally, our systemshouldnot createnew opportunitiesfor attackersto subvertapplicationsandhosts.Onecon-
cernis thepossibilityof “gaming” by attackers,causinginstabilityandunnecessarysoftwareupdates.Oneinteresting
attackwould be to causeoscillationbetweenversionsof the software that arealternatively vulnerableto different
attacks.Althoughthis maybetheoreticallypossible,we cannotthink of a suitableexample.Suchattackcapabilities
arelimited by the fact that thesystemcantestthepatchingresultsagainstbothcurrentandprevious(but still pend-
ing, i.e., not “of �cially” �x ed by an administrator-appliedpatch)attacks.Furthermore,we assumethat the various
systemcomponentsareappropriatelyprotectedagainstsubversion,i.e., theclean-roomenvironmentis �re walled,the
communicationbetweenthevariouscomponentsis integrity-protectedusingTLS/SSL[27] or IPsec[41].

If a sensoris subvertedandusedto generatefalsealarms,eventcorrelationwill revealtheanomalousbehavior. In
any case,the sensorcanat bestonly mounta denialof serviceattackagainstthe patchingmechanism,by causing
many hypothesesto betested.Again, suchanomalousbehavior is easyto detectandtake into considerationwithout
impactingeithertheprotectedservicesor thepatchingmechanism.

Anotherway to attackour architectureinvolvesdenying the communicationbetweenthe correlationengine,the
sensors,andthesandboxthrougha denialof serviceattack.Suchanattackmay in factbea by-productof a worm's
aggressive propagation,aswasthecasewith theSQL worm [10]. Fortunately, it shouldbepossibleto ingress-�lter
theportsusedfor thesecommunications,makingit verydif�cult to mountsuchanattackfrom anexternalnetwork.

As with any fully-automatedtask, the risks of relying on automatedpatchingand testingas the only real-time
veri�cation techniquesare not fully understood.To the extent that our systemcorrectly determinesthat a buffer
over�ow attackis possible,thesystem'soperationis safe:eithera correctpatchfor theapplicationwill becreated,or
theapplicationwill have to beshut-down (or replacedwith a non-working version).Consideringthealternative, i.e.,
guaranteedlossof serviceandsubversionof theapplication,we believe thattherisk will beacceptableto many. The
questionthencentersaroundthecorrectnessof theanalysisengine.Fundamentally, this appearsto beanimpossible
problem— ourarchitectureenablesusto addappropriatechecksasneeded,but wecannotguaranteeabsolutesafety.

6 RelatedWork

Computervirusesarenot a new phenomenon,andthey have beenstudiedextensively over thelastseveraldecades.
Cohenwasthe�rst to de�ne anddescribecomputervirusesin their presentform. In [22], hegave a theoreticalbasis
for thespreadof computerviruses.In [71], theauthorsdescribetherisk to theInternetdueto theability of attackers
to quickly gain control of vastnumbersof hosts. They arguethat controlling a million hostscanhave catastrophic
resultsbecauseof thepotentialto launchdistributeddenialof service(DDoS)attacksandpotentialaccessto sensitive
informationthat is presenton thosehosts.Their analysisshows how quickly attackerscancompromisehostsusing
“dumb” wormsandhow “better” wormscanspreadevenfaster. Thestronganalogybetweenbiologicalandcomputer
virusesledKephartetal. to investigatethepropagationof computervirusesbasedonepidemiologicalmodels.In [42],
they extendthestandardepidemiologicalmodelby placingit on a directedgraph,andusea combinationof analysis
andsimulationto studyits behavior. They concludethat if therateat which defensemechanismsdetectandremove
virusesis suf�ciently high, relative to the rateat which virusesspread,they areadequatefor preventingwidespread
propagationof viruses.

Sincethe�rst Internet-wideworm[70], considerableeffort hasgoneintopreventingwormsfrom exploitingcommon
softwarevulnerabilitiesby usingthecompilerto inject run-timesafetychecksinto applications[26, 39, 23, 30, 32, 75,
24, 15, 58], safelanguagesandAPIs [13, 38, 52, 61], andstatic[19, 45, 19, 12, 20, 29] or dynamic[47, 46] analysis
tools. While shortcomingsmay be attributedto eachof thesetools or approachesindividually (e.g., [18, 79]), the
fact is that they have not seenwide use.We speculatethat themostimportantreasonsare: complexity; performance
implications(or a perceptionof such);and,perhapsmost importantly, a requirementfor proactivenesson the part



of applicationdevelopers,who areoften underpressureto meetdeadlinesor have no incentive to usenew-fangled
softwareveri�cation tools.

Anotherapproachhasbeenthatof containmentof infectedapplications,exempli�ed by the“sandboxing”paradigm
(e.g., [35, 25, 43, 59, 57, 60, 66]). Unfortunately, even whensuchsystemsare successfulin containingthe virus
[33], they do not alwayssucceedin preventingfurther propagationor ensuringcontinuedserviceavailability [48].
Furthermore,thereis often a signi�cant performanceoverheadassociatedwith their use,which detersmany users
from takingadvantageof them.

The Code-Redworm [6] wasanalyzedextensively in [82]. The authorsof that work concludethat even though
epidemicmodelscanbe usedto study the behavior of Internetworms, they arenot accurateenoughbecausethey
cannotcapturesomespeci�c propertiesof the environmenttheseoperatein: the effect of humancountermeasures
againstworm spreading(i.e., cleaning,patching,�ltering, disconnecting,etc.), andthe slowing down of the worm
infectionratedueto theworm'simpactonInternettraf�c andinfrastructure.They deriveanew generalInternetworm
model called two-factor worm model, which they then validatein simulationsthat matchthe observed CodeRed
dataavailableto them. Their analysisseemsto besupportedby thedataon CodeRedpropagationin [53] and[69]
(the latterdistinguishedbetweendifferentwormssimultaneouslyactive). A similar analysison theSQL “Slammer”
(Sapphire)worm [7] canbe found in [10]. More recentanalyses[81] show that it is possibleto predictthe overall
vulnerablepopulationsizeusingKalman�lters early in thepropagationcycle of a worm, allowing for detectionof a
fast-spreadingworm whenonly 1%or 2% of vulnerablecomputerson thenetwork havebeeninfected.

Code-Redinspiredseveralcountermeasuretechnologies,suchasLa Brea[49], whichattemptsto slow thegrowth of
TCP-basedwormsby acceptingconnectionsandthenblockingon theminde�nitely, causingthecorrespondingworm
threadto block. Unfortunately, wormscanavoid thismechanismsby probingandinfectingasynchronously. Underthe
connection-throttlingapproach[80, 74], eachhostrestrictstherateat which connectionsmaybeinitiated. If adopted
universally, suchan approachwould reducethe spreadingrateof a worm by up to an orderof magnitude,without
affectinglegitimatecommunications.

[54] describesa designspaceof worm containmentsystemsusing threeparameters:reactiontime, containment
strategy, anddeploymentscenario.Theauthorsuseacombinationof analyticmodelingandsimulationto describehow
eachof thesedesignfactorsimpactsthedynamicsof awormepidemic.Theiranalysissuggeststhattherearesigni�cant
gapsin containmentdefensemechanismsthat can be employed, and that considerablemore research(and better
coordinationbetweenISPsandotherentities)is needed.However, their analysisfocusesexclusively on containment
mechanisms(i.e., network �ltering), which they considertheonly viabledefensemechanism.

Oneapproachfor detectingnew email viruseswasdescribedin [16], which keepstrack of email attachmentsas
they aresentbetweenusersthrougha setof collaboratingemailserversthatforwarda subsetof their datato a central
datawarehouseandcorrelationserver. Only attachmentswith ahigh frequency of appearancearedeemedsuspicious;
furthermore,theemailexchangepatternsamongusersareusedto createmodelsof normalbehavior. Deviation from
suchbehavior (e.g., a usersendinga particularattachmentto a largenumberof otherusersat thesamesite,to which
shehasnever sentemail before)raisesan alarm. Naturally, an administratorhasto examinethe availabledataand
determinewhethertheattachmentreally constitutesa virus, or is simply a very popularmessage.Informationabout
dangerousattachmentscanbesentto theemail servers,which then�lter theseout. Oneinterestingresultfrom this
work is that their systemonly needbe deployed to a small numberof email servers, suchthat it can examinea
minusculeamountof email traf�c (relative to all emailexchangedon theInternet)— they claim 0.1%— beforethey
candeterminevirusoutbreaksandbeableto build gooduserbehavior models.

[73] proposestheuseof “predator”viruses,which areeffectively good-will virusesthatspreadin muchthesame
way maliciousvirusesdo but try to eliminatetheir designated“victim” viruses. The authorsmodel the interaction
betweenpredatorsandothervirusesby equationsusedin mathematicalbiology, andshow thatpredatorscanbemade
to perform their taskswithout �ooding the network and consumingall available resources.In practice,however,
viruseswouldbelikely to patchthevulnerabilitiesthey exploited(asrecentwormsin factdo,afteranCodeRedanti-
worm wasreleasedsoonafterCodeReditself wasreleasedon theInternet).Thus,designersof predatorswould have
to �nd theirown exploits(or safeguardexploitsfor futureuse),whichis notanattractiveproposition.Oneencouraging
resultof their work wasthat thenumberof initial predatorsneededto containa highly-aggressive virus couldbe as
smallas2,000.

TheHACQIT architecture[40, 64, 62, 63] usesvarioussensorsto detectnew typesof attacksagainstsecureservers,
accessto which is limited to smallnumbersof usersata time. Any deviation from expectedor known behavior results
in thepossiblysubvertedserverto betakenoff-line. Similarto ourapproach,asandboxedinstanceof theserveris used



to conduct“cleanroom” analysis,comparingtheoutputsfrom two differentimplementationsof theservice(in their
prototype,theMicrosoft IIS andApachewebserverswereusedto provide applicationdiversity). Machine-learning
techniquesareusedto generalizeattackfeaturesfrom observedinstancesof theattack.Content-based�ltering is then
used,eitherat the �re wall or theendhost,to block inputsthatmayhave resultedin attacks,andthe infectedservers
arerestarted.Dueto thefeature-generalizationapproach,trivial variantsof theattackwill alsobecaughtby the�lter .
[72] takesa roughly similar approach,although�ltering is donebasedon port numbers,which can affect service
availability. Cisco'sNetwork-BasedApplicationRecognition(NBAR) [4] allowsroutersto blockTCPsessionsbased
on the presenceof speci�c stringsin the TCP stream. This featurewas usedto block Code-Redprobes,without
affectingregularweb-serveraccess.

Nojiri et al. [56] presenta cooperative responsealgorithmwhereedge-routersshareattackreportsa small setof
otheredge-routers.Edgeroutersupdatetheiralertlevelbasedonthesharedattackreportsanddecidewhetherto enable
traf�c �ltering andblocking for a particularattack. Indra [37] alsotakesa cooperative approachto the problemof
wormdetection.It usesapeer-to-peerapproachfor exchanginginfectioninformationwith trustednodes.They de�ne
as“trusted” thosenodesfor which they candiscoverapublickey andabindingto anIP address.However, Indradoes
not addresstheproblemof subvertednodesthat spreadfalseinformation. [44] takesa uniqueapproachto intrusion
detection,which canbeusedto cover worm propagation.They specifyanalgorithmfor determiningsamplingrates
alongthemin-cutof anetwork graphto maximizethedetectionof maliciouspackets,while minimizing theexpended
resources.However, this approachmaybe impracticalbecausemostorganization'snetworksmorecloselyresemble
trees(not graphs)with well-de�ned traf�c-ingresspoints.

[77] presentssomevery encouragingresultsfor slowing down the spreadof viruses. The authorssimulatedthe
propagationof virus infectionsthroughcertaintypesof networks,coupledwith partial immunization.Their �ndings
show that even with low levels of immunization,the infection slows down signi�cantly. Their experiments,how-
ever, lookedat a singlevirus. Our work investigatesthedetectionof potentiallymultiple viruseswhenthereis no a
priori knowledgeof which virusesmay attack. We usea distributedsetof nodesthat searchfor virusesin the data
�o wing thoughthenetwork andarriving at end-nodes.We aim to maximizetheprobability thatany individual virus
(eventually)encountersa level of immunizationthatwill retardits growth.

In the realmof “traditional” computerviruses,mostof the existing anti-virus techniquesusea simplesignature
scanningapproachto locatethreats. As new virusesarecreated,so do virus signatures.Smartervirus writers use
morecreative techniques(e.g., polymorphicviruses)to avoid detection.In responsedetectionmechanismsbecome
ever moreelaborate,e.g., usingpartial simulationduring programexecution. This hasled to co-evolution [55], an
ever-escalatingarmsracebetweenviruswritersandanti-virusdevelopers.

Lin, Ricciardi,andMarzullo studyhow computerwormsaffect theavailability of services.In [48], they studythe
fault toleranceof multicastprotocolsunderself-propagatingvirusattacks.

7 Conclusion

We arguedthatincreaseduseof end-to-endencryptionandworm stealthiness,aswell astheinadequacy of existing
preventive mechanismsto ensureserviceavailability in the presenceof software�a ws, necessitatethedevelopment
of an end-pointworm-reactionapproachthat employs invasive but targetedmechanismsto �x the vulnerabilities.
We presentedan architecturefor counteringwormsthroughautomaticsoftware-patchgeneration.Our architecture
usesa setof sensorsto detectpotentialinfection vectors,andusesa clean-room(sandboxed)environmentrunning
appropriately-instrumentedinstancesof the applicationsusedin the enterprisenetwork to test potential �x es. To
generatethe �x es,we usecode-transformationtools to counterspeci�c buffer-over�ow instances.If we manageto
createa versionof theapplicationthat is bothresistantto theworm andmeetscertainminimal-functionalitycriteria,
embodiedin afunctionalitytest-suitecreatedin advanceby thesystemadministrator, weupdatetheproductionservers.

Thebene�tspresentedby our systemarethequick reactionto attacksby theautomatedcreationof `goodenough'
�x eswithout any sortof dependenceon a centralauthority, suchasa hypotheticalCyber-CDC [71]. Comprehensive
securitymeasurescanbeadministeredat a latertime. Furthermore,our architectureis easilyextensibleto accommo-
datedetectionandreactivemeasuresagainstnew typesof attacksasthey becomeknown. Our experimentalanalysis,
usinga numberof known vulnerableapplicationsarehypotheticaltargetsof a worm infection,shows thatour archi-
tecturecan�x 82%of all suchattacks,andthat themaximumtime to repaira complicatedapplicationwaslessthan
8.5seconds.We believethatthesepreliminaryresultsvalidateour approachandwill spurfurtherresearch.
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Appendix A. TXL Code

......
rule argsMalloc
replace [function_definition]

DECL_SPECIFIERS [opt decl_specifiers]
DECLARATOR_[declarator]
OPTIONAL_DECL[opt NL_declarations]
'{ D [declarations] S [statements] '}

import TXLargs [repeat stringlit]
deconstruct * TXLargs

"-myoption" FunctionName [stringlit]
buffer [stringlit]

export Buf [stringlit]
buffer

deconstruct * DECLARATOR_
R[repeat ptr_operator]
I[id]
T[repeat declarator_extension]

construct NewD [declarations]
D [test]

import Number [number]
import Id [id]
where

I [= 'FunctionName]

by
DECL_SPECIFIERS
DECLARATOR_
OPTIONAL_DECL

'{ NewD Id '=pmalloc( Number '); S 'pfree( Id '); '}
end rule
......



Appendix B. CoSAK Data

System
Name 

System Call
Functions

within
functions

Works? Return value?

bash strcpy() None Yes No

crond strcpy() None Yes No

elm strcpy() None Yes Yes

lukemftp None(pointers) None No No

lynx sprintf() Yes Yes No

mailx strcpy() Yes Yes No

netkit-ftp None(pointers) - No No

netkit-ping Memcpy() None Yes No

nmh sprintf(), strcpy() None Yes No

screen Format String None No No

sharutils sscanf() None Yes Yes

stunnel fdprint() None Yes Yes

sysklogd read() None Yes Yes

telnetd sprintf() None Yes No

wu-ftpd strcat() None Yes No

wu-ftpd sprintf() None Yes No

zgv-1 strcpy() None Yes No

 
The column”Functionswithin functions” indicateswhetherthevulnerablesystemcall usedin theapplicationin-

vokedanotherfunctionaspartof theparametersto thecall. Thecolumn”Returnvalue” indicateswhetherthevulnera-
blesystemcall's returnvaluewascheckeduponreturningfrom thecall. Thesigni�canceof thesecolumnsis pertinent
to theapplicationof our pmalloc()heuristic.



Appendix C. Ove¯ow Recovery Code

#include <setjmp.h> /* ADDED*/
#include <signal.h> /* ADDED*/
jmp_buf worm_env; /* ADDED*/

........

invoking_function ()
{
....
signal (SIGSEGV, worm_handler); /* ADDED*/
....

if (setjmp (worm_env) == 0) { /* ADDED*/
offending_function(...);

} /* ADDED*/
....
}

int worm_handler () /* ADDED*/
{ /* ADDED*/

longjmp (worm_env, 1); /* ADDED*/
} /* ADDED*/

.......


