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Abstract

The ability of wormsto spread at ratesthat effectivelyprecludehuman-diectedreactionhas elevatedthemto a
r st-classsecuritythreat to distributed systems.We proposean architecture for automaticallyrepairing softwae
aws that are exploited by zero-day worms. Our approad relieson souice codetransformationgo quickly apply
automatically-created(and tested)localized patchesto vulnerable sgmentsof the targetedapplication. To deter
minethesesusceptiblgportions, we usea sandboxednstanceof the applicationas a “clean room” laboratory that
runsin parallel with the productionsystemand exploit the fact that a worm mustrevealits infectionvectorto achieve
its goal (i.e., furtherinfection).\We believeour approacto bethe rst end-point solution to the problemof malicious
self-replicatingcode Theprimary bene tsof our approachare its low impacton applicationperformance  its
ability to respondo attadkswithouthumaninterventionand  its capacityto dealwith zelo-dayworms(for which
no knownpatcesexist). Furthermoe, our approac doesnot dependon a centralizedupdaterepository which can
be the target of a concertedattack similar to the Blasterworm. Finally, our apptoacd can also be usedto protect
againstlower intensityattads, sud as intrusion (“hack-in") attempts. To experimentallyevaluatethe efcacy of
our approad, we useour prototypeimplementatiorio testa numberof applicationswith knownvulnembilities. Our
preliminaryresultsindicatea successate of 82%,anda maximunrepair time of 8.5seconds.

1 Intr oduction

Recentincidents[6, 7, 9] have demonstratethe ability of self-propagatingode,alsoknown as“network worms”
[68, 17], to infect large numbersof hosts,exploiting vulnerabilitiesin the largely homogeneouseployed software
base[10, 82, 5, 8]. Evenwhena worm carriesno maliciouspayload,the direct cost of recovering from the side
effects of an infection epidemiccan be tremendoug1]. Thus, counteringworms hasrecently becomethe focus
of increasedesearchgenerallyfocusingon content- ltering mechanism&ombinedwith large-scalecoordination
stratgies[54, 71, 56, 37].

Despitesomepromisingearly results,we believe that this approachwill beinsufcient by itself in the future. We
basethis primarily on two obsenations.First, to achieve coverage suchmechanismsareintendedfor useby routers
(e.g., Cisco's NBAR [4]); giventhe routers'limited budgetin termsof processingcycles per paclet, even mildly
polymorphicworms(mirroring the evolution of polymorphicviruses morethanadecadeago)arelik ely to evadesuch
Itering [21]. Network-basedntrusiondetectionsystemgNIDS) have encounteredimilar problems requiringfairly
invasie paclet processin@ndqueuingattherouteror re wall. Whenplacedin theapplicationscritical path,assuch
ltering mechanismsnust, they will have an adverseimpacton performance.Secondend-to-end‘opportunistic™
encryptionin theform of TLS/SSL[27] or IPsed41] is beingusedby anincreasinghumberof hostsandapplications
[2]. We believe thatit is only a matterof time until wormsstartusingsuchencryptedchannelgo cover their tracks.
Similarto the casefor distributed re walls[14, 36], thesetrendsarguefor anend-pointworm-counteringnechanism.

A preventatve approacho the worm problemis the eliminationor minimizationof remotely-e&ploitablevulner
abilities, suchasbuffer over ows. Detectingpotentialbuffer over owsis a very dif cult problem,for which only

1By 2opportunisticve meanthatclient-side andoftensener-side,authentications oftennot strictly required asis the casewith the majority
of websenersor with SMTPover TLS (e.g., sendmails STARTSSL option).



partial solutionsexist (e.g., [19, 45]). “Blanket” solutionssuchasStackGuardr MemGuard26] typically exhibit at
leastone of two problems:reducedsystemperformanceandself-induceddenial of service(i.e., whenanover ow
is detectedthe only alternatie is to terminatethe application). Thus,they areinappropriatefor high-performance,
high-availability environmentssuchasa heavily-usede-commercevebsener. An idealsolutionwould useexpensve
protectionmechanismenly whereneededindallow applicationgo gracefullyrecover from suchattacks.

We proposean end-point r st-reactionmedanismthat tries to automaticallypatch vulnemable softwae by identi-
fying andtransformingthe codesurroundingthe exploitedsoftwae aw. Brie y, we useinstrumentedrersionsof an
enterprisesimportantserviceqe.g., websener)in asandbordervironment.Thiservironmentis operatedn parallel
with the productionseners,andis not usedto sene actualrequestsinsteadwe useit asa“cleanroom” ervironment
to testthe effectsof “suspicious’requestssuchaspotentialworm infection vectors. A requesthat causesa buffer
over ow onthe productionsener will have the sameeffect on the sandboxdversionof the application.Appropriate
instrumentatiorallows usto determinethe buffersandfunctionsinvolvedin a buffer over ow attack. We thenapply
severalsource-codéransformatiorheuristicsthataimto containthe buffer over ow. Usingthe samesandbordervi-
ronmentwe testthe patchesagainstoththeinfectionvectorsanda site-speci cfunctionalitytest-suiteto determine
correctnesslf successfulwe updatethe productionsenerswith the new versionof the targetedprogram. We are
carefulto produceocalizedpatchesfor whichwe canbecon dentthatthey will notintroduceadditionalinstabilities.
Note thatthe patchgeneratiorandtestingoccursin a completelydecentalizedandreal-timefashion,without need
for acentralizedupdatesite,which maybecomean attacktarget,ashappeneavith the W32/Blasteworm[9].

Our architecturemakesuseof severalcomponentshat have beendevelopedfor otherpurposeslts novelty liesin
thecombinatiorof all thecomponentin xing vulnerableapplicationsvithoutundulyimpactingtheir performancer
availability. Our majorassumptiotis thatwe canextractaworm'sinfectionvector(or, moregenerally oneinstanceof
it, for polymorphicworms).As we discussn Section2, we ervisionthe useof variousmechanismsuchashonegypots,
host-basedandnetwork-basedntrusiondetectionsensorsNote thatvectorextractionis a necessarpre-conditiornto
ary reactve or ltering-basedsolutionto the worm problem.A secondaryssumptioris thatthe sourcecodefor the
applicationis available. Although our architecturecan usebinary rewriting techniqueg58], in this paperwe focus
on source-codéransformationsWe shouldalsonotethatseveral popularsener applicationsarein factopen-source
(e.g., Apache[5], SendmailMySQL, Bind). Furthermorealthoughour architecturecanbe usedverbatimto reactto
lower-intensity“hack-in” attemptsjn this paperwe focuson the higherpro le (andeasierto detect)worm problem.

To determinethe effectivenessof our approachwe testeda setof 17 applicationsvulnerableto buffer over ows,
compiledby the Cosakproject[3]. We simulatedthe presenceof a worm (even for thoseapplicationsthat were
not in fact network services)by triggering the buffer over ow that the worm would exploit to infect the process.
Our experimentsshav that our architecturevasableto x theproblemin 82% of all cases.An experimentwith a
hypotheticalulnerabilityin the Apacheweb sener shavedthatthetotal time to producea correctandtestedx was
8.3secondsThis meanghatthetotal cycle from detectiorto updatingtherealsener canbelessthan30 secondsWe
believe thatthis is sufciently fastto suppressnost,if notall worm attacksn a completelydecentralizeagnanner

1.1 Paper Organization

Theremaindeof this paperis organizedasfollows. We presenbur systemarchitectureén Section2, anddescribea
prototypemplementationn Section3. We evaluateits performancendeffectivenessn Sectiord. Sections discusses
potentialimprovementsandopenissueswhile Section6 givesanoverview of relatedwork.

2 SystemAr chitecture

Our architecturedepictedin Figure1, makesuseof ve typesof componentsa setof worm-detectiorsensorsa
correlationengine,a sandbordernvironmentrunningappropriately-instrumentegersionsof the applicationsusedin
theenterprisenetwork (e.g., Apachewebsener, SQL databasesener, etc), ananalysisandpatch-generatioengine,
anda softwareupdatecomponentWe now describesachof thesecomponents.

2.1 Worm Detectionand Corr elation Engine

The worm-detectiorsensorsareresponsibldor detectingpotentialworm probesand, moreimportantly infection
attempts Severaltypesof sensorsnay be employedconcurrently:

Host-basedensorsmonitoringthe behaior of deplojedapplicationsandseners.
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Figure 1. Worm vaccination architecture: sensorsdeployed at various locationsin the network detecta potential
worm (1), notify an analysisengine(2) which forwards the infection vector and relevant information to a protected
ervironment(3). The potential infection vector is testedagainstan appropriately-instrumented version of the tar geted
application, identifying the vulnerability (4). Several software patchesare generatedand testedusingseveral differ ent
heuristics (5). If oneof them is not susceptibleto the infection and doesnot impact functionality, the main application

sewver is updated (6).

Passve sensor®nthecorporatere wall or onindependenboxes,eavesdroppingntrafc from/totheseners.
Honeypotsthatsimulatethe behavior of thetargetapplicationandcaptureary communication.
Othertypesof sensorsincludingsensorsun by otherentities(moreonthisin Section5).

Any combinationof the above sensorcanbe usedsimultaneouslyalthoughwe believe honey/pot senersarethe
mostpromising,sincewormscannotdistinguishbetweerrealandfake senersin their probes.Honeypotsandother
deception-baseghechanismarealsoeffective againstit-list-basedvorm propagatiorstratgjies,assuminghey have
beenin placeduringthe scanningphasg71].

Thesesensorssommunicatenith eachotherandwith a centralsener, which correlatessventsfrom independent
sensorsand determinegotentialinfection vectors(e.g., the dataon an HTTP request,as seenby a honeypot). In
generalwe assumehata worm cansomehowvbe detected We believe our assumptiorio be pragmatic,in that most
currentsolutionsto theworm problemdepencdon a satishctoryanswerto the problemof worm detection.

The purposeof the correlationengineis to determinethe likelihood of any particularcommunicationbeing an
infection vector (or a manually-launchedttack)andto requestthat the suspiciouscommunicatiorbe testedin the
sandboxervironment. It also maintainsa list of x ed exploits and of false positves (communicationghat have
alreadybeendeterminedo beinnocuouspr atleastineffective againsthetargetedapplication).



2.2 SandboxedEnvironment

Thepotentialinfectionvector(i.e., thebytestreamwhich,when“fed” to thetargetapplicationwill causeaninstance
of the worm to appearon the target system)is forwardedto a sandboxd ervironment,which runs appropriately-
instrumentednstancef the applicationswe are interestedn protecting(e.g., Apacheor IIS sener). The instru-
mentationcan be fairly invasive in termsof performancesincewe only usethe sener for clean-roomtesting. In
its mostpowerful form, a full-blown machineemulator[65] canbe usedto determinewhetherthe applicationhas
beensubverted. Other potentialinstrumentationincludeslight-weight virtual machineq28, 34, 78], dynamicanaly-
sis/sandboxingools[13, 47, 43], or mechanismsuchasMemGuard26]. Thesemechanismaregenerallynot used
for applicationprotectiondueto their considerablémpacton performanceandthe factthatthey typically causethe
applicationto “fault”, ratherthancontinueoperation.In our approachthis drawbackis not of particularimportance
becausave only usethesemechanism# the sandbordervironmentto identify asaccuratelyaspossiblethe source
of weaknesén the application. Thesemechanismarenot usedfor the productionseners. For example,MemGuard
[26] or libverify [13] canidentify boththe speci ¢ buffer andfunction thatis exploitedin a buffer-over ow attack.
Alternatively, whenrunningundera simulator we candetectwhenexecutionhasshiftedto the stack,heap,or some
otherunexpectedocation,suchasanunusedibrary function.

The moreinvasive theinstrumentationthe higherthelik elihoodof detectingsubversionandidentifying the source
of the vulnerability. Althoughthe analysisstepcanonly identify known classe®f attack(e.g., a stack-baseduffer
over ow [11]), evenif it candetectanomaloubehaior, new classe®f attack(e.g., heap-basedver ows[50]) appear
lessoftenthanexploits of known attacktypes.Notethat we are not limited to knownexploitsand attads.

2.3 Patch Generationand Testing

Armedwith knowledgeof the vulnerability, we canautomaticallypatchthe program.Generally programanalysis
is animpossibleproblem(reducibleto the Halting problem). However, therearea few x esthatmay mitigatethe
effectsof anattack:

Moving the offendingbuffer to the heap,by dynamicallyallocatingthe buffer uponenteringthe functionand
freeingit at all exit points. Furthermorewe canincreasehe sizeof the allocatedbuffer to be largerthanthe
sizeof theinfectionvector, thusprotectingthe applicationfrom evencrashingfor x ed-sizeexploits). Finally,
we canusea versionof malloc() that allocatestwo additional write-protectedpagesthat braclet the target
buffer. Any buffer over ow or under ow will causethe procesdo receve a SegmentationViolation (SEGV)
signal. This signalis caughtby a signalhandlerwe have addedto the sourcecode. The signalhandlercanthen
longjmp() to the codeimmediatelyafter the routine that causedhe buffer over ow. Although this approach
couldbeusedin a“blanket” manner(i.e., appliedeverywherein the codewherea buffer over ow couldoccug
the performancamplicationswould be signi cant. Instead,we usethe worm's infection vectorasa hint to
locatethe potentialvulnerability, somavhatsimplifying the problem.We give moredetailsin Section3.

Use someminor code-randomizatiotechniqued31, 15 that could “move” the vulnerability suchthat the
infectionvectorno longerworks.

Add codethatrecognize®ithertheattackitself or speci ¢ conditionsin the stacktrace(e.g., aspeci ¢ sequence
of stackrecords),and returnsfrom the function if it detectstheseconditions. The former is in somesense
equivalentto content Itering, andleastlikely to work againstevenmildly polymorphicworms. Generallythis
approachappearso betheleastpromising.

Finally, we canattemptto “slice-off” somefunctionality, by immediatelyreturningfrom mostly-unusedatode
that containsthe vulnerability. Especiallyfor large software systemsthat containnumerous often untested,
featureghatarenotregularly used this maybethe solutionwith theleastimpact. We candeterminevhethera
pieceof functionalityis unusedby pro ling therealapplication;if the vulnerability is in an unusedsectionof
theapplicationwe canlogically remove thatpartof the functionality (e.g., by anearlyfunction-return).

We focuson the rst approachasit seemshe mostpromising. We planto furtherinvestigateotherheuristicsin
futureresearchThe patcheave introducearelocalized,to avoid introducingadditionalinstability to the application.
Althoughit is very dif cult, if notimpossible to agueaboutthe correctnes®sf any newly introducedcode(whether
it wascreatedoy ahumanor anautomategrocesssuchasours),we arecon dent thatour patcheslo not exacerbate



the problembecausef their minimal scopeandthe factthatthey emulatebehaior that could have beenintroduced
automaticallyby the compileror someotherautomatedool duringthe codeauthoringor compilationphase Although
thisis by no meansa proof of correctnessye believe it is agoodargumentwith respecto the safetyof theapproach.

Our architecturemakesit possibleto add new analysistechniquesand patch-generatiomomponentsasily To
generatghe patcheswe employ TXL [51], alanguage-independenbde-transformatiotool. We describdts usein
moredetailin Section3 andin AppendixA.

We cantestseveralpatchegpotentiallyin parallel)until we aresatis edthatthe applicationis nolongervulnerable
to the speci c exploit. To ensurethatthe patchedversionwill continueto function, a site-speci ctestsuiteis used
to determinewhat functionality (if any) hasbeenlost. Thetestsuiteis generatedy the administratorin advance,
andshouldre ect a typical workload of the application,exercisingall critical aspectqe.g., performingpurchasing
transactions)Naturally, onepossibilityis thatno heuristicwill work, in which caseit is not possibleto automatically
x theapplicationandothermeasuretiave to beused.

2.4 Application Update

Oncewe have a worm-resistantversionof the application,we mustinstantiateit on the sener. Thus, the last
componenbf our architectureis a senerbasedmonitor. To achieve this, we can either usea virtual-machineap-
proach[28, 34] or assuméhatthetargetapplicationis somehev sandbord(seeSection6) andimplementhemonitor
asaregularprocessesidingoutsidethatsandbox.Themonitorrecevesthe new versionof theapplication terminates
therunninginstance rst attemptingagracefultermination) replacesheexecutablevith thenew version,andrestarts
thesener.

3 Implementation

Our prototypeimplementatioris comprisedof threecomponentsProPolice,TXL, anda sandboxdervironment.
Thesecomponenténteractto identify softwarevulnerabilities,apply potentialpatchesandprovide a secureerviron-
mentrespectiely. In Sectiond we usetheimplementatiorto simulateattacksandprovide x esfor a sampleservice
applicationandalist of vulnerableopen-sourceroductscompiledby the CodeSecurityAnalysisKit (CoSAK)project
[3]. Here,weintroducethe componentanddiscusgheimplementation.

3.1 ProPolice

In orderto detectthe sourceof buffer over ow/under ow vulnerabilities,we employ the OpenBSDversion of
ProPolicd30]. ProPolicewill returnthenameof thefunctionandoffendingbuffer thatleadto theover ow condition.
Thisinformationis thenforwardedto a TXL programthatattemptsa numberof heuristicsasdiscussedn Section?2.

ProPolicas aGCCextensionfor protectingapplicationsrom stack-smashingttacks Applicationswrittenin ~ and
compiledwith a ProPolice-enabledersionof GCC areautomaticallyprotected.The protectionis realizedby buffer
over ow detectionandthe variablereorderingfeatureto avoid the corruptionof pointers. The basicideaof buffer
over ow detectioncomesrom the StackGuardysten26]. Its novel featuresare  thereorderingof local variables
to placebuffersafterpointersto avoid thecorruptionof pointersthatcouldbe usedto furthercorruptarbitrarymemory
locations,  the copying of pointersin function argumentsto an areaprecedinglocal variablebuffersto prevent
the corruptionof pointersthat could be usedto corruptarbitrarymemorylocationsfurther, and  the omissionof
instrumentatiorcodefrom somefunctionsto decreas¢he performanceverhead.

Whena buffer over ow attackis attemptedn applicationscompiledwith the ProPoliceextensionsthe execution
of the programis interruptedand the offending function and buffer are reported. When usedto protecta service,
ProPoliceincurs a modestperformanceoverhead similar to StackGuards [26]. More importantly the application
underattackis terminated While this is more palatablehanoutrightsubversion,it is sub-optimain termsof service
availability.

Better mechanismgo useinclude Valgrind [67] or MemGuard[26]. Although ProPolicewas sufcient for our
prototypeimplementationa fully-functional systemwould useeither of thesesystemgo catchall illegal memory-
dereferencegeven thosein the heap). Both of thesesystemsare considerablyslowver than ProPolice,capableof
slowing down anapplicationby evenan orderof magnitude makingthemunsuitablefor useby productionsystems.
Fortunatelytheirimpacton performances lessrelevantin our approach.



3.2 TXL

Armed with the information producedby ProPolice the code-transformatiosomponenbf our system,TXL, is
invoked. TXL is a hybrid functionalandrule-basedanguagewhich is well-suitedfor performingsource-to-source
transformationandfor rapidly prototypingnew languagesand languageprocessors.The grammarresponsibleor
parsingthesourcenputis speci edin anotationsimilarto ExtendedBackus-Naue(BNF). Severalparsingstratgies
are supportedby TXL makingit comfortablewith ambiguousgrammarsallowing for more “natural” useroriented
grammarscircumwentingthe needfor strict compilerstyle“implementation’grammarg51].

In oursystemwe useTXL for -to- transformationdy makingchangedo the ANSI grammar In particular
we move staticallyde ned variablesfrom the stackto the heap,usingthe TXL programshowvn in AppendixA. This
is achiezed by examining declarationdn the sourceand transformingthemto pointerswherethe sizeis allocated
with amalloc()functioncall. Furthermorewe adjustthe grammairto freethevariablesbeforethefunctionreturns.
After makingchangego the standardANSI  grammarthat allow entriessuchas malloc() to be insertedbetween
declarationsand statementsthe transformationstepis trivial. The “number” andthe “id” in this examplerefer to
the sizeand nameof the allocatedbuffer respectiely, which are constructedy the NewD() TXL function. Shavn
in the example are also the parametersisedto identify which buffer and function should be transformedby the
TXLargs, which arethe agumentgpassedo TXL. The otherheuristicwe use(not showvn in AppendixA) is “slice-
off” functionality There,we useTXL to simply commentout the code of the super uousfunction and embeda
“return” in thefunction.

Figure2. ProtectedMalloc: Write-pr otectedmemory pagessurround a buffer allocatedwith pmalloc().

In the move-to-heapapproachwe usean alternative malloc() implementationwe developedspeci cally for this
purpose. pmalloc() allocatestwo additional,zero- lled write-protectedmemory pagesthat surroundthe requested
allocatedmemoryregion, asshavn in Figure2. Any buffer over ow or under ow will causehe operatingsystento
issuea SggmentationViolation signal (SIGSEGV)to the process.We usemprmtect()to mark the surroundingpages
asread-only This functionalityis similar to thatofferedby the Electrickencememory-delgginglibrary.

Our TXL programinsertsa setjimp()call immediatelybeforethe function call that causedhe buffer over ow, as
shavn in AppendixC. The effect of this operationis to sase the stackpointers,registers,andprogramcounter such
that the programcan later restoretheir state. We alsoinject a signal handlerthat catcheshe SIGSEGVand calls
longjmp() restoringthe stackpointersandregisters(including the programcounter)to their valuesprior the call to
the offending function (in fact, they arerestoredto their valuesas of the call to setjimp(). The programwill then
re-evaluatetheinjectedconditionalstatementhatincludesthe setjimp()call. Thistime, however, thereturnvaluewill
causeheconditionalto evaluateto false therebyskippingexecutionof the offendingfunction. Note thatthetargeted
buffer will containexactly the amountof data(infectionvector)it would if the offendingfunctionperformedcorrect
data-truncation.

Therearetwo bene tsin this approachFirst, objectsin the heapareprotectedrom beingoverwrittenby anattack
on the speci ed variable,sincethereis a signalviolation whendatais written beyond the allocatedspace.Second,
we canrecover gracefully from an over ow attempt,sincewe canrecover the stackcontet ervironmentprior to
the offendingfunction’s call, andeffectively longjmp()to the codeimmediatelyfollowing the routinethatcausedhe
over ow or under ow.

Examinationof the sourcecodeof the programsfeaturedin the CoSAK studyillustratedthat the majority of the
callsthatcausedanover ow/under ow (e.g., strcpy(),memcpy()etc) did not checkfor returnvaluesor includecalls
to otherroutines.Thisis animportantobsenationsinceit validatesour assumptiorthatthe heuristiccancircumwent
themalignantcall usinglongjmp()

3.3 SandboxedEnvironment

Finally, for our sandboerdernvironmentwe usethe VMWarevirtual machinewherewe runthe OpenBSDoperating
systen(76]. VMWareallows operatingsystemsandsoftwareapplicationdo beisolatedfrom theunderlyingoperating



systemin securevirtual machineghatco-exist on a singlepieceof hardware. Oncewe have createda correctversion
of the application,we simply updateits imageon the productionenvironmentoutsidethe virtual ervironment,and
restartit.

4 Experimental Evaluation

In orderto illustratethe capabilitiesof our systemandthe effectivenessf the patchheuristics,we constructech
simple le-serving applicationthathada buffer over ow vulnerability andcontainedsuper uousservicesvherewe
could testagainststack-smashingttacksandslice-of functionality respectiely. For thesepurposesthe application
useda simpletwo-phaseprotocolwherea serviceis requesteddifferentfunctions)andthenthe applicationwaits for
network input. Theapplicationwaswrittenin ANSI C.

A buffer over ow attackwasconstructedhatoverwritesthereturnaddresandattemptgo getaccesso arootshell.
The applicationwas compiledunderOpenBSDwith the ProPoliceextensionsto GCC. Armed with the knowledge
provided by ProPolice the namesof the functionandbuffer potentiallyresponsibldor the buffer over ow, the TXL
implementationof our heuristicsis invoked. Speci c to the setof actionsthat we have implementedhusfar, we
testthe heuristicsand recompilethe TXL-transformedcode,andrun a simple functionality teston the application
(whetherit cancorrectlysene a given le). Thetestis a simplescriptthat attemptsto accesghe availableservice.
This applicationwasan initial proof-of-concepfor our system,anddid not prove the correctnes®f our approach.
More substantiakresultswere acquiredthroughthe examinationof the applicationsprovided by the Code Security
AnalysisKit project.

4.1 CoSAK data

In orderto furthertestour heuristicswe examinedanumberof vulnerableopen-sourcsoftwareproducts.This data
wasmadeavailablethroughthe CodeSecurityAnalysisKit (CoSAK) projectfrom the softwareengineeringesearch
groupat Drexel university CoSAK is a DARPA-funded projectthatis developinga toolkit for softwareauditorsto
assistwith the developmentof high-assurancandsecuresoftwaresystems.They have compileda databasef thirty
OSSproductsalongwith their known vulnerabilitiesand respectre patches.This databasés comprisedof general
vulnerabilities,with a large numberlisted assusceptibldgo buffer over ow attacks.The move-to-heapheuristicwas
testedagainstthis datasetandthe resultsareillustratedin AppendixB. Note thatmary of theseapplicationsarenot
in fact network servicesandwould thus probablynot be susceptiblgo a worm. However, they shouldsene asa
representatie sampleof buffer over ow vulnerabilities.

As illustratedin AppendixB, we testedthe move-to-heapheuristicagainstthe CoSAK data-setwhich resultedin
xing 14outof 17" xable” buffer over ow vulnerabilities,or 82%successate. Theremainingl4 productswerenot
testedbecauseheir vulnerabilitieswereunrelated non buffer-over ow). The productsthatwerenot amenabléo the
heuristicwereexamined,andin all casesvhatwould berequiredto provide anappropriatex would be adjustments
to the TXL heuristicso cover specialcasessuchashandlingmulti-dimensionabuffersandpre-initializedarrays.

The majority of the vulnerabilitiesprovided by the CoSAK datasetwere causedby calls to the strcpy() routine.
Examinationof the respectie securitypatcheshavedthatfor mostcaseghe buffer over ow susceptibilitycould be
repairedby a respectie strncpy() Furthermoremostroutinesdid not checkfor returnvaluesanddid not include
routineswithin theroutines thusproviding fertile groundfor useof our pmalloc()heuristic.

4.2 Performance

In orderto evaluatethe performanceof our system,we testedthe patch-generatioengineon an instrumented
versionof Apache2.0.45. Apachewaschosendueto its popularity[5] and source-codevailability. BasicApache
functionality wastested,omitting additionalmodules. The purposeof the evaluationwasto validatethe hypothesis
thatheuristicscanbe appliedandtestedin atime-efcient manner Thetestswereconductecbn a PCwith an AMD
Athlon processopperatingat 800MHz and512MB of RAM. TheunderlyingoperatingsystenwasOpenBSD3.3.

Oneassumptiorthat our systemmakesis that the instrumentedapplicationis alreadycompiledin the sandboxd
ervironmentsothatary patchheuristicwould notrequirea completere-compilatiorof theapplication.In orderto get
arealisticinsighton thetime thatwould be requiredfrom applyinga patchandbeingableto testthe application,we
appliedour move-to-heapl XL transformatioron a numberof different les, rangingfrom large to smallsizes,and
recompilecthe latestversionof Apache.Therangedaveragefor compilationandrelinking was8.3 seconds.

Anotherimportantissuein termsof performancas the TXL transformatiortime for our basicheuristics.By being
ableto passthe speci ¢ functionnameandbuffer to TXL, thetransformatiortime is greatlyreducedastherule-set



is concentrate@n a targetedsectionof the sourcecode. The averagetransformatiortime for differentfunctionsthat
wereexaminedwas0.045secondsThis resultis very encouragingsit allows theassumptiorthatthe majority of the
heuristicscanbe appliedandtestedn under10 seconds.

5 Discussion
5.1 Challenges
Thereareseveralchallengesssociateavith our approach:

1. Determination of the nature of the attack (e.g., buffer over o w), and identi cation of the lik ely software
aws that permit the exploit. Obviously, our approachcanonly x already-knevn attacks,e.g., stackor
heap-basedtuffer over ows. This knowledgemanifestsitself throughthe delugging andinstrumentatiorof
the sandbordversionof the application.Currently we useProPolice[30] to identify the likely functionsand
buffersthatleadto theover ow condition.More powerful analysigools[65, 43, 13, 67] canbeeasilyemployed
in ourarchitecturd@o catchmoresophisticated¢ode-injectiorattacksandwe intendto investigatehemin future
work. Oneadwantageof our approachs thatthe performancémplicationsof suchmechanismarenotrelevant:
anorderof magnitudeor moreslow-down of theinstrumentedpplicationis acceptablesinceit doesnotimpact
thecommon-caseasage Furthermorepur architectureshouldbegeneraknougththatotherclasse®f attackcan
be detectede.g., emailworms,althoughwe have notyetinvestigatedhis.

2. Reliable repairing of the software. Repairabilityis impossibleto guaranteeasthe generalproblemcanbe
reducedo the Halting Problem.Our heuristicsallow usto generatgotential x esfor several classef buffer
over owsusingcode-to-codéransformation§s1], andtestthemin aclean-roonmervironment.Furtherresearch
is necessaryn thedirectionof automatedoftwarerecoveryin orderto developbetterrepairmechanismsOne
interestingpossibility is the useof Aspect-OrientedProgrammingo createlocations(*hooks”) in the source
codethatwould allow theinsertionof appropriatex es.We planto investigatethisin futureresearch.

Interestingly our architecturecould be usedto automatically x ary type of software fault, suchasinvalid

memorydereferencesyy plugging-inthe appropriaterepairmodule. Whenit is impossibleto automatically
obtaina software x, we canusecontent- lteringasin [64] to temporarilyprotectthe service. The possibility
of combiningthetwo techniquess atopic of futureresearch.

3. Source-codeavailability . Our systemassumethatthe sourcecodeof theinstrumentedpplicationis available,
sopatchesanbe easilygenerate@ndtested.Whenthatis not the case binary-rewriting techniqueg58] may
be applicable at considerablyhighercompleity. Instrumentatiorof the applicationalsobecomesorrespond-
ingly moredif cult undersomeschemesOneintriguing possibility is thatvendorsship two versionsof their
applicationsa “regular” andan “instrumented”one; the latter would provide a standardizedet of hooksthat
would allow a generaimonitoringmoduleto exerciseoversight.

4. Finally, with respecto multi-partiteworms,i.e., wormsusingmultiple independeninfectionvectorsandprop-
agationmechanismge.g., spreadingover both email and HTTP), our architecturetreatssuchinfectionsas
independentvorms.

5.2 Centralized vs. Distrib uted Reaction

The authorsof [71] envision a Cyber “Center for DiseaseControl” (CCDC) for identifying outbreaks rapidly
analyzingpathogensghting theinfection,andproactiely devisingmethoddor detectingandresistingfutureattacks.
However, it seemaunlikely thattherewould ever be wide acceptancef anentity trustedto arbitrarily patchsoftware
runningonary users system.Furthermore x eswould still needto behandcraftedy humansandthusarrivetoo late
to helpin worm containmentIn our schemesucha CCDCwould play therole of areal-timealert-coordinatiorand
distribution system.Individual enterprisesvould beableto independentlyon rm thevalidity of areportedveakness
and createtheir own x esin a decentralizednanney therebyminimizing the trust they would have to placeto the
CCDC.

Whenan exploitable vulnerability is discovered,our architecturecould be usedby the CCDC to distribute “f ake
worms”. This channelwould be treatedasanothersensorsupportingthe analysisengine. Propagatiorof thesefake
wormswould triggerthe creationof a quick- x if the warningis deemedhuthentic(i.e., the applicationcrashesasa



resultof runningthe attackin the sandbox) Again, this would sene asa mechanisnior distributing quick patchesy
independenparties by distributing only the exploit andallowing organizationgo createtheir own patches.
Notethatalthoughwe speculatéhe deploymentof sucha systemin every mediumto large-sizeenterprisenetwork,
thereis nothingto precludepooling of resourcesacrossmultiple, mutually trusted,organizations. In particular a
managed-securityompaty could provide a quick- x serviceto its clients,by usingsensorsn every client's location
andgeneratingpatchesn a centralizedfacility. The x eswould thenbe“pushed”to all clients. A similar approach
is takenby somemanaged-securityendorswho keepa numberof programmersvailableon a 24-hourbasis.In all
casesadministratorsnustbeawareof theserviceffered(of cially orunofcially) by all thehostsin their networks.

5.3 Attacks Againstthe System

Naturally;, our systemshouldnot createnew opportunitiedor attaclersto subvertapplicationsandhosts.Onecon-
cernis thepossibility of “gaming” by attaclers,causingnstability andunnecessargoftwareupdatesOneinteresting
attackwould be to causeoscillation betweenversionsof the software that are alternatvely vulnerableto different
attacks.Althoughthis may betheoreticallypossible we cannotthink of a suitableexample. Suchattackcapabilities
arelimited by the factthatthe systemcantestthe patchingresultsagainstboth currentand previous (but still pend-
ing, i.e., not “of cially” x edby anadministratorappliedpatch)attacks. Furthermorewe assumehat the various
systemcomponentsareappropriatelyprotectedagainstsubversion,i.e., the clean-roomernvironmentis re walled, the
communicatiorbetweernthevariouscomponentss integrity-protectedusingTLS/SSL[27] or IPsec[41].

If asensotis subvertedandusedto generatdalsealarms,eventcorrelationwill revealthe anomalouehaior. In
ary case,the sensorcanat bestonly mounta denial of serviceattackagainstthe patchingmechanismpy causing
mary hypotheseso betested.Again, suchanomaloubehaior is easyto detectandtake into consideratiorwithout
impactingeitherthe protectedservicesor the patchingmechanism.

Anotherway to attackour architecturenvolves derying the communicatiorbetweenthe correlationengine,the
sensorsandthe sandboxhrougha denialof serviceattack. Suchanattackmayin factbe a by-productof a worm's
aggressie propagationaswasthe casewith the SQL worm [10]. Fortunately it shouldbe possibleto ingress- Iter
theportsusedfor thesecommunicationsmakingit very dif cult to mountsuchanattackfrom anexternalnetwork.

As with ary fully-automatedtask, the risks of relying on automatedpatchingand testingas the only real-time
veri cation techniquesare not fully understood. To the extent that our systemcorrectly determineshat a buffer
over ow attackis possible the systems operationis safe:eithera correctpatchfor the applicationwill be createdpr
theapplicationwill have to be shut-davn (or replacedwith a non-working version).Consideringhe alternatve, i.e.,
guaranteedbssof serviceand subversionof the application,we believe thattherisk will be acceptabléo mary. The
guestionthencentersaroundthe correctnessf the analysisengine. Fundamentallythis appearso be animpossible
problem— our architectureenablesisto addappropriatechecksasneededbut we cannotguarante@bsolutesafety

6 RelatedWork

Computerirusesarenota nev phenomenorandthey have beenstudiedextensively overthelastseveraldecades.
Cohenwasthe rst to de ne anddescribecomputervirusesin their presenform. In [22], he gave atheoreticabasis
for the spreadof computewiruses.In [71], the authorsdescribetherisk to the Internetdueto the ability of attaclers
to quickly gain control of vastnumbersof hosts. They arguethat controlling a million hostscanhave catastrophic
resultsbhecausef the potentialto launchdistributeddenialof service(DDoS) attacksandpotentialacces$o sensitve
informationthatis presenton thosehosts. Their analysisshavs how quickly attaclkerscancompromisehostsusing
“dumb” wormsandhow “better” wormscanspreadevenfaster The stronganalogybetweerbiologicalandcomputer
viruseded Kephartetal. to investigatehe propagatiorof computewnirusesbhasedn epidemiologicamodels.In [42],
they extendthe standardepidemiologicaimodelby placingit on a directedgraph,andusea combinationof analysis
andsimulationto studyits behaior. They concludethatif the rateat which defensemechanismsletectandremove
virusesis sufciently high, relative to the rateat which virusesspreadthey areadequatdor preventingwidespread
propagatiorof viruses.

Sincethe rst Internet-widevorm[70], considerableffort hasgoneinto preventingwormsfrom exploitingcommon
softwarevulnerabilitiesby usingthecompilerto injectrun-timesafetychecksanto applicationg26, 39, 23, 30, 32, 75,
24, 15, 58], safelanguagesandAPIs [13, 38, 52, 61], andstatic[19, 45, 19, 12, 20, 29] or dynamic[47, 46] analysis
tools. While shortcomingsmay be attributedto eachof thesetools or approacheindividually (e.g., [18, 79)), the
factis thatthey have not seenwide use. We speculatehatthe mostimportantreasonsre: compleity; performance
implications(or a perceptionof such);and, perhapsmostimportantly a requirementor proactvenesson the part



of applicationdevelopers,who are often underpressurdo meetdeadlinesor have no incentve to usenew-fangled
softwareveri cation tools.

Anotherapproachasbeenthatof containmenbf infectedapplicationsexempli ed by the“sandboxing”paradigm
(e.g., [35, 25, 43, 59, 57, 60, 66]). Unfortunately even when suchsystemsare successfuln containingthe virus
[33], they do not always succeedn preventingfurther propagatioror ensuringcontinuedserviceavailability [48].
Furthermorethereis often a signi cant performanceoverheadassociatedvith their use,which detersmary users
from takingadwantageof them.

The Code-Redworm [6] was analyzedextensiely in [82]. The authorsof that work concludethat even though
epidemicmodelscanbe usedto studythe behaior of Internetworms, they are not accurateenoughbecausehey
cannotcapturesomespeci ¢ propertiesof the ervironmenttheseoperatein: the effect of humancountermeasures
againstworm spreading(i.e., cleaning,patching, Itering, disconnectinggetc), andthe slowing down of the worm
infectionratedueto theworm'simpacton Internettraf ¢ andinfrastructure They derive anew generalnternetworm
model called two-factor worm model, which they thenvalidatein simulationsthat matchthe obsened Code Red
dataavailableto them. Their analysisseemdo be supportedhy the dataon CodeRedpropagatiorin [53] and[69]
(thelatter distinguisheetweerdifferentworms simultaneoushactive). A similar analysison the SQL “Slammer”
(Sapphire)worm [7] canbe foundin [10]. More recentanalyseg81] show thatit is possibleto predictthe overall
vulnerablepopulationsizeusingKalman Iters earlyin the propagatiorcycle of aworm, allowing for detectionof a
fast-spreadingrormwhenonly 1% or 2% of vulnerablecomputersn the network have beeninfected.

Code-Rednspiredseveralcountermeasurechnologiessuchasla Brea[49], which attemptgo slow thegrowth of
TCP-basedvormsby acceptingconnectionsandthenblockingon theminde nitely, causinghe correspondingvorm
threadto block. Unfortunatelywormscanavoid this mechanismby probingandinfectingasynchronouslyunderthe
connection-throttlingpproach80, 74], eachhostrestrictsthe rateat which connectionsnay beinitiated. If adopted
universally suchan approachwould reducethe spreadingrate of a worm by up to an order of magnitude without
affectinglegitimatecommunications.

[54] describesa designspaceof worm containmentsystemsusing three parametersreactiontime, containment
stratgyy, anddeploymentscenarioTheauthorsusea combinatiorof analyticmodelingandsimulationto describehow
eachof thesalesignfactorampactsthedynamicsof awormepidemic.Theiranalysisuggestshattherearesigni cant
gapsin containmentdefensemechanismghat can be employed, and that considerablemore research(and better
coordinationbetween SPsandotherentities)is needed However, their analysisfocusesexclusively on containment
mechanismgi.e., network Itering), whichthey considertthe only viable defensenechanism.

Oneapproachfor detectingnew email viruseswas describedn [16], which keepstrack of email attachmentsas
they aresentbetweerusersthrougha setof collaboratingemail senersthatforwarda subsef their datato a central
datawarehouse@ndcorrelationsener. Only attachmentsvith a high frequeny of appearancaredeemeduspicious;
furthermore the email exchangepatternsamongusersareusedto createmodelsof normalbehaior. Deviation from
suchbehaior (e.g., ausersendinga particularattachmento a large numberof otherusersat the samesite, to which
shehasnever sentemail before)raisesan alarm. Naturally, an administratothasto examinethe available dataand
determinewhetherthe attachmenteally constitutesa virus, or is simply a very popularmessagelnformationabout
dangerousttachmentganbe sentto the email seners,which then Iter theseout. Oneinterestingresultfrom this
work is that their systemonly needbe deployed to a small numberof email seners, suchthatit can examinea
minusculeamountof emailtrafc (relative to all emailexchangedn the Internet)— they claim 0.1%— beforethey
candeterminevirus outbreaksandbe ableto build gooduserbehaior models.

[73] proposeghe useof “predator” viruses,which are effectively good-will virusesthat spreadn muchthe same
way maliciousvirusesdo but try to eliminatetheir designatedvictim” viruses. The authorsmodelthe interaction
betweerpredatorsaandothervirusesby equationsusedin mathematicabiology, andshow thatpredatorscanbe made
to performtheir taskswithout ooding the network and consumingall available resources.In practice,however,
viruseswould belik ely to patchthe vulnerabilitiesthey exploited (asrecentwormsin factdo, afteran CodeRedanti-
worm wasreleasedgoonafter CodeReditself wasreleasedn the Internet). Thus,designer®f predatoravould have
to nd theirown exploits (or safegyuardexploitsfor futureuse) whichis notanattractve proposition.Oneencouraging
resultof their work wasthatthe numberof initial predatorseededo containa highly-aggressie virus could be as
smallas2,000.

TheHACRQIT architecturd40, 64, 62, 63] usesvarioussensorso detectnew typesof attacksagainssecureseners,
accesso whichis limited to smallnumberof usersatatime. Any deviation from expectedor known behaior results
in thepossiblysubvertedsenerto betakenoff-line. Similarto ourapproachasandboedinstanceof theseneris used



to conduct‘cleanroom” analysis,comparingthe outputsfrom two differentimplementation®f the service(in their
prototype,the Microsoft IIS and Apacheweb senerswereusedto provide applicationdiversity). Machine-learning
techniquesreusedto generalizeattackfeaturedrom obseredinstance®f theattack.Content-basedtering is then
used eitheratthe re wall or the endhost,to block inputsthat may have resultedin attacks,andthe infectedseners
arerestartedDueto thefeature-generalizatioapproachtrivial variantsof the attackwill alsobe caughtby the Iter.
[72] takesa roughly similar approachalthough Itering is donebasedon port numberswhich can affect service
availability. Cisco's Network-BasedApplicationRecognitionNBAR) [4] allows routersto block TCPsessiondased
on the presenceof speci ¢ stringsin the TCP stream. This featurewas usedto block Code-Redprobes,without
affectingregularweb-sereraccess.

Noijiri etal. [56] presenta cooperatie responselgorithmwhereedge-routershareattackreportsa small setof
otheredge-routersEdgeroutersupdatetheiralertlevel basednthesharedhttackreportsanddecidewhetherto enable
trafc ltering andblocking for a particularattack. Indra[37] alsotakesa cooperatre approachto the problemof
worm detection It usesa peerto-peerapproactor exchangingnfectioninformationwith trustednodes.They de ne
as“trusted”thosenodedor which they candiscoverapublic key andabindingto anIP addressHowever, Indradoes
not addresghe problemof subvertednodesthat spreadfalseinformation. [44] takesa uniqueapproacho intrusion
detectionwhich canbe usedto cover worm propagation.They specifyanalgorithmfor determiningsamplingrates
alongthe min-cutof anetwork graphto maximizethe detectionof maliciouspaclets,while minimizing theexpended
resourcesHowever, this approactmay be impracticalbecausenostorganizations networks morecloselyresemble
trees(not graphs)with well-de ned traf c-ingress points.

[77] presentssomevery encouragingesultsfor slowing down the spreadof viruses. The authorssimulatedthe
propagatiorof virus infectionsthroughcertaintypesof networks, coupledwith partialimmunization.Their ndings
shav that even with low levels of immunization,the infection slows down signi cantly. Their experiments,how-
ever, lookedat a singlevirus. Our work investigateghe detectionof potentiallymultiple viruseswhenthereis no a
priori knowledgeof which virusesmay attack. We usea distributed setof nodesthat searchfor virusesin the data
0 wing thoughthe network andarriving at end-nodesWe aim to maximizethe probability thatary individual virus
(eventually)encountersi level of immunizationthatwill retardits growth.

In the realm of “traditional” computerviruses,mostof the existing anti-virustechniquesusea simple signature
scanningapproachto locatethreats. As new virusesare created,so do virus signatures.Smartervirus writers use
more creatie techniquege.g., polymorphicviruses)to avoid detection.In responsealetectionmechanismeecome
ever more elaborateg.g., using partial simulationduring programexecution. This hasled to co-evolution [55], an
ever-escalatingarmsracebetweervirus writersandanti-virusdevelopers.

Lin, Ricciardi,andMarzullo studyhow computemwormsaffect the availability of services.In [48], they studythe
faulttoleranceof multicastprotocolsunderself-propagatingirus attacks.

7 Conclusion

We armguedthatincreasediseof end-to-endencryptionandworm stealthinessaswell astheinadequayg of existing
preventive mechanismso ensureserviceavailability in the presencef software aws, necessitatéhe development
of an end-pointworm-reactionapproachthat employs invasive but targetedmechanismdo x the vulnerabilities.
We presentedhn architecturefor counteringwormsthroughautomaticsoftware-patchgeneration. Our architecture
usesa setof sensorgo detectpotentialinfection vectors,and usesa clean-room(sandbord) environmentrunning
appropriately-instrumenteithstancesof the applicationsusedin the enterprisenetwork to test potential x es. To
generatghe x es,we usecode-transformatiotools to counterspeci ¢ buffer-over ow instances.If we manageo
createa versionof the applicationthatis bothresistanto the worm andmeetscertainminimal-functionalitycriteria,
embodiedn afunctionalitytest-suitecreatedn advanceby thesystemadministratorwe updateheproductionseners.

Thebene ts presentedby our systemarethe quick reactionto attacksby the automatedreationof "goodenough'’
x eswithout ary sortof dependencen a centralauthority suchasa hypotheticalCyberCDC [71]. Comprehensie
securitymeasuresanbe administeredat a latertime. Furthermorepur architecturas easilyextensibleto accommo-
datedetectionandreactive measureggainstnew typesof attacksasthey becomeknown. Our experimentalnalysis,
usinga numberof known vulnerableapplicationsare hypotheticatargetsof a worm infection, shavs thatour archi-
tecturecan x 82% of all suchattacksandthatthe maximumtime to repaira complicatedapplicationwaslessthan
8.5secondsWe believe thatthesepreliminaryresultsvalidateour approachandwill spurfurtherresearch.



References

(1]
(2]

(3]
(4]

(5]
(6]

(7]
(8]
(9]
[10]

[11]
[12]

[13]

[14]
[15]

[16]
[17]
(18]
[19]
[20]
[21]

[22]
(23]

[24]
[25]
[26]
[27]
(28]
[29]
[30]
[31]

[32]

2001 Economic Impact of Malicious Code Attacks. http://www.computereconomics.com/cei/pres s/
pr92101.html

0OC48Analysis— TraceDataStrati®edby Applications.
http://www.caida.og/analysis/erkload/byapplication/oc48/pagnalysisapp.xml.

The CodeSecurityAnalysisKit (CoSAK). http://serg.cs.drexel.edu/cosak/index.sh tml/ .

Using Network-BasedApplication Recognitionand AccessControl Lists for Blocking the °CodeRed°Worm at Network
IngressPoints. Technicalreport,CiscoSystems|nc.

WebSener Suney. http://www.securityspace.com/s_survey/da ta/200 304/ .

CERT Advisory CA-2001-19:"CodeRed' Worm Exploiting Buffer Over ow in IS Indexing ServiceDLL. http://www.
cert.org/advisories/CA- 2001- 19.html ,July2001.

CertAdvisory CA-2003-04:MS-SQL Sener Worm. http://www.cert.org/advisories/CA- 2003- 04.htm |,
January2003.

CERT Advisory CA-2003-19: Exploitationof Vulnerabilitiesin Microsoft RPC Interface. http://www.cert.org/
advisories/CA- 2003- 19.html , July2003.

CERT Advisory CA-2003-21: W32/BlasterWorm. http://www.cert.org/advisories/CA- 2003- 20.htm 1,
August2003.
The Spreadf the Sapphire/Slammaiorm. http://www.silicondefense.com/research/ worms/ slammer.

php, February2003.

Aleph One. Smashinghe stackfor fun andpro®t. Phrack, 7(49),1996.

K. AshcraftandD. Engler DetectingLots of SecurityHolesUsing System-Speci®&taticAnalysis. In Proceeding®f the
IEEE Symposiunon Securityand Privacy, May 2002.

A. Baratloo,N. Singh,andT. Tsai. TransparenRun-Time DefenseAgainstStackSmashingAttacks. In Proceeding®f the
USENIXAnnualTedhnical Confeence June2000.

S. M. Bellovin. DistributedFirewalls. ;login: magazine specialissueon security November1999.

S.Bhatkar D. C. DuVarng, andR. Sekar AddresObfuscationanEf®cientApproachto Combata BroadRangeof Memory
Error Exploits. In Proceeding®f the 12th USENIXSecuritySymposiunpagesl05-120 August2003.

M. BhattacharyyaM. G. Schultz,E. Eskin, S. Hershlop, and S. J. Stolfo. MET: An ExperimentalSystemfor Malicious
Email Tracking. In Proceeding®f the New SecurityParadigmswWorkshop(NSPW) pagesl—12,SeptembeR002.
J.Brunner TheSho&waveRider. Del Rey Books,Canadal975.

BulbaandKil3r. BypassingStackGuarand StackShield Phradk, 5(56), May 2000.

H. ChenandD. Wagner MOPS:anlInfrastructurgor ExaminingSecurityPropertieof Software.In Proceeding®fthe ACM
Computerand CommunicationSecurity(CCS)Confeence pages235-244 November2002.

B. Chessimproving ComputeiSecurityUsingExtendedstaticChecking.In Proceeding®fthel EEE Symposiumn Security
andPrivacy, May 2002.

M. Christodorescliand S. Jha. Static Analysis of Executabledo DetectMalicious Patterns. In Proceedingof the 12th
USENIXSecuritySymposiunpagesl 69-186 August2003.

F. Cohen.Computeniruses:TheoryandPractice.Computes & Security 6:22—35 Februaryl987.

C. Cowan, M. Barringer S. Beattie,and G. Kroah-Hartman.Formatguard:Automatic protectionfrom printf format string
vulnerabilities.In Proceeding®f the 10thUSENIXSecuritySymposiumAug. 2001.

C. Caowan, S. Beattie,J. JohansenandP. Wagle. PointGuard:ProtectingPointersFrom Buffer Over ov Vulnerabilities. In
Proceeding®f the 12th USENIXSecuritySymposiunpages91-104 August2003.

C. Cowan, S. Beattie, C. Pu, P. Wagle, and V. Gligor. SubDomain: ParsimoniousSecurity for Sener Appliances. In
Proceeding®f the 14th USENIXSystenAdministiation Confeence(LISA2000) March2000.

C.Cowan,C. Pu,D. Maier, H. Hinton, J. Walpole,P. Bakke, S. Beattie,A. Grier, P. Wagle,andQ. Zhang.StackguardAuto-
matic adaptve detectionandpreventionof buffer-over ow attacks.In Proceeding®of the 7th USENIXSecuritySymposium
Januaryl998.

T. DierksandC. Allen. TheTLS protocolversion1.0. RFC2246,IETF, Jan.1999.

G. W. Dunlap,S.T. King, S. Cinar, M. A. Basrai,andP. M. Chen. ReVirt: EnablingIntrusion AnalysisthroughVirtual-
MachineLogging and Replay. In Proceedingof the 5th Symposiunon Opefating System®esignand Implementation
(OSDI), DecembeR002.

D. EnglerandK. Ashcraft. RacerX:Effective, StaticDetectionof RaceConditionsand Deadlocks.In Proceeding®f ACM
SOSPROctober2003.

J. Etoh. GCC extensionfor protectingapplicationsfrom stack-smashingttacks. http://www.trl.ibom.com/
projects/security/ssp/ ,June2000.

S. Forrest,A. Somayaji,andD. Ackley. Building DiverseComputerSystems.In Proceeding®of the 6th HotOSWobrkshop
1997.

M. FrantzerandM. Shug. StackGhostHardwarefacilitatedstackprotection.Iln Proceeding®f the 10th USENIXSecurity
Symposiunpagess5-66,August2001.



[33]
[34]
[35]
[36]

[37]

(38]
[39]
[40]

[41]
[42]

[43]
[44]
[45]
[46]
[47]
[48]
[49]
[50]
[51]
[52]
[53]
[54]

[55]
[56]

[57]
[58]
[59]
[60]
[61]

[62]

T. Gar®nlel. TrapsandPitfalls: PracticalProblemsn SystemCall InterpositionBasedSecurityTools. In Proceeding®f the
Symposiunon Networkand DistributedSystem$ecurity(SNDSS)pagesl63—176 February2003.

T. Gar®nlel andM. RosenblumA Virtual MachinelntrospectiorBasedArchitecturefor IntrusionDetection.In Proceedings
of the Symposiunon Networkand DistributedSystem$Security(SNDSS)pagesl 91-206 February2003.

I. Goldbeg, D. Wagner R. Thomas,andE. A. Brewer. A SecureErvironmentfor UntrustedHelper Applications. In
Procedingsof the 1996 USENIXAnnual Technical Confeence 1996.

S.loannidis,A. D. Keromytis,S. M. Bellovin, andJ. M. Smith. Implementinga DistributedFirewall. In Proceeding®f the
ACM Computerand CommunicationSecurity(CCS)Confeence pagesl90-199 November2000.

R. Janakiramanyl. Waldwogel,andQ. Zhang.Indra: A peertopeerapproactto network intrusiondetectionandprevention.
In Proceeding®f the [EEE InternationalWbrkshopson EnablingTechnolagies: Infrastructue for Collaborative Enterprises
(WETICE) Workshopon EnterpriseSecurity June2003.

T. Jim, G. Morrisett,D. GrossmanM. Hicks, J. Cheng, andY. Wang. Cyclone: A safedialectof C. In Proceeding®of the
USENIXAnnualTednical Confeence page275—-288,June2002.

R.W. M. JonesandP. H. J. Kelly. Backwards-compatiblédoundscheckingfor arraysandpointersin C programs.In Third
InternationalWorkshopon AutomatedDehugging, 1997.

J.E.JustL. A. Clough,M. Danforth,K. N. Levitt, R. Maglich,J.C. Reynolds,andJ. Rowe. LearningUnknawn Attacks— A
Start. In Proceeding®f the 5th International Symposiunon RecentAdvancesn IntrusionDetection(RAID), October2002.
S.KentandR. Atkinson. SecurityArchitecturefor the InternetProtocol. RFC2401,IETF, Nov. 1998.

J. O. Kephart. A Biologically InspirediImmune Systemfor Computers. In Arti®cial Life IV: Proceedingsof the Fourth
InternationalWorkshopon the Synthesisnd Simulationof Living Systemsagesl30-139MIT Press1994.

V. Kiriansky, D. Bruening,and S. Amarasinghe.SecureExecutionVia ProgramShepherding.In Proceedingof the 11th
USENIXSecuritySymposiunpagesl 91-205 August2002.

M. KodialamandT. V. LakshmanDetectingNetwork Intrusionsvia Sampling:A GameTheoreticApproach.ln Proceedings
of the 22ndAnnualJoint Confeenceof IEEE Computerand CommunicatiorSocietie{INFOCOM), April 2003.

D. LarochelleandD. Evans.StaticallyDetectingLik ely Buffer Over ow Vulnerabilities.In Proceeding®f the 10thUSENIX
SecuritySymposiuppagesl 77-190 August2001.

E. LarsonandT. Austin. High CoverageDetectionof Input-RelatedSecurityFaults. In Proceedingof the 12th USENIX
SecuritySymposiunpagesl21-136 August2003.

K. LheeandS. J. Chapin. Type-AssistedynamicBuffer Over av Detection.In Proceeding®f the 11thUSENIXSecurity
Symposiunpages31-90,August2002.

M.-J. Lin, A. Ricciardi, and K. Marzullo. A New Model for Availability in the Faceof Self-PropagatindAttacks. In
Proceeding®f the New SecurityParadigmsWorkshop November1998.

T. Liston. WelcomeTo My Tarpit: The Tactical and Stratgic Use of LaBrea. http://www.threenorth.com/
LaBrea/LaBrea.txt ,2001.

M. Conorer and wOOwW0O Security Team. wO0O0wO00 on heap over owvs.  http://www.w00wO00.org/files/
articles/heaptut.txt ,Januaryl1999.

A. J.Malton. The DenotationalSemantic®f a FunctionalTree-ManipulatiorLanguage.Computer_Languayes 19(3):157—
168,1993.

T. C. Miller andT. de Raadt. stricpy andstrlcat: ConsistentSafe,String Copy and ConcatentationIn Proceedingf the
USENIXAnnualTednical Confeence FreenixTradk, Junel999.

D. Moore,C. ShanningandK. Claffy. Code-Redacasestudyonthespreadandvictims of aninternetworm. In Proceedings
of the 2ndInternetMeasuement\brkshop(IMW), page273-284 November2002.

D. Moore,C. Shannon(. Voelker, andS. Savage.InternetQuarantineRequirementfor ContainingSelf-Propagatingode.
In Proceeding®f the IEEE InfocomConfeence April 2003.

C. Nachenbay. ComputeVirus - Coevolution. Communicationsf the ACM, 50(1):46-51,1997.

D. Nojiri, J. Rowe, andK. Levitt. Cooperatie Respons&trategjiesfor Large ScaleAttack Mitigation. In Proceeding®f the
3rd DARRA InformationSurvivability Confeenceand Exposition(DISCEX) pages293-302 April 2003.

D. S.PetersonM. Bishop,andR. Pandg. A Flexible ContainmenMechanisnfor ExecutingUntrustedCode.In Proceedings
of the 11thUSENIXSecuritySymposiunpages207-225 August2002.

M. PrasacandT. Chiueh.A Binary Rewriting DefenseAgainstStack-base®uffer Over av Attacks. In Proceedingof the
USENIXAnnualTechnical Confeence pages211-224 June2003.

V. Prevelakisand D. Spinellis. SandboxingApplications. In Proceedingsf the USENIXTechnical Annual Confeence
FreenixTradk, pagesl19-126,June2001.

N. Provos. Improving Host Securitywith SystemCall Policies. In Proceedingf the 12th USENIXSecuritySymposium
page257-272 August2003.

N. Provos, M. Friedl, and P. Honeyman. Preventing Privilege Escalation. In Proceeding=f the 12th USENIX Security
Symposiunpages231-242 August2003.

J.Reynolds,J.Just,E. Lawson,L. Clough,andR. Maglich. On-lineIntrusionProtectiorby DetectingAttackswith Diversity.
In 16thAnnuallFIP 11.3Wbrking Confeenceon Data and ApplicationSecurityConfeence April July.



[63] J.C. Reynolds, J. Just,L. Clough,andR. Maglich. On-Line Intrusion Detectionand Attack Prevention Using Diversity,
Generate-and€kt, and Generalization. In Proceedingsf the 36th Annual Hawaii International Confeenceon System
SciencegHICSS) January2003.

[64] J.C. Reynolds,J. Just,E. Lawson, L. Clough,andR. Maglich. The DesignandImplementatiorof an Intrusion Tolerant
System.In Proceeding®f the InternationalConfeenceon DependableSystemand Networks(DSN) June2002.

[65] M. RosenblumE. Bugnion,S.Devine,andS.A. Herrod. Usingthe SimOSMachineSimulatorto StudyComple« Computer
SystemsModelingand ComputerSimulation 7(1):78-103,1997.

[66] R.SekarV. N. Venkatakrishnar.Basu,S.BhatkarandD. C. DuVarng. Model-CarryingCode:A PracticalApproachfor
SafeExecutionof UntrustedApplications. In Proceeding®f ACM SOSR October2003.

[67] J. Seward andN. Nethercote. Valgrind, an open-sourcenemorydehuggerfor x86-linux. http://developer.kde.
org/"sewardj/

[68] J.F. ShochandJ.A. Hupp. The®worme®programs- early experimentswith a distributedcomputation.Communicationef
the ACM, 22(3):172-180March1982.

[69] D.Song,R.Malan,andR. Stone A Snapshotf GloballnternetWorm Activity. Technicareport,Arbor Networks,November
2001.

[70] E.H. Spaford. TheInternetWorm Program:An Analysis. TechnicalReportCSD-TR-823 PurdueUniversity, 1988.

[71] S.Staniford,V. Paxson,andN. Weaver. How to Own the Internetin Your SpareTime. In Proceeding®f the 11th USENIX
SecuritySymposiuppagesl49-167 August2002.

[72] T.TothandC.Kruegel. Connection-historiBasedAnomalyDetection.In Proceeding®fthel EEE Workshopon Information
Assuanceand Security June2002.

[73] H. ToyoizumiandA. Kara. PredatorsGoodWill Mobile CodesCombatagainstComputerViruses. In Proceedingf the
New SecurityParadigmsWorkshop(NSPW) pagesl3—-21,Septembe2002.

[74] J.TwycrossandM. M. Williamson. Implementingandtestinga virus throttle. In Proceeding®f the 12th USENIXSecurity
Symposiunpage285-294 August2003.

[75] Vendicator Stackshield. http://www.angelfire.com/sk/stackshiel d/ .

[76] G.VenkitachalanandB.-H. Lim. Virtualizingi/o deviceson vmwareworkstations hostedvirtual machinemonitor

[77] C.Wang,J.C. Knight,andM. C. Elder On ComputetViral Infectionandthe Effect of Immunization.In Proceeding®f the
16th AnnualComputerSecurityApplicationsConfeence(ACSAC), pages246—256 2000.

[78] A. Whitaker, M. Shawv, andS.D. Gribble. ScaleandPerformancén the DenalilsolationKernel. In Proceeding®f the Fifth
Symposiunon Operating System®esignand ImplementatiofOSDI), Decembef002.

[79] J.WilanderandM. Kamkar A Comparisorof Publicly Available Toolsfor DynamiclntrusionPrevention. In Proceedings
of the Symposiunon Networkand DistributedSystem&ecurity(SNDSS)pagesl 23-130 February2003.

[80] M. Williamson. Throttling Viruses:RestrictingPropagatiorio DefeatMaliciousMobile Code. TechnicalReportHPL-2002-
172,HP LaboratorieBristol, 2002.

[81] C.C.Zou,L. Gao,W. Gong,andD. Towsley. Monitoring andEarly Warningfor InternetWorms. In Proceeding®fthe 10th
ACM InternationalConfeenceon Computerand CommunicationSecurity(CCS) pagesl90-199 October2003.

[82] C.C.Zou,W. Gong,andD. Towsley. CodeRedWorm PropagatiorModelingandAnalysis. In Proceeding®f the 9th ACM
Confeenceon Computerand Communication$ecurity(CCS) pagesl38—-147November2002.



Appendix A. TXL Code

rule argsMalloc
replace  [function_definition]

DECL_SPECIFIERS [opt decl_specifiers]

DECLARATOR [declarator]
OPTIONAL_DECLJ[opt NL_declarations]
{ D [declarations] S [statements]

import TXLargs [repeat  stringlit]
deconstruct * TXLargs
"-myoption" FunctionName [stringlit]
buffer  [stringlit]

export  Buf [stringlit]

buffer

deconstruct * DECLARATOR
R[repeat ptr_operator]

I[id]

T[repeat  declarator_extension]
construct NewD [declarations]

D [test]
import  Number [number]
import Id [id]
where

I [= 'FunctionName]

by
DECL_SPECIFIERS
DECLARATOR_
OPTIONAL_DECL
{ NewDId ‘'=pmalloc( Number );
end rule

}

S 'pfree(



Appendix B. CoSAK Data

Svstem Functions
y System Call within Works? | Return value?
Name )
functions
bash strepy() None Yes No

elm

strepy()

None

Yes

Yes

lynx

sprintf()

Yes

Yes

No

netkit-ftp

None(pointers)

No

No

nmh

sprintf(), strcpy()

None

Yes

No

sharutils

sscanf()

None

Yes

Yes

sysklogd

read()

None

Yes

Yes

wu-ftpd

strcat()

None

Yes

No

ZQv-1

strepy()

None

Yes

No

The column”Functionswithin functions”indicateswhetherthe vulnerablesystemcall usedin the applicationin-
vokedanotherfunctionaspartof theparameterso thecall. Thecolumn”Returnvalue”indicatesvhetherthevulnera-
ble systemcall's returnvaluewaschecleduponreturningfrom the call. Thesigni canceof thesecolumnsis pertinent
to theapplicationof our pmalloc()heuristic.



Appendix C. Ove ov Recovery Code

#include  <setjmp.h> /* ADDED*/
#include  <signal.h> /* ADDED?*
jmp_buf worm_env; /* ADDED*/

invoking_function 0

{

signal  (SIGSEGV, worm_handler); /* ADDED*

if (setimp (worm_env) == 0) { /*  ADDED?*
offending_function(...);
} /* ADDED*
}
int worm_handler () /* ADDED?*
{ /* ADDED*
longimp (worm_env, 1); /* ADDED?*/

/* ADDED*



