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1 Problem Statement

Overthe pastfew yearswe haveseenthe useof Internetworms,i.e.,
malicious self-replicatingprograms,as a mechanismto rapidly invade
andcompromisdarge numbersof remotecomputerdSPWO02].Although
the Prst worms releasedon the Internet were large-scale,easy-to-spot
massivesecurity incidents [MSB02, MPS+03, SM04, BCJ+05b], also
knownasRashworms[SMPWO04],it is currentlyenvisionedandwe see
already seesigns, in the wild) that future worms will be increasingly
difbcult to detect,and will be known as stealth worms This may be
partly because¢he motivesof early worm developersare thoughtto have
been centeredaround self-gratibcationbrought by the achievemeniof
compromisingarge numbersof remotecomputerswhile the motivesof
recentworm and malwaredeveloperdaveprogressedo moremundane
(and sinister) Pnancialand political gains. Therefore,althoughrecent
attackersstill wantto be ableto control a large numberof compromised
computers,they prefer to compromisethese computersas quietly as
possible,over a longer period of time, so as to impede detectionby
current defense mechanisms.To achieve stealthy behavior these
attackershavestartedusing, or at leasthavethe capacityto use,a wide
variety of mechanismshat will make their worms more difpcult to
detect. Such mechanisms might include:



&ncryption: Attackersmay communicatewith the potential victim
usinga securglencrypted)connectionmakingit difbcult for network-
basedintrusion Detection Systems[Roe99, XCA +06] to spot their
attempted attack.

Metamorphism: The body of worms usually containssomeinitial
code that will be executedwhen the worm invades the victim
computer Metamorphismobfuscatesthis code by adding various
instructionsto it, and/or by substitutingblocks of instructionswith
equivalent blocks of other instructions [SFOI]. In this way, two
"copies" of the worm would appearto be completelydifferent from
each other confusing worm detection systemsthat dependon all
copies of a worm being practically identical [SEVS04, KK04,
AAMO5].

&olymorphism: Polymorphicapproachesbfuscatethe worm'sbody
by encodingt andprependingadecoderWhenpropagatingtheworm
mutatesits body so that two "copies" of the worm would look
completelydifferentfrom eachother(modulothe body of theencoder)
[Szo05, DUMUO3, K20I. Much like metamorphic approaches,
polymorphic systems confuse worm detection systems.

#it Lists: The brstversionsof recentworms selectedtheir victims
pseudo-randomly.e., by generatinga randomlP addressn therange
0.0.0.0to 255.255.255.258t hasbeenproposechowever thatworms
may be more effective if they brstcreatea hit-list of all vulnerable
computersand then attack only computersin that hit-list [SPWO02,
AAMAOS5]. This hit-list may evenbe blteredto excludehoneypots

Armed with a hit-list, a worm is able to compromisea number of

vulnerablecomputersyhile generatinghe minimumamountof trafpc
possible limiting the effectivenesof defensemechanismshat detect
visible trafbc anomalies.

#ybrid Worms: Traditionally, worms have exploited vulnerabilities
in applicationsandservicesopento Internettrafbc. However asmore
computers are located behind brewalls and NATs, they are
theoretically protected from such types of attacks. Unfortunately
worm developers may exploit several different invasion paths

11A honeypotis a computerwaiting to be attacked.Onceattacked the honeypot
recordsas muchinformation as possibleso that the administratorswill be able
to characterize the attack and possibly generate a signature for it.



including, infected email attachmentsjnfected bles sharedthrough
peerto-peer (P2P) networks, and infected bles accessedthrough
locally shared disks [KEO3].

defense Mapping: Many of the proposedand deployed)techniques
for detectingand countering new attacks use honeypotsas early-
warning systems|[Spi03, DQG+04, YBP04, CBMMO04, BCJ+05a,
RMTO5, MVSOI]. However recentwork hasshownthatattackersan
exploit certainfeaturesand aspectf honeypotbehaviorto identify
andavoid suchdetector§BFV05, S1105, RMT06]. Combinedwith hit-
lists, this canrenderworms(especiallyslow-spreadingpnes)andother
automated attacks virtually undetectable.

&lient-side Attacks: In the pastfew years(2005-2006)we haveseen
an increasein the use of zero-dayattacksaimed at client software
(especiallybrowsersbut alsovarioustypesof documentiewerssuch
asMicrosoft Word, Exceland PowerPointandAdobeAcrobat).Other
than stand-alone, host-based intrusion detection/prevention
mechanismgsuch as virus scanners)yery little has beendone in
hardening vulnerable client systems.

1.1 Impact of failing to solve the problem

Compromisedccomputerscanbe usedto causeharmto third partiesor
even to cause harm to their traditional owners.

Attacks to third parties: Recent worm writers organize
compromisedcomputersinto botnets,i.e., armiesof hoststhat are
primarily usedfor malicious acts, including launchingof Denial of
Service (DoS) attacks,blackmailing, sendingof SFAM mail, click
fraud, theft of intellectualproperty andevenidentity theft. Onewould
envisionthat botnetsin the future could be usedfor political warfare
purposes as well.

Attacks to the owners of compromised computers: A compromised
computercanbe usedto stealprivate dataandfacilitate identity theft.

Unfortunately once ordinary usersstart to realize the dangersof a

compromised computer they will probably get increasingly less
inclined to trust their computersfor Pnancialtransactionsor private

communications.This will probably impede the adoption of an

information societyand may eventuallyreduceits overall spreadand

impact.



2 Research Directions

Overthe last bveyearssignibcantresearcthasbeenconductedn the
areaof detectionandcontainmenbf cyberattacksIndeed we believethat
we havecurrently reachedhe point whereit is possibleto readily detect
one particular classof worms: rapidly spreadingand massivelyparallel
Rashworms. However it is unclearwe havethe technicalknowledgeor
the deployedmechanismsn orderto detectand contain stealth attacks.
Using a combinationof the techniquesdescribedearlier suchattackscan
becomeinvisible (or at least very difbcult to detect)to network-based
defenses.

Our view is that such attackscan only be detectedvia large-scale
collaborationamong end-hosts:by exchangingand correlating relevant
information, it is possible to identify stealthy attacks, and to take
appropriatemeasurego defendagainstthem, or at leastquarantinethose
nodesthatappeatto havebeencompromisedSpecibcallywe believethat
it is increasinglyimportantto includehomeandsmall businescomputers
in the attack-detectionprocess. These computers are increasingly
becomingthe primary targetsof mostattackersThereforejncludingthem
in the worm- (or, more generally attack-)detectionprocesswill increase
the chancesof attack detection.Exemplifying a large range of access
patternsand a large rangeof applications thesecomputersypically tend
to havemore representativeonbgurationghan the traditional honeypots
currently beingusedin worm detection.Furthermoreprdinary computers
beingusedby their regularownersare more difbcult to be categorizedas
honeypotsandavoidedby future attacks Theinclusion,however of home
computersin the detectionprocessshould(1) guaranteghe safetyof the
end computerand (2) the minimum possibleintrusionin the ordinary use
of the computer Towards this direction, we propose two systems:
Honey@homeand Application Communities. We give a high-level
descriptionof both systemsin the next two sections,both as concrete
examplesof collaborative defensemechanismsand to motivate further
work in this direction.

On the other hand,we are not completelydiscountingnetwork-based
defensesrather we believe that such defensesmust be integratedwith
end-hosdefensesln the past,networkandend-hossecuritywereviewed
astwo distinct areasthat were meantto complementeachother but kept
separateWhile this allowedfor a cleanseparatiorbetweenthe respective
securitymechanismsit alsomeantthat the potentialof both was stunted.
Furthermore,by keepingthem isolated, it was (and is) impossibleto
exploit scalefor defensivepurposesExploiting scaleis somethingthat



attackershave learnedto do well, as evidencedby such phenomenaas
distributed denial of service attacks, self-propagating worms, and botnets.

The industry is beginningto follow such an approach,albeit in a
fragmented,ad hoc fashion. For example,severalenterprisesexchange
alert and IDS logs through sitessuchas DShield.og; anti-virus vendors
with extensivepresenceon the desktopare correlatinginformation about
application behavior from thousandsof hosts; network security and
monitoring companiesperform similar correlation using network traces
and distributed black-holes (honeypots). To the extent that such
approachesarebeingexplored,they seemlargely conbnedo the realmof
informationgathering.This alsolargely seemgo be the situationwith the
US Departmentof Defenseand the various intelligence agencies.For
example DARPA is currentlyfundingthe Application Communitieseffort,
which seekgo leveragearge softwaremonoculturego distributethe task
of attack monitoring - again, an approachconbnedto the end-host.
Previouswork (notablyin the DARPA OASIS program)looked into the
spaceof reactivesecurity but only consideredsmall-scaleenvironments.
Arguably we need to extend the reach of our collaboration-based
mechanisms to counter such pervasive threats as DDoS and botnets.

Thus, we amgue that it is important to transition into an network
architecture design where networks and end-hosts, in  various
combinations,can elect to collaborateand coordinatetheir actionsand
reactionsto betterprotectthemselvegand, by implication, the network at
large). There are severalresearchissuesarisingin suchan environment,
including:

aVhat problems are best addressed through a collaborative approach;

a&lew mechanismsat all levels of the network architecture(routers,
protocols, end-hosts,processes,hardware) that are "collaboration

friendly";

aetrics that quantify the security of collaborativeapproachesver
non-collaborative approaches ;

aVho to trust, and to what extend,;
&low to prevent attacks that exploit such mechanisms,including
insider threats;

&£ommand-and-contrals.loose-coupling mechanism composition.

Furthermore,in an era of distributed software services (what is



fashionablycalled"Web 2.0"), no singleapplication,node,or networkhas
enoughinformationto detectand counterhigh-level semanticattacks,or

evensomeof the more conventionalweb-basednalware(e.g., cross-site
scripting attacks). Large-scale distributed systems require large-scale
distributed defensesThis is particularly true within specibcapplication
domains(suchashealthcareandindustrial SCADA control), wherelarge-

scalecollaborative(but independentiiefenseswill allow bettercontrol to

critical information and resources.

3 Honey@home

Traditional honeypotarchitecturesare basedon monitoring unused P
addressefocatedat specibanstitutesand organizationgCBMMO04]. This
unusedP addressspace also called OdarkspaceQis easyto identify and
thusbe blacklistedby attackerdBFV05]. Furthermoreall honeypottech
nologiesrely on the size of the dark spacein orderto be effective; the
moredark spaces used the fasterandmoreaccuratehe resultsobtained.
To overcomethesetwo problems,Honey@homdAAMO7] empowersor-
dinary usersand organizationsjnstitutesand enterprisesywho are not fa-
miliar with honeypottechnologiesto contributetheir dark spaceto a net
work of afPnedhoneypots.Many public bodies, universitiesand even
homeusersdo not useall the addresspacethey possessTheyalsodo not
havethe expertiseto setupandmaintaina honeypotto monitorthatunused
space Honey@homeblls that gap by installing a virtual honeypotto the
machine(s)of unfamiliar users.Severalother O@home@pproachesljke
Seti@homendFolding@homehaveshownthat userscancontributesig-
nibpcantly towards a common goal.

Honey@homeis designedto be usedby people unfamiliar with
honeypottechnologies.From the user perspective,no conbgurationis
needed.Honey@homeis a cross-platformtool that requires minimal
resourcesand can run unsupervisedt the backgroundjust like modern
messengerslts basic functionality is to claim an unusedIP address
through the DHCP server of the local network it is installed on and
forward all the trafbc going to that addressto a centralizedfarm of
honeypots.The centralizedfarm runs multiple services/applicationsand
processesall the trafbc received from Honey@homeclients. Central
honeypotswill provideanswergo thereceivedirafbcandsendthemback
to the Honey@homeclients. From their side, Honey@homeclients will
sendthe responsedrom honeypotsbackto the originatorsof the attack.
The attackeris under the impressionthat she communicateswith the
addresglaimedby Honey@homeclient, but in reality shecommunicates



with a centralhoneypotthat gathersanalyzesandrespondgo herattacks
and probes.More advanceduserscan manually declaretheir dark space
and contributemore than one unusedIP addressThe centralizedfarm is
implementedby a numberof Argos [PSB06] honeypotsthat are able to
catch previously unknown attack vectors.

Honey@homeenablesthe creation of an infrastructurewhere the
monitored dark spaceis distributed over the network and can become
arbitrarily large, dependingon the number of Honey@homeclients.
Although the ideaof forwardingtrafPc destinedfor an unusedP address
to a centralizedfarm of honeypotsmay soundsimple, there are several
challengeshehindthe Honey@homeapproachFirst, participatingclients
should be undetectablelf an attackercan easily determinewhetheran
addresss monitoredby Honey@homeclients can be blacklistedand not
contributeto the overall infrastructure (Note, however that this could be
turnedinto a defensiveadvantagdy actingasa deterrent.\Secondcentral
honeypotsmust be hidden so that they cannotbe remotely exploited or
otherwise attacked. Finally, the installation of mock clients that will
overloadthe centralhoneypotswith nonsensdrafbc must be prevented.
Honey@hometries to deal with thesechallengesby employing various
techniqueslike anonymizatiometworks[Tor03] to hide honeypotsanda
registration processto prevent massive automatic installation of fake
clients.

4 Application Communities

An Application Community(AC) is a collectionof congruentinstances
of the sameapplication running autonomouslyon end-hostsdistributed
acrossa wide-areanetwork, whose memberscooperatein identifying
previouslyunknownfRaws/attack§ACO6]. By exchangingnformation,the
AC membersmay be ableto preventthe failure from manifestingin the
future. Although individual membersmay be susceptiblgo new failures,
the AC should eventually convege into a state of immunity againsta
particular fault, adding a dimensionof learning and adaptationto the
systemAn AC maybe considered Ovirtuahoneypot@omposedf many
machines/applicationthatarein actualuse(i.e., theyarenot passivenon-
guided entities as traditional honeypotsare); AC memberscontribute a
shareof their resourcegsuchas CPU cycles)towardsthe processinglone
by this virtual honeypot. By using real applicationsand systemsas
detectors Application Communitiescan identify tamgetedattacks,attacks
thatexploit specibcstate or attacksthatrequireuseraction(e.g.,for client
applicationssuch as web browsers).The size of the AC, in terms of
numberof participatingnodes,mpacts coveraggin detectingfaults) and



fairnesg(in distributingthe monitoringtask)[ASA05]. An AC is composed
of threemain mechanismsfor monitoring, communicationand defense,
respectively

The purposeof the monitoring mechanism is the detection of
previouslyunknown(OzeralayOsoftwarefailures. Thereexistsa plethora
of work in this area,namely usingthe compilerto insertrun-time safety
checks,Osandboxingéhomalydetection,and content-basedbltering [2].
While shortcomingsmay be attributedto eachof the approacheswhen
they are consideredwithin the scope of an AC a different set of
considerationsieedto be examined.Specibcally the signibcanceof the
securityvs performanceradeof is de-escalatewith respecto the ability
to efbciently employ the mechanismin a distributed fashion. The
advantagef utilizing anAC is thatthe useof afairly invasivemechanism
(in termsof performancejnay be acceptablesincetheassociated¢ostcan
be distributedto the participatingmembersBy employinga moreinvasive
instrumentationtechnique, the likelihood of detecting subversionand
identifying the sourceof the vulnerability is increased.The monitoring
mechanismin our prototypeis an instruction-levelemulatorthat can be
selectivelyinvoked for arbitrary segmentsof code, allowing us to mix
emulatedand non-emulatedexecutioninside the sameexecutioncontext
[STEMO5], althoughothermechanismsanbe usedinstead(or in addition)
[SGKO5].

Oncea failure is detectecby a membe® monitoring componentthe
relevantinformationis distributedacrosghe AC. Specibcallythe purpose
of the communication component is the disseminationof information
pertainingto the discovery of new failures and the distribution of the
monitoring work load within the AC. The choice of the communication
model to be employedby an AC is subjectto the characteristicof the
collaboratingcommunity suchassizeandRexibility. Theimmediatetrade-
off associatedvith the communicatiormodelis the overheadn messages
versusthe latency of the informationin the AC. In the simplestcase,a
centralized approach is arguably the most efbcient communication
mechanismHowever there are a numberof scalability and trust issues
associatedvith this approachlf thereis a bxednumberof collaborating
nodes, a secure structured overlay network can be employed, with
exemptionfrom the problemsassociatedavith voluminousjoins andleaves.
If nodesenterandleavethe AC at will, a decentralizechpproachmay be
moreappropriate Efbcientdisseminatiorof messagess outsidethe scope
of this paper but hasbeenthe topic of muchresearchn the networking
community

The immunizing component of our architectureis responsiblefor
protectingthe AC against future instancesof a specibcfailure. Ideally,
uponreceivingnotibcationof a failure observedby anotherAC member



individual membersindependentlyconbrmthe validity of the reported
weakness&ndcreatetheir own Px in a decentralizeanannerAt thatpoint,

eachmembeiin theAC decidesautonomouslyvhatbxto applyin orderto

inoculateitself. As independentveribcationof an attack report may be
impossible in some situations, a membef@ action may depend on

predebnedrust metrics(e.g.,trustedveribcationsservers) Dependingon

the level of trust amongusers,alternativemechanismsnay be employed
for the adoptionof universalbxesandveribcationof attackreports.In the
caseof systemswherethereis minimal trust amongmembersa voting

system can be employed at the cost of an increasedcommunication
overheadFinally, giventhata bx could be universallyadoptedoy the AC,

specialcaremustbe placedin minimizing the performanceémplicationsof

the immunization.

Theinoculatingapproachtthatcanbe employedby the AC is contingent
on the natureof the detectionmechanismand the subsequeninformation
provided on the specibcfailure. The type of protectioncan range from
statisticalblocking, behavioralor structuraltransformationFor example,
IP addressand contentbpltering, code randomization[KKP03], adaptive
defenses[SGKO05], and emulation [STEMO05] may be used for the
protection of thC members.

5 Conclusions

We havearguedthat the Internet-bornecyberattacksof the future re-
quire collaborativesolutionsthat encompasgand perhapsfocus) on end-
hosts,ratherthan dependon network-basediefensesWe havebrieRy de
scribedtwo suchresearchthrusts,Honey@homgAAMO7] andApplica-
tion Communities|]ACO06]. Although there are many researchchallenges
(and opportunities)ahead,we believe that large-scalecollaborative de-
fenses hold the key to a future secure Internet.
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