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We demonstratehe generalapplicability of the elasticblock ciphermethodby constructing
exampledrom existingblock ciphers AES, Camellia,MISTY1 andRC6.An elasticblock cipher
is a variable-lengthblock cipher createdfrom an existing bxed-lengthblock cipher The elastic
versionsupportsany block size betweenone and two times that of the original block size.We
comparethe performanceof the elasticversionsto that of the original versionsand evaluatethe
elasticversionsusingstatisticaltestsmeasuringhe randomnessf the ciphertext.The benebt,in
termsof anincreasedate of encryption,of usingan elasticblock ciphervariesbasedon the spe
cibc block cipherandimplementationln mostcasesthereis an advantageo using an elastic
block cipher to encryptblocksthatarea few byteslongerthanthe original block length. The sta
tistical testresultsindicateno obviousf3awsin the methodfor constructingelasticblock ciphers.
We alsouseour examplego demonstratéhe conceptof a generickey scheduldor block ciphers.
In addition,we presenideasfor newmodesof encryptionusingthe elasticblock cipherconstrue
tion.
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1 Introduction

We illustrate the methodfor creatingelasticblock cipherswith four constructionsElastic block
ciphersarevariable-lengttblock cipherscreatedrom existingblock ciphers[5]. The elasticver-

sion of a block cipher supportsany block size betweenone and two times that of the original

block size. The methodconsistsof a substitution-permutationetworkthat usesthe round func-

tion from the existing Pxed-lengthblock cipher In this work, we constructelasticblock ciphers
from AES [13], Camellia[1], MISTY1 [8 ] andRC6 [17], to serveasexamplesof the general

applicability of the method We analyzethe randomnessf the cipher'soutputusing standardsta

tistical testsandevaluatethe performancef the elasticversions We alsouseour constructiongo

illustrate the useof a generickey schedulefor block ciphers.Additionally, we proposehow the
method can be used to create new modes of encryption.

Our performanceestsdemonstratéhat the benepbtof usingan elasticblock ciphervariesbased
on the specibpdlock cipherandimplementationln mostcasesthereis anincreasedate of en
cryptionwhenusingan elasticblock cipherto encryptblocksa few byteslongerthanthe original

1This work was completed while the author was at Columbia University



block lengthasopposedo paddingthe datato two full blocks.The statisticaltestsappliedto the
block ciphersdo not prove a cipheris securebut insteadserveasa sanity checkto determineif
thereare designfRawsin the cipher The testresultsfor the elasticversionsare consistentwith
thoseof the original ciphersandindicateno obviousRawsin the methodfor constructingelastic
block ciphers.

Theremainderof this paperis organizedasfollows. In Section2, we describeour four construe
tions, including the useof a generickey scheduleln Section3, we proposedeasfor new modes
of encryption. Section 4 concludes the paper

2 Elastic Block Cipher Examples
2.1 Overview

We briel3y review our methodfor creatingelasticblock ciphers[5]. Our methodconvertsthe en
cryption and decryptionfunctionsof any existing block cipher G, that acceptshblocks of sizeb
bits to a variable-lengttblock cipher G', thatacceptdlock sizesof b+y bits, where0! y! b.
Figure 1 showsthe generalstructureof an elasticblock cipher Theroundfunctionof G'is a cy-
cle of G, whereacycleis the sequencén which all b bits havebeenprocessedby theroundfunc
tion of G. Forexamplejn AES theroundfunctionis acycle.If G is aFeistel network,a cycleis
the sequencef applyingthe roundfunctionof G to the left andright halvesof theb bit block. In
eachroundof G', theleftmostb bits are processedby the roundfunction andthe rightmosty bits
areomittedfrom the roundfunction. Afterwards,the rightmosty bits are XORedwith a subsebf
y bits from theleftmostb bits andthe resultsswappedWhaty bits arechoserfrom theleftmostb
bits for usein the swapstepmay vary perround. The swapstepis omitted after the last round.
The numberof roundsin G'is rG= r + "(ry)/b# wherer is the numberof cyclesin G. Theelastic
versionalsoincludesinitial apgend-of;rqundwhiteningon all b+y bits, andaninitial and Pnal
key-dependent permutation that processes+gllbits.
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Figure 1: Elastic Block CipherStructure



In the remainderof this sectionwe describethe elasticversionsof AES, Camellia,MISTY1 and
RC6. We choosetheseparticularblock ciphersbecausdhey were Pnalistsin standardsompett
tions thatrepresentifferentmethodsfor how the roundfunction processits. AES servesasthe
simplestexamplefor creatingan elasticblock cipher becausets round function processeshe
entire128-bitblock in eachapplication.Camellia,oneof therecommended28-bitblock ciphers
from NESSIE'scompetitionfor cryptographicalgorithms[10], is a Feistelnetworkwith anaddk
tional function appliedafter certaincycles.MISTY 1, the recommende®4-bit block cipherfrom
NESSIE,is alsostructuredas a Feistelnetwork. Its elasticversionprovidesan exampleof a ci-
phercoveringblocksin the rangeof 64 to 128 bits. RC6, a bnalistfrom the AES competition,
breaksthe datablock into quartersandthe roundfunction updateswo of the quartersusingthe
values of the other two quarteY§e use a 128-bit version of RC6.

2.2 Common Items

We brstdescribeimplementatiordetailssharedby the four examples. In the elasticversionsof
block ciphersthebitsin ablock of dataarenumberedrom the mostsignibcan{leftmost)to the
leastsignibcan{(rightmost).Bits 1 to b becomethe b-bit portionandbits b+1 to b+y becomethe
y-bit portion. Theinitial andbPnalkey-dependenpermutationgperforma byte or word level rota
tion combinedwith a swappingof any fractional byte of data.Two expanded-keyytesare util-
ized by eachof the permutationsThe amountof the rotationdependn an expanded-keyyte.
Whenthe block sizeis not anintegralnumberof bytesor words,the rightmostfractionalbyte or
word is omitted from the rotation and swappedwith bits from the rotation'sresult. A second
expanded-keypyte determineghe byte or word from which bits are swappedwith the fractional
byte. If the block sizeis anintegralnumberof bytesor words,this secondexpanded-keyyteis
unused.RC4 [18] was usedfor the key schedule The brst512 bytesof RC4'soutput are dis-
carded[9], thenRC4 is run until the requiredamountof expandedey bytesare obtained How
the bits are selectedfor the swapstepsvariesslightly amongour constructionsin all casesthe
bits swappedut of the b-bit portion at the endof the roundarey sequentiabits (circling backto
the leftmostbit after reachingthe rightmostbit), but the startingpositionof this sequencearies
per cipher As shownin [4], the exactpositionsof the bits swappeddoesnot matterin the sense
that the elasticversionwill be secureagainstany attackthat works by recoveringkey or round
key bitsif the original cipheris secureagainsthe attackregardles®f the bit positionschoserfor
each swap step.

For eachcipher we comparedhe performanceof the elasticversionto the original versionwith
padding.We measuredhe rate of encryptionfor eachblock size that is an integral numberof
bytes.This excludesthe time to expandthe key. In the elasticimplementationsywhenthe block
sizeis not anintegralnumberof bytes,the fractionalbyte is storedin a byte andthe processing
time is the sameasif afull byte of datais presenttherefore the time to encryptb+y bits is the
time to encrypt"(b+y)/8# bytes.It is possiblefor the computationalvorkloadto vary at a more
granularlevel, suchasin a hardwareimplementation.The time for the bxed-lengthversionto
encrypta (b+y)-bit block is the time to encrypt2b bits in orderto representhe paddingrequired
whenusinga b-bit block cipher We measuredhe time to encryptonemillion (b+y)-bit blocks,
where0! y! bandyisanintegermultiple of 8, usingthe elasticversionandtwo million b-bit
blocksusingthe bxed-lengthrersion.Thetime to padthe datawasnot includedwhenmeasuring
the performanceof the original cipher We implementedall the ciphersin C. All testswerecon
ductedon a 2.8Ghz Pentium4 processowith 1GB RAM running RedhatLinux 2.4.22,unless
otherwise noted.



We also comparedthe performanceof the elasticversionsto the performanceof two previous
proposalsfor variable-lengthblock ciphers.The brst proposalis by Bellare and Rogaway|[2].

Their methodinvolvesrunningan existingblock cipher G, in CBC modeunderonekey, encrypt

ing thelastblock of outputfrom the CBC modewith G usinga secondkey andusingits outputas
anlV into G runin countermodeusing third key. The ciphertextis the IV for the countermode
concatenatedvith the resultof XORing the outputfrom countermodewith the plaintextminus
thelastblock. The secondproposalis a modibcatiorby Patel, Ramzarnand Sundaramao the brst
methodthat replaceshe CBC portion with a hashfunction [15]. We usedSHA-256[14] asthe
hashfunction. Both proposalsare lessefbcientthan paddingthe plaintextto two full blocksand
encryptingwith a bxed-lengtiblock cipher andboth do not vary the workloadfor plaintextthat
is betweenone andtwo blocksin length. Bellare and Rogaway'smethodrequiresslightly more
thantwice the work of using bxed-sizedp-bit blocksfor any (b+y)-bit block, whereO <y ! b.

Patel'smethodrequirestwo full applicationsof the block cipherplusthe costof a hashfunctionto
encryptb+y bits.

2.3 Elastic AES

We createdhe elasticversionof AES by addingthe swapstepbetweernroundsof AES, expand

ing AES'swhitening steps(AddRoundKey)from b = 128 bits to 128+y bits, andaddingthe ini-

tial and Pnalkey-dependenpermutationsThe roundfunction consistsof AES® SubBytes Shif-

trows and MixColumns steps,with the MixColumns stepomittedin the last roundto be consis

tentwith the bxed-lengthrersionof AES [13]. The numberof roundsrangesrom 10 wheny = 0

to20when116! y! 128 We implementedhe swapstepby selectingy sequentiabits from the
leftmostb bits, wrappingaroundfrom theright to the left asneededThe startingpositionis var-

ied by movingonebyteto theright eachroundto avoid usingthe samebit positionsin eachswap.
This avoidsany complexselectionprocesdor choosingthe y bits that would decreasgerform

ance.

We implementedwo elasticversionsof AES thatdifferedin how the roundfunctionwasimple-
mented.In Versionl, we implementedthe round function as a straightforwardsequencef the
SubBytes Shiftrowsand MixColumnsstepsasdebnedn [13]. In Versionll, we combinedthese
stepsinto a tablelookup. This resultsin the roundfunctionbeinga seriesof byte-leveltablelook-
upsand XORs. Versionll requiresfewer CPU cyclesthanVersionl, atthe costof anincreasdn
memoryusage The roundfunction canalsobe implementedo processhe dataas 32-bit words,
in which casethe table entriesare 32-bit words.We kept tablelookupsat the byte level because
we chose to implement the key-dependent permutations and swap step at the byte level.
The elasticversionsincreasethe numberof operationsbeyondthe 128-bit versionsdue to the
swapstepsthe two key-dependenpermutationsandthe expansiorof whiteningto cover128+y
its. In Versionl, the elasticversionsavesprocessingime over padding.Obviously asthe block
sizeapproacheswo full blocks,20 roundsof AES areincurredin the elasticversionalongwith
the addedsteps,which increasethe numberof operationsdeyondthe 20 roundsof AES thatare
requiredwhenpaddingthe datato two full blocks.Thereforeiit is expectedhatthereis no per
formancebenebtwhenencryptingblocksjust under32 bytes. In Versionll, the elasticversion
doesnot offer a performancéenebtomparedo padding.Thisis becaus@f the simplistichature
of the operationsnvolved (table lookupsand XORs) for the round function. Eventhoughthere
arefewerroundsin the elasticversionthanwith paddingthe operationdor the swapstepandthe
two key-dependenpermutationsconsumeany savingsgainedfrom having fewer rounds.How-
ever Versionll offersa performancédenebbverthevariable-lengttblock cipherconstructiorby
Bellare and Rogawaynd its modibcation by Patel, al
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Figure 2: Normalized # of Blocks Encrypted by Elastic AES in Unit Time
(Regular AES = 100)}

Figure2 summarizeshe resultsfrom the following threecasesCasel: Versionl testedona 1.3
GhzPentium4 processowith 512MB RAM runningWindowsXP, Case2: Versionl testedn the
Linux environmentdescribedn Section2.2. Case3: Versionll testedin the Linux environment
describedn Section2.2. In the prsttrial, the numberof (b+y)-bit blocksthe elasticversioncan
encryptpersecondangesrom 190%of the numberof 2b-bit blocksAES canencryptpersecond
wheny=1 to 100%wheny = 97. Thenthe elasticversion'sperformancealecreasegraduallyto a

low of 83% of AES'srate.In the secondrial, thevaluesrangedfrom 186%to 69% of AES'srate,

with the elasticversionbecomingslowerthanthe bPxed-lengthversionwheny = 73. In the third

trial, the elastic version was slower than the bxed-sized version with padding for all block sizes.

We comparedBellare and Rogaway'smethodand Patel'smethodto AES with paddingon the
Pentium4 processousedin case and3. BellareandRogaway'snethodencryptedbetwee9
and50 (b+y)-bit blocksin the sameamountof time AES with paddingencryptedL00 blocks,for
both Versionl andll of AES. Patel'smethodencrypted96 (b+y)-bit blocksin the time it took
Versionl of AESto encrypt100blocks,andencryptedl8 (b+y)-bit blocksin thetime it took Ver-
sionll of AES to encrypt100blocks.WhenusingVersionl, elasticAES is computationallymore
efpcientthan both Bellare and Rogaway'snethodand Patel'smethodfor all block sizes.When
using Version Il, elastic AES is computationallymore efpcientthan Bellare and Rogaway's
methodfor block sizesup to 21 bytesin length, and is more efpcientthan Patel'smethodfor
block sizeslessthan31 bytesandis asefbcientasPatel'smethodfor block sizesbetween31 and
32 hytes.

2.4 Elastic Camellia

Camelliaprocessed28-bitblocksandis a Feistelnetworkwith additionalsteps A function, re-
ferredto asthe FL function,is appliedaftereverythreecyclesin the Feistelnetwork,exceptafter
the last threecycles.FL is appliedto the left half andits inverseis appliedto right half of the
b=128 bits. Camelliacontainsinitial and Pnalwhitening steps,but not end-of-roundwhitening.
Creatingthe elasticversioninvolvedusinga cyclefrom the Feistelnetworkasthe roundfunction,
expandinghetwo existingwhiteningstepsto cover128+y bits andaddingend-of-roundwvhiten



ing stepsto all the otherrounds,andaddingthe sameinitial and Pnalkey-dependentpermuta
tions thatwe usedin elasticAES. We apply the FL function after everythreerounds,exceptfor
thelastround.A roundof the elasticversionis shownin Figure3. The datais processe@sbytes.
The swap step was implementedby altering the starting positions betweenthe left and right
halvesof the b-bit portionthenrotatingit onebyteto the right within the half. Camelliahas9 cy-
cles. The numberof roundsin the elasticversionrangesrom 9 wheny=0 to 18 when114! y!
128
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Figure 3: Round Function for Elastic Camellia
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The elasticversionoffered no performancegain over the bxed-lengthversionwith padding.We
also measuredhe performanceof the elasticversionwithout the initial and Pnal permutations.
Removingthesetwo stepsresults in the elasticversionoffering a performancebenebtwhenen
crypting blocksthatareoneto threebytesoverthe normal 16-byteblock size.Resultsfor the fol-
lowing two casesare shownin Figure4: Casel: elasticCamelliawith all steps,Case2: elastic
Camelliawithout the initial and bPnal key-dependenpermutationsBy using a lower bound of
twice the work of paddingfor Bellare and Rogaway'smethod,elastic Camelliawith the key-



dependenpermutationsprovidesa performancebenebtfor block sizesup to 22 bytesandthe
versionwithout the key-dependenpermutationgprovidesa performancédoenepfor block sizesin

therangeof 9 to 25 bytescomparedo Bellareand Rogaway'snethod.Patel'smethodencrypted
61 (b+y)-bit blocks,0 < y! b, in thetime it took Camelliawith paddingto encrypt100 blocks.
ElasticCamelliais moreefbcientthanPatel'smethodfor block sizesup to 21 bytesand23 bytes,
respectivelyfor the two cases.

2.5 Elastic MISTY1

MISTY1 is a 64-bit block cipher structuredas a Feistel network with an additional function,
calledthe FL function(notto be confusedwith the FL functionfrom Camellia),appliedonceper
cycle.While the numberof cyclesis not bxed,four cyclesarerecommende(iL0] andis the num
ber uponwhich we basethe numberof roundsin the elasticversion.MISTY1 doesnot contain
whiteningstepsA cyclefrom MISTY1 is usedastheroundfunctionin the elasticversion,shown
in Figure5. Creatingthe elasticversioninvolved addingthe whitening steps the initial andbnal
key-dependenpermutationsand the swappingof bits after eachcycle. The datais processeas
32-bit words. The key-dependenpermutationsare of the sameform (a rotation and swap) as
thoseusedin the otherthreeelasticblock cipherexamplesWe alternatethe startingpositionfor
the swapbetweenthe left andright halvesof the round'soutputand,within eachhalve,rotatethe
starting position one word each time.

b bits v bits

left 32 bits right 32 bits

round

function <

‘ whitening and swap steps

Figure 5: Round Function for Elastic MISTY1l

We implementedelastic versions,with and without the key-dependenpermutationsand the
regularversionof MISTY1. The performanceesultsare shownin Figure6. Casel refersto the
versionwith the key-dependenpermutationsand Case?2 refersto the versionwithout the key-
dependenpermutationsThe elasticversionsincreasedhe numberof operationsbeyondthe 64-
bit version of MISTY1 due to the whitening, the swap stepsand, in one version, the key-
dependenpermutationsThe elasticversion of MISTY1 providesa performancebenebtcom
paredto paddingfor blocksthat are oneto four bytesover the 8-byte block sizethat MISTY 1
processesThe benebtincreasesignibcantlyin Case2 comparedo Casel for block sizesthat
are up to one additionalbyte over MISTY1's 8-byte block size. The performancebenebtfrom

removingtheinitial andPnalkey permutationslecreaseasthe block sizeincreasedecausehey



representan increasinglysmaller portion of the operationsas more roundsare added.In both
casesthe elasticversionprovidesa performancebenebtwhen comparedto Bellare and Roga

way's methodbasedon a lower bound of twice the work of paddingfor their method.Patel's
methodencrypted51 (b+y)-bit blocks,0 <y ! b, in thetime it took MISTY1 with paddingto

encrypt100blocksusingpadding.Both casef the elasticversionof MISTY1 encryptat a faster
rate than Patel's method for all block sizes between 8 and 16! bytes.
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Figure 6: Normalized # of Blocks Encrypted by Elastic MISTY1l in Unit
Time (Regular MISTY1l = 100)

2.6 Elastic RC6

RC6is anexampleof a block cipherotherthana Feistelnetworkwhoseroundfunction processes
only a segmenbf the datablock. RC6 dividesa 128-bitdatablock into four 32-bit words,which
we will referto asABCD. A andC areupdatedby the round function basedon the valuesof B
andD. At theendof theround,A andC haveexpanded-kepits addedto themthenall the words
arerotatedto the left oneword. B andD haveexpanded-keyits addedto thembeforethe brst
round,andA and C haveexpanded-keyits addedto themafter the last round. The addition of
expanded-kepits to aword is a type of whitening.Sincethis "whitening" doesnot covertheen
tire datablock andis not the sameas performingwhiteningby XORing datawith expanded-key
bits, we view this additionasa stepin the roundfunctionandnot aswhiteningthatshouldbe ex-
pandedto all b+y bits whenforming the elasticversion.A sequencef four applicationsof the
roundfunctionof RC6is a cycleandservesastheroundfunctionin the elasticversion,asshown
in Figure?. Initial andend-of-roundwhitening,andthe initial and Pnalkey-dependenpermuta
tions are alsoaddedto createthe elasticversion.The rotationsand XOR in the initial and Pnal
permutationsvere performedat the word level this time insteadof at the byte level asdonein
elasticAES andelasticCamellia.The numberof cyclesin RC6for 128-bitblocksis 5 (20 appli
cationsof RC6'sroundfunction). The numberof roundsin the elasticversionrangesrom 5 when
y=0 to 10 wheny=103 (20 to 40 applicationsof RC6'sroundfunction). The swapstepwasim-
plemented with the starting position rotating to the right one word each round.
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Figure 7: Round of Elastic RC6

The elasticversionprovidesa performancebenebtcomparedo paddingfor blocks of under21
bytesin length.Theresultsshownin Figure8. Usingalower boundof twice the work of padding
for BellareandRogaway'anethod,the elasticversionof RC6 providesa performanceéenebtor
blocksunder30 bytesin lengthwhencomparedo BellareandRogaway'smethod Patel'smethod
encrypteds2 blocks (b+y)-bit blocks,0 < y ! b, in thetime it took RC6 with paddingto encrypt
100 blocks. Elastic RC6 is more efbcient than Patel's method for block sizes up to 29 bytes.
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2.7 Randomness T est Results

We appliedstatisticaltestsusedby NIST on the AES candidatego both the original and elastic
versionsof the four ciphers.While thesetestsdo not provea cipheris securethey do assistin
determiningif thereare any obviousweaknessewith the cipher Thereare sixteentests per
formedon eightsetsof datafor eachcipher Referto NIST'sspecial publication800-22[12] for a
descriptionof the testsandto the NIST reportentitled"Randomnes3estingof the AdvancedEn-
cryption StandardFinalist Candidates'[11] for a descriptionof the datasets.We testedevery
(b+y)-bit block sizewhere y is anintegralof 8andb ! b+y! 2h. We alsotestedtwo block sizes
thatwere not anintegralnumberof bytes.Thesewere 129-bit and 171-bit blocksfor the elastic



versionsof AES, Camelliaand RC6, and 69-bit and 75-bit blocks for the elastic version of
MISTY1. We usedl128-bitkeysin all of our tests.Eachdatasetrequiredeitheraninitial setof
randomplaintextsor randomkeys.We createdtheserandombit stringsby extractingbits from
blesof randombits availablefrom random.og [16]. Basedon the results,eachof our threeelas
tic block cipherexamplesshow no signsof any statisticalweaknessomparedo the original ci-
phers.In the AES competition,Pnalistspasseceachtestat a rate of 96.33%or higher[11]. The
elasticversionsof the ciphersalsomet or exceededhis rate. For the elasticversionsof the ci-
phers,the percentagef samplegpassingeachtestwas consistentacrossall block sizesanddata
sets.

2.8 Key Schedules

The key scheduléfor an elasticversionof a block cipherhasto generatenoreexpanded-keypits
thanthe key scheduleof the original block cipher Additional key bits are neededdueto the ex-
pansionor addition of whitening steps,the two key-dependentixing stepsandthe increasen
the numberof rounds.In practice,every block cipherincludesits own key schedule which is
typically designedwith a focus on performanceandlittle concernaboutthe lack of pseudoran
domnessn the expanded-kewits. This tendencyin key scheduledesignresultsin key schedules
contributingto attacks(dueto the easan which additionalkey bits canbe determinedncea few
arefound and by increasingthe opportunityfor relatedkey attacks[3]) andforcesapplications
supportingmultiple block ciphersto supporta separatéey scheduldor eachcipher Whencreat
ing elasticblock ciphers,we wantedto avoidthesedisadvantagesf existingkey schedulesFur-
thermore,unlike the encryptionalgorithmsof block cipherswhich follow a somewhatgeneric
structureby being a seriesof rounds,key schedulesvary extensivelyin their structures.This
makesit unlikely a generalmethodcanbe devisedfor modifying the key scheduleso generate
additionalbits asneededasedon the block size. Therefore we requireda generickey schedule
thatis independenbf the block cipherandthat generatesis many pseudorandonexpanded-key
bits (or closeto pseudorandomas neededwhile adheringto a performancebound. Existing
streamciphersarepotentialcandidategor satisfyingtheserequirementsWe usedRC4 asthe key
schedulan the elasticblock ciphersto illustratethe conceptof a generickey schedulesatisfying
theserequirements.The brst512 bytesof RC4'soutputare discardeddueto a slight statistical
weaknessn the initial bytesoutputfrom RC4 [9]. We re-initialized RC4's"S" arrayis for each
expandedkey. A disadvantagef a generickey schedulds thatif a weaknesss discoveredn the
key schedulejt will impactany block cipherusingthe key scheduleHowever havingonekey
scheduladecreasethe likelinessof overlookeddesignf3awsandimplementatiorerrorscompared
to when multiple key schedules are required.

In contrastto RC4 and any other streamcipherusedin practice,the key schedulesf AES and
Camelliagenerateexpandedeysthat caneasily be distinguishedrom randombits. In AES, an
expanded-keybyte is a combinationof two other expanded-keyytes. When designingAES,

DaemerandRijmennotedthe benepbf pseudorandorkey bits, but statedthat theytook a"less
ambitious"approachfocusedon avoiding symmetrybetweenroundsand attacksdueto related
keysbecauseAll otherattacksare supposedo be preventedoy the roundsof the block cipher”

[6], page77.In Camellia,thereis alarge overlapamongsthe roundkeys.In MISTY1, the same
expandedkey bits areusedin multiple locationswithin the block cipher In RC6, it is moredifp-

cult to determinekey bits from other expanded-keyits comparedto AES and Camellia.Each
original key byte is alteredwith an additionanda rotation. The resultingbyte is thenaddedto a
previous expanded-key byte and a constant to create the next expanded-key byte.



Cipher  Block Size in Bytes [# of Rounds # of Expanded-Key Bytes
AES 16 10 180
AES 17 11 208
AES 32 20 676

Camellia 16 9 340
Camellia 17 10 383
Camellia 32 18 980
MISTY1 8 4 196
MISTY1 9 5 246
MISTY1 16 8 444
RC6 16 20 516
RC6 17 21 562
RC6 32 40 1652

Table 1: Number of Expanded Key Bytes in Elastic Versions

We comparedhe performanceof RC4whengeneratingenoughexpandedkey bits to encrypta b-
bit block to the performanceof the four cipherskey scheduleswhenencryptingb bits, the num-
berof expanded-kepits in anelasticblock cipheris 32 morethanthe numberin the original ci-
pher(dueto the key-dependenpermutationsplus the numberof bits neededor any initial and/
or end-of-roundwhiteningthat wasnot in the original ciphetr Recallthat whitening stepswere
addedwhenforming the elasticversionsof Camelliaand RC6; whereasAES alreadycontained
whitening and only required that its whitening steps be expanded to colvey dlits.

Whenmeasuringhe performancef theoriginal key schedulesywe removedany statementérom
the original ciphers'key scheduleshat were presentonly for the supportof key sizesotherthan
128 bits. Specibcally we removedthe statementfrom AES's key scheduleghat were for the
supportof 192 and256-bitkeys.We alsocompareceachelasticblock ciphei@ key expansiorrate
to thatof AES@ original key schedulébecausén practiceAES@ key expansionrateis presently
acceptedLet t;, for i = 1,2,3,4,correspondo the key expansiorratefor the Pxed-lengthversions
of AES, Camellia,MISTY1 and RC6, respectively Table 1 showsthe numberof expanded-key
bytesneededn the elasticblock ciphersfor block sizesof b, b+8 and2b bits. The key-expansion
rates for the elastic versions compared to that of the original versions are sii@abteig.

Elastic | Block Size| ElasticVersion®Rate (RC4)| ElasticVersion®Rate (RC4

Cipher | inBytes | vs Fixed-Lengtiersion®Ratg vs Fixed-LengtiAES® Rate
AES 16 5.94, 5.94,
Camellia 16 43.54; 6.8%1
MISTY1 8 119.24; 6.091
RC6 16 6.2%4 7.841

Table 2: Key Expansion Rate

We notethat Camelliaand MISTY1 havethe fastestkey scheduleof the four ciphers andalso
requiresthe mostexpanded-kewits, thusresultingin RC4 appearingo be signibcantlyslowet



However Camellia'sand MISTY1@ key scheduleavethe leastamountof randomnessf the
four ciphersdueto reusingexpanded-keyits in multiple locations. Overall,the RC4-basekey
expansiorusedin the elasticcipherswhenencryptingb-bit blocksis just undersix to just under
eight times the rate &ES's key schedule.

3 Modes of Encryption

3.1 Overview

An elasticblock ciphercanbe usedin existingmodesof encryptionin two ways.The brstoption
is to usethe block size of the original, Pxed-lengthblock cipherfor all blocks exceptthe last
block, thenusea variable-lengthblock at the endto avoid padding.A secondoptionis to usea
block size different from the pPxed-lengthblock cipher for all blocks, with the size of the last
block setto avoid padding Whenusingan existingmode,the only benebthe elasticversionof a
cipherprovidesis the eliminationof padding;it doesnot eliminateany existingattackagainsthe
mode.For shortsegment®f databetweenoneandtwo blocks,an elasticblock cipherallowsall
of the bits to be encryptedasa single block, avoidingthe needto usea modeof encryptionand
creatinga strongerbinding acrossthe ciphertextbits comparedo the ciphertextproducedby a
modeof encryption.Elasticblock ciphersalsoallow for new modesof encryption.We providea
sketchof two new modes,Elastic Chaining and Elastic Electronic Code Book (Elastic ECB).
Both modes are intended as initial ideas for future work.

3.2 Elastic Chaining Mode

ElasticChainingis depictedin Figure9. y bits from theith ciphertextblock are prependedo the
(i+1)st plaintextblock andthe resultencryptedasa (b+y)-bit block. This concatenatiorreatesa
strongerbinding betweenthe ith and (i+1)st blocks comparedo that createdby the XOR usedin
CBC mode.The strongerbinding is achievedoy increasingthe work per block from the number
of roundsrequiredfor b bits to the numberrequiredfor b+y bits, while the numberof blocksis
unchangedThe outputconsistsof the leftmostb bits from eachciphertextblock for all but the
lastblock andthe entireciphertextof thelastblock. The brstblock to be encryptedcanconsistof
b plaintextbits with ay-bit IV prependedo it, b+y plaintextbits, or containonly b plaintextbits.
Overall, the ciphertextwill be at mosty bits longerthanthe plaintext.If the plaintextis not an
integralnumberof b-bit blocks,thelast block maybe shorterthanb+y bits. Whenthe plaintextis
not an integralnumberof b-bit blocks,the modecan be implementedwithout paddingthe last
block; whereasusingthe non-elasticversionof the block cipherwould requirepaddingandalso
producea ciphertextiongerthanthe plaintext. The performanceof the modedepend®on the size
of y. For a block cipherwith r rounds,nr roundsare computedto encryptn b-bit blocks with
ECB, CBC or CTR mode.The numberof roundsusing elasticchainingwill rangefrom n(r+1)
wheny=1 to 2nr when"(ry)/b#= r. This modeis usefulin applicationsvherethe decryptioncan
start at the last block. For example, when decrypting a ble or segments of a database.

The ciphertextcan be decryptedby decryptingthe last block, concatenatindghe y bits from the
plaintextblock with the previousciphertextblock, andthendecryptingthe nextblock. Whenus
ing anlV with thebrstblock, thelV is notneededor decryption;however havingit availablefor
decryptionprovidesatype of integrity checkin thatthe brsty bits of theresultingplaintextcanbe
veribed against the IV
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Figure 9: Elastic Chaining Mode

The modeallows for variations.Theseinclude alteringwhich positionsthey bits from the previ
ous ciphertextblock areinsertedinto in the currentplaintextblock. Insteadof prependinghey
bits to the next plaintextblock, they could be appendedr insertedamongsthe b bits aseithery
consecutiveor nonconsecutiveits. The sizeof y canalsovary betweerblocks,possiblybasedn
the key value.

This mode offers severalsecurity benebtsbecauseevenif the plaintextis known, an attacker
doesnot know the actual(b+y)-bit block beingencryptedIf y variesperblock basedn key ma
terial, the attackerdoesnot evenknow the length of eachblock beingencrypted. Incorporating
the previousciphertextblock into the currentplaintextblock whenencryptingwill hide plaintext
patternsln the way the modeis depictedin Figure9, a singlebit toggledin the ciphertextis de-
tectablebecauseét will garbleall plaintextprior to andincluding the alteredblock. In orderto
insertor splicetogetherciphertextblocks, the insertedciphertextblock mustdecryptto a plain-
text which produceghe sameleftmosty bits asthe original ciphertextblock; otherwise all plairn-
text blocksprior to this onewill be garbled,resultingin a muchmorenoticeableémpactthanthe
single garbledblock producedby a splicing attackon CBC. Block-wise adaptiveattacks[7], to
which CBC is subject,are preventedbecausehereis no needfor the deviceperformingthe en
cryptionto outputthelasty bits of eachciphertextblock, exceptfor the lastblock. This prevents
the attackerfrom knowing the actual block being encryptedbecauseahe attackeronly getsto
chooseb bits of the b+y bit block andblock-wiseadaptiveattacksdependon the attackerknow-
ing the exact plaintext.

To prependblocksto the ciphertext,the attackermustbe able to inserta ciphertextblock that,
when prependedo the leftmosty bits of the original brst plaintextblock will decryptto some
meaningfulplaintext. Sincethesey bits arethe 1V, if thelV is not secretthe attackerwill know
whatthey bits areandneedsto bndb bits that canbe prependedo the y bits. However notice
thatthe attackerdoesnot havea library of (plaintext,ciphertext)pairsfrom which to searchfor a
possibleb-bit valueto prependo thelV unlessthe entireplaintextis oneblock, in which casethe
modeis not necessaryThe attackemwill not have(b+y)-bit (plaintext, ciphertext)pairsfrom the
(input, output)pairsof dataencryptedwith this modebecausehe leftmosty bits of the ciphertext
arenotincludedin the outputexceptfor the last block andthe b+y input to the last block is not



known.Appendingblocksrequiresthatthe attackerappendblocksof ciphertextwhich decryptto

a plaintextwhoseleftmosty bits arethe sameasthelasty bits of the original ciphertext. In both
casesthe smallery is, the morelikely it is thatthe attackercanform meaningfulblocksto pre-

pendor append sincethereareonly 2y valuesto try. If y or the bit positionsusedfor the y bits
vary perblock basedon the key, anattackemwill needto try all valuesof y andpossiblepositions
for they bits.

It is not possibleto rearrangeciphertextblockswithout garblingthe plaintextbecause bits from

eachplaintextblock are usedto decryptthe previousplaintextblock. In orderto swapciphertext
block i with ciphertextblock j, the attackerhasto bnd a ciphertextblock in positioni which,

whenprependedo the leftmosty bits from the (j+1)st plaintextblock, will decryptto a plaintext
block whoseleftmosty bits arethe sameasthey bits appendedo the (j-1)st ciphertextblock dur-

ing decryption.Likewise, the jih block mustbe suchthatwhenit is prependedo the leftmosty

bits from the (i+1)st plaintextblock, will decryptto a plaintextblock whoseleftmosty bits are
the sameasthey bits appendedo the (i-1)st ciphertextblock during decryption.Furthermorepe-

causehe recipientof the ciphertextdoesnot receivethe rightmosty bits of eachblock exceptfor

the lastblock. The attackerdoesnot evenknow all of the ciphertextbits usedto decrypta given
block of plaintextwhentrying to determinewhat ciphertextblocks can be rearrangedvithout
garbling the message.

3.3 Elastic ECB Mode

Our secondnew mode,shownin Figure 10, is a possiblealternativeto ECB modethat offers
someprotectionagainstpatterndetectionin andalterationsof the ciphertextcomparedo ECB. In
tests,Elastic ECB signibcantlyreducedthe numberof patternsvhenencryptingdatathat hasre-
peatedplaintext blocks aligning on 16-byte boundarieg4]. The datais encryptedasin ECB
mode,but the block sizevariesperblock basedon the key, asshownin Figure10. Theit" block is
of lengthb + yifor 0! yi ! b andy; is basedon key bits. Theith block canbe decryptedwithout
decryptingany otherblock by determiningjts startingpositionandlengthfrom thekey. If thekey
bits are sufbcientlyrandom,y; will be uniformly randomwithin [0,b]. Anotheroptionis to use
key bits to setthe brstblock'slengththenseteachsubsequenblock size basedon bits from the
previous ciphertext block, although this will not allow the block lengths to be set in advance.

Theith block canstartat any positionin therangeb(i-1) + 1 and2b(i-1) + 1, with an averageof
(3b(i-1)+2)/2. For a plaintext patternto show up in the ciphertext,the starting position of the
block (which is now random)andy; would haveto matchthe startingposition of the plaintext
patternandits lengthin the ble. This methoddoesnot work for all casesbecausdhereareb+1
possibleblock sizes(b to 2b) if all valuesof y areusedand (b/8)+1 possibleblock sizesif the
block size mustbe anintegral numberof bytes.If the Pleis large enoughand hasa signibcant
numberof repeatecntries ciphertextrepetitionswill occur The degenerateases a ble consist
ing entirely of the samebyte value repeatedijn which casetherewill be b/8 distinct ciphertext
blocks ify is restricted to being a multiple of 8.

Replacingindividual blocks without garbling the plaintextis possibleif the attackercan deter
mine the startand end position of the individual blocks wherethe modibcationwill occur Any
block being replacedwill haveto be replacedwith a block of the samelength; otherwise,the
block andall subsequentlaintextblockswill be garbled.The probability of anattackerdetermin
ing thestartandendof theith blockis 1/(%(i-1)). (The probability of guessinghe startpositionof
the ith block is 1/(b(i-1)) and the probability of guessingthe length, yi, of the ith block is 1/b.)
Splicing is even more difpcult than replacingindividual blocks. If two ciphertextsare being



splicedtogetherthe individual block lengthsof the resultmustbe the sameasthe lengthscorre
spondingto thekey. If ablockis removedtheblock boundariedor all subsequerttlockswill not
correspond to the boundaries used in encryption and the remaining plaintext will be garbled.

p1: b+y: p2: bt+y? ps: b+ys E Pn: btyn
E(p1) E(p2) E(ps) E E(pr)
c1: bty c2: bty c3: bt+ys E Cn: bt+yn

Figure 10: Elastic ECB Mode

ElasticECB modeis aimedat applicationsvhereat leasttwo b-bit blocksareavailablewhenen

cryptingall but the lastblock sothe block sizecanbe varied,with y setto anyvaluein therange
of 0 to b. ElasticECB modemay requirea greateramountof computationthan ECB dueto the
needto computethe yi's from the key and dueto varying the block length. Overall encryption
time comparedo ECB may or may not increasebecausehe longerblock lengthswill resultin

fewerblocksto encrypt.The total numberof roundsrequiredof the elasticECB modeto encrypt
nb bits, for some integer > 0, will depend on tha,bandy; values.

To illustrate how elasticECB modereducesatternsthe numberof timestwo or moreidentical
blocks occurwithin a ble was determinedwhen using 16-byte blocks and (16+Y)-byte blocks,
whereY is anintegerbetweernD and 16 thatvariesperblock. We focusedthe testson bleswhere
patternsare presentEnglishtext suchasnewsarticlesandresearctpapersare unlikely to have
repeatephraseghatalign on 128-bit block boundarieg4]. In contrastpatternsarelikely to ap-

pearin the ciphertextproducedoy ECB modewhenencryptingstructuredpleswherethe format
of the content results in patterns, such as email logs.

We usedbleswhererepetitionsof plaintextwerefrequentbut notintentionallyalignedon 16-byte
boundariesTheseblesconsistedof emails,emaillogs (SMTP headerinformation)anda log of
visitors (IP addressesandrelatedinformation)to a web site. The email consistedof emailsbe-
tweenthree people.The emailswere generallyshort and includedforwardedemailsbut no at
tachedplesor images.160,000byteswere usedfrom eachble. When using elasticECB mode,
theblock sizesweredeterminedandomlyusingthe key valueasa seedto a randomnumbergen
erator We ran 10 trials, eachwith a differentkey. The resultsaresummarizedn Table3. A block
countedasa matchif it wasidenticalto any previousblock in the ble. The maximumnumberof
matchegqgreatesipercent)out of the 10 trials is reportedfor elasticECB mode.The numberof
blocksrangedfrom 6792to 6845acrosshe combined30 trials of elasticECB modeon the three
ble types.



File Percent of Blocks | Percent of Blocks
Type Counting as a Matcl Counting as a Matc
with ECB with ECB
(10,000 total blocks) (max over 10 trials)
emails 13.62% 0.85%
email log 34.38% 9.46%
web log 38.70% 7.49%

Table 3: Percent of Matching Blocks
in ECB Mode vs Elastic ECB Mode

4 Conclusions

The constructionf the elasticversionsof AES, Camellia,MISTY1 and RC6 illustrate how to
apply the methodfor creatingvariable-lengttblock ciphers.By applyingthe statisticaltestsused
in NIST'sAES competition,we concludethat thereis no obviousf3awin the designbecausghe
level of randomnessf the ciphertextproducedby eachof the elasticversionsis consistentvith
thelevel requiredin the AES competition.The workload of the elasticversionof a cipheris pro-
portionalto the block size,with the numberof roundsincreasingasthe block sizeincreasesThe
performancebenepbtirom usingthe elasticversionof a block cipherdependson the original ci-
pherandthe exactimplementationThe percentof overheadnvolved in addingthe swapsteps,
whitening and two key-dependenpermutationsvariesbasedon the numberof operationsand
exactimplementatiorof the original cipher For AES, whoseblock sizeis 16 bytes,thereis a sig-
nibcantperformancebenebtwhen using the elasticversionto encryptblocks up to 25 bytesin
lengthusinganimplementatiorof AES thatrequiredlittle memory;whereasthereis no perform
ancebenebtwhenusinga memoryintensiveimplementatiorthat consistsentirely of table look-
upsand XORs. For Camellia,whoseblock sizeis 16 bytes,thereis a performancebenebtwhen
usingthe elasticversionfor block sizesup to 19 bytesin lengthwhenthe initial and bnalkey-
dependenpermutationsare not included. For MISTY1, whoseblock sizeis 8 bytes,thereis a
performancéenebtvhenusingthe elasticversionfor block sizesup to 12 bytes.For RC6with a
block sizeof 16 bytes,thereis a performancéenebtvhenusingthe elasticversionfor blocksup
to 20 bytesin length.Theelasticversionsoffer a performancéenebbver previousmethodsthat
treat the block cipher as a black box and apply it multiple times.

Theability to encryptvariable-lengthblocksallows new modesof encryptionto be designedWe
proposedtwo ways of using variable-lengthblocksto createnew modes.Elastic Chainingin-
volves processinglocksin a mannersuchthat bits from the ith ciphertextblock becomepart of
the (i+1)st plaintextblock. When encrypting a sequencef blocks, y bits from the previous
ciphertextblock areprependedo the currentplaintextblock to form a (b+y)-bit block. This mode
preventghe block-wiseadaptiveattacksto which CBC s subjectand,comparedo CBC, results
in more garbledplaintext blocks when attemptingto splice or otherwisealter ciphertextblocks.
ElasticECB modeis ECB modewith key bits determiningeachblock'ssize suchthat the block
sizevariesacrosshe blocks. This signibcantlyreduceghe probability that patternsare detected,
evenin highly repetitiousdata. Furthermorejnsertion,removalor rearrangemendf blocksre-
guiresdeterminingthe startpositionandlength of the blocks. Theseproposaldor modesof en
cryption areintendedasinitial conceptdo demonstratadditionalpotentialusesof elasticblock
ciphers and require further analysis.
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