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Abstract

Softwae monocultuesare usually consideed danger-
ousbecauseheir sizeand uniformity representthe poten-
tial for costlyandwidespeaddamaye. Theemeging con-
ceptof collaborative security providesthe opportunityto
re-examinethe utility of softwae monocultue by exploit-
ing the homaeneityand scalethat typically de ne large
softwae monocultues. Monocultue can be leveraged to
improve an application's overall securityand reliability.
We introduceandexplore the conceptbof ApplicationCom-
munities collectionsof large numbes of independenin-
stancesf the sameapplication. Membes of an applica-
tion communityshae the burden of monitoringfor aws
andattads,andnotify therestof thecommunitywhensud
are detected Appropriate mitigationmedanismsare then
deployedhgainstthenewly discoreredfault. We explorethe
concepbfanapplicationcommunityanddeterminéts fea-
sibility throughanalyticalmodelinganda prototypeimple-
mentationfocusingon softwae faultsandvulnembilities.

Speci cally, we identify a setof parametes that de ne
applicationcommunitieandexplore thetradeofsbetween
theminimalsizeof anapplicationcommunitythe marminal
overheadimposedon each member and the speedwith
which new faults are detectedand isolated. WWe demon-
strate the feasibility of the schemeusing SelectiveTrans-
actional EMulation (STEM) as both the monitoring and
remediationmedanismfor low-level softwae faults, and
provide somepreliminary experimentalresultsusing the
Apade web serveras the protectedapplication. Our ex-
perimentshowthat ACsare practicalandfeasiblefor cur-
rentapplications:an AC of 15,000membes can collabo-
ratively monitor Apadie for new faults and immunizeall
membes againstthemwith only a 6% performancealegra-
dationfor each member

1 Intr oduction

Softwaremonocultureshave beenidenti ed asa major
sourceof problemsin today's networked computingervi-
ronmentg30, 27, 52]. Monoculturesactasforceampli ers
for attaclers,allowing themto exploit the samevulnerabil-
ity acrossthousandr millions of instancesof the same

applicationacrosshe network. Suchattackshave the po-
tentialto rapidly causewidespreadlisruption,asevidenced
by severalincidentsoverthelastfew years[5, 3,4, 2]. The
severity of the problemhasfueledresearchbehindintro-

ducingdiversityin software systems.However, creatinga
large numberof differentsystemsmanually[11] not only

presentgertainpracticalchallengeg31] but canresultin

systemghatarenot diverseenough 36, 16].

As aresult,recentresearcthasfocusedon creatingar
ti cial diversity, by introducing“controlleduncertainty”in
oneof the systemparametershat the attacler mustknow
(andcontrol)in orderto carryoutasuccessfuattack.Such
parametersnclude, but are not limited to, the instruction
set[33, 12, 15], the high-level implementation[48], the
memorylayout [13], the operatingsysteminterface[23]
andothers,with varyinglevels of succes$50, 44]. How-
ever, runningdifferentsystemsn anetwork creatests own
setof problemsinvolving con guration, managementnd
certi cation of eachnew platform([56, 10]. In certaincases,
runningsuchmulti-platformenvironmentsandecreas¢he
overall securityof the network [47].

Giventhedif culties associatedvith arti cial diversity
and the penasie nature of homogeneousoftware sys-
tems,canwe identify a scenarian which a homogeneous
softwarebasecanbe usedto improve securityandreliabil-
ity, relative to a singleinstanceof an application?Specif-
ically, given a large numberof almostidentical copiesof
the sameapplicationrunningautonomouslyis it possible
to employ acollaboratve distributedschemehatimproves
theovenall securityof thegroup?

To answerthis question,we introducethe conceptof
an Application Community* (AC), a collectionof almost-
identical instancesof the sameapplication running au-
tonomouslyacrossa wide areanetwork. Membersof an
AC collaboratein identifying previously unknovn (zero
day) aws/attacksand exchangeinformation so that such
failuresarepreventedfrom re-occurring.Individual mem-
bersmaysuccumtionen aws; however, overtimetheAC
shouldcorvergeto a stateof immunity againsthatspeci ¢

1To our knowledge, the term ®rst appearedn thetitle of the DARPA
Application CommunitiesWorkshop,in October2004. This paperex-
pandson our short paperthat introducedsomeof the conceptsthat we
explorein depthhere[41].



fault. Thesystemearnsnew faultsandadaptgo them,ex-
ploiting the AC sizeto achieve bothcoverage(in detecting
faults)andfairnesqin distributing the monitoringtask).

This de nition raisessereral questionsFirst, is the ap-
proachfeasibleand, if so, for whattypesof faults? Sec-
ond, how expensve canthe monitoring,coordinationand
reactionmechanismbe,andis it possibleto sharethebur-
denequitablyacrosghe AC members?Whatis the perfor
manceimpactof the additionalcomputationon individual
AC members?How smallcanan AC be to achieve cov-
erageand sharefairnessat the sametime? Finally, how
canthis schemebe achieved in the presenceof mutually
untrustedor possiblysulverted)participants?

We do not attemptto answerall of thesequestionsin
this paper althoughwe outline possibledirectionsfor fu-
tureresearchlnstead,we provide a high-level analysisof
the basicparametershat govern an Application Commu-
nity. We then apply this analysisin a prototypeAC that
is targetedagainstremotelyexploitable software vulnera-
bilities andinput-data-dwenfaults. We usethe Selectve
TransactionaEMulator (STEM) techniquefrom [51] both
for fault-monitoringand immunization. Membersof the
AC emulatedifferent“slices” of the application,monitor
ing for low-level failures(suchas buffer over ows or il-
legal memoryaccesses)Whena fault is detectedby an
member the relevant informationis broadcasto the rest
of the AC. Membersmay verify the fault anduse STEM
on the identi ed vulnerablecodeslice, possibly combin-
ing this with input Itering. Our schemealsotakesinto
consideratiorinput from codeanalysistools that identify
speci ¢ codesectionsaspotentiallymorevulnerableto at-
tacks. Becauseof the useof STEM, it is possibleto wrap
thenecessarjunctionality“around” existing applications,
withoutrequiringsourcecodemodi cations.

OuranalysisndicateghatAC's areanachiezablegoal.
Speci cally, we analyzethe effectsof risk assessmerand
theimpactof protectionmechanism®n the overall work-
loadfor the AC. We determinethata reasonably-sizedp-
plication (e.g.,the Apacheweb sener) requiresan AC of
about17,000membersassuminga normal (random)dis-
tribution of faults. Our experimentalevaluationof Apache
shavs thatan AC canbe a practicalmethodof protection;
in the bestcasean AC of size15,000canexecuteApache
with a performancedegradationof only 6% at eachmem-
ber A small AC of 15 hostscanexecuteApachewith a
performancealegradationof approximately73%. This pa-
permakesthefollowing novel contributions:

Introducethe conceptof an Application Community
asawayto exploit large-scaldhomogeneousoftware
ervironmentstowardsimproving the security of the
AC'smembers.

Presenthevariousparametershatde ne anApplica-
tion Communityand analytically explore the various
tradeofs amongthem.

lllustrate the feasibility of the AC conceptby imple-
mentingand experimentingwith a prototypegeared
towards detectingand immunizing software against

previouslyunknowrgenerakoftwarefailuresandvul-
nerabilities.

Paper Organization We elaborateon the Application
Communityconceptin more detail in Section2, and ex-
plorethetradeofs betweerthe variousparametersf such
systemdn Section3. We discussour preliminary experi-
mentalresultsin Section4. Section5 givesanoverview of
relatedwork.

2 Application Communities

An Application Community (AC) is a collection of
congruentinstancesof the sameapplicationrunning au-
tonomouslyacrossa wide areanetwork, whosemembers
cooperatén identifying previously unknovn aws or vul-
nerabilities.By exchangingnformation,the AC members
canpreventthe failure from manifestingin the future. Al-
thoughindividualmembersnaybesusceptibléo new fail-
ures,the AC shouldeventuallycorverge on a stateof im-
munity againsta particularfault, addinga dimensionof
learningandadaptatiorto the system.The sizeof the AC
impactsbothcoveragg(in detectingfaults)andfairnesgin
distributing the monitoringtask). An AC is composedf
three main mechanismsfor monitoring, communication,
anddefenserespectiely.

The purposeof the monitoringmechanisnis the detec-
tion of previously unknavn (zero day) software failures.
Thereexistsa plethoraof work in this area,namely using
the compilerto insertrun-time safetychecks[25], "sand-
boxing” [29], anomalydetection8] andcontent-based-
tering[1]. While shortcomingsmay be attributedto each
of the approache$18, 57, 53], whenthey are considered
within the scopeof an AC a differentsetof considerations
needto be examined. Speci cally, the signi cance of the
securityversusperformancedradeof is notasimportantas
the the ability to emplgy the mechanismn a distributed
fashion.Theadwantageof utilizing anAC is thatthe useof
afairly invasive mechanisngin termsof performancemay
be acceptablesincethe associatedostcanbe distributed
to the participatingmembers.By emplgying a moreinva-
sive instrumentatiortechniquethe lik elihoodof detecting
subversionand identifying the sourceof the vulnerability
is increased.The monitoringmechanisnin our prototype
is aninstruction-level emulatorthat canbe selectvely in-
voked for arbitrary segmentsof code,allowing usto mix
emulatedandnon-emulatedxecutioninside the sameex-
ecutioncontext [51].

Oncea failure is detectedby a members monitoring
componentthe relevant informationis distributed to the
AC. Speci cally, the purposeof the communicatiorcom-
ponentis the disseminationof information pertainingto
the discovery of new failuresand the distribution of the
work load within the AC. The choice of the communi-
cationmodelto be employed by an AC is subjectto the
characteristicsf the collaboratingcommunitysuchassize
and e xibility. Theimmediaterade-of associatevith the
communicatiormodelis the overheadn messagesersus



the lateng of the informationin the AC. In the simplest
case,a centralizedapproachis arguablythe mostef cient
communicatiormechanismhowever, thereare a number
of issuesassociatedvith this approach.If thereis a x ed
numberof collaboratinghodesa securestructurecoverlay
network [34, 21] canbeemployedwith exemptionfrom the
problemsassociatedvith voluminousjoins andleaves. If
nodesenterand leave the AC at will, a decentralizedap-
proachmay be more appropriate.Ef cient dissemination
of messagess outsidethe scopeof this paperbut hasbeen
thetopic of researche.g., [6].

The nal componenbf our architectures responsible
for immunizingthe AC againsta speci c failure. Ideally,
uponreceving noti cation of anexperiencedailure,indi-
vidual memberdndependentlycon rm the validity of the
reportedweaknessndcreatetheirown x in adecentral-
ized mannerthusreducingissuesregardingtrust. At that
point,eachmembeiin the AC decidesautonomouslyvhich
x toapplyin orderto inoculateitself. Asindependenter
i cation of anattackreportmaybeimpossiblein somesit-
uations,amembersactionmaydepencdn prede nedtrust
metrics. Dependingon the level of trustamongusers,al-
ternatve mechanismsaybeemployedfor theadoptionof
universal x esandveri cation of attackreports.In thecase
of systemswvherethereis minimal trustamongmembersa
voting systemcanbe employed at the costof anincreased
communicatioroverheadFinally, giventhata x couldbe
universallyadoptediy the AC, specialcaremustbeplaced
in minimizing the performanceamplicationsof the immu-
nization.

The inoculatingapproachthat canbe employed by the
AC is contingenton the natureof thedetectiormechanism
and the subsequeninformation provided on the speci ¢
failure. The type of protectioncanrangefrom statistical
blocking, behavioral or structuraltransformation.For ex-
ample,IP addressaand content Itering [1], coderandom-
ization [33] and emulation[51] may be usedfor the pro-
tection of the AC. For the defensecomponentn our ex-
perimentalprototype,we usethe STEM instruction-level
emulator

2.1 Selectve Transactional EMulation

STEM is an x86 instruction-level emulatorthat canbe
selectvely invokedin the spatialor temporaldomaindur-
ing a programs execution. In otherwords,we candecide
which routinesto emulateduring programexecution(with
therestof the coderunningnatively on the systemCPU),
andwhetherto emulateor run natively any speci c routine
eachtime it is invoked. Although STEM allows usto op-
erateat the granularityof individual instructions,we con-

ne oursehesto emulating(or not) wholeroutinesbecause
theserepresentorvenientabstractionshataid in program
recovery, aswe shallseesoon.

Whena pieceof codeis beingemulated STEM checks
the validity of every instructions operandgprior to emu-
lating thatinstruction.For example, STEM canverify that
the destinationaddresf a memory-writeoperationis in

a properly OS-mappedbage, or that a memory-writeto
controlinformationon the stack(e.g., the returnaddress)
is usinginput-supplieddata(which may indicatea buffer
overrun), similar to TaintCheck[43] and Minos [26]. In
the latter case,interestingfuture work includesidentify-
ing non-controlijackingover ow attackg22], whichis a
non-trivial problem.In addition,STEM maintainsa log of
all memorychangesloneduringemulationof the code.

Onceafaultis detectedandit hasnotbeenseerbefore,
the emulatorentersan “error virtualization” phase. The
goalis to determinehow to modify programexecutionso
thatthisfault(whichtheprogramis notdesignedo handle)
istranslatednto anerrorthattheexistingprogramcodecan
recover from. Theintuition is thatby simulatingan error
returnof the function within which the fault occurred,its
caller may be ableto handlethe error appropriately(i.e.,
throughexisting errorcheckingcodethat the programmer
wrote).

STEM simulatesan errorreturnby rst takinga snap-
shotof theprogramstate(lmemoryandregisters)atthetime
of thefault, puttingan appropriatesrrorcodein thereturn
value eld onthestack,undoingall memorychangesnade
duringemulationusingthelog, andreturningexecutionto
the caller Currently STEM usescertainheuristicsto de-
terminethe correctvalueto useasanerrorcode,whichre-
quireknowledgeof thereturntypeof eachfunction. STEM
usesboth 1 and O asreturn codes(testingthesesepa-
rately)for functionsreturninganintegeror along,anduses
NULL asanerrorcodefor functionsreturninga pointerof
ary type. Of coursethesearenotguaranteedo be correct
corventions althoughtheirimpactcanbeveri ed through
testing. Static programanalysisor programmeisupplied
annotationgeitherin thecodeor out-of-bandmaybeused
to achieve betteraccurag, but this remainsa topic for fu-
turework. In practice,theseheuristicswork in over 80%
of all casesexamined(seeSection4).

If forcing an errorreturn of the top-mostfunction on
the stackdoesnot work (i.e., the programexhibits another
faultshortlyaftersimulatingthis errorreturn),STEM sim-
ulateserrorreturnfrom the secondtop-mostfunction on
the stack. This processis repeateduntil the application
doesnotterminateabnormallyafter STEM forcesanerror
returnof afunctioncall sequenceln the extremecasethe
whole applicationcould end up beingemulated at a sig-
ni cant performancecost. We give someindicationson
the effectivenessandperformanceémpactof this approach
in Section4. For moredetails,see[51].

If the programdoesnot crashafter the forced return,
STEM hasfound a “vaccine”for the fault, which it can
useasaremediationtechniqueif afaultis detectedn the
future. If thefaultis nottriggeredduringanemulatecexe-
cution,emulationhaltsatthe endof the codesggment,and
programexecutionrevertsto the natve CPU.

The overheadof emulationis incurred at all times
(whetherthe fault is triggeredor not). To minimize this
cost, STEM mustidentify the smallestpiece of codethat
it needsto emulatein orderto catchandrecover from the



fault. Usinganapplicationcommunityto divide theemula-
tion taskacrosdarge numbersof applicationinstancean
minimize the performancecost on ary speci c instance.
Oncea fault is identi ed by oneapplication,the relevant
information (faulty function, recovery stratey) is propa-
gatedacrossghe community All AC memberghenbegin
emulatingthe problematiccodeandthusbecomemmune
to thespeci c failure.

3 Analysis

Here,we presentan analysisof the propertieshatgov-
ernthe AC. Subsectior3.1 explains the calculationsthat
affectthesizeof the AC basedn the parametersve list in
Table1. We considerthe problemof distributing work to
the AC membersn Subsectior8.2 andpresensomesim-
ple approachew addressingt. Subsectior8.2alsode nes
the generalform of the work distribution problem,which
wetermthe AC-CALLGRAPH-KNAPSACK problem.In ad-
dition, we outline a strategy for solving this problemthat
optionally takes into considerationrmembeflocal policy.
Subsectior3.3 brie y discusseshe probability of catch-
ing new faults by duplicatingmonitoring responsibilities.
Subsectior8.4 presentsheresultsof our analysisandsim-
ulations.

To make our analysisconcrete,we consideran AC
aimedat low-level software attacksandfaults(e.g., buffer
over ows, illegal memory dereferencesexceptionsaris-
ing from illegal instructionoperandsandotherfaultsthat
causeprocesdermination).ACs protectingagainstdiffer-
enttypesof failuresarepossible we do not considerthem
furtherin this paper exceptto the extentthat our analysis
applyto suchsystems.

Work Overview Weformalizethenotionof totalworkin
theAC, W, asafunctionof boththe costof themonitoring
mechanism&ndthe perceved vulnerability of eachfunc-
tion. Theactualwork donecanbe calculatedby two run-
time metrics: (a) the numberof machineinstructionsexe-
cutedby thefunctionduringarequestand(b) theamount
of realtime thata functiontakesto executearequestEach
metrichasadvantagesanddravbacks.For example,while
instructioncountis anintuitive unit andis straightforvard
to measurethereis a cleardifferencein computationbe-
tweenl00logical“AND” operation@nd100 oating point
“MUL" operationgeverythingelse lik e datadependencies
andstructurahazardsbeingequal).Ontheotherhand,us-
ing only timing informationcanobscureheeffectsof non-
determinisnor interactionwith othersystemsventhough
it mayprovide amorerealisticsensef systenresponser
throughput.

Our mainfocusis on calculatingthe amountof work in
the systemand determiningthe level of resourceseeded
to achieve bothafair coverage andafull coverage. Thatis,
we wish to determinean assignmenbf monitoring tasks
that dictatesan equalamountof work for eachmember
of the AC while simultaneouslyguaranteeinghatall func-
tionsin anapplicationarebeingmonitored. If the size of

the AC is already x ed,thenW dictateshow muchwork
eachmembershoulddo. If it isnotyet x ed,thenW senes
asalower boundon the sizeof the “optimally fair” AC. If

thevalueof “fairness’is predeterminedfalling below the
minimum setof AC membersmeansthat we musteither
reducecoverageto maintainfairnessor reducefairnessto

maintaincoverage.If fairnessmeansthateachnodedoes
an equalamountof work, the systemcan degradegrace-
fully.

3.1 Work Calculation

The cost, ¢, of executingeachf; is a function of the
amountof computatiorpresenin f; (we denotethis com-
putationas x;) andthe amountof risk presentin f; (we
denotethis risk asv;). All theinformation (an annotated
call graphof a pro ling run) neededo performthe analy-
sisis presentat eachmemberof the AC. The calculations
canbekeptin aform similarto Table2.

The calculationof x; canbedrivenby at leasttwo dif-
ferentmetrics:o;, theraw numberof machineinstructions
executedaspartof fi, or tj, theamountof time spentex-
ecutingf;. Sincethe costof certainfunctions(as noted
above) may not be easyto extrapolatefrom total instruc-
tions executed,the experimentalevaluationin Section4
usesthe running time of a function as a measureof Xx;,
but this analysiswill assumeeither metric may be used.
Bothg; andt; canvary asafunctionof time or application
workloadaccordingo theapplicationsinternallogic?. For
example,an applicationmay performlogging or cleanup
dutiesafterit passesthresholdnumberof requestsCode
thatnormally lies dormantwould thenbe executed.Future
work will explorefunctionsthatapproximatex;'s valueat
a giventime for eithermetric (o; or t;), aseitherparame-
ter may changeduring the lifetime of an AC (e.g., dueto
hardwareor softwareupgrades).

The risk factoris somevhat harderto characterizeas
it is morelikely to vary during runtimeandit is not clear
how to classifyrisk in termsof executiontime or numberof
machineoperations.We approximatethe risk by a simple
scalingfactor basedon a statisticalmeasureof vulnera-
bility introducedby the CoSAK projecf. Othermeasures
(e.g., staticanalysigools)maybeused;exploringtherange
of risk metricsis interestingfuture work.

Let v; representa vulnerability (or risk) scorefor f;.
Thisv; maybetheresultof acomplec functionthatcalcu-
latesrisk or may be a simplescalarfactor . Its purpose
isto Weightafunction suchthatmoremembersnonitorit.
LetT = [, x;. If weexpresgherelative costof execut-
ing eachf; assomecostfunctionc; = C(fi; X;;V;), then
the total amountof wo,gk in the systemcanbe represented
by theequationW = = L, C(fi;xi;vi).

2|n orderto gaincon®dencen the valueof x , we determinex; over
arangeof requestso seelf theapplicationsomehav variestheamountof
instructionsit executeshasedn the numberof requestst hashandledso
far

Shitp://serg.cs.drexel.edu/projects/cosak/



Variable | Description Variable | Description

N total AC membersieeded F setof applicationfunctions
n thesizeof F E setof edgedor F

G directedcall graphof (F;E) || W thetotal amountof work

4 thebaseunit of work C acostfunction

M thesetof AC members mi thei®™ membernf M

fi thei™ membernf F G thetotal costof executingf
Xi theperformanceostof f Vi therisk costof executingf i

Table 1. Various parametersand data setsfor an Application Community. The risk score and performancescore for each
function combineto de ne the amount of work in the system.To befair to eachmember, an equivalentamount of resources
must be allocatedto the monitoring of somesubsetof functions.

We provide a cost function in two phases. The rst
phasecalculatesthe cost dueto the amountof computa-
tion for eachf;. The secondphasenormalizesthis cost
andappliestherisk factorv; to determinethe nal costof
eachf; andthetotal amountof work in the system.If we
letC(fi;xi) = XT—' 100, thenwe cannormalizeeachcost
by groupinga subsetof F to represenbne unit of work.
Membershign this subsetanbearbitrary but is meantto
providea e xible meanf de ning whatawork unittrans-
latesto in termsof computationakffort. A goodheuristic
is to groupthek lowestcostfunctionstogetheranddeclare
thesumof theirwork asthebasework unit, Z . Every other
function'scostis normalizedo thiswork unit, andr; repre-
sentstherelative weightof eachf ; \iA._gith respectoZ. Asa
result,we know thatW = Npase = i”:1 ri representthe
total numberof AC memberseededo obtainfull cover

ageof anapplicationwhenwe only considemperformance.

However, we still have to accountfor the measureof
a function's vulnerability (or alternatvely, the risk level
of executingthe function). We cantreatthe vulnerability
scoreof a function as a discretevariablewith a value of

(where cantake on arangeof valuesaccordingto the
amountof risk). Thus,

if f; isvulnerable, > 1;

Vi 1 iff, isnotvulnerable

1)
Giventhe scalingfactory; for eachfunction,we candeter
mine the total amountof work in the systemandthe total
numberof merpbersneededo monitor every function is

W = Nyyn = in:1 Vi T
fi | xi |ri|vi [T Ci;xi) | ri v
a0 [ 1001 | ;| 60016 )
b | 200| 2 | , |600]|33 2,
c0 | 300|3 | 5 |600]50 3,

Table 2. An example of AC work calculation. Each
member of the AC can calculate this table indepen-
dently. Here, the AC is executingan application with

threefunctions. The choiceof is somewhatarbitrary

and canvary basedon the contextof a particular func-
tion.

3.2 Work Distrib ution

After eachAC memberthasaclearideaof theamountof
work in the systemwork units (slices)mustbe distributed
to eachmember In the simplestscenario,a centralcon-
troller simply assignsapproximately‘,’\ll work unitsto each
node. A more robust methodof work distribution would
be for eachAC memberto autonomouslydeterminetheir
work set. Eachmembercansimply iteratethroughthe list
of work units, ipping acoinweightedwith thevaluev; r;.
If theresultof the ip is “true” thenthe memberaddsthat
work unit to its work set. A memberstopswhenits total
work reaches‘,’\‘l. Suchan approacloffers statisticalcov-
erageof the application. A more elegantmethodof work
distribution is possible;sincea full treatmentof it is be-
yondthe scopeof this paperwe only provide anovervien
of theapproach.

Distrib uted Bidding The problemof assigningwork to
individualmembersn the AC canbeseerasaninstanceof
thegeneralk NAPSACK problem.We call this problemthe
AC-CALLGRAPH-KNAPSACK problem. For the call graph
G, eachnodehasa particularweight(v; r; from above).
Theproblemis thento assignsomesubsebf the weighted
nodesin F to eachmemberof M suchthat eachmem-
berdoesno morethan % work. We canrelaxthe thresh-
old constrainto be approximately‘,ﬁ’— within sometunable
range . Thus, isameasuref thefairnessof the system.
Oncethe globally fair amountof work % is calculated,
eachAC membershouldbe ableto adjusttheir workload

by bamgainingwith other AC membersvia a distributed
biddingprocess.

Two additional considerationgmpact the assignment
of work units to AC members. First, we would like to
preferentiallyallocatework units with higherweights,as
thesework unitslikely have a hearier weightdueto anin-
creasedsulnerability score. Evenif the weightis derived
solely from the measureof performancecost, assigning
more membergo it is bene cial becausehesemembers
canround-robinthe monitoringtasksothatany onemem-
ber doesnot have to assumethe costalone. Second,in
somesituationsthevaluev; r; will begreatethantheav-
erageamountof work K‘,’— Achieving fairnesgshenmeans
thatthevaluev; r; de nesthe quantityof AC members
thatmustbe assignedo it, andthe sumof all thesequan-



tities de nes the minimum numberof membershat must
participatein an AC to achiese a fair andfull coveragefor
aparticularapplication.

Ouralgorithmworksin two rounds.First,eachmember
calculatesa table similar to Table2. Then,AC members
enterinto a distributed bidding phaseto adjusttheir indi-
vidual workload. The distributed algorithm usestokens
to bid; tokensmapdirectly to the numberof time quanta
thatan AC memberis responsibl€or emulatingthe exe-
cution of a particularcodeslice. A nodewill accumulate
tokensby taking on extra computation.The distributedal-
gorithm makessurethateachnodeshouldnot accumulate
morethanthetotal numberof tokensallowedby the choice
of . Sincewe currentlyassumecollaboratve AC, useful
future work cananalyzewhat can be doneto protectthe
bidding processn thefaceof variousthreats(e.g., insider
accumulatingokens)and constraintge.g., anorymity for
AC members).

3.3 Overlapping Coverage

While “full coverage”meansthat every work unit (or
slice) of an applicationis being monitoredfor the given
time unit, it doesnot meanthat every AC members in-
dividual applicationis being fully monitored. Consider
thefollowing situation: memberA is monitoringfunction
Z, andmemberB is monitoringfunctionY . If afaultis
presentin function Z, B will missit. Eventhoughthe
communitymay catchthe fault (by virtue of A's willing-
nessto monitor Z ), theremay exist individual senersthat
have notyetdetectedhefault(e.g.,B, orevenA if A isex-
ecutinganothempartof theapplicationandnotZ ). Thereis
atradeof betweerthe amountof individual coverageand
how quickly the AC canidentify a new fault.

If AC memberamonitor morethantheir share(e.g., A
alsomonitorsY andB alsomonitorsZ, thenwe have in-
creasedtoverageto 200%and madesurethat the fault, if
present,js detectedas quickly aspossible. A similar sit-
uationis presentedn Table 3. Assuminga uniform ran-
dom distribution of new faults acrossAC members,the
probability of a fault happeningat a particularmemberk
is: P(fauly = Ni The probability of memberk detect-
ing theerroris afunctionof k's individual coveragdevel.
For Alice in Table 3, P (detection = %. Thus,the proba-
bility of Alice detectinga new faultis the probability that
thefault happensat Alice and that Alice detectshe fault:
P (faultatAlice » detectiop = & %. GiventhatN = 4
for Alice's AC, the probabilitythat Alice will detectanewn
faultis % Similar calculationgor eachmembershowvn in
Table3 shav thatthe applicationhasan overall new fault
detectionprobability of g If every AC memberaddsthe
missing functionsto its auxiliary set, then eachmember
hasa % chanceof detectingthe new fault: this probabil-
ity is exactly Nl their bestpossiblechance(becausehe
faultcouldhapperto oneof theotherthree).At the costof
400%coverage the AC hasreacheda probability of 1 for
new fault detection. We can generalizethis relationship:

Progression of New Fault Detection Probability

Individual Detection Rate

AC size

Figure 1. Rate of detectionvarieswith AC size.Each
line representsa memberlocal coverage level in 10%
increments, with 10% being the bottom curve. Note
how detection degradesas the AC size grows: each
member is only doing a constantamount of extra cov-
erage. However, when every member performs 100%
local coverage,they regainthe bestchanceto detectthe
fault, and achieve a communityprobability of 1 that the
fault is detectedwhenit rst occurs;e.g., an AC of size
2 with each member doing 100% coverage gives each
member a probability of % in detecting the fault, i.e.,
the probability that the fault is seenby that member.

theprobability of the AC detectinghefaultis

P(ACdetecj= = ki 2

i=1

wherek; is the percentag®f coverageat AC memberk.
Figure 1 shavs how the AC's detectionrate improvesas
individual membercweragetendstowarlgsloo%.As each
ki goesto 100%, Equation2 becomes ., &, or N-, a
probability of 1 thatthe faultis detectedvhenit rst oc-
curs. The worst casein termsof performancads the best
casein termsof rapid detectionandrequiresN  100%

coverage.
3.4 Analytical Results

Our simulationsexplore the in uence of variousparame-
terson the amountof work in the AC: (a) the sizeof the

application(numberof functionsit contains),(b) the dis-

tribution of work betweerfunctions,(c) the level of work

presentn eachfunction,and(d) thepolicy for determining
the score(andthusyv;) for eachfunction.

We simulateanapplicationwith asmall,medium large,
andmassve (20, 200,2000,and20000functions,respec-
tively) size.Similarly, thelevel of work for eachfunctionis
small, medium,large,andmassve (50, 500,5000,50000,
respectiely) normalizedwork units. Thework level is in-
terpreteddifferently for eachdistribution scheme.We ex-
aminethreetypesof distributionsof r;. The evendistri-
bution de nesanequalwork level for every function. The



AC Member ID | Monitor ed Set | Auxiliary Set
Alice fA Fg f;g

Bob fB, Cg fA Fg
Carol fD, Eg f G, Hg
David fG, Hg f;g

Table 3. A distrib ution of work and overlapping monitoring. Here, Alice and David choosenot to do extra monitoring.
However, Bob and Carol are eachmonitoring two more functions than strictly necessaryfor “fair ness”and 100% appli-
cation communitycoverage. Bob and Carol have increasedtheir individual coveragefrom 25% to 50%, and their overall

chancesof detectinga new fault from == to 1.

norm distribution is an approximately‘normal” distribu-
tion thatis centeredn anaveragevalueof thework level.
The skew distribution setsthe costof mostfunctionsrela-
tively low, but includesa few functionsthataccountfor a
large partof the executioncost.

We determine accordingto two policies:expand at .
The at policy appliesa staticfactorof 10 for every func-
tion deemedvulnerable. The exp policy exponentiallyin-
creaseshevalueof for “morevulnerable’functions.Ev-
ery functionis assignech default valueof 1. For both
policies, we determineif a function is vulnerableor not
by examining the distanceof the function (in the appli-
cationcall graph)from aread() systemcall, usingthe
heuristicsproposedy the COSAK project. For our sim-
ulations,we assumethat the pathlength from eachfunc-
tion f; to aread() systemcall is normally distributed
arounda meanof log(n), wheren is the size of the call
graph,leaving explorationof differentdistributionsasfu-
ture work. Thus, our simulationassignsa normally dis-
tributed distanceaboutthis meanto eachfunction, repre-
sentingthe distancefrom aread() systemcall. If apro-
gramis heavily saturatedvith read() 's, our simulation
underestimatethe weightthat shouldbe assignedo each
function. However, this is not a problem,asthis situation
canbeeasilydetectedrom theapplicationscall graph,and
every function canbe scaledaccordingly The behavior of
the at policy is seenin Figure2. Figure 3 shaws there-
lationshipbetweena programs size andthe workload W
of the AC. While the valuesfor workload are quite large,
they arebasedon a programwhereeachfunctionperforms
about50000work units. Our simulationsor smallerwork-
loadsshaw the samerelationshipwith lower total cost. We
also considera more realistic case(seeFigure 2) for an
Apache-lile application: of mediumsize (200 functions),
with a normaldistribution of x; (cost)anda at policy for
determining .

4 Evaluation

In this section,we quantitatvely measurehe tradeofs
presentedn Section3, namely the sizeof the anapplica-
tion communityandthelengthof the work time quantum.
Measurementareconductedusingthe Apachewebsener
asthe protectedapplicationand STEM asthe monitoring
andremediatiorcomponent.

Effectivenessof STEM  For our monitoringandreme-

diation mechanismwe use an instruction-level emulator

STEM that can be selectvely invoked for arbitrary seg-

mentsof code, allowing the mix of emulatedand non-

emulatedexecutioninsidethesameexecutionrun. Theem-

ulatorallows usto (a) monitorfor the speci c type of fail-

ureprior to executingtheinstruction,(b) undoany memory
changesnadeby the codefunctioninside which the fault

occurredpy having the emulatorrecordall memorymod-

i cations madeduring its execution,and (¢) simulatean

errorreturnfrom said function. One of the key assump-
tions behind STEM is that we can createa mappingbe-

tweenthe setof errorsandexceptionghatcouldoccurdur-

ing a programs executionandthelimited setof errorsthat
areexplicitly handledby the programs code. We call this

approacherror virtualization”.

In a seriesof experimentsusing a number of open-
sourcesener applicationsincluding Apache, OpenSSH,
andBind, we shaved that our “error virtualization” map-
ping assumptionholds for more than 88% of the cases
we examined. Testingwith real attacksagainstApache,
OpenSSHand Bind, we showved that this techniquecan
beeffectivein quickly andautomaticallyprotectingagainst
zeroday attacks. Althoughfull emulationis prohibitively
expensve (30-fold slovdown), selectve emulationim-
posesan overheadbetweenl:3 and 2, dependingon the
size of the emulatedcode sggment,assuminghe fault is
localizedwithin a smallcoderegion.

Performance In orderto understandheperformancém-

plicationsof an AC, we run a setof performancebench-
markswhich we useto explore the tradeofs presentedy

our system.We employ STEM on the Apacheweb sener
andmeasurehe overheadof our protectionmechanisnin

termsof coverageandfairness.

Before we explore the costsassociatedvith using an
AC, we examinethe costof protectinga singleinstanceof
Apache.We demonstrat¢hatemulatingthe bulk of anap-
plication entailsa signi cant performanceémpact. In par
ticular, we emulatedthe main requestprocessindoop for
Apache (containedin ap_processhttp_connection() and
comparedour resultsagainsta non-emulatedApachein-
stance.In this experiment,the emulatorexecutedroughly
213,000nstructions.Theimpacton performances clearly
seenin Figure4, which plots the performanceof thefully
emulatedequest-handlingrocedure.

To geta morecompletesenseof this performancem-
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Figure 2. Workload scaling for a realistic parameter set.
For an application of about 200functions in size,with each
function'swork normally distrib uted around a normalized
ri of 10anda at policy for ,theworkload (W) scalesrom
2020to 16897.

Slicesize | Requests/seq Number of sewers
10.34 148(27%) 15
5.24 333(62%) 30
0.25 380(70%) 635
0.14 497 (92%) 1135
0.04 471(87%) 3973
0.01 506(94%) 15893

Table 4. Work-time quantums and their effects on

Apacheperformanceand AC size.
pact,wetimedtheexecutionof therequeshandlingproce-

durefor boththenon-emulate@ndfully-emulatedversions
of Apacheby embeddingallsto gettimeofday(wherethe
emulationfunctionswere(or would be)invoked.

For our testmachinesand sampleloads, Apachenor-
mally (e.g., non-emulatedspent6.3 millisecondsto per
form the work in the ap_processhttp_connection()func-
tion, asshavn in Table5. Thefully instrumentedoop run-
ningin theemulatorspendsanaverageof 278milliseconds
perrequesin thatparticularcodesection.

To calculateheamountof work in thesystemanddeter
minethelevel of resourcesieededo achiesefair coverage
andfull coverage asexplainedin Section3, we rst need
to geta detailedanalysisof the run-time characteristicef
the protectedapplication. For this purposewe ran a pro-

led versionof Apacheagainsta setof testsuitesandex-

aminedthe subsequentall-graphgeneratedy thesetests
with gprof andValgrind [49]. The ensuingcall treeswere
analyzedn orderto extractthe time spentdoing work for

eachfunction. Usingthe correspondingosts,we evaluate
the performanceof Apachein requestpersecondpy em-
ploying STEM as the protectionmechanismon different
work time quantumso achieve full coverage.

We startwith the examinationof the performanceof an
unmodi ed Apachesener using ApacheBench.We then

Comparison of Actual and Weighted Workloads
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Figure 3. A logscalecomparison of workloads given a
vulnerability policy. Note that the raw values are quite
high, but aredrawn fr om data that assumes massve value
(50000)for normalized workload. Mor e important is how
the relationship betweenthe sizeof the program and the to-
tal workload is affectedby the choiceof vulnerability policy.

Apache| trials | Mean | Std.Dev.
Normal | 18 6314 847
STEM | 18 277927 | 74488

Table 5. Timing of main requestprocessingoop. Times
arein microsecondsThis table shavsthe overheadof run-
ning the whole primary requesthandling mechanismin-
side the emulator. In eachtrial a user threadissuedan
HTTP GET request.

proceedwith the emulationof differentfunctionsrepre-
sentingvaryingwork-time quantumsandmeasurdhe per
formanceoverheadn termsof requestpersecond Specif-
ically, all functionsinvokedatleastoncepertransactiorare
examinedfor their relative cost (time spentin function).
Given the per function cost, we sample6 functionsthat
represent characteristidistribution of work doneperre-
guest.At thatpoint,wewrapeachfunctionwith STEMand
measurghe performanceverheadmposedby theemula-
tion.

Themachinene choseo hostApachewasasinglePen-
tium IV at 3GHz with 1GB of memoryrunning RedHat
Linux with kernel2.4.24. The client machinewasa Pen-
tium IV at 2 GHz with 1GB of memoryrunning Debian
Linux with kernel2.6.8-1.For the performancevaluation
of Apache ,we useApacheBencha completebenchmark-
ing andregressiortestingsuite. Examinatiorof application
responsés preferablgo explicit measurements thecase
of complex systemsaswe seekto understandhe effecton
overallsystenperformanceSpeci cally, welook atthere-
guestpersecondsenedby Apachefor 10000requestata
concurreng of 5. We usethe averageof 100runsomitting
statisticaloutliers.

As illustratedin Figure5 and Table4, we examinethe
useof a variety of work-time quantumson raw Apache



Figure 4. Performanceof the systemunder various levelsof emulation. While full emulation is fairly expensie, selective
emulation of input handling routinesappearsquite sustainable.

performanceand coverage. As expected,emulatinglarge
“slices” usingSTEM translatesnto lower performancéor
eachparticipatingmemberbut requiresthe smallestcom-
munity size for 100% coverage. Concretely using the
largestwork-time quantumtranslatesnto a performance
degradationof 73% per memberand an AC size of 15
members.As the “slice” sizeis reduced(usinga lessex-
pensve function as the base),the performanceoverhead
permembelis decreasedtthe costof alargercommunity
For the smallestwork-time quantum,a performancever
headof 6% is experiencedper memberwhilst the size of
the AC grows to 15893. Theseresultsarevery encourag-
ing andcloselyfollow theintuition providedin Section3
Figure6 illustratesthe effect of varyingthe vulnerabil-
ity index on the size of the communityfor 100% cover-
age. In this example,we doublethe numberof senersre-
quiredto coveran region. We startwith the casewhere
25% of the codeis consideredpotentially vulnerableand
incrementhe valueuntil theentirecodebases covered.
As expected,when a higher percentagef the codebase
is deemedsulnerable the communityneedgo belargerto
realizefair coverage.Note that the effect on Apacheper
formanceis linear despitean aggressie protectionpolicy.
Our experimentdemonstrat¢hatthe useof anAC canal-
leviatetheproblemsassociatedvith usinganinvasie pro-
tectionmechanisnby fairly distributingwork to participat-
ing members Furthermoreye show thatthe e xibility of
our protectionmechanisntanfacilitate the adjustmenof

parametergssociatedvith therequirement®f anAC.

5 RelatedWork

The synthesiof our systemdraws on work from mary
otherareas.Most notably the majorthemesof our system
are distributed large-scalecollaboratve securityand sur
vivable computing. Traditional fault-toleranceiechniques
area relatedareaof work, althoughthey areprimarily in-
tendedto supplyenoughresourcedor a particularenclaze
to survive an attackby outlastingthe resourcesf an at-
tacler.

Secure survivable architecturesare typically very
application-or domain-speci c. Ghosh,et al. [28] pro-
pose“fault injection analysis”appliedto software, while
Strunk,etal. [55] applyalow-levelapproachthey propose
an intrusion detectionand recovery model at the storage
layer. Kreidl, etal. [37] proposea formalizedfeedback-
driven modelfor individual COTS applications. SABER
[35] is a generalizedapplication-neutraérchitecturethat
encompassesbroadarrayof tools. The APOD project[9]
usesa combinationof intrusion detection, re walls, TCP
stackprobesvirtual private networks, bandwidthresena-
tion, andtraf c shapingmechanismgp allow applications
to detectattacksand containthe damageof successfuin-
trusionsby changingtheir behaior. They alsodiscusghe
useof randomizingtechniquessuchaschangingthe TCP
portsapplicationdistento.
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Figure 5. The effect of differ ent work-time quantums on
request/sedor Apacheand on the sizeof the AC.

[54, 40] explorethenotionof collaboratve securitywith
speci ¢ applicationto coordinatinglDS alertsfor worms
and scanningattacksacrossadministratve domains. In-
dra[32] is anotherscheméhatprovidesa peerto-peerap-
proachto intrusiondetection. In addition,a collaboratve
approachto containingthe spreadof worms hasbeenthe
focusof currentresearch42, 46, 7]. Vigilante [24] pro-
poseghe conceptof Self-CertifyingAlerts, which areex-
changedetweerhostsasa resultof a newly detectedat-
tack. Therecipientcanverify the validity of the alertand
useanappropriaterotectionmechanismin Vigilante,ev-
ery hostcheckdfor all attacksall thetime,in contrasto our
moregeneraload-sharing-capabbgpproachFurthermore,
we proposeasoftware-basegrotectionmechanisnfasop-
posedo their useof Itering) thatbothprotectsagainstat-
tacksandalsomaintainsapplicationavailability, thuspro-
viding anelemenbf real“softwarehealing’.

O'Donnell and Sethu[44] study algorithmsfor the as-
signmentof distinct software packagegwhetherrandom-
izedor inherentlydifferent)to individual systemsn a net-
work, towardsincreasingthe intrinsic value of available
diversity Their goalis to limit the ability of a malicious
nodeto compromisea large number(or ary) of its neigh-
borswith a singleattack. Unfortunately their abstraction
doesnot translatewell to the end-to-endsemanticof the
Internet, whereary host can contactanotherwithout (in
mostcasesheedingo passthrougha seriesof otherhosts.
Their work canbe viewed asa situationwherea commu-
nity of nodescollaboratvely diversi es, where our work
seeksto collaboratiely protecta homogeneougroup of
nodes.

DOMINO [58] is anoverlay systemfor cooperatie in-
trusion detection. The systemis organizedin two layers,
with a small core of trustednodesanda larger collection
of nodesconnectedo the core. The experimentalanalysis
demonstratethata coordinatedapproacthasthe potential
of providing earlywarningfor large-scalattackswhile re-
ducing potentialfalsealarms. A similar approachtusinga
DHT-basedoverlay network to automaticallycorrelateall
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Figure 6. The impact of the vulnerability index on the
sizeof an AC.

relevant informationis describedn [19]. [59] describes
an architectureand modelsfor an early warning system,
wherethe participatingnodes/routerpropagatealarmre-
portstowardsa centralizedsite for analysis. The question
of how to respondo alertsis notaddressedand,similarto
DOMINO, the useof a centralizeccollectionandanalysis
facility is weakagainstwormsattackingthe early warning
infrastructure.

Gammal45, 14] is an architecturefor instrumenting
software suchthat informationthat canleadto future im-
provementsof the code can be gatheredin a centrallo-
cation,withoutimposingexcessie overheado ary given
codeinstance. Their technique software tomography is
similar to our code-slicingapproach,and hasbeencom-
binedwith a dynamicsoftwareupdatemechanisnthatal-
lows codeproducerdo x bugsasthey aredetected.Our
work is differentprimarily in that(a) we introducea fully
automatednechanisnfor softwarehealing,(b) whichdoes
notrequiremegingof themonitoringinformationfrom the
differentsoftwareinstances.

The Cooperatie Bug Isolation project[38, 39] usesa
samplinginfrastructureto gatherinformationfrom a pro-
gram's executionandcommunicate#s ndings to a cen-
tral databasevherethe datais analyzedto extract delug-
ging informationautomatically In orderto reducethein-
strumentatiorcostthey statisticallyspreadthe monitoring
acrossanapplicationanda large userbase.

Finally, a numberof efforts have beenmadeto protect
applicationsvia the introductionof diversity [33, 12, 15,
48,13, 23, 50, 44]. Theability to rollback[17] andcleanly
restarff20] is critical to our systemandwe expectto inte-
gratesuchcapabilitiesin our futurework.

6 Conclusions

The growing concernaboutmonoculturesat all levels
of computingsystemshasengendere@ body of research
that seeksto increasesystemdiversity Given the large
legagy baseandthecontinuingneedfor computingsystems



to communicateandinteroperateintroducingarti cial di-

versity is no easytask, andit is often hamperecdoy extra

managementompleity. While we supportthe notion of

arti cial diversity and actively explore its use,this paper
introducesthe conceptof Application Communities our

contrikutionis a methodfor exploiting theresourceswvail-

ablein large scalemonoculturego provide protectionto

eachmemberof thecommunity We postulatehatsystems
thatmay not toleratethe introductionof arti cial diversity
or cannoteasilytake advantageof it maybene t from the

useof anAC.

Ourexperimentabndanalyticalresultsshav thatmem-
bersof an applicationcommunity can reasonablydeploy
our novel monitoring frameavork (STEM and collaborate
to sharethe overheadof its protectionmechanisms.We
validate our analysisof workload and fault discovery by
experimentingwith the Apacheweb sener. Furthermore,
AC memberscanemploy STEMto automaticallyrecover
from attacksand preemptiely notiy other AC members
of new faults, thusinoculatingthe communityat the cost
of afew failedmembers.
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