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Abstract

Software monoculturesare usuallyconsidered danger-
ousbecausetheir sizeanduniformity representthepoten-
tial for costlyandwidespreaddamage. Theemerging con-
ceptof collaborative securityprovidesthe opportunityto
re-examinethe utility of software monoculture by exploit-
ing the homogeneityand scalethat typically de�ne large
software monocultures. Monoculture can be leveraged to
improve an application's overall securityand reliability.
We introduceandexplore theconceptof ApplicationCom-
munities: collectionsof large numbers of independentin-
stancesof the sameapplication. Members of an applica-
tion communityshare the burdenof monitoring for �aws
andattacks,andnotifytherestof thecommunitywhensuch
are detected.Appropriatemitigationmechanismsare then
deployedagainstthenewlydiscoveredfault. Weexplorethe
conceptof anapplicationcommunityanddetermineits fea-
sibility throughanalyticalmodelinganda prototypeimple-
mentationfocusingonsoftware faultsandvulnerabilities.

Speci�cally, we identifya setof parameters that de�ne
applicationcommunitiesandexplorethetradeoffsbetween
theminimalsizeof anapplicationcommunity, themarginal
overheadimposedon each member, and the speedwith
which new faults are detectedand isolated. We demon-
strate the feasibility of the schemeusingSelectiveTrans-
actional EMulation (STEM)as both the monitoring and
remediationmechanismfor low-level software faults, and
provide somepreliminary experimentalresultsusing the
Apache webserveras the protectedapplication. Our ex-
perimentsshowthatACsarepracticalandfeasiblefor cur-
rentapplications:an AC of 15,000members cancollabo-
ratively monitor Apache for new faults and immunizeall
membersagainstthemwith onlya 6%performancedegra-
dationfor each member.

1 Intr oduction

Softwaremonocultureshave beenidenti�ed asa major
sourceof problemsin today's networkedcomputingenvi-
ronments[30, 27, 52]. Monoculturesactasforceampli�ers
for attackers,allowing themto exploit thesamevulnerabil-
ity acrossthousandsor millions of instancesof the same

applicationacrossthenetwork. Suchattackshave thepo-
tentialto rapidlycausewidespreaddisruption,asevidenced
by severalincidentsoverthelastfew years[5, 3, 4, 2]. The
severity of the problemhasfueledresearchbehindintro-
ducingdiversity in softwaresystems.However, creatinga
large numberof differentsystemsmanually[11] not only
presentscertainpracticalchallenges[31] but canresultin
systemsthatarenotdiverseenough[36, 16].

As a result,recentresearchhasfocusedon creatingar-
ti�cial diversity, by introducing“controlleduncertainty”in
oneof thesystemparametersthat theattacker mustknow
(andcontrol)in orderto carryoutasuccessfulattack.Such
parametersinclude,but arenot limited to, the instruction
set [33, 12, 15], the high-level implementation[48], the
memorylayout [13], the operatingsysteminterface[23]
andothers,with varying levelsof success[50, 44]. How-
ever, runningdifferentsystemsin anetwork createsits own
setof problemsinvolving con�guration,management,and
certi�cation of eachnew platform[56, 10]. In certaincases,
runningsuchmulti-platformenvironmentscandecreasethe
overall securityof thenetwork [47].

Giventhedif�culties associatedwith arti�cial diversity
and the pervasive natureof homogeneoussoftware sys-
tems,canwe identify a scenarioin which a homogeneous
softwarebasecanbeusedto improvesecurityandreliabil-
ity, relative to a singleinstanceof anapplication?Specif-
ically, given a large numberof almostidenticalcopiesof
the sameapplicationrunningautonomously, is it possible
to employ acollaborativedistributedschemethatimproves
theoverall securityof thegroup?

To answerthis question,we introducethe conceptof
anApplicationCommunity1 (AC), a collectionof almost-
identical instancesof the sameapplication running au-
tonomouslyacrossa wide areanetwork. Membersof an
AC collaboratein identifying previously unknown (zero
day) �a ws/attacksandexchangeinformationso that such
failuresarepreventedfrom re-occurring.Individual mem-
bersmaysuccumbto new �a ws;however, overtimetheAC
shouldconvergeto astateof immunityagainstthatspeci�c

1To our knowledge,theterm®rst appearedin thetitle of theDARPA
Application CommunitiesWorkshop,in October2004. This paperex-
pandson our short paperthat introducedsomeof the conceptsthat we
explorein depthhere[41].
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fault. Thesystemlearnsnew faultsandadaptsto them,ex-
ploiting theAC sizeto achievebothcoverage(in detecting
faults)andfairness(in distributing themonitoringtask).

This de�nition raisesseveralquestions.First, is theap-
proachfeasibleand, if so, for what typesof faults? Sec-
ond,how expensive canthemonitoring,coordination,and
reactionmechanismsbe,andis it possibleto sharethebur-
denequitablyacrosstheAC members?Whatis theperfor-
manceimpactof theadditionalcomputationon individual
AC members?How small canan AC be to achieve cov-
erageand sharefairnessat the sametime? Finally, how
can this schemebe achieved in the presenceof mutually
untrusted(or possiblysubverted)participants?

We do not attemptto answerall of thesequestionsin
this paper, althoughwe outline possibledirectionsfor fu-
tureresearch.Instead,we provide a high-level analysisof
the basicparametersthat govern an Application Commu-
nity. We thenapply this analysisin a prototypeAC that
is targetedagainstremotelyexploitablesoftwarevulnera-
bilities andinput-data-drivenfaults. We usethe Selective
TransactionalEMulator(STEM) techniquefrom [51] both
for fault-monitoringand immunization. Membersof the
AC emulatedifferent“slices” of theapplication,monitor-
ing for low-level failures(suchasbuffer over�ows or il-
legal memoryaccesses).When a fault is detectedby an
member, the relevant information is broadcastto the rest
of the AC. Membersmay verify the fault anduseSTEM
on the identi�ed vulnerablecodeslice, possiblycombin-
ing this with input �ltering. Our schemealso takes into
considerationinput from codeanalysistools that identify
speci�c codesectionsaspotentiallymorevulnerableto at-
tacks.Becauseof theuseof STEM, it is possibleto wrap
thenecessaryfunctionality“around” existingapplications,
without requiringsourcecodemodi�cations.

OuranalysisindicatesthatAC's areanachievablegoal.
Speci�cally, we analyzetheeffectsof risk assessmentand
the impactof protectionmechanismson theoverall work-
loadfor theAC. We determinethata reasonably-sizedap-
plication (e.g.,the Apacheweb server) requiresan AC of
about17,000members,assuminga normal(random)dis-
tribution of faults.Our experimentalevaluationof Apache
shows thatanAC canbea practicalmethodof protection;
in thebestcase,anAC of size15,000canexecuteApache
with a performancedegradationof only 6% at eachmem-
ber. A small AC of 15 hostscanexecuteApachewith a
performancedegradationof approximately73%. This pa-
permakesthefollowing novel contributions:

� Introducethe conceptof an Application Community
asawayto exploit large-scalehomogeneoussoftware
environmentstowardsimproving the securityof the
AC'smembers.

� Presentthevariousparametersthatde�ne anApplica-
tion Communityandanalyticallyexplore thevarious
tradeoffs amongthem.

� Illustratethe feasibility of the AC conceptby imple-
mentingand experimentingwith a prototypegeared
towardsdetectingand immunizing software against

previouslyunknowngeneralsoftwarefailuresandvul-
nerabilities.

Paper Organization We elaborateon the Application
Communityconceptin moredetail in Section2, andex-
plorethetradeoffs betweenthevariousparametersof such
systemsin Section3. We discussour preliminaryexperi-
mentalresultsin Section4. Section5 givesanoverview of
relatedwork.

2 Application Communities

An Application Community (AC) is a collection of
congruentinstancesof the sameapplicationrunning au-
tonomouslyacrossa wide areanetwork, whosemembers
cooperatein identifying previously unknown �a ws or vul-
nerabilities.By exchanginginformation,theAC members
canpreventthefailurefrom manifestingin thefuture. Al-
thoughindividualmembersmaybesusceptibleto new fail-
ures,theAC shouldeventuallyconvergeon a stateof im-
munity againsta particular fault, addinga dimensionof
learningandadaptationto thesystem.Thesizeof theAC
impactsbothcoverage(in detectingfaults)andfairness(in
distributing the monitoringtask). An AC is composedof
threemain mechanisms,for monitoring, communication,
anddefense,respectively.

Thepurposeof themonitoringmechanismis thedetec-
tion of previously unknown (zero day) software failures.
Thereexistsa plethoraof work in this area,namely, using
the compilerto insertrun-timesafetychecks[25], ”sand-
boxing” [29], anomalydetection[8] andcontent-based�l-
tering [1]. While shortcomingsmay be attributedto each
of the approaches[18, 57, 53], whenthey areconsidered
within thescopeof anAC a differentsetof considerations
needto be examined. Speci�cally, the signi�canceof the
securityversusperformancetradeoff is notasimportantas
the the ability to employ the mechanismin a distributed
fashion.Theadvantageof utilizing anAC is thattheuseof
afairly invasivemechanism(in termsof performance)may
beacceptable,sincetheassociatedcostcanbe distributed
to theparticipatingmembers.By employing a moreinva-
sive instrumentationtechnique,the likelihoodof detecting
subversionandidentifying the sourceof the vulnerability
is increased.Themonitoringmechanismin our prototype
is an instruction-level emulatorthat canbe selectively in-
voked for arbitrarysegmentsof code,allowing us to mix
emulatedandnon-emulatedexecutioninsidethesameex-
ecutioncontext [51].

Oncea failure is detectedby a member's monitoring
component,the relevant information is distributed to the
AC. Speci�cally, the purposeof the communicationcom-
ponentis the disseminationof information pertainingto
the discovery of new failuresand the distribution of the
work load within the AC. The choice of the communi-
cationmodel to be employed by an AC is subjectto the
characteristicsof thecollaboratingcommunitysuchassize
and�e xibility . Theimmediatetrade-off associatedwith the
communicationmodelis theoverheadin messagesversus
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the latency of the information in the AC. In the simplest
case,a centralizedapproachis arguablythemostef�cient
communicationmechanism,however, therearea number
of issuesassociatedwith this approach.If thereis a �x ed
numberof collaboratingnodes,a securestructuredoverlay
network [34, 21] canbeemployedwith exemptionfrom the
problemsassociatedwith voluminousjoins andleaves. If
nodesenterand leave the AC at will, a decentralizedap-
proachmay be moreappropriate.Ef�cient dissemination
of messagesis outsidethescopeof thispaper, but hasbeen
thetopicof research,e.g., [6].

The �nal componentof our architectureis responsible
for immunizingthe AC againsta speci�c failure. Ideally,
uponreceiving noti�cation of anexperiencedfailure,indi-
vidual membersindependentlycon�rm thevalidity of the
reportedweaknessandcreatetheir own �x in a decentral-
ized mannerthusreducingissuesregardingtrust. At that
point,eachmemberin theAC decidesautonomouslywhich
�x to applyin orderto inoculateitself. As independentver-
i�cation of anattackreportmaybeimpossiblein somesit-
uations,amember'sactionmaydependonprede�nedtrust
metrics. Dependingon the level of trust amongusers,al-
ternativemechanismsmaybeemployedfor theadoptionof
universal�x esandveri�cation of attackreports.In thecase
of systemswherethereis minimal trustamongmembersa
voting systemcanbeemployedat thecostof anincreased
communicationoverhead.Finally, giventhata �x couldbe
universallyadoptedby theAC, specialcaremustbeplaced
in minimizing theperformanceimplicationsof the immu-
nization.

The inoculatingapproachthat canbe employedby the
AC is contingenton thenatureof thedetectionmechanism
and the subsequentinformation provided on the speci�c
failure. The type of protectioncan rangefrom statistical
blocking,behavioral or structuraltransformation.For ex-
ample,IP addressandcontent�ltering [1], coderandom-
ization [33] andemulation[51] may be usedfor the pro-
tectionof the AC. For the defensecomponentin our ex-
perimentalprototype,we usethe STEM instruction-level
emulator.

2.1 SelectiveTransactionalEMulation

STEM is an x86 instruction-level emulatorthat canbe
selectively invokedin thespatialor temporaldomaindur-
ing a program's execution. In otherwords,we candecide
which routinesto emulateduringprogramexecution(with
therestof thecoderunningnatively on thesystemCPU),
andwhetherto emulateor runnatively any speci�c routine
eachtime it is invoked. AlthoughSTEM allows us to op-
erateat thegranularityof individual instructions,we con-
�ne ourselvesto emulating(or not)wholeroutinesbecause
theserepresentconvenientabstractionsthataid in program
recovery, aswe shallseesoon.

Whena pieceof codeis beingemulated,STEM checks
the validity of every instruction's operandsprior to emu-
lating that instruction.For example,STEM canverify that
the destinationaddressof a memory-writeoperationis in

a properly OS-mappedpage,or that a memory-writeto
control informationon the stack(e.g., the returnaddress)
is usinginput-supplieddata(which may indicatea buffer
overrun),similar to TaintCheck[43] andMinos [26]. In
the latter case,interestingfuture work includesidentify-
ing non-controlhijackingover�ow attacks[22], which is a
non-trivial problem.In addition,STEM maintainsa log of
all memorychangesdoneduringemulationof thecode.

Onceafault is detected,andit hasnotbeenseenbefore,
the emulatorentersan “error virtualization” phase. The
goal is to determinehow to modify programexecutionso
thatthisfault(whichtheprogramis notdesignedto handle)
is translatedintoanerrorthattheexistingprogramcodecan
recover from. The intuition is thatby simulatinganerror-
returnof the function within which the fault occurred,its
caller may be able to handlethe error appropriately(i.e.,
throughexisting error-checkingcodethat theprogrammer
wrote).

STEM simulatesan error-returnby �rst taking a snap-
shotof theprogramstate(memoryandregisters)atthetime
of thefault, puttinganappropriateerrorcodein thereturn
value�eld onthestack,undoingall memorychangesmade
duringemulationusingthelog, andreturningexecutionto
the caller. Currently, STEM usescertainheuristicsto de-
terminethecorrectvalueto useasanerrorcode,which re-
quireknowledgeof thereturntypeof eachfunction.STEM
usesboth � 1 and 0 as return codes(testing thesesepa-
rately)for functionsreturninganintegeror along,anduses
NULLasanerrorcodefor functionsreturninga pointerof
any type. Of course,thesearenotguaranteedto becorrect
conventions,althoughtheir impactcanbeveri�ed through
testing. Static programanalysisor programmer-supplied
annotations(eitherin thecodeor out-of-band)maybeused
to achieve betteraccuracy, but this remainsa topic for fu-
ture work. In practice,theseheuristicswork in over 80%
of all casesexamined(seeSection4).

If forcing an error-return of the top-mostfunction on
thestackdoesnot work (i.e., theprogramexhibits another
faultshortlyaftersimulatingthiserror-return),STEMsim-
ulateserror-return from the secondtop-mostfunction on
the stack. This processis repeateduntil the application
doesnot terminateabnormallyafterSTEMforcesanerror-
returnof a functioncall sequence.In theextremecase,the
whole applicationcould endup beingemulated,at a sig-
ni�cant performancecost. We give someindicationson
theeffectivenessandperformanceimpactof this approach
in Section4. For moredetails,see[51].

If the programdoesnot crashafter the forced return,
STEM hasfound a “vaccine” for the fault, which it can
useasa remediationtechniqueif a fault is detectedin the
future. If thefault is not triggeredduringanemulatedexe-
cution,emulationhaltsat theendof thecodesegment,and
programexecutionrevertsto thenativeCPU.

The overheadof emulation is incurred at all times
(whetherthe fault is triggeredor not). To minimize this
cost,STEM must identify the smallestpieceof codethat
it needsto emulatein orderto catchandrecover from the
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fault. Usinganapplicationcommunityto dividetheemula-
tion taskacrosslargenumbersof applicationinstancescan
minimize the performancecost on any speci�c instance.
Oncea fault is identi�ed by oneapplication,the relevant
information (faulty function, recovery strategy) is propa-
gatedacrossthecommunity. All AC membersthenbegin
emulatingtheproblematiccodeandthusbecomeimmune
to thespeci�c failure.

3 Analysis

Here,we presentananalysisof thepropertiesthatgov-
ern the AC. Subsection3.1 explains the calculationsthat
affect thesizeof theAC basedon theparameterswe list in
Table1. We considertheproblemof distributing work to
theAC membersin Subsection3.2 andpresentsomesim-
pleapproachesto addressingit. Subsection3.2alsode�nes
the generalform of the work distribution problem,which
we termthe AC-CALLGRAPH-KNAPSACK problem.In ad-
dition, we outline a strategy for solving this problemthat
optionally takes into considerationmember-local policy.
Subsection3.3 brie�y discussesthe probability of catch-
ing new faultsby duplicatingmonitoringresponsibilities.
Subsection3.4presentstheresultsof ouranalysisandsim-
ulations.

To make our analysisconcrete,we consideran AC
aimedat low-level softwareattacksandfaults(e.g., buffer
over�ows, illegal memorydereferences,exceptionsaris-
ing from illegal instructionoperands,andotherfaultsthat
causeprocesstermination).ACsprotectingagainstdiffer-
ent typesof failuresarepossible;we do not considerthem
further in this paper, exceptto theextent thatour analysis
applyto suchsystems.
Work Overview Weformalizethenotionof totalwork in
theAC, W , asafunctionof boththecostof themonitoring
mechanismsandtheperceivedvulnerabilityof eachfunc-
tion. Theactualwork donecanbecalculatedby two run-
time metrics:(a) thenumberof machineinstructionsexe-
cutedby thefunctionduringa request,and(b) theamount
of realtimethata functiontakesto executea request.Each
metrichasadvantagesanddrawbacks.For example,while
instructioncountis anintuitive unit andis straightforward
to measure,thereis a cleardifferencein computationbe-
tween100logical“AND” operationsand100�oating point
“MUL” operations(everythingelse,likedatadependencies
andstructuralhazards,beingequal).Ontheotherhand,us-
ing only timing informationcanobscuretheeffectsof non-
determinismor interactionwith othersystemseventhough
it mayprovideamorerealisticsenseof systemresponseor
throughput.

Ourmainfocusis oncalculatingtheamountof work in
the systemanddeterminingthe level of resourcesneeded
to achievebothafair coverageandafull coverage. Thatis,
we wish to determinean assignmentof monitoring tasks
that dictatesan equalamountof work for eachmember
of theAC while simultaneouslyguaranteeingthatall func-
tions in an applicationarebeingmonitored. If thesizeof

the AC is already�x ed, thenW dictateshow muchwork
eachmembershoulddo. If it is notyet�x ed,thenW serves
asa lower boundon thesizeof the“optimally fair” AC. If
thevalueof “f airness”is predetermined,falling below the
minimum setof AC membersmeansthat we musteither
reducecoverageto maintainfairnessor reducefairnessto
maintaincoverage.If fairnessmeansthateachnodedoes
an equalamountof work, the systemcandegradegrace-
fully.

3.1 Work Calculation

The cost,ci , of executingeachf i is a function of the
amountof computationpresentin f i (we denotethis com-
putationas x i ) and the amountof risk presentin f i (we
denotethis risk asvi ). All the information(an annotated
call graphof a pro�ling run) neededto performtheanaly-
sis is presentat eachmemberof theAC. Thecalculations
canbekeptin a form similar to Table2.

Thecalculationof x i canbedrivenby at leasttwo dif-
ferentmetrics:oi , theraw numberof machineinstructions
executedaspartof f i , or t i , theamountof time spentex-
ecutingf i . Sincethe cost of certainfunctions(as noted
above) may not be easyto extrapolatefrom total instruc-
tions executed,the experimentalevaluation in Section4
usesthe running time of a function as a measureof x i ,
but this analysiswill assumeeither metric may be used.
Bothoi andt i canvaryasa functionof timeor application
workloadaccordingto theapplication'sinternallogic2. For
example,an applicationmay performlogging or cleanup
dutiesafterit passesa thresholdnumberof requests.Code
thatnormallyliesdormantwould thenbeexecuted.Future
work will explorefunctionsthatapproximatex i 's valueat
a given time for eithermetric (oi or t i ), aseitherparame-
ter may changeduring the lifetime of an AC (e.g., dueto
hardwareor softwareupgrades).

The risk factor is somewhat harderto characterize,as
it is morelikely to vary during runtimeandit is not clear
how to classifyrisk in termsof executiontimeornumberof
machineoperations.We approximatetherisk by a simple
scalingfactor� basedon a statisticalmeasureof vulnera-
bility introducedby theCoSAK project3. Othermeasures
(e.g., staticanalysistools)maybeused;exploringtherange
of risk metricsis interestingfuturework.

Let vi representa vulnerability (or risk) scorefor f i .
Thisvi maybetheresultof a complex functionthatcalcu-
latesrisk or may be a simplescalarfactor � . Its purpose
is to weighta functionsuchthatmoremembersmonitorit.
Let T =

P n
i =1 x i . If weexpresstherelativecostof execut-

ing eachf i assomecostfunctionci = C(f i ; x i ; vi ), then
thetotal amountof work in thesystemcanberepresented
by theequation:W =

P n
i =1 C(f i ; x i ; vi ).

2In orderto gaincon®dencein thevalueof xi , we determinex i over
arangeof requeststo seeif theapplicationsomehow variestheamountof
instructionsit executesbasedon thenumberof requestsit hashandledso
far.

3http://serg.cs.drexel.edu/projects/cosak/
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Variable Description Variable Description
N totalAC membersneeded F setof applicationfunctions
n thesizeof F E setof edgesfor F
G directedcall graphof (F; E) W thetotalamountof work
Z thebaseunit of work C acostfunction
M thesetof AC members m i thei th memberof M
f i thei th memberof F ci thetotal costof executingf i

x i theperformancecostof f i vi therisk costof executingf i

Table 1. Various parametersand data setsfor an Application Community. The risk scoreand performancescore for each
function combineto de�ne the amount of work in the system.To befair to eachmember, an equivalent amount of resources
must beallocatedto the monitoring of somesubsetof functions.

We provide a cost function in two phases. The �rst
phasecalculatesthe cost due to the amountof computa-
tion for eachf i . The secondphasenormalizesthis cost
andappliestherisk factorvi to determinethe�nal costof
eachf i andthe total amountof work in thesystem.If we
let C(f i ; x i ) = x i

T � 100, thenwe cannormalizeeachcost
by groupinga subsetof F to representoneunit of work.
Membershipin this subsetcanbearbitrary, but is meantto
providea�e xible meansof de�ning whatawork unit trans-
latesto in termsof computationaleffort. A goodheuristic
is to groupthek lowestcostfunctionstogetheranddeclare
thesumof theirwork asthebasework unit, Z . Everyother
function'scostis normalizedto thisworkunit,andr i repre-
sentstherelativeweightof eachf i with respectto Z . As a
result,weknow thatW = Nbase =

P n
i =1 r i representsthe

total numberof AC membersneededto obtainfull cover-
ageof anapplicationwhenwe only considerperformance.

However, we still have to accountfor the measureof
a function's vulnerability (or alternatively, the risk level
of executingthe function). We cantreat the vulnerability
scoreof a function asa discretevariablewith a valueof
� (where� cantake on a rangeof valuesaccordingto the
amountof risk). Thus,

vi =
�

� if f i is vulnerable,� > 1;
1 if f i is not vulnerable:

(1)

Giventhescalingfactorvi for eachfunction,wecandeter-
mine the total amountof work in thesystemandthe total
numberof membersneededto monitor every function is
W = Nvuln =

P n
i =1 vi � r i

f i x i r i vi T C(f i ; x i ) r i � vi

a() 100 1 � 1 600 16 � 1

b() 200 2 � 2 600 33 2� 2

c() 300 3 � 3 600 50 3� 3

Table 2. An exampleof AC work calculation. Each
member of the AC can calculate this table indepen-
dently. Here, the AC is executingan application with
thr eefunctions. The choiceof � is somewhatarbitrary
and can vary basedon the contextof a particular func-
tion.

3.2 Work Distrib ution

After eachAC memberhasaclearideaof theamountof
work in thesystem,work units(slices)mustbedistributed
to eachmember. In the simplestscenario,a centralcon-
troller simplyassignsapproximatelyW

N work unitsto each
node. A morerobust methodof work distribution would
be for eachAC memberto autonomouslydeterminetheir
work set. Eachmembercansimply iteratethroughthelist
of workunits,�ipping acoinweightedwith thevaluevi � r i .
If theresultof the�ip is “true” thenthememberaddsthat
work unit to its work set. A memberstopswhenits total
work reachesW

N . Suchan approachoffersstatisticalcov-
erageof theapplication.A moreelegantmethodof work
distribution is possible;sincea full treatmentof it is be-
yondthescopeof this paper, we only provideanoverview
of theapproach.
Distrib uted Bidding The problemof assigningwork to
individualmembersin theAC canbeseenasaninstanceof
thegeneralKNAPSACK problem.We call this problemthe
AC-CALLGRAPH-KNAPSACK problem. For thecall graph
G, eachnodehasa particularweight(vi � r i from above).
Theproblemis thento assignsomesubsetof theweighted
nodesin F to eachmemberof M suchthat eachmem-
berdoesno morethan W

N work. We canrelax the thresh-
old constraintto beapproximatelyW

N within sometunable
range� . Thus,� is a measureof thefairnessof thesystem.
Oncethe globally fair amountof work W

N is calculated,
eachAC membershouldbe ableto adjusttheir workload
� by bargainingwith otherAC membersvia a distributed
biddingprocess.

Two additional considerationsimpact the assignment
of work units to AC members. First, we would like to
preferentiallyallocatework units with higherweights,as
thesework units likely have a heavier weightdueto anin-
creasedvulnerability score. Even if the weight is derived
solely from the measureof performancecost, assigning
more membersto it is bene�cial becausethesemembers
canround-robinthemonitoringtasksothatany onemem-
ber doesnot have to assumethe cost alone. Second,in
somesituations,thevaluevi � r i will begreaterthantheav-
erageamountof work W

N . Achieving fairnessthenmeans
that thevaluevi � r i de�nes thequantityof AC members
thatmustbeassignedto it, andthesumof all thesequan-
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tities de�nes the minimum numberof membersthat must
participatein anAC to achievea fair andfull coveragefor
a particularapplication.

Ouralgorithmworksin two rounds.First,eachmember
calculatesa tablesimilar to Table2. Then,AC members
enterinto a distributedbidding phaseto adjusttheir indi-
vidual workload. The distributed algorithm usestokens
to bid; tokensmapdirectly to the numberof time quanta
that an AC memberis responsiblefor emulatingthe exe-
cution of a particularcodeslice. A nodewill accumulate
tokensby takingon extracomputation.Thedistributedal-
gorithmmakessurethateachnodeshouldnot accumulate
morethanthetotalnumberof tokensallowedby thechoice
of � . SincewecurrentlyassumeacollaborativeAC, useful
future work cananalyzewhat canbe doneto protectthe
biddingprocessin thefaceof variousthreats(e.g., insider
accumulatingtokens)andconstraints(e.g., anonymity for
AC members).

3.3 Overlapping Coverage

While “full coverage”meansthat every work unit (or
slice) of an applicationis being monitoredfor the given
time unit, it doesnot meanthat every AC member's in-
dividual applicationis being fully monitored. Consider
the following situation:memberA is monitoringfunction
Z , andmemberB is monitoringfunction Y . If a fault is
presentin function Z , B will miss it. Even thoughthe
communitymay catchthe fault (by virtue of A's willing-
nessto monitorZ ), theremayexist individual serversthat
havenotyetdetectedthefault(e.g.,B , or evenA if A is ex-
ecutinganotherpartof theapplicationandnotZ ). Thereis
a tradeoff betweentheamountof individual coverageand
how quickly theAC canidentify a new fault.

If AC membersmonitor morethantheir share(e.g., A
alsomonitorsY andB alsomonitorsZ , thenwe have in-
creasedcoverageto 200%andmadesurethat the fault, if
present,is detectedasquickly aspossible. A similar sit-
uation is presentedin Table3. Assuminga uniform ran-
dom distribution of new faults acrossAC members,the
probability of a fault happeningat a particularmemberk
is: P(fault) = 1

N . The probability of memberk detect-
ing theerror is a functionof k's individual coveragelevel.
For Alice in Table3, P(detection) = 1

4 . Thus,theproba-
bility of Alice detectinga new fault is theprobability that
the fault happensat Alice and thatAlice detectsthe fault:
P(fault at Alice ^ detection) = 1

N � 1
4 . GiventhatN = 4

for Alice'sAC, theprobabilitythatAlice will detecta new
fault is 1

16 . Similar calculationsfor eachmembershown in
Table3 show that theapplicationhasan overall new fault
detectionprobability of 3

8 . If every AC memberaddsthe
missingfunctionsto its auxiliary set, then eachmember
hasa 1

4 chanceof detectingthe new fault: this probabil-
ity is exactly 1

N , their bestpossiblechance(becausethe
faultcouldhappento oneof theotherthree).At thecostof
400%coverage,theAC hasreacheda probabilityof 1 for
new fault detection. We cangeneralizethis relationship:
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Figure 1. Rateof detectionvaries with AC size.Each
line representsa member-local coverage level in 10%
increments,with 10% being the bottom curve. Note
how detection degradesas the AC size grows: each
member is only doing a constantamount of extra cov-
erage. However, when every member performs 100%
local coverage,they regainthe bestchanceto detectthe
fault, and achieve a communityprobability of 1 that the
fault is detectedwhen it �rst occurs; e.g., an AC of size
2 with eachmember doing 100% coverage giveseach
member a probability of 1

2 in detecting the fault, i.e.,
the probability that the fault is seenby that member.

theprobabilityof theAC detectingthefault is

P(AC detect) =
NX

i =1

1
N

� ki (2)

whereki is the percentageof coverageat AC memberk.
Figure1 shows how the AC's detectionrate improvesas
individualmembercoveragetendstowards100%.As each
ki goesto 100%,Equation2 becomes

P N
i =1

1
N , or N

N , a
probability of 1 that the fault is detectedwhenit �rst oc-
curs. The worst casein termsof performanceis the best
casein termsof rapid detectionand requiresN � 100%
coverage.

3.4 Analytical Results

Our simulationsexplore the in�uence of variousparame-
terson the amountof work in the AC: (a) the sizeof the
application(numberof functionsit contains),(b) the dis-
tribution of work betweenfunctions,(c) the level of work
presentin eachfunction,and(d) thepolicy for determining
the� score(andthusvi ) for eachfunction.

Wesimulateanapplicationwith asmall,medium,large,
andmassive (20, 200,2000,and20000functions,respec-
tively) size.Similarly, thelevel of work for eachfunctionis
small,medium,large,andmassive (50, 500,5000,50000,
respectively) normalizedwork units. Thework level is in-
terpreteddifferently for eachdistribution scheme.We ex-
aminethreetypesof distributionsof r i . The evendistri-
bution de�nesanequalwork level for every function. The
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AC Member ID Monitor edSet Auxiliary Set
Alice f A, Fg f;g
Bob f B, Cg f A, Fg
Carol f D, Eg f G, Hg
David f G, Hg f;g

Table 3. A distrib ution of work and overlapping monitoring. Here, Alice and David choosenot to do extra monitoring.
However, Bob and Carol are eachmonitoring two more functions than strictly necessaryfor “fair ness” and 100% appli-
cation communitycoverage. Bob and Carol have increasedtheir individual coveragefr om 25% to 50%, and their overall
chancesof detectinga new fault fr om 1

16 to 1
8 .

norm distribution is an approximately“normal” distribu-
tion that is centeredon anaveragevalueof thework level.
Theskew distribution setsthecostof mostfunctionsrela-
tively low, but includesa few functionsthataccountfor a
largepartof theexecutioncost.

We determine� accordingto two policies:expand�at .
The �at policy appliesa staticfactorof 10 for every func-
tion deemedvulnerable.The exp policy exponentiallyin-
creasesthevalueof � for “morevulnerable”functions.Ev-
ery function is assigneda default � valueof 1. For both
policies, we determineif a function is vulnerableor not
by examining the distanceof the function (in the appli-
cationcall graph)from a read() systemcall, usingthe
heuristicsproposedby the COSAK project. For our sim-
ulations,we assumethat the path length from eachfunc-
tion f i to a read() systemcall is normally distributed
arounda meanof log(n), wheren is the size of the call
graph,leaving explorationof differentdistributionsasfu-
ture work. Thus, our simulationassignsa normally dis-
tributeddistanceaboutthis meanto eachfunction, repre-
sentingthedistancefrom a read() systemcall. If a pro-
gramis heavily saturatedwith read() 's, our simulation
underestimatestheweight thatshouldbeassignedto each
function. However, this is not a problem,asthis situation
canbeeasilydetectedfrom theapplication'scall graph,and
every functioncanbescaledaccordingly. Thebehavior of
the �at policy is seenin Figure2. Figure3 shows the re-
lationshipbetweena program's sizeandthe workloadW
of the AC. While the valuesfor workloadarequite large,
they arebasedonaprogramwhereeachfunctionperforms
about50000work units.Oursimulationsfor smallerwork-
loadsshow thesamerelationshipwith lower total cost.We
also considera more realistic case(seeFigure 2) for an
Apache-like application:of mediumsize(200 functions),
with a normaldistribution of x i (cost)anda �at policy for
determining� .

4 Evaluation

In this section,we quantitatively measurethe tradeoffs
presentedin Section3, namely, thesizeof theanapplica-
tion communityandthelengthof thework time quantum.
MeasurementsareconductedusingtheApachewebserver
asthe protectedapplicationandSTEM asthe monitoring
andremediationcomponent.
Effectivenessof STEM For our monitoringandreme-

diation mechanismwe usean instruction-level emulator,
STEM, that can be selectively invoked for arbitrary seg-
mentsof code, allowing the mix of emulatedand non-
emulatedexecutioninsidethesameexecutionrun. Theem-
ulatorallowsusto (a) monitorfor thespeci�c typeof fail-
ureprior to executingtheinstruction,(b) undoany memory
changesmadeby thecodefunction insidewhich the fault
occurred,by having theemulatorrecordall memorymod-
i�cations madeduring its execution,and (c) simulatean
error-returnfrom said function. One of the key assump-
tions behindSTEM is that we can createa mappingbe-
tweenthesetof errorsandexceptionsthatcouldoccurdur-
ing a program'sexecutionandthelimited setof errorsthat
areexplicitly handledby theprogram'scode.We call this
approach“error virtualization”.

In a seriesof experimentsusing a numberof open-
sourceserver applicationsincluding Apache,OpenSSH,
andBind, we showed that our “error virtualization” map-
ping assumptionholds for more than 88% of the cases
we examined. Testingwith real attacksagainstApache,
OpenSSH,and Bind, we showed that this techniquecan
beeffectivein quickly andautomaticallyprotectingagainst
zerodayattacks.Although full emulationis prohibitively
expensive (30-fold slowdown), selective emulation im-
posesan overheadbetween1:3 and 2, dependingon the
sizeof the emulatedcodesegment,assumingthe fault is
localizedwithin a smallcoderegion.

Performance In ordertounderstandtheperformanceim-
plicationsof an AC, we run a setof performancebench-
markswhich we useto explore the tradeoffs presentedby
our system.We employ STEM on theApachewebserver
andmeasuretheoverheadof our protectionmechanismin
termsof coverageandfairness.

Before we explore the costsassociatedwith using an
AC, we examinethecostof protectinga singleinstanceof
Apache.We demonstratethatemulatingthebulk of anap-
plicationentailsa signi�cant performanceimpact. In par-
ticular, we emulatedthemain requestprocessingloop for
Apache (containedin ap processhttp connection()) and
comparedour resultsagainsta non-emulatedApachein-
stance.In this experiment,theemulatorexecutedroughly
213,000instructions.Theimpactonperformanceis clearly
seenin Figure4, which plots theperformanceof thefully
emulatedrequest-handlingprocedure.

To get a morecompletesenseof this performanceim-
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Slicesize Requests/sec Number of servers
10.34 148(27%) 15
5.24 333(62%) 30
0.25 380(70%) 635
0.14 497(92%) 1135
0.04 471(87%) 3973
0.01 506(94%) 15893

Table 4. Work-time quantums and their effects on
Apacheperformanceand AC size.

Apache trials Mean Std.Dev.
Normal 18 6314 847
STEM 18 277927 74488

Table 5. Timing of main requestprocessingloop. Times
arein microseconds.This table showsthe overheadof run-
ning the whole primary requesthandling mechanismin-
side the emulator. In each trial a user thr ead issuedan
HTTP GET request.

pact,wetimedtheexecutionof therequesthandlingproce-
durefor boththenon-emulatedandfully-emulatedversions
of Apacheby embeddingcallsto gettimeofday()wherethe
emulationfunctionswere(or would be)invoked.

For our test machinesand sampleloads,Apachenor-
mally (e.g., non-emulated)spent6.3 millisecondsto per-
form the work in the ap processhttp connection()func-
tion, asshown in Table5. Thefully instrumentedlooprun-
ningin theemulatorspendsanaverageof 278milliseconds
perrequestin thatparticularcodesection.

To calculatetheamountof work in thesystemanddeter-
minethelevel of resourcesneededto achievefair coverage
andfull coverage asexplainedin Section3, we �rst need
to geta detailedanalysisof therun-timecharacteristicsof
theprotectedapplication.For this purpose,we ran a pro-
�led versionof Apacheagainsta setof testsuitesandex-
aminedthesubsequentcall-graphgeneratedby thesetests
with gprof andValgrind[49]. Theensuingcall treeswere
analyzedin orderto extract the time spentdoingwork for
eachfunction. Usingthecorrespondingcosts,we evaluate
theperformanceof Apachein requestspersecond,by em-
ploying STEM as the protectionmechanismon different
work timequantumsto achievefull coverage.

We startwith theexaminationof theperformanceof an
unmodi�ed Apacheserver usingApacheBench.We then

proceedwith the emulationof different functions repre-
sentingvaryingwork-timequantumsandmeasuretheper-
formanceoverheadin termsof requestspersecond.Specif-
ically, all functionsinvokedatleastoncepertransactionare
examinedfor their relative cost (time spentin function).
Given the per function cost, we sample6 functionsthat
representa characteristicdistribution of work doneperre-
quest.At thatpoint,wewrapeachfunctionwith STEMand
measuretheperformanceoverheadimposedby theemula-
tion.

Themachinewechoseto hostApachewasasinglePen-
tium IV at 3GHz with 1GB of memoryrunning RedHat
Linux with kernel2.4.24. The client machinewasa Pen-
tium IV at 2 GHz with 1GB of memoryrunningDebian
Linux with kernel2.6.8-1.For theperformanceevaluation
of Apache,we useApacheBench,a completebenchmark-
ingandregressiontestingsuite.Examinationof application
responseis preferableto explicit measurementsin thecase
of complex systems,asweseekto understandtheeffecton
overallsystemperformance.Speci�cally, welookatthere-
questspersecondservedby Apachefor 10000requestsata
concurrency of 5. We usetheaverageof 100runsomitting
statisticaloutliers.

As illustratedin Figure5 andTable4, we examinethe
useof a variety of work-time quantumson raw Apache
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Figure 4. Performanceof the systemunder various levelsof emulation. While full emulation is fairly expensive,selective
emulation of input handling routinesappearsquite sustainable.

performanceandcoverage.As expected,emulatinglarge
“slices” usingSTEMtranslatesinto lowerperformancefor
eachparticipatingmemberbut requiresthe smallestcom-
munity size for 100% coverage. Concretely, using the
largestwork-time quantumtranslatesinto a performance
degradationof 73% per memberand an AC size of 15
members.As the “slice” sizeis reduced(usinga lessex-
pensive function as the base),the performanceoverhead
permemberis decreasedat thecostof a largercommunity.
For thesmallestwork-timequantum,a performanceover-
headof 6% is experiencedper memberwhilst the sizeof
theAC grows to 15893. Theseresultsarevery encourag-
ing andcloselyfollow theintuition providedin Section3

Figure6 illustratestheeffect of varyingthevulnerabil-
ity index on the size of the communityfor 100% cover-
age.In this example,we doublethenumberof serversre-
quiredto cover an � region. We startwith thecasewhere
25% of the codeis consideredpotentiallyvulnerableand
incrementthe� valueuntil theentirecodebaseis covered.
As expected,whena higherpercentageof the codebase
is deemedvulnerable,thecommunityneedsto belargerto
realizefair coverage.Note that the effect on Apacheper-
formanceis lineardespiteanaggressive protectionpolicy.
Ourexperimentsdemonstratethattheuseof anAC canal-
leviatetheproblemsassociatedwith usinganinvasivepro-
tectionmechanismby fairly distributingwork to participat-
ing members.Furthermore,we show thatthe �e xibility of
our protectionmechanismcanfacilitatetheadjustmentof

parametersassociatedwith therequirementsof anAC.

5 RelatedWork

Thesynthesisof our systemdraws on work from many
otherareas.Most notably, themajorthemesof our system
are distributed large-scalecollaborative securityand sur-
vivablecomputing. Traditionalfault-tolerancetechniques
area relatedareaof work, althoughthey areprimarily in-
tendedto supplyenoughresourcesfor a particularenclave
to survive an attackby outlastingthe resourcesof an at-
tacker.

Secure survivable architecturesare typically very
application-or domain-speci�c. Ghosh,et al. [28] pro-
pose“f ault injection analysis”appliedto software,while
Strunk,etal. [55] applyalow-levelapproach:they propose
an intrusion detectionand recovery model at the storage
layer. Kreidl, et al. [37] proposea formalizedfeedback-
driven model for individual COTS applications. SABER
[35] is a generalized,application-neutralarchitecturethat
encompassesabroadarrayof tools.TheAPODproject[9]
usesa combinationof intrusiondetection,�re walls, TCP
stackprobes,virtual privatenetworks,bandwidthreserva-
tion, andtraf�c shapingmechanisms,to allow applications
to detectattacksandcontainthedamageof successfulin-
trusionsby changingtheir behavior. They alsodiscussthe
useof randomizingtechniques,suchaschangingtheTCP
portsapplicationslistento.
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[54, 40] explorethenotionof collaborativesecuritywith
speci�c applicationto coordinatingIDS alertsfor worms
and scanningattacksacrossadministrative domains. In-
dra[32] is anotherschemethatprovidesa peer-to-peerap-
proachto intrusiondetection. In addition,a collaborative
approachto containingthe spreadof wormshasbeenthe
focusof currentresearch[42, 46, 7]. Vigilante [24] pro-
posestheconceptof Self-CertifyingAlerts, which areex-
changedbetweenhostsasa resultof a newly detectedat-
tack. Therecipientcanverify thevalidity of thealertand
useanappropriateprotectionmechanism.In Vigilante,ev-
eryhostchecksfor all attacksall thetime,in contrastto our
moregeneralload-sharing-capableapproach.Furthermore,
weproposeasoftware-basedprotectionmechanism(asop-
posedto their useof �ltering) thatbothprotectsagainstat-
tacksandalsomaintainsapplicationavailability, thuspro-
viding anelementof real“softwarehealing.”

O'Donnell andSethu[44] studyalgorithmsfor the as-
signmentof distinct softwarepackages(whetherrandom-
izedor inherentlydifferent)to individual systemsin a net-
work, towards increasingthe intrinsic value of available
diversity. Their goal is to limit the ability of a malicious
nodeto compromisea largenumber(or any) of its neigh-
borswith a singleattack. Unfortunately, their abstraction
doesnot translatewell to the end-to-endsemanticsof the
Internet,whereany host can contactanotherwithout (in
mostcases)needingto passthroughaseriesof otherhosts.
Their work canbe viewedasa situationwherea commu-
nity of nodescollaboratively diversi�es, whereour work
seeksto collaboratively protecta homogeneousgroupof
nodes.

DOMINO [58] is anoverlaysystemfor cooperative in-
trusiondetection. The systemis organizedin two layers,
with a small coreof trustednodesanda larger collection
of nodesconnectedto thecore.Theexperimentalanalysis
demonstratesthata coordinatedapproachhasthepotential
of providing earlywarningfor large-scaleattackswhile re-
ducingpotentialfalsealarms.A similar approachusinga
DHT-basedoverlaynetwork to automaticallycorrelateall

relevant information is describedin [19]. [59] describes
an architectureand modelsfor an early warning system,
wherethe participatingnodes/routerspropagatealarmre-
portstowardsa centralizedsite for analysis.Thequestion
of how to respondto alertsis notaddressed,and,similar to
DOMINO, theuseof a centralizedcollectionandanalysis
facility is weakagainstwormsattackingtheearlywarning
infrastructure.

Gamma[45, 14] is an architecturefor instrumenting
softwaresuchthat informationthat canleadto future im-
provementsof the codecan be gatheredin a central lo-
cation,without imposingexcessive overheadto any given
codeinstance. Their technique,software tomography, is
similar to our code-slicingapproach,and hasbeencom-
binedwith a dynamicsoftwareupdatemechanismthatal-
lows codeproducersto �x bugsasthey aredetected.Our
work is differentprimarily in that (a) we introducea fully
automatedmechanismfor softwarehealing,(b) whichdoes
notrequiremergingof themonitoringinformationfrom the
differentsoftwareinstances.

The Cooperative Bug Isolationproject [38, 39] usesa
samplinginfrastructureto gatherinformationfrom a pro-
gram's executionandcommunicatesits �ndings to a cen-
tral databasewherethe datais analyzedto extract debug-
ging informationautomatically. In orderto reducethe in-
strumentationcostthey statisticallyspreadthemonitoring
acrossanapplicationanda largeuserbase.

Finally, a numberof efforts have beenmadeto protect
applicationsvia the introductionof diversity [33, 12, 15,
48, 13, 23, 50, 44]. Theability to rollback[17] andcleanly
restart[20] is critical to our system,andwe expectto inte-
gratesuchcapabilitiesin our futurework.

6 Conclusions

The growing concernaboutmonoculturesat all levels
of computingsystemshasengendereda body of research
that seeksto increasesystemdiversity. Given the large
legacy baseandthecontinuingneedfor computingsystems
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to communicateandinteroperate,introducingarti�cial di-
versity is no easytask,andit is often hamperedby extra
managementcomplexity. While we supportthe notion of
arti�cial diversity andactively explore its use,this paper
introducesthe conceptof Application Communities: our
contribution is a methodfor exploiting theresourcesavail-
able in large scalemonoculturesto provide protectionto
eachmemberof thecommunity. Wepostulatethatsystems
thatmaynot toleratethe introductionof arti�cial diversity
or cannoteasilytake advantageof it maybene�t from the
useof anAC.

Ourexperimentalandanalyticalresultsshow thatmem-
bersof an applicationcommunitycan reasonablydeploy
our novel monitoringframework (STEM) andcollaborate
to sharethe overheadof its protectionmechanisms.We
validateour analysisof workload and fault discovery by
experimentingwith the Apacheweb server. Furthermore,
AC memberscanemploy STEMto automaticallyrecover
from attacksandpreemptively noti�y otherAC members
of new faults, thusinoculatingthe communityat the cost
of a few failedmembers.
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