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Abstract

We proposea reactive approachfor handling a wide
variety of software failures,rangingfrom remotelyex-
ploitable vulnerabilities to more mundanebugs that
causeabnormalprogramtermination(e.g., illegal mem-
orydereference)orotherrecognizablebadbehavior (e.g.,
computationaldenial of service). Our emphasisis in
creating“self-healing” software that can protect itself
againsta recurringfault until a morecomprehensive �x
is applied.

Brie�y , oursystemmonitorsanapplicationduringits ex-
ecutionusinga varietyof externalsoftwareprobes,try-
ing to localize(in termsof coderegions)observedfaults.
In future runsof the application,the “f aulty” region of
codewill be executedby an instruction-level emulator.
The emulatorwill check for recurrencesof previously
seenfaultsbeforeeachinstructionis executed.Whena
fault is detected,we recoverprogramexecutionto a safe
control�o w. Usingtheemulatorfor smallpiecesof code,
asdirectedby theobservedfailure,allowsusto minimize
theperformanceimpacton theimmunizedapplication.

We discussthe overall systemarchitectureanda proto-
type implementationfor thex86platform. We show the
effectivenessof our approachagainsta rangeof attacks
andothersoftware failuresin real applicationssuchas
Apache,sshd,andBind. Our preliminaryperformance
evaluationshowsthatalthoughfull emulationcanbepro-
hibitively expensive,selectiveemulationcanincuraslit-
tle as30%performanceoverheadrelative to anuninstru-
mented(but failure-prone)instanceof Apache.Although
this overheadis signi�cant, we believe our work is a
promising�rst stepin developingself-healingsoftware.

1 Intr oduction

Despiteconsiderablework in fault toleranceandreliabil-
ity, softwareremainsnotoriouslybuggyandcrash-prone.
The situation is particularly troublesomewith respect
to servicesthat must maintain high availability in the

faceof remoteattacks,high-volumeevents(suchasfast-
spreadingwormslike Slammer[2] andBlaster[1]) that
maytriggerunrelatedandpossiblynon-exploitablebugs,
or simpleapplication-leveldenialof serviceattacks.The
majority of solutionsto this problemfall into four cate-
gories:

� Proactive approachesthat seekto make the code
as dependableas possible,througha combination
of safelanguages(e.g., Java), libraries[3] andcom-
pilers[15], codeanalysistools[8], anddevelopment
methodologies.

� Debugging aids whoseaim is to make post-fault
analysisand recovery as easyas possiblefor the
programmer.

� Runtime solutionsthatseekto containthefaultus-
ing sometype of sandboxing,ranging from full-
scaleemulatorssuch as VMWare, to systemcall
sandboxes [24], to narrowly applicableschemes
suchasStackGuard[13].

� Byzantine fault-tolerance schemes(e.g., [34])
which usevoting amonga numberof servicein-
stancesto selectthe correctanswer, underthe as-
sumptionthat only a minority of the replicaswill
exhibit faultybehavior.

The contribution of this paperis a reactiveapproach,
accomplishedby observingan application(or appropri-
ately instrumentedinstancesof it) for previouslyunseen
failures.The typesof faultswe focusin this papercon-
sistof illegal memorydereferences,divisionby zeroex-
ceptions,and buffer over�ow attacks. Other types of
failurescan be easily addedto our systemas long as
their causecanbe algorithmicallydetermined(i.e., an-
other piece of code can tell us what the fault is and
whereit occurred).We intendto enrichthis setof faults
in the future; speci�cally, we plan to examine Time-
Of-Check-To-Time-Of-Use(TOCTTOU)violations,and
algorithmic-complexity denialof serviceattacks[9].



Our approachemploys an Observe Orient DecideAct
(OODA) feedbackloopandusesasetof softwareprobes
that monitor the applicationfor speci�c typesof faults.
Upon detectionof a fault, we invoke a localized re-
covery mechanismthat seeksto recognizeandprevent
the speci�c failure in future executionsof the program.
Using continuoushypothesistesting,we verify whether
the fault has beenrepairedby re-runningthe applica-
tion againstthe event sequencethat apparentlycaused
the failure. Our initial focusis on automatichealingof
servicesagainstnewly detectedfaults(whetheracciden-
tal failuresor attacks). We emphasizethat we seekto
addressa wide variety of software failures,not just at-
tacks.

For our recovery mechanismwe introduce Selective
TransactionalEMulation (STEM), an instruction-level
emulatorthatcanbeselectively invokedfor arbitraryseg-
mentsof code,allowing us to mix emulatedand non-
emulatedexecutioninsidethesameprocess.Theemula-
torallowsusto (a) monitorfor thespeci�c typeof failure
prior to executingthe instruction,(b) undoany memory
changesmadeby thefunctioninsidewhich thefault oc-
curred,by having theemulatorrecordall memorymod-
i�cations madeduringits execution,and(c) simulatean
error-returnfrom saidfunction.

Oneof our key assumptionsis thatwe cancreateamap-
ping betweenthe set of errorsthat could occur during
a program's executionandthe limited setof errorsthat
areexplicitly handledby the program's code. This “er-
ror virtualization” techniqueis basedon heuristicsthat
we presentin Section2.4. We believe thata majority of
server applicationsarewritten to have relatively robust
errorhandling;by virtualizing theerrors,anapplication
cancontinueexecutioneven thougha boundarycondi-
tion thatwasnotpredictedby theprogrammeralloweda
fault to “slip in.” In otherwords,errorvirtualizationat-
temptsto retro�t anexceptioncatchingmechanismonto
codethatwasn't explicitly writtento havesuchacapabil-
ity. Our experimentswith Apache,OpenSSH,andBind
validatethis intuition. Evidencefrom otherrecentwork
[26, 25, 33] supportsour �ndings.

Our current work focuseson server-type applications,
sincethey typicallyhavehigheravailability requirements
thanuser-orientedapplications.Micro-rebooting[7] has
beenproposedas anotherapproachto dealingwith er-
rors, by restartingall or parts of an applicationupon
recognizinga failure. However, server applicationsof-
tencannotbesimply restartedbecausethey aretypically
longrunning(andthusaccumulateafair amountof state)
and usually contain a numberof threadsthat service
many remoteusers.Restartingthewholeserverbecause
of onefailedthreadunfairly deniesserviceto otherusers.
Also, unlike user-orientedapplications,serversoperate

withoutdirecthumansupervisionandthushaveahigher
needfor anautomatedreactivesystem.Furthermore,it is
relatively easyto replaytheoffendingsequenceof events
in suchapplications,asthesearetypically limited to in-
put receivedover thenetwork (asopposedto a user's in-
teractionwith a graphicalinterface).We intendto inves-
tigateotherclassesof applicationsin thefuture.

To evaluatetheeffectivenessof oursystemandits impact
to performance,we conducta seriesof experimentsus-
ing a numberof open-sourceserver applicationsinclud-
ing Apache,sshd,andBind. The resultsshow that our
“virtualized error” mappingassumptionholdsfor more
than88% of the caseswe examined. Testingwith real
attacksagainstApache,OpenSSH,andBind, we show
that our techniquecan be effective in quickly and au-
tomaticallyprotectingagainstzero-dayattacksandfail-
ures. Although full emulationof theseis prohibitively
expensive (3,000%slowdown), our selective emulation
degradesperformanceby a factor of 1.3–2,depending
on the sizeof the emulatedcodesegment. We believe
that our �ndings show that a reactive approachsuchas
we advocateis a promisingmechanismfor dealingwith
applicationfaults.

Paper Organization. Section2 presentsourapproach,
includingthelimitationsof oursystemandthebasicsys-
tem architecture.Section3 brie�y discussesthe imple-
mentationof STEM, andSection4 presentssomeprelim-
inaryperformancemeasurementsof thesystem.Wegive
anoverview of relatedwork in Section5 andsummarize
ourcontributionsandplanfor futurework in Section6.

2 Approach

Our architecture,depictedin Figure1, usesthreetypes
of components:a setof sensorsthatmonitoranapplica-
tion (suchasa webserver) for faults;Selective Transac-
tional EMulation (STEM), an instruction-level emulator
thatcanselectively emulate“slices” (arbitrarysegments)
of code; and a testing environment where hypotheses
about the effect of various �x es are evaluated. These
componentscan operatewithout humansupervisionto
minimizereactiontime.

2.1 SystemOverview

Whenthesensordetectsanerrorin theapplication'sex-
ecution(suchasasegmentationfault), thesysteminstru-
mentsthe portion of the application's codethat imme-
diately surroundsthe faulty instruction(s),suchthat the



Figure1: Feedbackcontrol loop: (1) a variety of sensorsmonitor the application for known types(but unknown instances)
of faults; (2) upon recognizinga fault, we emulate the region of codewhere the fault occurred and test with the inputs
seenbefore the fault occurred; (3) by varying the scopeof emulation, we can determine the “narr owest” codeslicewe can
emulateand still detectand recover fr om the fault; (4) we then update the production version of the server.

codesegmentis emulated(themechanicsof this areex-
plainedin Section3). To verify theeffectivenessof the
�x, theapplicationis restartedin a testenvironmentwith
theinstrumentationenabled,andis suppliedwith thein-
put thatcausedthe failure(or theN mostrecentinputs,
if theoffendingonecannotbeeasilyidenti�ed, whereN
is a con�gurable parameter).We focus on server type
applicationsthathave a transactionalprocessingmodel,
becauseit is easierto quickly correlateperceivedfailures
with a smallor �nite setof inputsthanwith othertypes
of applications(e.g., thosewith aGUI).

During emulation, STEM maintains a record of all
memorychanges(including global variablesor library-
internalstate,e.g., libc standardI/O structures)that the
emulatedcodemakes,alongwith their original values.
Furthermore,STEMexaminestheoperandsfor eachma-
chine instructionandpre-determinesthe sideeffectsof
the instructionsit emulates.The useof an emulatoral-
lowsusto circumventthecomplexity of codeanalysis,as
we only needto focuson theoperationandsideeffects
of individual instructionsindependentlyfrom eachother.

If theemulatordeterminesthata fault is aboutto occur,
theemulatedexecutionis aborted.Speci�cally, all mem-
ory changesmadeby theemulatedcodeareundone,and
thecurrentlyexecutingfunction is “forced” to returnan
error. We describehow bothemulationanderrorvirtual-
izationareaccomplishedin Sections2.3and2.4,respec-
tively, andwe experimentallyvalidatethe error virtual-
izationhypothesisin Section4. For our initial approach,
weareprimarily concernedwith failureswherethereis a
one-to-onecorrespondencebetweeninputsandfailures,
andnot with thosethat arecausedby a combinationof
inputs.Note,however, thatmany of thelattertypeof fail-
uresarein factaddressedby oursystem,becausethelast
input (andcodeleadingto a failure) will be recognized
as“problematic”andhandledaswe havediscussed.

In the testing and error localization phase,emulation

stopsafter forcing thefunctionto return. If theprogram
crashes,the scopeof the emulationis expandedto in-
cludetheparent(calling) routineandtheapplicationre-
executeswith thesameinputs. This processis repeated
until theapplicationdoesnot terminateafterwe aborta
functioncallssequence.In theextremecase,thewhole
applicationcouldendupbeingemulated,ata signi�cant
performancecost. However, Section4 shows that this
failsafemeasureis rarelynecessary.

If theprogramdoesnot crashaftertheforcedreturn,we
havefounda“vaccine”for thefault,whichwecanuseon
the productionserver. Naturally, if the fault is not trig-
geredduring an emulatedexecution,emulationhaltsat
theendof thevulnerablecodesegment,andall memory
changesbecomepermanent.

The overheadof emulation is incurred at all times
(whetherthe fault is triggeredor not). To minimize this
cost, we must identify the smallestpieceof codethat
we needemulatein orderto catchandrecover from the
fault. Wecurrentlytreatfunctionsasdiscreteentitiesand
emulatethe whole body of a function, even thoughthe
emulatorallows us to start and stop emulationat arbi-
trary points,asdescribedin Section3. Futurework will
explorestrategiesfor minimizing thescopeof theemu-
lation andbalancingthe tradeoff betweencoverageand
performance.

In theremainderof thissection,wedescribethetypesof
sensorswe employ, give an overview of how the emu-
lator operates(with moredetailson the implementation
in Section3), and describehow the emulatorforcesa
function to returnwith an error code. We alsodiscuss
thelimitationsof reactive approachesin generalandour
systemin particular.



2.2 Application Monitors

Theselectionof appropriatefailure-detectionsensorsde-
pendsonboththenatureof the�a wsthemselvesandtol-
eranceof their impacton systemperformance.We de-
scribethetwo typesof applicationmonitorsthatwehave
experimentedwith.

The�rst approachis straightforward.Theoperatingsys-
tem forcesa misbehaving applicationto abortandcre-
atesacoredump�le thatincludesthetypeof failureand
thestacktracewhenthatfailureoccurred.This informa-
tion is suf�cient for our systemto apply selective em-
ulation, startingwith the top-mostfunction in the stack
trace.Thus,we only needa watchdogprocessthatwaits
until theserviceterminatesbeforeit invokesoursystem.

A secondapproachis to use an appropriatelyinstru-
mentedversionof the applicationon a separateserver
asa honeypot, aswe demonstratedfor the caseof net-
work worms[29]. Underthis scheme,we instrumentthe
partsof theapplicationthatmaybevulnerableto a par-
ticular classof attack(in this case,remotelyexploitable
buffer over�ows) suchthat an attemptto exploit a new
vulnerability exposesthe attackvectorandall pertinent
information(attacked buffer, vulnerablefunction, stack
trace,etc.).

This informationis thenusedto constructan emulator-
basedvaccinethat effectively implementsarraybounds
checkingat themachine-instructionlevel. Thisapproach
hasgreatpotential in catchingnew vulnerabilitiesthat
are being indiscriminately attemptedat high volume,
as may be the casewith an “auto-root” kit or a fast-
spreadingworm. Sincethe honeypot is not in the pro-
ductionserver'scritical path,its performanceis notapri-
mary concern(assumingthat attacksare relatively rare
phenomena).In the extremecase,we can constructa
honeypotusingour instruction-level emulatorto execute
thewholeapplication,althoughwedonotfurtherexplore
this possibilityin this paper.

2.3 SelectiveTransactionalEMulation (STEM)

Therecovery mechanismusesan instruction-level emu-
lator, STEM, thatcanbeselectively invokedfor arbitrary
segmentsof code.This tool permitstheexecutionof em-
ulatedandnon-emulatedcodeinsidethe sameprocess.
Theemulatoris implementedasa C library thatde�nes
specialtags(acombinationof macrosandfunctioncalls)
thatmark thebeginningandtheendof selective emula-
tion. To usethe emulator, we caneither link it with an
applicationin advance,or compile it in the codein re-
sponseto a detectedfailure,aswasdonein [29].

Uponenteringthevulnerablesectionof code,theemula-

tor snapshotstheprogramstateandexecutesall instruc-
tionsonthevirtual processor. Whentheprogramcounter
referencesthe�rst instructionoutsidetheboundsof em-
ulation,thevirtualprocessorcopiesits internalstateback
to therealCPU,andletstheprogramcontinueexecution
natively. While registersareexplicitly updated,memory
updateshave implicitly beenappliedthroughouttheex-
ecutionof theemulation.The program,unawareof the
instructionsexecutedby theemulator, continuesexecut-
ing directlyon theCPU.

To implementfaultcatching,theemulatorsimplychecks
the operandsof instructionsit is emulating,taking into
considerationadditionalinformationsuppliedby thesen-
sor that detectedthe fault. For example,in the caseof
divisionby zero,theemulatorneedonly checkthevalue
of theappropriateoperandto thediv instruction.For ille-
galmemorydereferencing,theemulatorveri�es whether
thesourceor destinationaddressesof any memoryaccess
(or theprogramcounter, for instructionfetches)point to
a pagethatis mappedto theprocessaddressspaceusing
the mincore() systemcall. Buffer over�ow detectionis
handledby paddingthememorysurroundingthevulner-
ablebuffer, asidenti�ed by thesensor, by onebyte,sim-
ilar to theway StackGuard[13] operates.Theemulator
thensimplywatchesfor memorywritesto thesememory
locations.This approachrequiressourcecodeavailabil-
ity, so as to insert the “canary” variables. Contraryto
StackGuard,ourapproachallowsusto stoptheover�ow
beforeit overwritestherestof thestack,andthusto re-
cover the execution. For algorithmic-complexity denial
of serviceattacks,suchasthe onedescribedin [9], we
keeptrack of the amountof time (in termsof number
of instructions)we executein the instrumentedcode;if
thisexceedsapre-de�nedthreshold,weaborttheexecu-
tion. This thresholdmaybede�ned manually, or canbe
determinedby pro�ling theapplicationunderreal(or re-
alistic) workloads,althoughwe have not fully explored
thepossibilities.

Wecurrentlyassumethattheemulatoris pre-linkedwith
thevulnerableapplication,or thatthesourcecodeof that
applicationis available. It is possibleto circumventthis
limitation by usingtheCPU's programmablebreakpoint
register(in muchthe sameway that a debuggerusesit
to captureexecutionat particularpointsin theprogram)
to invoke theemulatorwithout therunningprocesseven
beingableto detectthatit is now runningunderanemu-
lator.

2.4 Recovery: Forcing Err or Returns

Upondetectinga fault, our recoverymechanismundoes
all memorychangesandforcesan error returnfrom the
currentlyexecutingfunction.To determinetheappropri-



ateerrorreturnvalue,weanalyzethedeclaredtypeof the
function.

Dependingon the returntype of the emulatedfunction,
thesystemreturnsan“appropriate”value. This valueis
determinedbasedonsomestraightforwardheuristicsand
is placedin thestackframeof thereturningfunction.The
emulatorthentransferscontrolbackto thecalling func-
tion. For example,if thereturntypeis anint, a valueof
� 1 is returned;if thevalueis unsignedint thesystemre-
turns0, etc.A specialcaseis usedwhenthefunctionre-
turnsa pointer. Insteadof blindly returninga NULL, we
examineif the returnedpointer is further dereferenced
by the parentfunction. If so, we expandthe scopeof
the emulationto include the parentfunction. We han-
dle value-returnfunctionargumentssimilarly. Thereare
somecontexts wherethis heuristicmay not work well;
however, asa �rst approachtheseheuristicsworkedex-
tremelywell in our experiments(seeSection4).

In thefuture,weplanto usemoreaggressivesourcecode
analysistechniquesto determinethe return valuesthat
are appropriatefor a function. Sincein many casesa
commonerror-codeconventionis usedin largeapplica-
tionsor modules,it maybepossibleto asktheprogram-
mer to provide a shortdescriptionof this conventionas
input to oursystemeitherthroughcodeannotationsor as
separateinput. A similar approachcanbeusedto mark
functionsthatmustbefail-safeandshouldreturna spe-
ci�c valuewhenanerrorreturnis forced,e.g., codethat
checksuserpermissions.

2.5 Caveatsand Limitations

While promising,reactive approachesto softwarefaults
faceanew setof challenges.As this is a relatively unex-
plored�eld, someproblemsarebeyondthescopeof this
paper.

First, our primary goal is to evolve an applicationpro-
tectedby STEMtowardsastatethatis highly resistantto
exploits anderrors. While we expectthe downtime for
sucha systemto be reduced,we do not reasonablyex-
pectzerodowntime. STEM fundamentallyrelieson the
applicationmonitorsdetectingan error or attack,stop-
ping the application,marking the affectedsectionsfor
emulatedexecution,andthenrestartingthe application.
This processnecessarilyinvolves downtime, but is in-
curredonly oncefor eachdetectedvulnerability. We be-
lieve that combiningour approachwith microrebooting
techniquescanstreamlinethis process.

A reactionsystemmustevaluateandchoosea response
from a wide arrayof choices.Currently, whenencoun-
tering a fault, a systemcan(a) crash,(b) crashandbe
restartedby a monitor [7], (c) return arbitrary values

[26], or (d) slice off the functionality. Most proactive
systemstake the�rst approach.We electto take thelast
approach.As Section2.4 shows, this choiceseemsto
work extremelywell. This phenomenonalsoappearsat
themachineinstructionlevel [33].

However, thereis a fundamentalproblemin choosinga
particularresponse.Sincethehigh-level behavior of any
systemcannotbealgorithmicallydetermined,thesystem
mustbecarefulto avoid caseswheretheresponsewould
take executiondown a semantically(from theviewpoint
of theprogrammer's intent) incorrectpath. An example
of this typeof problemis skippingacheckin sshdwhich
would allow an otherwiseunauthenticateduserto gain
accessto thesystem.Theexplorationof waysto bound
thesetypesof errorsis an openareaof research.Our
initial approachis to rely on theprogrammerto provide
annotationsasto which partsof thecodeshouldnot be
circumvented.

There is a key tradeoff betweencode coverage(and
thuscon�dencein the level of securitythe systempro-
vides)and performance(processingandmemoryover-
head). Our emulatorimplementationis a proof of con-
cept; many enhancementsare possibleto increaseper-
formancein a productionsystem. Our main goal is to
emphasizetheservicethatsuchanemulatorwill provide:
the ability to selectively incur the costof emulationfor
vulnerableprogramcodeonly. Oursystemis directedto
thesevulnerablesectionsby runtimesensors– thequal-
ity of theapplicationmonitorsdictatesthequality of the
codecoverage.

Since our emulator is designedto operateat the user
level, it handscontrolto theoperatingsystemduringsys-
temcalls. If afaultwereto occurin theoperatingsystem,
our systemwould not beableto reactto it. In a related
problem,I/O beyondthemachinepresentsaproblemfor
a rollback strategy. This problemcan partially be ad-
dressedby theapproachtakenin [17], by having theap-
plicationmonitorslog outgoingdataandimplementinga
callbackmechanismfor thereceiving process.

Finally, in our currentwork, we assumethat thesource
codeof thevulnerableapplicationis availableto oursys-
tem. We brie�y discussedhow to partially circumvent
this limitation in Section2.3. Additional work is needed
to enableour systemto work in a binary-onlyenviron-
ment.

3 Implementation

We implementedtheSTEMx86emulatorto validatethe
practicality of providing a supervisionframework for
thefeedbackcontrolloop throughselectiveemulationof



codeslices. IntegratingSTEMinto an existing applica-
tion is straightforward. As shown in Figure2, four spe-
cial tagsare wrappedaroundthe segmentof codethat
will beemulated.

void foo() {
int a = 1;
emulate_init();
emulate_begin(p_args);
a++;
emulate_end();
emulate_term();
printf("a = %d\n", a);

}

Figure2: A tri vial exampleof usingSTEM. The emulate *
calls invoke and terminate execution of STEM. The code
inside that region is executedby the emulator. In order to
illustrate the level of granularity that we can achieve, we
show only the incrementstatementasbeingexecutedby the
emulator.

The C macro emulateinit() moves the programstate
(general,segment, e�ags, and FPU registers) into an
emulator-accessibleglobaldatastructureto capturestate
immediatelybeforeSTEMtakescontrol.Thedatastruc-
ture is usedto initialize the virtual registers. With the
preliminarysetupcompleted,emulatebegin()onlyneeds
to obtainthememorylocationof the�rst instructionfol-
lowing the call to itself. The instructionaddressis the
sameasthe returnaddressandcanbe found in the ac-
tivation recordof emulatebegin(), four bytesabove its
basestackpointer.

The fetch/decode/execute/retirecycle of instructions
continuesuntil eitheremulateend()is reached,or when
theemulatordetectsthat control is returningto thepar-
entfunction. If theemulatordoesnotencounteranerror
during its execution,the emulator's instructionpointer
referencesthe emulateterm() macroat completion. To
enablethe programto continue execution at this ad-
dress,thereturnaddressof theemulatebegin activation
recordis replacedwith the currentvalueof the instruc-
tionpointer. By executingemulateterm(), theemulator's
environmentis copiedto theprogramregistersandexe-
cutioncontinuesundernormalconditions.

If an exceptionoccursduring emulation,STEMlocates
emulateend() and terminates. Becausethe emulator
saved thestateof theprogrambeforestarting,it canef-
fectively returnthe programstateto its original setting,
thus nullifying the effect of the instructionsprocessed
through emulation. Essentially, the emulatedcode is
slicedoff. At this point, theexecutionof thecode(and
its sideeffectsin termsof changesto memory)hasbeen

rolledback.

The emulatoris designedto executein user-mode,so
systemcallscannotbecomputeddirectlywithoutkernel-
levelpermissions.Therefore,whentheemulatordecodes
aninterruptionwith animmediatevalueof 0x80, it must
releasecontrol to the kernel. However, beforethe ker-
nelcansuccessfullyexecutethesystemcall, theprogram
stateneedsto re�ect the virtual registersarrived at by
STEM. Thus,theemulatorbacksuptherealregistersand
replacesthemwith its own values. An INT 0x80 is is-
suedby STEM, andthekernelprocessesthesystemcall.
Oncecontrol returnsto the user-level code,the emula-
tor updatesits registersandrestoresthe original values
in theprogram'sregisters.

4 Evaluation

Our descriptionof the systemraisesseveral questions
that need to be answeredin order to determinethe
tradeoffs betweeneffectiveness,practicality, andperfor-
mance.

1. Can the systemdetectreal attacksand faults and
reactto them?

2. How effective is our “error virtualization”hypothe-
sisasarecoverymechanism? Doesit work for real
software?

3. What is theperformanceimpactof emulation,and
whatis thegainto behadby usingselectiveemula-
tion ?

In the restof this section,we provide somepreliminary
experimentalevidencethat our systemoffers a reason-
able and adjustabletradeoff betweenthe threeparam-
etersmentionedabove. Naturally, it is impossibleto
completelycoverthespaceof reactivemechanisms(even
within the more limited context of our speci�c work).
Futurework is neededto analyzethesemanticsof error
virtualizationandtheimpactthatSTEMhasonthesecu-
rity propertiesof STEM-enabledapplications.As noted
below, we plan to constructa correctnesstestingframe-
work. However, we believe that our resultsshow that
suchan approachcanwork andthat additionalwork is
neededto fully exploreits capabilitiesandlimitations.

4.1 Effectivenessof ForcedReturn Recovery

To validate our error virtualization hypothesisusing
forcedfunctionreturn,introducedin Section2.4,we ex-
perimentallyevaluateits effectsonprogramexecutionon



theApachehttpd, OpenSSHsshd, andBind. Werunpro-
�led versionsof theselectedapplicationsagainstasetof
testsuitesandexaminethe subsequentcall-graphsgen-
eratedby thesetestswith gprof andValgrind[21].

The ensuingcall treesare analyzedin order to extract
leaf functions.Theleaf functionsare,in turn,employed
aspotentiallyvulnerablefunctions. Armedwith the in-
formationprovided by the call-graphs,we run a script
thatinsertsanearlyreturnin all theleaf functions(asde-
scribedin Section2.4), simulatingan abortedfunction.
Note that thesetestsdo not requiregoing back up the
call stack.

In Apache's case,we examined154 leaf functions. For
eachabortedfunction, we monitor the programexecu-
tion of Apacheby runninghttperf[20], awebserverper-
formancemeasurementtool. Successfor eachtestwas
de�ned astheapplicationnot crashing.

The resultsfrom thesetestswerevery encouraging,as
139of the154functionscompletedthehttperftestssuc-
cessfully. In thesecases,programexecutionwasnot in-
terrupted.What we found to be surprisingwasthat not
only did theprogramnotcrash,but in somecasesall the
pageswereserved (as reportedby httperf). This result
is probablybecausea largenumberof the functionsare
usedfor statisticalandlogging purposes.Furthermore,
outof the15functionsthatproducedsegmentationfaults,
4 did soatstartup (andwould thusnotberelevantin the
caseof a long-runningprocess).While this resultis en-
couraging,testingthecorrectnessof this processwould
requirea regressiontestsuiteagainstthepagecontents,
headers,andHTTPstatuscodefor theresponse.Weplan
to build this “correctness”testingframework.

Similarly for sshd,we iteratethrougheachabortedfunc-
tion while examiningprogramexecutionduring an scp
transfer. In thecaseof sshd,we examined81 leaf func-
tions. Again, the resultswereauspicious:72 of the 81
functionsmaintainedprogramexecution. Furthermore,
only4 functionscausedsegmentationfaults;therestsim-
ply did notallow theprogramto start.

For Bind, we examinedtheprogramexecutionof named
duringtheexecutionof asetof queries;67 leaf functions
were tested. In this case,59 of the 67 functionsmain-
tainedtheproperexecutionstate.Similar to sshd,only 4
functionscausedsegmentationfaults.

Theseresults,alongwith supportingevidencefrom [26]
and [33], validateour “error virtualization” hypothesis
and approach. However, additionalwork is neededto
determinethedegreeto whichothertypesof applications
(e.g., GUI-driven)exhibit thesamebehavior.

4.2 Attack Exploits

Given the successof our experimentalevaluation on
programexecution, we wantedto further validateour
hypothesisagainsta set of real exploits for Apache,
OpenSSHsshd,andBind. No prior knowledgewasen-
codedin our systemwith respectto the vulnerabilities:
for all purposes,this experimentwasazero-dayattack.

For Apache,we usedtheapache-scalpexploit thattakes
advantageof a buffer over�ow vulnerability basedon
the incorrectcalculationof the requiredbuffer sizesfor
chunked encodingrequests.We appliedselective emu-
lation on theoffendingfunctionandsuccessfullyrecov-
eredfrom theattack;theserver successfullyservedsub-
sequentrequests.

Theattackusedfor OpenSSHwastheRSAREF2exploit
for SSH-1.2.27.This exploit reliesonuncheckedoffsets
that resultin a buffer over�ow vulnerability. Again, we
wereableto gracefullyrecover from the attackandthe
sshdservercontinuednormaloperation.

Bind is susceptibleto a numberof known exploits; for
thepurposesof this experiment,we testedour approach
againsttheTSIG bug on ISC Bind 8.2.2-x. In thesame
motif asthepreviousattacks,thisexploit takesadvantage
of a buffer over�ow vulnerability. As before,we were
ableto safelyrecoverprogramexecutionwhile maintain-
ing serviceavailability.

4.3 Performance

We next turnedour attentionto theperformanceimpact
of our system.In particular, we measuredtheoverhead
imposedby theemulatorcomponent.STEMis meantto
be a lightweight mechanismfor executingselectedpor-
tionsof anapplication's code.We canselectthesecode
slicesaccordingto a numberof strategies, as we dis-
cussedin Section2.2.

We evaluatedthe performanceimpact of STEMby in-
strumentingtheApache2.0.49webserverandOpenSSH
sshd,aswell asperformingmicro-benchmarkson vari-
ousshellutilities suchasls, cat, andcp.

4.3.1 TestingEnvir onment

Themachinewechoseto hostApachewasa singlePen-
tium III at 1GHzwith 512MB of memoryrunningRed-
Hat Linux with kernel2.4.20.Themachinewasundera
light loadduringtesting(standardsetof backgroundap-
plicationsandanX11 server). Theclient machinewasa
dualPentiumII at350MHz with 256MBof memoryrun-
ningRedHatLinux 8.0with kernel2.4.18smp.Theclient



machinewas running a light load (X11 server, sshd,
backgroundapplications)in addition to the test tool.
Both emulatedand non-emulatedversionsof Apache
werecompiledwith the–enable-static-supportcon�gu-
rationoption.Finally, thestandardruntimecon�guration
for Apache2.0.49wasused;the only changewe made
wasto enablethe server-statusmodule(which is com-
piled in by default but not enabledin the default con-
�guration). STEMwas compiledwith the “-g -static -
fno-defer-pop” �ags. In orderto simplify our debugging
efforts,we did not includeoptimization.

We chosethe Apache�ood httpd testing tool to eval-
uatehow quickly both the non-emulatedand emulated
versionsof Apachewould respondandprocessrequests.
In our experiments,we choseto measureperformance
by the total numberof requestsprocessed,as re�ected
in Figures3 and 4. The value for total numberof re-
questsper secondis extrapolated(by �ood 's reporting
tool) from a smallernumberof requestssentand pro-
cessedwithin a smallertime slice; thevalueshouldnot
beinterpretedto meanthatour testApacheinstancesand
ourtesthardwareactuallyservedsome6000requestsper
second.

4.3.2 Emulation of ApacheInside Valgrind

To geta senseof theperformancedegradationimposed
by running the entire systeminside an emulatorother
thanSTEM, we testedApacherunningin Valgrind ver-
sion2.0.0on theLinux testmachinethathostedApache
for ourSTEMtesttrials.

Valgrind hastwo notablefeaturesthat improve perfor-
manceover our full emulationof themainrequestloop.
First, Valgrind maintainsa 14 MB cacheof translated
instructionswhich are executednatively after the �rst
time they are emulated,while STEMalways translates
each encounteredinstruction. Second,Valgrind per-
forms someinternal optimizationsto avoid redundant
load,store,andregister-to-registermoveoperations.

We ran Apacheunder Valgrind with the default skin
Memcheck andtracingall childrenprocesses.While Val-
grind performedbetterthanour emulationof thefull re-
questprocessingloop, it did not performaswell asour
emulatedslices,asshown in Figure3 andthetiming per-
formancein Table1.

Finally, theValgrind–izedversionof Apacheis 10 times
thesizeof theregularApacheimage,while Apachewith
STEMis notnoticeablylarger.

4.3.3 Full Emulation and BaselinePerformance

We demonstratethat emulatingthe bulk of an applica-
tion entails a signi�cant performanceimpact. In par-
ticular, we emulatedthe main requestprocessingloop
for Apache(containedin ap processhttp connection())
andcomparedourresultsagainstanon-emulatedApache
instance. In this experiment, the emulator executed
roughly 213,000instructions. The impact on perfor-
manceis clearlyseenin Figure3 andfurtherelucidated
in Figure4, whichplotstheperformanceof thefully em-
ulatedrequest-handlingprocedure.
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Figure 4: A closer look at the performance for the fully
emulated version of main processingloop. While there is
a considerableperformance impact compared to the non-
emulated requesthandling loop, the emulator appears to
scaleat the characteristic linear rate, indicating that it does
not create additional overhead beyond the cost of emula-
tion.

In orderto getamorecompletesenseof thisperformance
impact,we timed the executionof the requesthandling
procedurefor boththenon-emulatedandfully-emulated
versionsof Apacheby embeddingcallsto gettimeofday()
wherethe emulationfunctionswere (or would be) in-
voked.

For our test machinesand sampleloads, Apachenor-
mally (e.g., non-emulated)spent6.3millisecondsto per-
form thework in theap processhttp connection()func-
tion, asshown in Table1. The fully instrumentedloop
running in the emulatorspendsan averageof 278 mil-
lisecondsperrequestin thatparticularcodesection.For
comparison,we alsotimed Valgrind's executionof this
sectionof code;aftera large initial cost(to performthe
initial translationand�ll the internal instructioncache)
Valgrindexecutesthesectionwith a34millisecondaver-
age.Theseinitial costssometimesexceededoneor two
seconds;we ignore themin our dataandmeasureVal-
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Figure3: Performance of the systemunder various levels of emulation. This data set includes Valgrind for reference.
While full emulation is fairly expensive,selective emulation of input handling routinesappearsquite sustainable.Valgrind
runs better than STEM when executingthe entire requestloop. As expected,selective emulation still performs better than
Valgrind.

grindonly afterit hasstabilized.

Apache trials Mean Std.Dev.
Normal 18 6314 847
STEM 18 277927 74488

Valgrind 18 34192 11204

Table1: Timing of main requestprocessingloop. Timesare
in microseconds.This table shows the overheadof running
the whole primary requesthandling mechanisminside the
emulator. In eachtrial a user thr eadissuedan HTTP GET
request.

4.3.4 SelectiveEmulation

In orderto identify possiblevulnerablesectionsof code
in Apache2.0.49,weusedtheRATStool. Thetool iden-
ti�ed roughly 270 candidatelines of code,the majority
of whichcontained�x edsizelocalbuffers.We thencor-
relatedthe entrieson the list with codethat was in the
primary executionpathof the requestprocessingloop.
The two functionsthat are measuredperform work on
input thatis underclient control,andarethuslikely can-
didatesfor attackvectors.

Themainrequesthandlinglogic in Apache2.0.49begins
in theap processhttp connection()function. Theeffec-
tive work of this function is carriedout by two subrou-
tines: ap read request()andap processrequest(). The
ap processrequest()function is whereApachespends
mostof its time during the handlingof a particularre-
quest. In contrast,the ap read request()function ac-
counts for a smaller fraction of the requesthandling
work. We choseto emulatesubroutinesof eachfunction
in orderto assesstheimpactof selectiveemulation.

We constructed a partial call tree and chose the
ap parseuri() function (invokedvia read requestline()
in ap read request()) and the ap run headerparser()
function (invoked via ap processrequestinternal() in
ap processrequest()). Theemulatorprocessedapproxi-
mately358and3229instructions,respectively, for these
two functions.In eachcase,theperformanceimpact,as
expected,wasmuchlessthanthe overheadincurredby
needlesslyemulatingtheentirework of therequestpro-
cessingloop.

4.3.5 Micr obenchmarks

Using theclient machinefrom theApacheperformance
tests,we ran a numberof micro-benchmarksto gain a



broaderview of the performanceimpactof STEM. We
selectedsomecommonshellutilities andmeasuredtheir
performancefor largeworkloadsrunningbothwith and
withoutSTEM.

For example,we issuedan ' ls -R' commandon theroot
of the Apachesourcecodewith both stderr andstdout
redirectedto /dev/null in order to reducethe effectsof
screenI/O. We thenusedcat andcp on a large�le (also
with any screenoutputredirectedto /dev/null). Table2
showstheresultof thesemeasurements.

As expected,there is a large impact on performance
whenemulatingthemajority of anapplication.Our ex-
perimentsdemonstratethat only emulatingpotentially
vulnerablesectionsof codeoffersasigni�cant advantage
overemulationof theentiresystem.

5 RelatedWork

Modelingexecutingsoftwareasatransactionthatcanbe
abortedhasbeenexaminedin the context of language-
based runtime systems(namely, Java) in [28, 27].
That work, focusedon safely terminatingmisbehaving
threads,introducesthe conceptof “soft termination.”
Soft terminationallows thread terminationwhile pre-
serving the stability of the languageruntime, without
imposingunreasonableperformanceoverheads.In that
approach,threads(or codelets) areeachexecutedin self-
encompassingtransactions,applyingstandardACID se-
mantics.Thisallowschangesto theruntime's(andother
threads') state made by the terminatedcodelet to be
rolled back. The performanceoverheadof that system
can rangefrom 200% up to 2300%. Relative to that
work, our contribution is twofold. First, we apply the
transactionalmodelto anunsafelanguagesuchasC, ad-
dressingseveral(but notall) challengespresentedby that
environment.Second,by selectively emulating,we sub-
stantiallyreducetheperformanceoverheadof theappli-
cation. However, thereis no free lunch: this reduction
comesat thecostof allowing failuresto occur. Our sys-
tem aims to automaticallyevolve a pieceof codesuch
thatit eventually(i.e., onceanattackhasbeenobserved,
possiblymorethanonce)doesnot succumbto attacks.

OplingerandLampropose[23] anothertransactionalap-
proachto improve software reliability. Their key idea
is to employ threadlevel speculation(TLS) and exe-
cuteanapplication'smonitoringcodein parallelwith the
primarycomputation.Thecomputation“transaction”is
rolled backdependingon the resultsof the monitoring
code.

Virtual machineemulationof operatingsystemsor pro-
cessorarchitecturesto provideasandboxedenvironment

is an active areaof research.Virtual machinemonitors
(VMM) are employed in a numberof security–related
contexts,from autonomicpatchingof vulnerabilities[29]
to intrusiondetection[14].

Other protection mechanismsinclude compiler tech-
niqueslike StackGuard[13] andsaferlibraries,suchas
libsafeandlibverify [4]. Othertoolsexist to verify and
supervisecodeduring developmentor debugging. Of
thesetools,Purify andValgrind[21] arepopularchoices.

Valgrind is a programsupervisionframework that en-
ablesin–depthinstrumentationandanalysisof IA-32 bi-
narieswithout recompilation.Valgrindhasbeenusedby
Barrantesetal. [5] to implementinstructionsetrandom-
ization techniquesto protectprogramsagainstcodein-
sertionattacks. Otherwork on instruction–setrandom-
ization includes[16], which employs the i386 emulator
Bochs.

Programshepherding[19] is a techniquedevelopedby
Kiriansky, Bruening, and Amarasinghe. The authors
describea systembasedon the RIO [11] architecture
for protectingandvalidatingcontrol �o ws accordingto
somesecuritypolicy without modi�cation of IA-32 bi-
nariesfor Linux and Windows. The systemworks by
validatingbranchinstructionsandstoringthedecisionin
a cache,thusincurringlittle overhead.

The work by Dunlap, King, Cinar, Basrai, and Chen
[12] is closelyrelatedto the work presentedin this pa-
per. ReVirt is asystemimplementedin aVMM thatlogs
detailedexecutioninformation. This detailedexecution
traceincludesnon–deterministiceventssuchastimer in-
terrupt information and user input. BecauseReVirt is
implementedin a VMM, it is moreresistantto attackor
subversion.However, ReVirt' sprimaryuseis asa foren-
sic tool to replaytheeventsof anattack,while thegoal
of STEMis to provide a lightweight andminimally in-
trusivemechanismfor protectingcodeagainstmalicious
inputat runtime.

King, Dunlap, and Chen [18] discussoptimizations
that reducethe performancepenaltiesinvolved in using
VMMs. Therearethreebasicoptimizations:reducethe
numberof context switchesby moving the VMM into
the kernel, reducethe numberof pagefaultsby allow-
ing eachVMM processgreaterfreedomin allocatingand
maintainingaddressspace,and amelioratethe penalty
for switchingbetweenguestkernelmodeandguestuser
modeby simplychangingtheboundson theguestmem-
ory arearatherthanre–mapping.

An interestingapplicationof ReVirt [12] is BackTracker
[17], a tool that canautomaticallyidentify the stepsin-
volvedin anintrusion.Becausedetailedexecutioninfor-
mationis logged,adependency graphcanbeconstructed
backwardfrom thedetectionpointto provideforensicin-



TestType trials mean(s) Std.Dev. Min Max Instr. Emulated
ls (non-emu) 25 0.12 0.009 0.121 0.167 0

ls (emu) 25 42.32 0.182 42.19 43.012 18,000,000
cp (non-emu) 25 16.63 0.707 15.80 17.61 0

cp (emu) 25 21.45 0.871 20.31 23.42 2,100,000
cat(non-emu) 25 7.56 0.05 7.48 7.65 0

cat(emu) 25 8.75 0.08 8.64 8.99 947,892

Table2: Micr obenchmarkperformancetimes for various commandline utilities.

formationaboutanattack.

Toth andKruegel [32] proposeto detectbuffer over�ow
payloads(including previously unseenones)by treat-
ing inputsreceivedover thenetwork ascodefragments.
They show that legitimate requestswill appearto con-
tain relatively short sequencesof valid x86 instruction
opcodes,comparedto attacksthat will containlong se-
quences.They integratethismechanisminto theApache
webserver, resultingin asmallperformancedegradation.

Someinterestingwork hasbeendoneto dealwith mem-
ory errorsat runtime. For example,Rinardet al. [25]
have developeda compilerthat insertscodeto dealwith
writes to unallocatedmemoryby automaticallyexpand-
ing the targetbuffer. Sucha capabilityaimstoward the
samegoalour systemdoes:provide a morerobust fault
responserather than simply crashing. The technique
presentedin [25] is modi�ed in [26] andintroducedas
failure-obliviouscomputing. This behavior of this tech-
niqueis closeto thebehavior of oursystem.

Oneof the mostcritical concernswith recovering from
softwarefaultsandvulnerabilityexploits is ensuringthe
consistency andcorrectnessof programdataandstate.
An importantcontribution in this areais presentedby
Dempsky [10], which discussesmechanismsfor detect-
ing corrupteddatastructuresand �xing themto match
somepre-speci�edconstraints. While the precisionof
the �x es with respectto the semanticsof the program
is not guaranteed,their test casescontinuedto operate
whenfaultswererandomlyinjected.

Suhet al. [31] proposea hardwarebasedsolutionthat
can be usedto thwart control-transferattacksand re-
strict executableinstructionsby monitoring“tainted” in-
put data. In order to identify “tainted” data, they rely
on theoperatingsystem.If theprocessordetectstheuse
of this tainteddataasa jump addressor anexecutedin-
struction,it raisesanexceptionthatcanbehandledby the
operatingsystem.The authorsdo not addressthe issue
of recoveringprogramexecutionandsuggestthe imme-
diate terminationof the offendingprocess.DIRA [30]
is a techniquefor automaticdetection,identi�cation and
repairof control-hijakingattacks.Thissolutionis imple-

mentedasa GCC compilerextensionthat transformsa
program's sourcecodeandaddsheavy instrumentation
so that the resultingprogramcan perform thesetasks.
Theuseof checkpointsthroughouttheprogramensures
that corruptionof statecanbe detectedif control sensi-
tive datastructuresare overwritten. Unfortunately, the
performanceimplicationsof the systemmake it unus-
ableasa front line defensemechanism.SongandNew-
some[22] proposedynamictaint analysisfor automatic
detectionof overwriteattacks.Tainteddatais monitored
throughoutthe programexecutionandmodi�ed buffers
with taintedinformationwill result in protectionfaults.
Onceanattackhasbeenidenti�ed, signaturesaregener-
atedusingautomaticsemanticanalysis. The technique
is implementedasanextensionto Valgrindanddoesnot
requireany modi�cations to the program's sourcecode
but suffersfrom severeperformancedegradation.

While our prototypex86 emulatoris a fairly straight-
forwardimplementation,it cangainfurtherperformance
bene�tsby usingValgrind'stechniqueof cachingalready
translatedinstructions.With somefurtheroptimizations,
STEM is a viable and practicalapproachto protecting
code.In fact,[6] outlinesseveralwaysto optimizeemu-
lators;theirapproachesreducetheperformanceoverhead
(asmeasuredby two SPEC2000benchmarks,crafty and
vpr) from a factorof 300 to about1.7. Their optimiza-
tions includecachingbasicblocks(essentiallywhatVG
is doing),linking directandindirectbranches,andbuild-
ing traces.

6 Conclusions

Software errors and the concomitantpotential for ex-
ploitablevulnerabilitiesremainapervasiveproblem.Ac-
ceptedapproachesto this problem are almost always
proactive, but it seemsunlikely that suchstrategieswill
resultin error-freecode.In theabsenceof suchguaran-
tees,reactivetechniquesfor errortolerationandrecovery
canbepowerful tools.

We have describeda lightweight mechanismfor super-



vising the executionof an applicationthat hasalready
exhibitedafaultandpreventingits recurrence.Ourwork
aimsto ultimatelycreatea“self-healing”system.Weuse
selectiveemulationof thecodeimmediatelysurrounding
a detectedfault to validatethe operandsto machinein-
structions,asappropriatefor the type of fault; we cur-
rently handlebuffer over�ows, illegal memory deref-
erences,divide-by-zeroexceptions,and sometypesof
algorithmic-complexity denialof serviceattacks.Oncea
fault hasbeendetected,we restorecontrolto a safe�o w
by forcing the functioncontainingthe fault to returnan
error valueandrolling backany memorymodi�cations
theemulatedcodehasmadeduringits execution.

Our intuition is that mostapplicationsare written well
enoughto catchthemajorityof errors,but fail to consider
someboundaryconditionsthatallow thefaultto manifest
itself. By catchingtheseextremecasesandreturningan
error, wemakeuseof thealreadyexistingerror-handling
code. We validatethis hypothesisusinga setof realat-
tacks,aswell asrandomlyinducedfaultsin somewidely
usedopen-sourceservers(Apache,sshd,andBind). Our
resultsshow that our systemworks in over 88% of all
cases,allowing theapplicationto continueexecutionand
behave correctly. Furthermore,by usingselective emu-
lation of small codesegments,we minimize theperfor-
manceimpactonproductionservers.

Ourapproachis a �rst explorationinto a reactivesystem
that allows quick, automatedreactionto software fail-
ures,therebyincreasingserviceavailability in the pres-
enceof generalsoftwarebugs.Were-emphasizethatour
approachcanbeusedto catcha varietyof softwarefail-
ures, not just malicious attacks. Our plans for future
work include enhancingthe performanceof our proto-
type emulatorand further validatingour “error virtual-
ization” hypothesisby extendingthenumberof applica-
tionsandattacksexamined.
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