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Abstract

We proposea reactive approachfor handling a wide
variety of softwarefailures,rangingfrom remotelyex-
ploitable vulnerabilities to more mundanebugs that
causeabnormalprogramtermination(e.g., illegal mem-
ory dereferencedr otherrecognizabldadbehaior (e.g.,
computationaldenial of service). Our emphasidss in
creating“self-healing” software that can protectitself
againsta recurringfault until a morecomprehensie x
is applied.

Brie y, oursystenmonitorsanapplicationduringits ex-
ecutionusinga variety of externalsoftware probes try-
ing to localize(in termsof coderegions)obsenedfaults.
In future runsof the application,the “f aulty” region of
codewill be executedby an instruction-lerel emulator
The emulatorwill checkfor recurrencef previously
seenfaultsbeforeeachinstructionis executed.Whena
faultis detectedye recover programexecutionto a safe
control o w. Usingtheemulatorfor smallpiecef code,
asdirectedby theobsenedfailure,allowsusto minimize
the performancempacton theimmunizedapplication.

We discussthe overall systemarchitectureanda proto-
typeimplementatiorfor the x86 platform. We shav the
effectivenesf our approachagainsta rangeof attacks
and other software failuresin real applicationssuchas
Apache,sshd,andBind. Our preliminary performance
evaluationshavsthatalthoughfull emulationcanbepro-
hibitively expensve, selectve emulationcanincur aslit-
tle as30% performanceverheadelative to anuninstru-
mentedbut failure-pronejnstanceof Apache.Although
this overheadis signi cant, we believe our work is a
promising rst stepin developingself-healingsoftware.

1 Intr oduction

Despiteconsiderablevork in faulttoleranceandreliabil-
ity, softwareremainsnotoriouslybuggyandcrash-prone.
The situationis particularly troublesomewith respect
to servicesthat must maintain high availability in the

faceof remoteattackshigh-wolumeevents(suchasfast-
spreadingvormslike Slammerf2] andBlaster[1]) that
maytriggerunrelatecandpossiblynon-eploitablebugs,
or simpleapplication-l&el denialof serviceattacks.The
majority of solutionsto this problemfall into four cate-
gories:

Proactive approachesthat seekto make the code
asdependableas possible ,througha combination
of safelanguagese.g., Java), libraries[3] andcom-
pilers[15], codeanalysigools[8], anddevelopment
methodologies.

Debugging aids whoseaim is to make post-fault
analysisand recovery as easyas possiblefor the
programmer

Runtime solutionsthatseekto containthefault us-
ing sometype of sandboxing,ranging from full-
scaleemulatorssuchas VMWare, to systemcall
sandbogs [24], to narronvly applicable schemes
suchasStackGuard13].

Byzantine fault-tolerance schemes(e.g., [34])

which use voting amonga numberof servicein-
stancedo selectthe correctanswey underthe as-
sumptionthat only a minority of the replicaswill

exhibit faulty behaior.

The contribution of this paperis a reactiveapproach,
accomplishedy observingan application(or appropri-
atelyinstrumentednstancef it) for previously unseen
failures. The typesof faultswe focusin this papercon-
sistof illegal memorydereferencegjivision by zeroex-
ceptions,and buffer over ow attacks. Other types of
failures can be easily addedto our systemas long as
their causecan be algorithmically determined(i.e., an-
other piece of code can tell us what the fault is and
whereit occurred).We intendto enrichthis setof faults
in the future; speci cally, we plan to examine Time-
Of-Check-D-Time-Of-Usg(TOCTTOU) violations,and
algorithmic-complaity denialof serviceattackq9].



Our approachemploys an Obsene Orient Decide Act

(OODA) feedbacKoop andusesa setof softwareprobes
that monitor the applicationfor speci c typesof faults.
Upon detectionof a fault, we invoke a localized re-

covery mechanisnthat seeksto recognizeand prevent
the speci c failure in future executionsof the program.
Using continuoushypothesigesting,we verify whether
the fault has beenrepairedby re-runningthe applica-
tion againstthe event sequencehat apparentlycaused
the failure. Our initial focusis on automatichealingof

servicesagainstnewly detectedaults(whetheracciden-
tal failuresor attacks). We emphasizehat we seekto

addressa wide variety of software failures,not just at-

tacks.

For our recorery mechanismwe introduce Selectve
TransactionalEMulation (STEM), an instruction-level
emulatothatcanbeselectvely invokedfor arbitrarysey-
mentsof code, allowing us to mix emulatedand non-
emulatedexecutioninsidethe sameprocessTheemula-
torallowsusto (a) monitorfor thespeci c typeof failure
prior to executingtheinstruction,(b) undoany memory
changesnadeby thefunctioninsidewhich thefault oc-
curred,by having the emulatorrecordall memorymod-
i cations madeduringits execution,and(c) simulatean
errorreturnfrom saidfunction.

Oneof our key assumptionss thatwe cancreatea map-
ping betweenthe set of errorsthat could occur during
a programs executionandthe limited setof errorsthat
areexplicitly handledby the programs code. This “er-
ror virtualization” techniqueis basedon heuristicsthat
we presenin Section2.4. We believe thata majority of
sener applicationsare written to have relatively robust
error handling;by virtualizing the errors,an application
can continueexecutioneven thougha boundarycondi-
tion thatwasnot predictedby the programmealloweda
faultto “slip in.” In otherwords,errorvirtualizationat-
temptsto retro t anexceptioncatchingmechanisnonto
codethatwasnt explicitly writtento have suchacapabil-
ity. Our experimentswith Apache,OpenSSHandBind
validatethis intuition. Evidencefrom otherrecentwork
[26, 25, 33] supportour ndings.

Our currentwork focuseson sener-type applications,
sincethey typically have higheravailability requirements
thanuserorientedapplications Micro-rebooting[7] has
beenproposedas anotherapproachto dealingwith er
rors, by restartingall or parts of an applicationupon
recognizinga failure. However, sener applicationsof-
tencannotbe simply restartecbecausehey aretypically
longrunning(andthusaccumulate fairamountof state)
and usually contain a number of threadsthat service
mary remoteusers.Restartinghewhole senerbecause
of onefailedthreadunfairly deniesserviceto otherusers.
Also, unlike userorientedapplications,seners operate

without directhumansupervisiorandthushave a higher
needfor anautomatedeactve system.Furthermoreit is
relatively easyto replaytheoffendingsequencef events
in suchapplicationsasthesearetypically limited to in-
put recevedover the network (asopposedo ausersin-
teractionwith agraphicalinterface).We intendto inves-
tigateotherclasse®f applicationsn thefuture.

To evaluatetheeffectivenes®f our systemandits impact
to performancewe conducta seriesof experimentsus-

ing a numberof open-sourcesener applicationsnclud-

ing Apache,sshd,andBind. Theresultsshav that our

“virtualized error” mappingassumptiorholdsfor more
than 88% of the caseswe examined. Testingwith real

attacksagainstApache,OpenSSHand Bind, we shav

that our techniquecan be effective in quickly and au-

tomatically protectingagainstzero-dayattacksandfail-

ures. Although full emulationof theseis prohibitively

expensve (3,000%slowvdown), our selectve emulation
degradesperformanceby a factor of 1.3-2, depending
on the size of the emulatedcodesegment. We believe

thatour ndings shaw that a reactve approachsuchas
we adwocateis a promisingmechanisnfor dealingwith

applicationfaults.

Paper Organization. Section2 present®urapproach,
includingthelimitationsof our systemandthebasicsys-
tem architecture.Section3 brie y discusseshe imple-
mentatiorof STEM andSectiord presentsomeprelim-
inary performanceneasurementsf thesystem We give
anoverview of relatedwork in Section5 andsummarize
our contributionsandplanfor futurework in Section6.

2 Approach

Our architecturedepictedin Figure 1, usesthreetypes
of componentsa setof sensorghatmonitoranapplica-
tion (suchasawebsener) for faults; Selectve Transac-
tional EMulation (STEM), aninstruction-lezel emulator
thatcanselectvely emulate'slices” (arbitrarysegments)
of code; and a testing ervironmentwhere hypotheses
aboutthe effect of various x es are evaluated. These
componentgan operatewithout humansupervisionto
minimizereactiontime.

2.1 SystemOverview

Whenthe sensodetectsanerrorin the applications ex-
ecution(suchasa sggmentatiorfault), thesystemnstru-
mentsthe portion of the applications codethat imme-
diately surroundghe faulty instruction(s),suchthat the
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Figurel: Feedbackcontrol loop: (1) a variety of sensorsmonitor the application for known types (but unknown instances)
of faults; (2) upon recognizinga fault, we emulate the region of code where the fault occurred and test with the inputs
seenbefore the fault occurred; (3) by varying the scopeof emulation, we can determine the “narr owest” codeslicewe can
emulateand still detectand recover from the fault; (4) wethen update the production version of the server.

codesggmentis emulatedthe mechanic®f this areex-
plainedin Section3). To verify the effectivenessf the
X, theapplicationis restartedn atestenvironmentwith
theinstrumentatiorenabledandis suppliedwith thein-
putthatcausedhefailure (or the N mostrecentinputs,
if theoffendingonecannotbe easilyidenti ed, whereN
is a con gurable parameter).We focus on sener type
applicationghat have a transactionaprocessingnodel,
becausét is easielto quickly correlatepercevedfailures
with asmallor nite setof inputsthanwith othertypes
of applicationge.g., thosewith aGUI).

During emulation, STEM maintains a record of all
memorychangegincluding global variablesor library-
internalstate,e.g., libc standard/O structures}hatthe
emulatedcode makes, along with their original values.
FurthermoreSTEMexaminegheoperandg$or eachma-
chineinstructionand pre-determineshe side effects of
the instructionsit emulates.The useof an emulatoral-
lows usto circumwentthecomplexity of codeanalysisas
we only needto focuson the operationand side effects
of individualinstructionandependentlyrom eachother

If the emulatordetermineghata faultis aboutto occur,
theemulatedexecutionis aborted.Speci cally, all mem-
ory changesnadeby theemulatedcodeareundone and
the currentlyexecutingfunctionis “forced” to returnan
error. We describehow bothemulationanderrorvirtual-
izationareaccomplishedh Section2.3and2.4,respec-
tively, andwe experimentallyvalidatethe error virtual-
izationhypothesisn Sectiond. For our initial approach,
we areprimarily concernedvith failureswherethereis a
one-to-onecorrespondencketweeninputsandfailures,
andnot with thosethat are causedby a combinationof
inputs.Note,however, thatmary of thelattertypeof fail-
uresarein factaddressetly our systempecausehelast
input (andcodeleadingto a failure) will be recognized
as“problematic”andhandledaswe have discussed.

In the testing and error localization phase,emulation

stopsafterforcing the functionto return. If the program
crashesthe scopeof the emulationis expandedto in-
cludethe parent(calling) routineandthe applicationre-
executeswith the sameinputs. This processs repeated
until the applicationdoesnot terminateafter we aborta
function calls sequenceln the extremecase the whole
applicationcouldendup beingemulatedat a signi cant
performancecost. However, Section4 shows that this
failsafemeasures rarelynecessary

If the programdoesnot crashafterthe forcedreturn,we
havefounda“vaccine”for thefault,whichwe canuseon
the productionsener. Naturally, if the faultis not trig-
geredduring an emulatedexecution,emulationhalts at
the endof the vulnerablecodeseggment,andall memory
changedbecomepermanent.

The overheadof emulationis incurred at all times
(whetherthe faultis triggeredor not). To minimize this
cost, we mustidentify the smallestpiece of codethat
we needemulatein orderto catchandrecover from the
fault. We currentlytreatfunctionsasdiscretesntitiesand
emulatethe whole body of a function, eventhoughthe
emulatorallows us to startand stop emulationat arbi-
trary points,asdescribedn Section3. Futurework will
explore stratgiesfor minimizing the scopeof the emu-
lation and balancingthe tradeof betweencoverageand
performance.

In theremainderof this sectionwe describehetypesof

sensorsve employ, give an overview of how the emu-
lator operategwith more detailson the implementation
in Section3), and describehow the emulatorforcesa

function to returnwith an error code. We also discuss
thelimitations of reactive approaches generalandour

systemin particular



2.2 Application Monitors

Theselectiorof appropriatdailure-detectiorsensorsle-
pendson boththenatureof the a wsthemselesandtol-
eranceof theirimpacton systemperformance.We de-
scribethetwo typesof applicationmonitorsthatwe have
experimentedvith.

The rst approachs straightforvard. The operatingsys-
tem forcesa misbeha&ing applicationto abortandcre-
atesacoredump le thatincludesthetype of failureand
the stacktracewhenthatfailure occurred.This informa-
tion is sufcient for our systemto apply selectve em-
ulation, startingwith the top-mostfunctionin the stack
trace. Thus,we only needa watchdogprocesghatwaits
until the serviceterminateseforeit invokesour system.

A secondapproachis to use an appropriatelyinstru-
mentedversionof the applicationon a separatesener
asa hongpot, aswe demonstratedor the caseof net-
work worms[29]. Underthis schemewe instrumenthe
partsof the applicationthat may be vulnerableto a par

ticular classof attack(in this case remotelyexploitable
buffer over ows) suchthat an attemptto exploit a new

vulnerability exposesthe attackvectorandall pertinent
information (attacled buffer, vulnerablefunction, stack
trace,etc).

This informationis thenusedto constructan emulator

basedvaccinethat effectively implementsarray bounds
checkingatthemachine-instructiotevel. Thisapproach
hasgreatpotentialin catchingnew vulnerabilitiesthat
are being indiscriminately attemptedat high volume,
as may be the casewith an “auto-root” kit or a fast-
spreadingvorm. Sincethe hongypotis not in the pro-

ductionsener'scritical path,its performances notapri-

mary concern(assuminghat attacksare relatively rare
phenomena).In the extreme case,we can constructa

honegy/potusingour instruction-level emulatorto execute
thewholeapplication althoughwe donotfurtherexplore

this possibilityin this paper

2.3 Selectve Transactional EMulation (STEM)

The recovery mechanisnusesaninstruction-lerel emu-

lator, STEM thatcanbeselectvely invokedfor arbitrary
segmentf code.Thistool permitsthe executionof em-

ulatedand non-emulatedcodeinside the sameprocess.
The emulatoris implementedasa C library thatde nes

specialtags(acombinationof macrosandfunctioncalls)

thatmarkthe beginningandthe endof selectve emula-
tion. To usethe emulator we caneitherlink it with an

applicationin advance,or compileit in the codein re-

sponsdo adetectedailure,aswasdonein [29].

Uponenteringthevulnerablesectionof code theemula-

tor snapshotshe programstateandexecutesall instruc-
tionsonthevirtual processarWhentheprogramcounter
referenceshe rst instructionoutsidethe boundsof em-
ulation,thevirtual processocopiests internalstateback
to thereal CPU,andletsthe programcontinueexecution
natively. While registersareexplicitly updatedmemory
updateshave implicitly beenappliedthroughoutthe ex-

ecutionof the emulation. The program,unavare of the
instructionsexecutedby the emulator continuesexecut-
ing directly onthe CPU.

To implementfault catching theemulatorsimply checks
the operand=f instructionsit is emulating,taking into
consideratiomdditionalinformationsuppliedby thesen-
sor that detectedthe fault. For example,in the caseof
division by zero,theemulatomeedonly checkthevalue
of theappropriat@perando thediv instruction.For ille-
galmemorydereferencingtheemulatorveri es whether
thesourceor destinatioraddressesf any memoryaccess
(or the programcounter for instructionfetches)pointto
apagethatis mappedo the processaddresspaceusing
the mincor() systemcall. Buffer over ow detectionis
handledby paddingthe memorysurroundinghevulner
ablebuffer, asidenti ed by the sensorby onebyte,sim-
ilar to theway StackGuard13] operates.The emulator
thensimply watchedor memorywritesto thesememory
locations. This approactrequiressourcecodeavailabil-
ity, so asto insertthe “canary” variables. Contraryto
StackGuardpur approactallows usto stoptheover ow
beforeit overwritesthe restof the stack,andthusto re-
cover the execution. For algorithmic-compleity denial
of serviceattacks,suchasthe onedescribedn [9], we
keeptrack of the amountof time (in termsof number
of instructions)we executein the instrumentedcode; if
this exceedsa pre-de nedthresholdwe abortthe execu-
tion. This thresholdmaybe de ned manually or canbe
determinedy pro ling theapplicationunderreal(or re-
alistic) workloads,althoughwe have not fully explored
the possibilities.

We currentlyassumehatthe emulatoris pre-linkedwith
thevulnerableapplication,or thatthe sourcecodeof that
applicationis available. It is possibleto circumwentthis
limitation by usingthe CPU's programmabldreakpoint
register (in muchthe sameway that a deluggerusesit
to captureexecutionat particularpointsin the program)
to invoke the emulatorwithout the runningprocesseven
beingableto detectthatit is now runningunderanemu-
lator.

2.4 Recovery: Forcing Err or Returns

Upondetectinga fault, our recovery mechanismundoes
all memorychangesandforcesan error returnfrom the
currentlyexecutingfunction. To determinghe appropri-



ateerrorreturnvalue,we analyzethedeclaredypeof the
function.

Dependingon the returntype of the emulatedfunction,
the systemreturnsan “appropriate”value. This valueis
determinedasednsomestraightforvardheuristicsand
is placedn thestackframeof thereturningfunction. The
emulatorthentransferscontrol backto the calling func-
tion. For example,if thereturntypeis anint, a valueof
lisreturnedjf thevalueis unsignednt the systenre-
turnsO, etc. A specialcaseis usedwhenthe functionre-
turnsa pointer Insteadof blindly returninga NULL, we
examineif the returnedpointeris further dereferenced
by the parentfunction. If so, we expandthe scopeof
the emulationto include the parentfunction. We han-
dle value-returrfunctionargumentssimilarly. Thereare
somecontets wherethis heuristicmay not work well;
however, asa rst approachtheseheuristicsworked ex-
tremelywell in our experimentgseeSectiord).

In thefuture,we planto usemoreaggressie sourcecode
analysistechniquego determinethe return valuesthat
are appropriatefor a function. Sincein mary casesa
commonerrorcodeconventionis usedin large applica-
tionsor modulesjt maybe possibleto askthe program-
mer to provide a shortdescriptionof this corventionas
inputto our systemeitherthroughcodeannotation®r as
separatenput. A similar approactcanbe usedto mark
functionsthatmustbe fail-safeandshouldreturna spe-
ci ¢ valuewhenanerrorreturnis forced,e.g., codethat
checksuserpermissions.

2.5 Caveatsand Limitations

While promising,reactie approache$o softwarefaults
faceanew setof challengesAs thisis arelatively unex-

plored eld, someproblemsarebeyondthe scopeof this

paper

First, our primary goal is to evolve an applicationpro-

tectedby STEM towardsa statethatis highly resistanto

exploits anderrors. While we expectthe downtime for

sucha systemto be reducedwe do not reasonablyex-

pectzerodowntime. STEM fundamentallyrelieson the

applicationmonitors detectingan error or attack, stop-
ping the application,marking the affected sectionsfor

emulatedexecution,andthenrestartingthe application.
This processnecessarilyinvolves downtime, but is in-

curredonly oncefor eachdetectedrulnerability. We be-

lieve that combiningour approachwith microrebooting
techniquesanstreamlinghis process.

A reactionsystemmustevaluateand choosea response
from a wide arrayof choices. Currently whenencoun-
tering a fault, a systemcan (a) crash,(b) crashandbe

restartedby a monitor [7], (c) return arbitrary values

[26], or (d) slice off the functionality. Most proactve
systemdake the rst approachWe electto take the last
approach. As Section2.4 shaws, this choice seemsto
work extremelywell. This phenomenomlsoappearsat
themachinenstructionlevel [33].

However, thereis a fundamentaproblemin choosinga
particularresponseSincethe high-level behaior of ary

systencannotbealgorithmicallydeterminedthesystem
mustbe carefulto avoid casesvheretheresponsevould

take executiondown a semantically(from the viewpoint
of the programmers intent) incorrectpath. An example
of thistypeof problemis skippingacheckin sshdwhich

would allow an otherwiseunauthenticatediserto gain

accesgo the system.The explorationof waysto bound
thesetypesof errorsis an openareaof research.Our

initial approacthis to rely on the programmeto provide

annotationsasto which partsof the codeshouldnot be
circumwented.

Thereis a key tradeof betweencode coverage(and
thuscon dencein the level of securitythe systempro-
vides) and performancgprocessingand memoryover-
head). Our emulatorimplementatioris a proof of con-
cept; mary enhancementare possibleto increaseper
formancein a productionsystem. Our main goal is to
emphasiz¢heservicethatsuchanemulatomwill provide:
the ability to selectvely incur the costof emulationfor
vulnerableprogramcodeonly. Our systemis directedto
thesevulnerablesectionsby runtimesensors- the qual-
ity of theapplicationmonitorsdictatesthe quality of the
codecoverage.

Since our emulatoris designedto operateat the user
level, it handscontrolto theoperatingsystenduringsys-
temcalls. If afaultwereto occurin theoperatingsystem,
our systemwould not be ableto reactto it. In arelated
problem,l/O beyondthe machinepresents problemfor

a rollback stratgy. This problem can partially be ad-
dressedy theapproacttakenin [17], by having the ap-
plicationmonitorslog outgoingdataandimplementinga
callbackmechanisnfor thereceving process.

Finally, in our currentwork, we assumehatthe source
codeof thevulnerableapplicationis availableto our sys-
tem. We brie y discussechow to partially circumvent
thislimitation in Section2.3. Additional work is needed
to enableour systemto work in a binary-only erviron-

ment.

3 Implementation

We implementedhe STEMx86 emulatorto validatethe
practicality of providing a supervisionframework for
thefeedbackcontrolloop throughselectve emulationof



codeslices. Integrating STEMinto an existing applica-
tion is straightforvard. As shavn in Figure2, four spe-
cial tagsare wrappedaroundthe sggmentof codethat
will beemulated.

void foo() {
int a = 1;
emulate_init();
emulate_begin(p_args);
a++;
emulate_end();
emulate_term();

printf("a = %d\n", a);

Figure?2: A tri vial exampleof using STEM. The emulate *
calls invoke and terminate executionof STEM. The code
inside that regionis executedby the emulator. In order to
illustrate the level of granularity that we can achieve, we
show only the incrementstatementasbeing executedby the
emulator.

The C macro emulateinit() moves the program state
(general, segment, e ags, and FPU registers)into an
emulatoraccessiblglobaldatastructureto capturestate
immediatelybeforeSTEMtakescontrol. The datastruc-
ture is usedto initialize the virtual registers. With the
preliminarysetupcompletedemulatebegin() only needs
to obtainthememorylocationof the rst instructionfol-

lowing the call to itself. The instructionaddresds the
sameasthe returnaddressand can be found in the ac-
tivation recordof emulatebegin(), four bytesabove its

basestackpointer

The fetch/decodekeecute/retirecycle of instructions
continuesuntil eitheremulateend()is reachedpr when
the emulatordetectsthat controlis returningto the par

entfunction. If theemulatordoesnotencounteanerror
during its execution,the emulators instruction pointer
referenceghe emulateterm() macroat completion. To

enablethe programto continue execution at this ad-
dressthereturnaddresof the emulatebegin activation
recordis replacedwith the currentvalue of theinstruc-
tion pointer By executingemulateterm(), theemulators
ervironmentis copiedto the programregistersand exe-
cutioncontinuesundernormalconditions.

If an exceptionoccursduring emulation,STEMlocates
emulateend() and terminates. Becausethe emulator
saved the stateof the programbeforestarting,it canef-
fectively returnthe programstateto its original setting,
thus nullifying the effect of the instructionsprocessed
through emulation. Essentially the emulatedcode is
slicedoff. At this point, the executionof the code(and
its sideeffectsin termsof changeto memory)hasbeen

rolled back.

The emulatoris designedto executein usermode, SO
systencallscannothecomputedirectly withoutkernel-
level permissionsThereforewhentheemulatordecodes
aninterruptionwith animmediatevalueof 0x80, it must
releasecontrol to the kernel. However, beforethe ker
nelcansuccessfullyexecutethe systencall, the program
stateneedsto re ect the virtual registersarrived at by
STEM Thus,theemulatobacksuptherealregistersand
replaceshemwith its own values. An INT 0x80 is is-
suedby STEM andthekernelprocessethe systemcall.
Oncecontrol returnsto the userlevel code,the emula-
tor updatedts registersandrestoreshe original values
in the programsregisters.

4 Evaluation

Our descriptionof the systemraisesseveral questions
that needto be answeredin order to determinethe

tradeofs betweereffectivenesspracticality andperfor

mance.

1. Canthe systemdetectreal attacksand faults and
reactto them?

2. How effectiveis our “error virtualization” hypothe-
sisasarecosery mechanisn? Doesit work for real
software?

3. Whatis the performancempactof emulation,and
whatis thegainto be hadby usingselectve emula-
tion ?

In the restof this section,we provide somepreliminary
experimentalevidencethat our systemoffers a reason-
able and adjustabletradeof betweenthe three param-
etersmentionedabove. Naturally, it is impossibleto

completelycoverthespaceof reactve mechanismgeven

within the more limited context of our speci ¢ work).

Futurework is neededo analyzethe semanticf error
virtualizationandtheimpactthatSTEM hasonthesecu-
rity propertiesof STEM-enabledpplications.As noted
below, we planto constructa correctnessestingframe-
work. However, we believe that our resultsshowv that
suchan approachcanwork andthat additionalwork is

neededo fully exploreits capabilitiesandlimitations.

4.1 Effectivenessf ForcedReturn Recovery

To validate our error virtualization hypothesisusing
forcedfunctionreturn,introducedn Section2.4,we ex-
perimentallyevaluateits effectson programexecutionon



theApachehttpd, OpenSSHsshd andBind. Werunpro-

led versionsof theselectedapplicationsagainsta setof
testsuitesand examinethe subsequentall-graphsgen-
eratedby thesetestswith gprof andValgrind[21].

The ensuingcall treesare analyzedin orderto extract
leaf functions. Theleaf functionsare,in turn, employed
aspotentiallyvulnerablefunctions. Armed with the in-
formation provided by the call-graphs,we run a script
thatinsertsanearlyreturnin all theleaffunctions(asde-
scribedin Section2.4), simulatingan abortedfunction.
Note that thesetestsdo not require going back up the
call stack.

In Apaches case we examined154 leaf functions. For
eachabortedfunction, we monitor the programexecu-
tion of Apacheby runninghttperf[20], awebsenerper
formancemeasuremenbol. Succesdor eachtestwas
de ned astheapplicationnot crashing.

The resultsfrom thesetestswere very encouragingas
139 of the 154 functionscompletedhe httperftestssuc-
cessfully In thesecasesprogramexecutionwasnotin-
terrupted. What we found to be surprisingwasthat not
only did the programnot crash butin somecasesll the
pageswere sened (asreportedby httperf). This result
is probablybecause large numberof the functionsare
usedfor statisticalandlogging purposes.Furthermore,
outof thel5functionsthatproducedsegmentatiorfaults,
4 did soatstartup (andwould thusnotberelevantin the
caseof along-runningprocess).While this resultis en-
couragingtestingthe correctnesf this processwvould
requirea regressiortestsuite againstthe pagecontents,
headersandHTTP statuscodefor theresponseWe plan
to build this “correctness'testingframework.

Similarly for sshd we iteratethrougheachabortedfunc-

tion while examining programexecutionduring an scp

transfer In the caseof sshd,we examined81 leaf func-

tions. Again, the resultswere auspicious:72 of the 81

functionsmaintainedprogramexecution. Furthermore,
only 4 functionscausedegmentatiorfaults;therestsim-

ply did not allow the programto start.

For Bind, we examinedthe programexecutionof named
duringtheexecutionof asetof queries67 leaffunctions
weretested. In this case,59 of the 67 functionsmain-
tainedthe properexecutionstate.Similar to sshd,only 4

functionscausedseggmentatiorfaults.

Theseresults,alongwith supportingevidencefrom [26]
and[33], validateour “error virtualization” hypothesis
and approach. However, additionalwork is neededto
determinghedegreeto which othertypesof applications
(e.g., GUI-driven)exhibit the samebehavior.

4.2 Attack Exploits

Given the successof our experimentalevaluation on
programexecution, we wantedto further validate our
hypothesisagainsta set of real exploits for Apache,
OpenSShsshd,andBind. No prior knowledgewasen-
codedin our systemwith respectto the vulnerabilities:
for all purposesthis experimentwasa zero-dayattack.

For Apache we usedthe apate-scalpexploit thattakes
adwantageof a buffer over ow vulnerability basedon
the incorrectcalculationof the requiredbuffer sizesfor
chunled encodingrequests.We appliedselectve emu-
lation on the offendingfunction andsuccessfullyrecor-
eredfrom the attack;the sener successfullysened sub-
sequentequests.

Theattackusedfor OpenSSHvasthe RSAREF2exploit
for SSH-1.2.27This exploit relieson unchecled offsets
thatresultin a buffer over ow vulnerability. Again, we
were ableto gracefullyrecover from the attackandthe
sshdsener continuednormaloperation.

Bind is susceptibleéo a numberof known exploits; for
the purposef this experiment,we testedour approach
againstthe TSIG bug on ISC Bind 8.2.2-x. In the same
motif asthepreviousattacksthis exploit takesadvantage
of a buffer over ow vulnerability. As before,we were
ableto safelyrecoverprogramexecutionwhile maintain-
ing serviceavailability.

4.3 Performance

We next turnedour attentionto the performanceémpact
of our system.In particular we measuredhe overhead
imposedby the emulatorcomponentSTEMis meantto
be a lightweight mechanisnfor executingselectedoor-
tions of anapplications code. We canselectthesecode
slicesaccordingto a numberof stratgies, as we dis-
cussedn Section2.2.

We evaluatedthe performancempact of STEMby in-
strumentinghe Apache2.0.49websenerandOpenSSH
sshd,aswell asperformingmicro-benchmarken vari-
ousshellutilities suchasls, cat, andcp.

4.3.1 TestingEnvironment

The machinewe choseto hostApachewasa singlePen-
tium 11l at 1GHzwith 512MB of memoryrunningRed-
Hat Linux with kernel2.4.20. Themachinewasundera
light load duringtesting(standardsetof backgroundap-
plicationsandanX11 sener). Theclientmachinewasa
dualPentiumll at350MHz with 256MB of memoryrun-
ning RedHat_inux 8.0with kernel2.4.18smpTheclient



machinewas running a light load (X11 sener, sshd,
backgroundapplications)in addition to the test tool.
Both emulatedand non-emulatedversionsof Apache
werecompiledwith the —enable-static-suppoxton gu-
rationoption. Finally, thestandarduntimecon guration
for Apache2.0.49wasused;the only changewe made
wasto enablethe serverstatusmodule (which is com-
piled in by default but not enabledin the default con-
guration). STEMwas compiledwith the “-g -static -
fno-deferpop’ ags. In orderto simplify our delugging
efforts, we did notincludeoptimization.

We chosethe Apache ood httpd testingtool to eval-

uatehow quickly both the non-emulatecand emulated
versionsof Apachewould respondandprocessequests.
In our experiments,we choseto measureperformance
by the total numberof requestgrocessedasre ected

in Figures3 and4. The value for total numberof re-

guestsper secondis extrapolated(by ood's reporting

tool) from a smallernumberof requestsentand pro-

cessedvithin a smallertime slice; the value shouldnot

beinterpretedo meanthatourtestApacheinstancesnd

ourtesthardwareactuallysenedsome6000requestper

second.

4.3.2 Emulation of Apachelnside Valgrind

To geta senseof the performancelegradationimposed
by running the entire systeminside an emulatorother
than STEM we testedApacherunningin Valgrind ver-
sion2.0.0on the Linux testmachinethathostedApache
for our STEMtesttrials.

Valgrind hastwo notablefeaturesthat improve perfor
manceover our full emulationof the mainrequestoop.
First, Valgrind maintainsa 14 MB cacheof translated
instructionswhich are executednatiely after the rst
time they are emulated,while STEM always translates
each encounterednstruction. Second, Valgrind per
forms someinternal optimizationsto avoid redundant
load, store andregisterto-registermove operations.

We ran Apache under Valgrind with the default skin
Memded andtracingall childrenprocessesWhile Val-
grind performedbetterthanour emulationof the full re-
guestprocessindoop, it did not performaswell asour
emulatedslices,asshavn in Figure3 andthetiming per
formancein Tablel.

Finally, the Valgrind—izedversionof Apacheis 10times
thesizeof theregularApacheimage while Apachewith
STEMis notnoticeablylarger.

4.3.3 Full Emulation and BaselinePerformance

We demonstratehat emulatingthe bulk of an applica-
tion entailsa signi cant performanceimpact. In par

ticular, we emulatedthe main requestprocessingoop
for Apache(containedin ap_processhttp_connection()

andcomparedurresultsagainsenon-emulatedpache
instance. In this experiment, the emulator executed
roughly 213,000instructions. The impact on perfor

manceis clearly seenin Figure3 andfurtherelucidated
in Figure4, which plotstheperformancef thefully em-
ulatedrequest-handlingrocedure.

Apache 2.0.49 (emulated) Request Handling Performance

T T
Ibtasvm-mainloop —+—

200 |

-
a
=3

.
o
S

requests per second

50

1 1 1 1 1 1 1
0 10 20 30 40 50 60 70 80
# of client threads

Figure4: A closerlook at the performance for the fully
emulated version of main processingloop. While there is
a considerableperformance impact compared to the non-
emulated requesthandling loop, the emulator appearsto
scaleat the characteristic linear rate, indicating that it does
not create additional overhead beyond the cost of emula-
tion.

In orderto getamorecompletesensef this performance
impact, we timed the executionof the requesthandling
procedurdor boththe non-emulatedndfully-emulated
versionf Apacheby embeddingallsto gettimeofday()
where the emulationfunctions were (or would be) in-
voked.

For our test machinesand sampleloads, Apachenor-
mally (e.g., non-emulated¥pent6.3 millisecondgo per
form thework in the ap_processhttp_connection(func-
tion, asshovn in Table 1. The fully instrumentedoop
runningin the emulatorspendsan averageof 278 mil-
lisecondgerrequesin thatparticularcodesection.For
comparisonwe alsotimed Valgrind's executionof this
sectionof code;aftera largeinitial cost(to performthe
initial translationand Il the internalinstructioncache)
Valgrindexecuteghesectionwith a 34 millisecondaver-
age. Theseinitial costssometimesxceedecneor two
secondswe ignorethemin our dataand measureval-
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Figure 3: Performance of the systemunder various levels of emulation. This data setincludes Valgrind for reference.
While full emulation is fairly expensve, selective emulation of input handling routinesappearsquite sustainable.Valgrind
runs better than STEM when executingthe entire requestloop. As expected selective emulation still performs better than

Valgrind.

grind only afterit hasstabilized.

Apache| trials | Mean | Std.Dev.
Normal | 18 6314 847
STEM | 18 277927 | 74488
Valgrind | 18 34192 | 11204

Tablel: Timing of main requestprocessindoop. Timesare
in microsecondsThis table shows the overhead of running
the whole primary requesthandling mechanisminside the
emulator. In eachtrial a userthreadissuedan HTTP GET
request.

4.3.4 Selectve Emulation

In orderto identify possiblevulnerablesectionsof code
in Apache2.0.49,we usedtheRATS tool. Thetool iden-
tied roughly 270 candidatdines of code,the majority
of which containedx edsizelocal buffers. We thencor-
relatedthe entrieson the list with codethatwasin the
primary execution path of the requestprocessingoop.
The two functionsthat are measuredberformwork on
inputthatis underclient control,andarethuslik ely can-
didatesfor attackvectors.

Themainrequeshandlinglogicin Apache2.0.49begins

in the ap_processhttp_connection(¥unction. The effec-

tive work of this functionis carriedout by two subrou-
tines: ap_readrequest()and ap_processrequest() The

ap_processrequest()function is where Apachespends
most of its time during the handlingof a particularre-

quest. In contrast,the ap_readrequest()function ac-

countsfor a smaller fraction of the requesthandling
work. We choseto emulatesubroutine®f eachfunction

in orderto assessheimpactof selectve emulation.

We constructeda partial call tree and chose the
ap_parse.uri() function (invokedvia readrequestiine()

in ap_readrequest() and the ap_run_headerparser()
function (invoked via ap_processrequestinternal() in

ap_processrequest(). The emulatorprocesse@pproxi-
mately358and3229instructionsyespectiely, for these
two functions. In eachcase the performancempact,as
expected,was muchlessthanthe overheadncurredby

needlesslyemulatingthe entirework of the requestro-

cessindoop.

4.3.5 Micr obenchmarks

Using the client machinefrom the Apacheperformance
tests,we ran a numberof micro-benchmarks$o gain a



broaderview of the performancempactof STEM We
selectedsomecommonshellutilities andmeasuredheir
performancdor large workloadsrunningbothwith and
without STEM

For example,we issuedan'ls -R' commandon the root
of the Apachesourcecodewith both stderr and stdout
redirectedto /dev/null in orderto reducethe effects of
screen/O. We thenusedcat andcp onalarge le (also
with ary screenoutputredirectedo /dev/null). Table?2
shavstheresultof thesemeasurements.

As expected,thereis a large impact on performance
whenemulatingthe majority of anapplication. Our ex-
perimentsdemonstratehat only emulating potentially
vulnerablesection®f codeoffersasigni cant advantage
over emulationof the entiresystem.

5 RelatedWork

Modeling executingsoftwareasatransactiorthatcanbe
abortedhasbeenexaminedin the context of language-
based runtime systems(namely Java) in [28, 27].
That work, focusedon safely terminatingmisbehaing
threads,introducesthe conceptof “soft termination:
Soft terminationallows thread terminationwhile pre-
serving the stability of the languageruntime, without
imposingunreasonabl@erformanceoverheads.In that
approachthreadqor codelet} areeachexecutedn self-
encompassingansactionsapplyingstandardACID se-
mantics.This allows changedo theruntime's (andother
threads') state made by the terminatedcodeletto be
rolled back. The performanceoverheadof that system
can rangefrom 200% up to 2300%. Relatve to that
work, our contritution is twofold. First, we apply the
transactionamodelto anunsafdanguagesuchasC, ad-
dressingseveral(but notall) challengepresentedby that
ervironment.Secondpy selectvely emulating,we sub-
stantiallyreducethe performanceverheadf the appli-
cation. However, thereis no free lunch: this reduction
comesat the costof allowing failuresto occur Our sys-
tem aimsto automaticallyevolve a pieceof codesuch
thatit eventually(i.e., onceanattackhasbeenobsened,
possiblymorethanonce)doesnot succumkto attacks.

OplingerandLam proposg23] anotheitransactionap-
proachto improve software reliability. Their key idea
is to employ threadlevel speculation(TLS) and exe-
cuteanapplications monitoringcodein parallelwith the
primary computation.The computatiorftransaction”is
rolled back dependingon the resultsof the monitoring
code.

Virtual machineemulationof operatingsystemsor pro-
cessomrchitectureso provide a sandbordervironment

is an active areaof research.Virtual machinemonitors
(VMM) are employedin a numberof security—related
contexts,from autonomigatchingof vulnerabilitieq29]
to intrusiondetection14].

Other protection mechanismsinclude compiler tech-
niqueslike StackGuard13] andsaferlibraries,suchas
libsafeandlibverify [4]. Othertools exist to verify and
supervisecode during developmentor dehugging. Of
thesetools, Purify andValgrind[21] arepopularchoices.

Valgrind is a programsupervisionframeawork that en-
ablesin—depthinstrumentatiorandanalysisof I1A-32 bi-

narieswithout recompilation.Valgrindhasbeenusedby

Barrantestal. [5] to implementinstructionsetrandom-
ization techniquego protectprogramsagainstcodein-

sertionattacks. Otherwork on instruction—setandom-
izationincludes[16], which employs the i386 emulator
Bochs.

Programshepherding19] is a techniquedevelopedby

Kiriansky, Bruening, and Amarasinghe. The authors
describea systembasedon the RIO [11] architecture
for protectingandvalidating control o ws accordingto

somesecurity policy without modi cation of 1A-32 bi-

nariesfor Linux and Windows. The systemworks by

validatingbranchinstructionsandstoringthedecisionin

acachethusincurringlittle overhead.

The work by Dunlap, King, Cinar, Basrai, and Chen
[12] is closelyrelatedto the work presentedn this pa-
per ReMrt is asystemimplementedn aVMM thatlogs
detailedexecutioninformation. This detailedexecution
traceincludesnon—deterministieventssuchastimerin-
terruptinformation and userinput. BecauseReMrt is
implementedn a VMM, it is moreresistanto attackor
subversion.However, ReMrt' s primaryuseis asaforen-
sic tool to replaythe eventsof anattack,while the goal
of STEMis to provide a lightweightand minimally in-
trusive mechanisnfor protectingcodeagainstmalicious
inputat runtime

King, Dunlap, and Chen [18] discussoptimizations
that reducethe performancepenaltiesinvolvedin using
VMMs. Therearethreebasicoptimizations:reducethe
numberof contet switchesby moving the VMM into

the kernel, reducethe numberof pagefaults by allow-

ing eachVMM procesgreatefreedomin allocatingand
maintainingaddressspace,and amelioratethe penalty
for switchingbetweernguestkernelmodeandguestuser
modeby simply changinghe boundsonthe guestmem-
ory arearatherthanre—mapping.

An interestingapplicationof ReMrt [12] is BackTracker
[17], atool that canautomaticallyidentify the stepsin-
volvedin anintrusion.Becauseletailedexecutioninfor-
mationis logged,adependenggraphcanbeconstructed
backwardfrom thedetectiorpointto provideforensicin-



TestType trials | mean(s) | Std.Dev. | Min Max | Instr. Emulated
Is (non-emu) || 25 0.12 0.009 | 0.121| 0.167 0
Is (emu) 25 42.32 0.182 | 42.19| 43.012| 18,000,000
cp(non-emu)| 25 16.63 0.707 | 15.80| 17.61 0
cp (emu) 25 21.45 0.871 | 20.31| 23.42 2,100,000
cat(non-emu)| 25 7.56 0.05 7.48 | 7.65 0
cat(emu) 25 8.75 0.08 8.64 | 8.99 947,892

Table2: Micr obenchmark performancetimes for various commandline utilities.

formationaboutanattack.

Toth andKruegel [32] proposeo detectbuffer over ow

payloads(including previously unseenones)by treat-
ing inputsreceved over the network ascodefragments.
They shaw that legitimate requestswill appearto con-
tain relatively short sequencesf valid x86 instruction
opcodesgcomparedo attacksthatwill containlong se-
guencesThey integratethis mechanisninto the Apache
websener, resultingin asmallperformancelegradation.

Someinterestingwork hasbeendoneto dealwith mem-
ory errorsat runtime. For example,Rinardet al. [25]
have developeda compilerthatinsertscodeto dealwith
writesto unallocatedmemoryby automaticallyexpand-
ing the target buffer. Sucha capabilityaimstoward the
samegoal our systemdoes: provide a morerobust fault
responserather than simply crashing. The technique
presentedn [25] is modi ed in [26] andintroducedas
failure-obliviouscomputing This behaior of this tech-
nigueis closeto the behavior of our system.

Oneof the mostcritical concernswith recovering from

softwarefaultsandvulnerability exploits is ensuringthe

consisteng and correctnes®f programdataand state.
An importantcontribution in this areais presentecdby

Dempsky [10], which discussesnechanismdor detect-
ing corrupteddatastructuresand xing themto match
somepre-speci edconstraints. While the precisionof

the x eswith respectto the semanticsof the program
is not guaranteedtheir test casescontinuedto operate
whenfaultswererandomlyinjected.

Suhetal. [31] proposea hardware basedsolutionthat
can be usedto thwart control-transferattacksand re-
strict executabldnstructionsby monitoring“tainted” in-
put data. In orderto identify “tainted” data,they rely
ontheoperatingsystem.If the processodetectsheuse
of this tainteddataasa jump addres®or an executedin-
struction,it raisesanexceptionthatcanbehandledoy the
operatingsystem. The authorsdo not addresghe issue
of recovering programexecutionandsuggestheimme-
diate terminationof the offending process.DIRA [30]
is atechniqueor automaticdetectionjdenti cation and
repairof control-hijakingattacks.This solutionis imple-

mentedasa GCC compiler extensionthat transformsa
programs sourcecodeand addsheavy instrumentation
so that the resulting programcan perform thesetasks.
The useof checkpointghroughoutthe programensures
that corruptionof statecanbe detectedf control sensi-
tive datastructuresare overwritten. Unfortunately the
performancemplications of the systemmalke it unus-
ableasa front line defensemechanismSongandNew-
some[22] proposedynamictaint analysisfor automatic
detectionof overwriteattacks.Tainteddatais monitored
throughoutthe programexecutionand modi ed buffers
with taintedinformationwill resultin protectionfaults.
Onceanattackhasbeenidenti ed, signaturesregener
atedusing automaticsemanticanalysis. The technique
is implementedhsan extensionto Valgrindanddoesnot
requireany modi cations to the programs sourcecode
but suffersfrom severeperformancelegradation.

While our prototypex86 emulatoris a fairly straight-
forwardimplementationit cangainfurtherperformance
bene tsby usingValgrind'stechniqueof cachingalready
translatednstructions.With somefurtheroptimizations,
STEMis a viable and practicalapproachto protecting
code.In fact,[6] outlinessereralwaysto optimizeemu-
lators;theirapproacheseduceheperformanceverhead
(asmeasuredby two SPEC200®enchmarksgrafty and
vpr) from a factorof 300to aboutl.7. Their optimiza-
tionsinclude cachingbasicblocks (essentiallywhatVG
is doing),linking directandindirectbranchesandbuild-
ing traces.

6 Conclusions

Software errors and the concomitantpotential for ex-
ploitablevulnerabilitiesremainapenasie problem.Ac-
ceptedapproachego this problem are almost always
proactive, but it seemaunlikely that suchstrateieswill
resultin errorfree code. In the absencef suchguaran-
teesyeactivetechniquedor errortolerationandrecovery
canbe powerful tools.

We have describeda lightweight mechanisnfor super



vising the executionof an applicationthat hasalready
exhibitedafaultandpreventingits recurrenceQOurwork

aimsto ultimatelycreatea“self-healing”system We use
selectve emulationof the codeimmediatelysurrounding
a detectedrault to validatethe operandgo machinein-

structions,as appropriatefor the type of fault; we cur-

rently handle buffer over ows, illegal memory deref-
erencesdivide-by-zeroexceptions,and sometypes of

algorithmic-compleity denialof serviceattacks.Oncea

fault hasbeendetectedwe restorecontrolto a safe o w

by forcing the function containingthe fault to returnan

error valueandrolling backany memorymodi cations

theemulateccodehasmadeduringits execution.

Our intuition is that mostapplicationsare written well
enougho catchthemajority of errors but fail to consider
someboundanconditionsthatallow thefaultto manifest
itself. By catchingtheseextremecasesandreturningan
error, we make useof thealreadyexisting errorhandling
code. We validatethis hypothesiaisinga setof real at-
tacks,aswell asrandomlyinducedfaultsin somewidely
usedopen-sourcseners(Apachesshd,andBind). Our
resultsshav that our systemworks in over 88% of all
casesallowing theapplicationto continueexecutionand
behae correctly Furthermorepy usingselectve emu-
lation of small codesegments,we minimize the perfor
manceimpacton productionseners.

Ourapproacthis a rst explorationinto areactive system
that allows quick, automatedreactionto software fail-

ures,therebyincreasingserviceavailability in the pres-
enceof generakoftwarebugs.We re-emphasizéhatour

approactcanbe usedto catcha variety of softwarefail-

ures, not just malicious attacks. Our plansfor future
work include enhancingthe performanceof our proto-
type emulatorand further validating our “error virtual-

ization” hypothesisy extendingthe numberof applica-
tionsandattacksexamined.
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