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Abstract. Softwarethatcovertly monitorsuseractions,alsoknowvn asspywae,
hasbecomea rst-le vel securitythreatdueto its ubiquity andthe dif culty of
detectingandremaoving it. Suchsoftwaremaybeinadwertentlyinstalledby auser
thatis casuallybrowsing the web, or may be purposelyinstalledby an attacler
or even the owner of a system.This is particularly problematicin the caseof
utility computing early manifestationef which arelnternetcafesandthin-client
computing.Traditionaltrustedcomputingapproachesffer a partial solutionto
this by signi cantly increasingthe size of the trustedcomputingbase(TCB) to
includethe operatingsystemandothersoftware.

We examinethe problemof protectinga useraccessingpeci ¢ servicesn such
anenvironment.We focuson securevideobroadcastandremotedesktopaccess
whenusingary corvenient,andoften untrustedterminalastwo exampleappli-
cations.We positthat, at leastfor suchapplicationsthe TCB canbe con ned to
asuitablymodi ed graphicsprocessinguinit (GPU). Speci cally, to preventspy-
wareon untrustectlientsfrom accessingheusers data,we restricttheboundary
of trustto the client's GPU by moving imagedecryptioninto GPUs.This allows
us to leverageexisting capabilitiesas opposedto designinga nev component
from scratch.We discussthe applicability of GPU-basedlecryptionin the two
scenariosWe identify limitations dueto currentGPU capabilitiesand propose
straightforvard modi cations to GPUsthatwill allow the realizationof our ap-
proach.
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1 Intr oduction

Spywarehasbeenrecognizedasa majorthreatto userprivacgy. Especiallywhencom-
binedwith alarge-scalaistribution mechanisn{suchasa popularwebsite or applica-
tion, or acomputemworm), the potentialfor large-scalesecurityviolationsis consider
able.Organizationsncreasinglyspy ontheir employees'computeractiities usingthe
sametechnologyandpublic computerson Internetcafesaresoriddled with suchmal-
warethatonly themostfoolhardyof soulswould usethemfor ary sensitve application.
Work on addressinghis problemhasfocusedeitheron detectionof spywareactiv-
ity on a systemor building a trustedsystemfrom the bottom-up,usinga combination
of hardwaresupportoperatingsystemextensionsandapplication-speci®togic. While
promising,theseapproachesffer only limited securityagainstan adwersarythatlegit-
imately controlsthe spyware-infectedsystem or againstspywarethat doesnot exhibit



real-timeactvity (e.g., considera programthatsimply takessnapshotsf the systems

screerastheunsuspectingseris accessingomesensitve information).While images,
like ary data,canbesentencryptedvernetworksusingexisting protocolssuchasTLS

andIPsec,decryptionis performedby the operatingsystem creatingthe potentialfor

thedatato becopiedby anuntrustectlient.

We proposeo usethe systems$ GraphicsProcessindgJnit (GPU)astheonly trusted
componenin our spyware-safesystenfor displays By usingGPUs we leverageexist-
ing capabilitieswithin a systemasopposedo designingandaddinga new component
to protectinformationsentto remotedisplays.Sensitve contentis directly passedo
the GPUin encryptediorm. The GPU decryptsanddisplaysthe contentwithout ever
storingtheplaintext in the system$ memoryor exposingit to the operatingsystemthe
CPU,or ary otherperipheralsWe usearemote-leying protocolto securelycorvey the
decryptionkey(s) to the GPU, without exposingthemto the underlyingsystem.With
this mechanisnasour basicblock,we canimplementapplicationsuchassecurevideo
broadcaster remotedesktopdisplayaccessvithouttrustingtherestof the system.

Our work is aninitial stepof which the main purposeis to proposethe concept
anddeterminghefeasibility of GPU-basedecryption We determinehat, with careful
design,currentGPUsallow for in-GPU imagedecryptionat ratessuf®cientto support
the exampleapplicationsWe alsoidentify several obstaclego fully implementingour
schemeon currentGPUs.The mostdif®cult aspectof moving decryptioninto a GPU
is the APl andthetypesof operationsupportedvithin the GPU.[4] demonstratethat
the APIsfor GPUsarenotdesignedo supportoperationgypically foundin symmetric
key ciphers As aresult,we do notfocuson forcing anexisting symmetrickey cipherto
®t within a GPUin orderto decryptthe data,but ratherimplementasmary operations
aspossiblewithin the GPU and con®nethe remainingonesto a C programin order
to illustratethe concept.In the future, eithera ciphersuitedfor GPUsand/orsupport
for additionaloperationsn GPUsis required.We have begunwork on a streamcipher
designedor GPUsandincludeanestimateof the performanceWe identify straightfor
ward additionsto future GPU designghatwill allow for therealizationof our scheme,
andits possiblentegrationwith the TrustedComputingGroup's proposedarchitecture.

2 Motivation

Applicationsto which our work is relevantincluderemotedesktopqa thin-clientsce-
nario) andvideo conferencinglisplays.Iln a thin-clientscenariothe client connectso
a sener which ful®lls all of the client's computingneeds[11]. Sinceall application
logic is executedin the sener, the clientis completelystatelessand doeslittle more
than display updatessentby the sener and forward local userinput events.Current
thin-clientsystemsrovide securesessiondy encryptingthedisplayprotocolbeforeit
is transferredbver the network. However, in scenariosvherethe client terminalis un-
trusted suchaspublic computersit maynot be desirablefor the hostoperatingsystem
to have accesso theunencryptedlisplayupdatesConsidethe systendescribedn [8],
whereinaccesgo sensitve 3D datawascontrolledby manipulatingthe contentsentto
theremotedisplayclient. Sincethedisplaydataontheclient cannotbe securedanum-
ber of additionalmechanismsredevisedto preventthe actualclient applicationfrom



beingusedasanattacktool onthe systemln contrast,f the currentdisplayis only in
decryptedorm within the GPU,we only needto block readsby otherapplications.

In videoconferencingwe wish to preventclientsfrom copying the conferencealis-
plays.How to securevideorecordecat the clientandaudiois beyondthe scopeof this
paper althoughthe conceptwe demonstratavith GPUscan also be appliedto digi-
tal camerasanddigital signalprocessorsWhile thereare existing digital rights man-
agemen{DRM) architecturegimedat preventingunauthorizeccopying of video, the
imagesarestill decryptedwithin the remoteanduntrustedOS.DRM includeshow to
manageheusageandtradeof material[6], andmustprotectagainstbothunauthorized
accessand unauthorizeccopying. An exampleis Microsoft's Windows Media Player
DRM 9 Serieswhichincludesthe capabilityof authenticatingandremotely-leying the
mediaplayer[10]. Theimagesaredecryptedwithin the operatingsystemby the media
playerthensentto the GPU. This architectures securitydependson usinga speci®c
closed-sourcenediaplayerandno programbeingableto accesshe memoryutilized
whendecryptingthe data.Alternative modelsof usingtrustedGPUshave beenconsid-
ered[2], but nonehasbeenimplementedo our knowledge.The TrustedComputing
Group's scopeincludesuntrustedclientsbut its proposedarchitectureutilizes distinct
trustedplatformmoduleq TPMs),which maybe hardwareor software,to addressnul-
tiple needsaandprovide agenericsolution[14]. For graphicalpplicationspurapproach
canbe consideredsanalternatve thatavoids specializedsystemcomponentsor asa
companiorto TPMs.In particular onepossibilityis for the TPM to handlekey negoti-
ationwith the remotesener, andthenprovide the sessiorkey to the GPU. We should
notethatsimilar concernsarisewhenhandlingvoicetraf®c, asnotedin [15].

Our main goal in moving decryptionof graphicsinto the GPU is to prevent the
underlyingoperatingsystemor othersoftwarefrom gainingaccesgo the unencrypted
data. Speci®cally we considermalacioussoftware running on the client's operating
systemwhich attemptsto reador modify displaysandresponsesransmittedbetween
thesenerandtheclient. We do notaddressnodi®cationgo theclient's hardware,such
asalteringof the GPU.Furthermoresecurityof theclient's surroundingge.g, acamera
recordingtheclient's display)is a separat@roblemoutsidethe scopeof our work.

3 Prototype
3.1 Architecture

Figure 1 depictsour overall architecture A sener encryptsthe dataand sendsit to
the client. The dataremainsencrypteduntil it entersthe GPU whereit is decrypted
anddisplayed.The GPU's buffer is lockedto preventthe display from beingreadby
processegxternalto the GPU, effectively turning the frame buffer into a write-only
memory The decryptionis performedvia software running on the client's operating
systemwhichissueommandso the GPU (asopposedo acompiledprogramexisting
andexecutingentirelywithin theGPU'smemory) with theoperationgerformedwithin
the GPU. This softwaredoesnot have accesdo the keys anddatacontainednsidethe
GPU;rather it speci®eghetransformationgi.e., decryptionsstepsthatthe GPUmust
undertale. Ideally, ary intermediatedataproducedby the decryptionprogram suchas
the keystreamare con®nedto the GPU. We explain in Section4 why this is currently
not possiblewith existing GPUs.
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Fig. 1. Architecture for RemotelyKeyed Decryption in the GPU

The decryptionkey changen a persessiorandapplicationbasis(andmay even
changewithin asession)Thus,the key mustbe corveyedto the GPUin amannerthat
preventsthe client's operatingsystemfrom gainingaccesgo it. Oneway to achiee
thisis to remotelykey the GPUanddecryptthekey therein.Thekey is usedto generate
the keystreamdirectly within the GPU, exposingneitherthe key nor the keystreamto
the OS. The decryptionof the key andgeneratiorof the keystreamcanbe performed
in a non-visiblebuffer (back buffer) on the GPU, to avoid visually displayingthem.
Readingthe encryptedmageinto the backbuffer with the logical operationof XOR
enabledresultsin the imagebeing decrypted The resultis thenswappedto the front
buffer to displaythe decryptedmageto theuser

Thereare a few possibilitiesfor how the entitiesinvolved are authenticatecand
how the key is sentto the GPU, dependingon which componentaretrusted.ln each
caseijt is assumedhatthe GPUcontainsapre-installeccerti®cateandprivatekey. The
certi®catemaybeissuedy themanufcturemandhardwiredn theGPU.Anotheroption
is to allow writing the certi®cateto the GPU undercircumstanceshentheclient's OS
is trusted,suchaswhenthe GPU is ®rst beinginstalledon a newly con®guredclient.
The®rstandsimplestoptionfor authenticatiortoversthe casewhenthesener sending
the imagesis trustedand thereis no needto verify the personviewing the images
(i.e., it is assumedhat the fact the viewer was ableto startthe processon the client
indicatesit is safeto sendthe images)and/orthe seneris capableof authenticating
GPU basedon its certi®cate.The sener, eitherby establishinga sessiorkey with the
GPU or usingthe GPU's public key, encryptsthe secretkey andsendsit to the GPU
via theclient. Thesecondmoregenerakcenarioalsoassumesheseneris trustedbut
requiresveri®cationof the userviewing the imagesthrougha proxy entity, suchasa
smartcardeaderTheuserwill activatetheproxy by insertinga cardinto thesmartcard
readerattachedo the untrustedsystem.The proxy will then establishsessionswith
both the sener and remotesystemwith the GPU. The sener will corvey the secret
key to the GPU via the proxy, as shavn in Figure 2. The processof corverting the
key from beingencryptedinderthe sener-proxy sessiorkey to beingencryptedunder
the proxy-GPUsessiorkey requiresthat the key be exposedonly on the smartcard.
The proxy andthe GPU treatthe underlyingsystem,including the OS, aspart of the
network connectingthemto eachotherandthe sener. A third scenaricassumeshat
neitherthe sener nor the client OS are trusted.Whenthe imagesare encrypted the



encryptionkey is recordedn a smartcardTheencryptedmagescanthenbe storedon
ary sener. To view theimageson anuntrustedsystemthe smartcards insertedinto a
cardreadef(theproxy) or thekey canbemanuallyrecordedandenterednto the proxy.
Theproxy, usingthe GPU's public key, encryptsthesecrekey andsendst to the GPU
via the client. The proxy doesnot have to be collocatedwith the client, but only hasto
be capableof exchanginginformationwith the client. If a secretkey only worksfor n
blocks(suchasn frames)of data,the remotekeying will occurasneededo provide
thekey for eachdatasegment.

The protocolsusedfor the remotekeying are not new. Referto [1] and[5] for a
discussionon authenticatiorusing smartcardsThe novel componentof our work is
implementingonein a mannerthat avoids exposingthe secretkey outsidethe GPU.
Any protocolusedfor the remotekeying requiresutilizing an asymmetricencryption
algorithmto either encryptthe secretkey directly with the GPU's public key or to
establisha sessionkey which is thenusedto encryptthe secretkey. Obstaclesarise
dueto the lack of supportin GPUsfor the operationgequiredfor public key ciphers,
suchasmodulararithmeticfor largeintegers.We discusghelimitations of the GPUIn
regardsto public key cryptographywhendescribingour prototype.

3.2 Implementation

To determinethe feasibility of our schemewe implementedhe secondscenariowith

3 entities:a sener, a proxy andthe client. We usea streamcipher, RC4, to encrypt
theimagesbecausef therate of encryptionrequiredfor streamingvideo. The proto-
type implementedas mary operationsas possiblein the GPU via OpenGL,with the
remainingoperationgestrictedto a C programandwhich would be movedinto a suit-

able GPU aswe discussin Section4. Speci®cally existing streamcipherscannotbe
ef®ciently implementecdentirelyin OpenGL.We usethefollowing notation:

— K = ki;ka:ky, is the setof secretkeys usedto encryptthe data.k; encryptsthe
i subsetof data. Thesekeys may be individually pre-determinedor computed
througha masterkey usinga pseudorandorfunction.

— A framerefersto oneframeof videoor onedisplayupdate.

— Releying refersto obtainingthe next k;. The interval at which rekeying occurs
depend®n eitherthe numberof framesdisplayedor theelapsedime.

— r = isthenumberof framesor requestafterwhich rekeying is required.

— t = istheamountof time beforerekeying is required.

— sk = thesessiorkey usedfor communicatiorbetweerthe senerandproxy.

— kPUbk = the GPU's public RSA key component.

— kPrivk = the GPU's privateRSA key component.

— m = theGPU'sRSAmodulus.

Figure? illustratesthe stepsfor the remotekeying anddecryptionof imagesn our
prototype A certi®catecontaininga RSA[13] key is storedin the GPU's memory For
our prototype,a programon the clientusesOpenGLto write the certi®cateto the GPU
thendeletest from the operatingsystems memory Installinga certi®catein the GPU
in this mannerrequiresthat the processbe monitoredto ensurethat no programon
the client gainsaccesgo the privatekey componenbf the RSA key while it is being



writtento the GPU. Thecerti®cateincludesa public parametecontaininganindication
that the device is a GPU. Whenthe applicationis started,the client's OS readsthe
publicinformationfrom the GPU's certi®cateandsendst in arequesto theproxy. The
proxy, which requiresactivation eitherby enteringa one-timepassverd or insertinga
smartcardauthenticatethe GPUbasedn theinformationencodedn its certi®cate.
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Fig. 2. RemotelyKeyed Decryption in GPU Protocol Shown: logical links

The client also sendsa connectionrequestto the sener. The sener contactsthe
proxy and a securesessionis establishedetweenthem. This can be accomplished
usingary protocoldesignedor securesessiorestablishmentA singlesessiorkey may
beusedfor theentiresessiongr thesessiorkey canbechangedgeriodically depending
ontheprotocol.In ourprototype theproxy authenticatethesenerbasednthelatter's
certi®cate,and usesa single sessiorkey, sk. When contactingthe proxy, the sener
sendsarandomnonceandits certi®catecontainingits public key for RSA. The proxy
generates randomnonce,encryptsit with the sener's public key andsendsit to the
sener. The sener and proxy both concatenat¢he two noncesand usea hashof the
resultassk. The sener sendsk; encryptedwith AES usingkey sk to the proxy. The
proxy decryptsk; , encryptdt with the GPU's public key andforwardsthe result,ki’Ubk
modm, to theclient. Theclientissueghe OpenGLcommando turn color mappingon
thenwrites the valuereceved from the proxy to a speci®cpixel locationin the GPU.
The color mapcorrespondso xP' VK modm, wherex is the valuebeingwritten, and
resultsin decryptingthe valuefrom the proxy to obtaink;. Thewrite operatiornis done
to the GPU's backbuffer to avoid visually exposingtheresultingpixels (andanng the
userwith unnecessarinterference) As we explain later, we usea seriesof one-byte
valuesfor eachk; . Theresultingpixelsareusedasthekey to the streancipher

Theclientthensignalsto the senerthatit is readyto receve dataor, for thin-client
applicationsmakesarequesto updateadisplay Thesenersendgheencryptediatato
theclient.ldeally, the GPUcomputeghekeystreamwriting theresultingbytesdirectly



to the GPU's backbuffer. As explainedin Section4, whenusingRC4 someC code
is usedto represenbperationghatwill be performedin the GPUif improvementsare
madeto the GPU's API. The client issuesthe OpenGLcommandto turn the logical
operationof XOR on in the GPU, thenwrites the datareceved to the back buffer.
Theresultis the dataXORedwith the keystream.The buffersarethenswappedsothe
unencryptedmageappear®n thedisplay It is commonpracticeto createanimagein
the backbuffer thenswap it to the front buffer in orderto createa smoothtransition
betweenframes.After n framesor t time, the client mustsignalto the sener that it
needshenext secrekey, ski.1 , whichis corveyedvia the proxy asbefore.

Our prototypeusesimagesencodedwith 24 bits per pixel using 8 bits for each
of the Red, Greenand Blue componentsNo Alpha componenis encodedsincethe
imageis written to the backbuffer (which may not supportthe Alpha component}o
be decrypted.The pixel format is a parameteusedby certainOpenGLcommands,
suchasthe Draw commandor writing datato the GPU,andcaneasilybe changedo
accommodatetherpixel formats.

4 DesignDecisions

We now discusssomeof our designandimplementatiordecisionghatwereguidedby
the constraintof existing GPUs.We ®rst describethe limitations on programminga
GPUto performgenerakeying anddecryptionoperationsandthendiscusghe current
inability to provide datacompression.

GPUsare not designedto perform generalarithmetic and byte-level operations.
We referthereaderto [3] and[4] for backgrouncbn GPU APIs andpixel processing,
includingthe typesof operationsupportedvhich arerelevantto ciphersandthe limi-
tationsof GPUsin performingbyte level operationsThereareno APl commandgor
commonoperationsuchasmodulararithmetic,shiftsandrotates Someoperationgan
be performedby a sequencef othercommandaindercertaincircumstancessuchas
limiting valuesto a single byte andreadingintermediateresultsfrom the GPU to the
operatingsystemto allow theresultto be a parametein a subsequentommandWe
describenow theselimitationsimpactthe ability to remotelykey the GPU anddecrypt
datawithin the GPU, andthe workaroundswe usedto createour prototype.We con-
cludethatthreeenhancements OpenGLarenecessarto fully realizeourarchitecture.
First,a meansof performingmodularmultiplication on valuesof magnitudetypical of
thoseusedfor public key ciphersis requiredto securelyimplementthe remotekeying.
Seconda mechanisnfor usingthe contentsof a pixel (or pixel componentasa pa-
rameterto an OpenGLcommandwithout ®rst readingthe pixel valuefrom the GPUis
requiredfor the remotekeying andkeystreamgenerationThird, the ability to perform
modulararithmeticusingvalueslessthan 256 directly (i.e. without using color maps)
is desirableto ef®ciently implementcertainciphers suchasRC4,within the GPU.

4.1 RemoteKeying

Thelack of modulararithmeticandlimitations on therangeof valuesin GPUsimpacts
the implementationof the asymmetriccipher usedin the remotekeying. The proxy
conveysthesecrekeysto the GPUvia theclient's OSusinganasymmetridey cipher



Sinceexisting public-key algorithmsrequireexponentiatiorand/ormodulararithmetic,
theoperationgequiredcannotbeemulatedn the GPUwith existing APIs, exceptwhen
trivially smallvaluesareused pr whenthevaluesnvolvedcanbeviewedasaserieof 8
bitsvalues Theremotekeying of the GPUrequiresonly thattheGPUbeableto perform
the decryptionfunction of the asymmetricalgorithm. We note that unlessthe proxy
and GPU sharea secretkey in adwance,ary protocolusedto exchangeinformation,
whetherby merelyhaving the proxy encryptinformationwith the GPU's public key or
by establishinga sessiorkey betweerthem,requiresuseof anasymmetriccipher

We consideredwo optionsfor our prototype.First, the operationscan be imple-
mentedn C codeto represenafunctionthatshouldbein the GPU.Secondrestrictions
canbeimposedonthesizeof theasymmetriccipher'scomponentso allow it to beim-
plementedo runin the GPU.However, in the caseof RSA this requiresthat plaintext
andciphertet eachberestrictedto ®t in within a singlebyte,thusrequiringthe modu-
lus andexponentsalsoeach®t within asinglebyteandresultingin key componentsoo
smallto be secureTo illustratethe conceptof decryptionusingpublic key cryptogra-
phywithin the GPU,we used‘toy” valueslessthan256in the prototypefor the private
andpublic exponentaandthe modulus We useda seriesof 8-bit valuesto representhe
data,i.e., thesecrekey for RC4,encryptedvith RSA. Eachis encryptedwith RSA by
the proxy andsentto the GPU.WhenusingRC4 asthe keystreamgeneratorup to 256
single-bytevaluescanbein the seriesfor RC4's secretkey.

A third possibilityis theintegrationof adecryptingGPUwith aTPM suchastheone
proposedy the TrustedComputingGroup. This chip could handlecerti®catestorage
andhandling,aswell aremoteattestatiorandkey negotation.Our GPUcanthenhandle
imagedecryptionusingthe TPM-negotiatedsessiorkey.

4.2 Decryption of Datain the GPU

To decrypttheimagesecevedfrom the sener, the GPU on the client mustrun a sym-
metrickey cipher As we describegreviously, we usea streancipher We considetwo
optionsfor the streamcipher: usingan existing streamcipheranddesigninga stream
ciphersuitablefor a GPU. With respectto running an existing cipherwithin a GPU,
operationgypically foundin symmetrickey ciphersmale this infeasibleeitherdueto
thenatureandnumberof OpenGLcommandsequiredto emulateheoperationor due
to the infeasibility to corvert the operationgo executewithin the GPU given limita-
tions of the API [4]. Existing streamciphers,suchasLILI, RC4,SEAL, SOBERand
SNOW, areunsuitableor implementationin a GPU.We choseto useRC4becausdt is
possibleto implementusingOpenGL thoughnot practicaldueto the speci®cOpenGL
commandsequiredresultingin poorperformanceTheuseof irregularly clockedfeed-
backshift registersin LILI andSOBER,and32-bitwordsin SNON andSEAL, among
otheroperationsuchas9-bit rotationsin SEAL, make theseeitherlessattractve than
implementingRC4 or impossibleto implementin OpenGL.

The operationsn RC4 consistentirely of addingtwo bytes,modulo256 andswap-
ping two bytes.Thus,the only operationrequiredof RC4 which is lackingin a GPU
is modulararithmetic.Sincethe modulusis 256, all valuescanbe representedby sin-
gle bytesandcanbe storedasindividual pixel componentsGiventwo integers,a; bin
therange[0,255],a + b mod 256 canbe computedusinga color map. This requires



knowing eithera or b in adwvanceto determinewhich color mapto activate.For each
integer, a, in the range[0,255], createa color map wherethe i entry corresponds
toa+ i mod256 To computea + b mod 256, b is storedasa pixel componentthe
color mapfor a is activated,thenthe pixel containingb is copiedto a new location.
Theresultwrittento thenew locationwill betheb™ entryof the color map.This poses
two problemsFirst, while OpenGLis usedthe commando activatea color mapmust
beissuedby a programrunningon the operatingsystem requiringa to be exposedto
the operatingsystemWhile this doesnot exposethe keystreamto the OS, it doespro-
vide partialinformationto the operatingsystemwhich may be helpful in determining
keystreamvalues.Secondthe copying of pixels betweerlocationsin the buffer is one
of the slowestoperationsvithin GPUs.In additionto the copy neededo computethe
sum,copiesareneededo updatethe indicesandmove bytesinto the appropriatepixel
component@ndlocations.As a result,implementingRC4in OpenGLis not a practi-
cal option. Therefore we optedto implementthe keystreamgeneratoof RC4in C to
represent functionthatwill eventuallybe movedinto the GPU. The keystreambytes
arewritten to the GPU asthey arecomputedThis requiresthe C function computing
thekeystreanto readthe secrekey from the GPU.We initially wroteeachbyte of out-
put from RC4directly to the GPU asit wasgeneratedHowever, the numberof writes
required(750,000for a 500x500image)resultedn poorperformanceWe changedur
prototypeto computethe keystreambytesfor an entirerow of pixels beforewriting
themto the GPU, reducingthe numberof writes to the heightof the imagewith the
tradeof thata sgmentof the keystreamis temporarilystoredoutsidethe GPU.

Dueto theinability to ef®ciently generatea keystreamwithin a GPU by usingan
existing streancipher, we areinvestigatingdesigninga streancipherutilizing graphics
operationsfor which GPUs are designedWe brie y describethe concepthere.By
mappinga texture exhibiting suf®cientrandomnes$o a continuouslymorphingimage
while changingcertainvariables suchasviewpoint andlighting, andextractingpixels
from the image,a keystreamis generatedThe keystreamis never within the client's
systemmemoryin this case We experimentwith aninitial versionin orderto estimate
thetime to computethe keystreamwith the resultsshavn in Section5. We point out
thatwhile creationof a new streanciphersuitablefor currentGPUsis feasible(andin
factmayhave wider applicabilitythanour applications)the sameis nottruefor public-
key ciphers,sincethis would requiredevising a nen one-way function that doesnot
requireexponentiatiorandmodulararithmeticon numberdargerthana singlebyte.

While theproposedpproacltprotectshesecreg of theimagessentto theuntrusted
system the integrity of theseimagesis not protected.This could allow an attacler to
changepartsof theimage,althoughthis would beimmediatelydetectabldy the user
asit would producecorrupt output on the screen(sincethe attacler doesnot know
the sessiorkey). Adding a messageuthenticatiorcode (MAC) to our schemeis not
currentlyfeasibledueto thelimits of currentGPUs.

5 Experiments

We conductedwo setsof experimentso measureghe ability of currentGPUsto sus-
tain decryptionratescompatiblewith our exampleapplicationsWe usedOpenGLas



the API to the graphicscard driver. We did not useary vendorspeci®cOpenGLex-
tensionsmakingour prototypeGPU-independentie usedGLUT to openthedisplay
window. The only requirements thatthe GPU mustsupport32-bit “true color” mode,
astheroutinefor decryptingthe secrekey requiresrepresentindpytesin asingle-piel
componentThecodefor theclient consistof C, OpenGLandGLUT, compiledusing
Visual C++ version6.0. Theprocessefor the senerandproxy arewrittenin JAVA.

The experimentautilized threedifferentclientsin orderto testdifferentGPUs.The
ervironmentsvereselectedo represeng fairly currentcomputingervironment,a lap-
top anda low-endGPU. In all casesthe displaywassetto use32-bit true color with
full hardwareaccelerationTheclientsare:

1. A PentiumlV 1.8 GHz PC with 256KB RAM and an Nvidia GeForce3Ti200
graphicscardwith 64MB of memory runningMS Windows XP. The GPU driver
usesOpenGLversionl1.4.0.

2. A PentiumCentrinol.3GHzlaptopwith 256KBRAM andanATI Mobility Radeon
7500graphicscardwith 32MB of memory running MS Windows XP. The GPU
driver usesOpenGLversion1.3.425.

3. A Pentiumlll 800 Mhz PCwith 256KB RAM andan Nvidia TNT32 M64 graph-
ics cardwith 32MB of memory runningMS Windows 98. The GPU driver uses
OpenGLversionl1.4.0.
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We simulatedstreamingrideoapplicationssuchasNetMeeting py sendingastream
of imagesfrom the sener to the client. We testedwith frame sizesof 320x240and
500x500pixels. The frameswereencryptedandstoredin individual ®les on the sener
prior to startingthe application.To measurehin-client performanceywe usedthe av-
erageupdatesize of 2,112pixels (a 16x132pixel area)from the standard-Bench[7]
web benchmarkfor thin-clients. The updatesizesin i-Benchrangefrom 1x1 areasto
1,007x622areaq626,354pixels).All testsusedimagesencodeds24-bit RGB pixels,
with 8-bitspercolorcomponent.

For eachimagesize,two typesof testswererun. The®rst setof testsdeterminedhe
delaydueto the additionalcomputatiomneededor the remotekeying anddecryption,
comparedo sendingunencryptedmagesin thesdests all threeentities(sener, proxy,
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andGPU)wererun onthesamePCor laptop.Eachof thethreeclientswastested.The
resultsof the ®rst setof testsareshovn in Figure3.

The secondsetof testsinvolvedrunningeachentity on separatsystemonaLAN
to determinethe overall performancevhenthe dataarrival rate wasimpactedby net-
work delay The ®rst client with the Nvidia GeForce3GPU was usedfor thesetests.
Figures4 and5 shaw the resultsof theseexperiments.Two testswererun usingtwo
differentLANSs. In onecasethesenerandproxy werededicatedo the experimentand
therewasno traf®c leaving the senerandproxy asidefrom thatdueto our experiment.
In the secondcase we ran our testson sharedsenersusedfor generalpurposecom-
puting.In bothcaseseachelementada 100Mbpsconnectiorto the LAN. Therewere
threehopsbetweerthe client and sener, and betweerthe client and proxy; thereare
two hopsfrom the proxy to thesener.

For all tests,the numberof framesper second(fps) for both encryptedand unen-
cryptedframesare provided. In video conferencingapplicationsthe fps supporteds
important:aminimumrateof 10 fpsis requiredto obtaintolerablevideoandis typical
in suchapplicationsyith 24 fps andhigherratesrequiredfor betterquality. In contrast,
therateof updatesn thin-clientapplicationss dependentn userrequestandwill be
sporadic.Thefpsre ects the maximumsupportedurstrate.

We notethatit wasnot our intentionto build a robuststreamingvideo application
usingRTP which accountedor delay rateof transmissiorandlost paclets,but rather
we focuson the remotekeying anddecryptionwithin the GPU,anddeterminethe re-
sultingoverheadTherefore, TCPwasusedfor all communicatiorbetweertheentities.

At least99% of the delay whendecryptingframeswith RC4, comparedo using
unencryptedmages,is due to the writing of the keystreambytesto the GPU. The
keystreamwas written to the GPU onerow at a time. Whenthe testis run with the
write eliminated(all otheroperationgor the decryptionarestill performed)the aver-
agetime is the sameasthatfor theunencryptedmages.The actualcomputatiorof the
keystreamperframe,enablingthelogical operationof XOR in the GPU andswapping
of bufferstakeslessthan 1msfor the 500x500frameson all clients.Whentestingthe
averagethin-clientdisplay size update(2,112pixels), the timesfor the encryptedup-
datesverethesameasfor theunencryptedipdatedecaus¢hekeystreanrequiredonly
16 writesto theGPU.In contrastthe 320x240anda500x50(ixel framesrequired240
and500writes perframe,respectiely.



Thelimiting factorin the processingf the 2,112-pixel updatess thetime for the
senerto createheupdate(readthe updatefrom a®le in our experiment).To determine
the rate at which the client can processsuchupdatesif creationof updatess not a
limiting factor an array containing2,112 pixels was storedin memoryon the sener
andrepeatedlysentto the client. The client canprocessover 500 updatesper second
on eachof the threeplatforms,indicating that decryptionoverheadandthe GPU are
not limiting factorsfor small updatesFor larger updatesin thin-client applications,
we do not consideranincreasedielay e.g., whenthe entiredisplaychangesto be an
issue;suchupdatesreinfrequentand,from ahumanperspectie,arenoworsethanthe
loadingof someweb pagesor openingof applications.

WhensendingmagesoveraLAN, thedecreasedatefor the 320x240and500x500
pixel framescomparedo thecasewhenall processewereonthesamePCis dueto the
rateat which imagesare sentfrom the sener to the client beinglimited by the band-
width. Evenif no bandwidthis consumedy protocols,a maximumof 16.66uncom-
pressedb00x500RGB framescanbetransmittedpersecondon a 100Mbpsinterface.

To estimatethe time requiredfor computinga keystreamdesignedor the GPU as
describedhtthe endof Section4, we loadedaninitial imagein the GPUandmeasured
thetime to executeall of the OpenGLoperationainderconsiderationAfter eachseries
of executionstheresultingimageis the keystreamXORedwith the currentencrypted
frame.The executionper frameis lessthen1lms indicatingthatary differencesn the
timeto procesencryptedvs.unencryptedrameswill beimpercevable.

Thetime for the remotekeying is mainly dependenbn the time to enterthe pass-
word or insertthe smartcardnto the proxy, andmaytake up to afew secondsf a pass-
word mustbe entered Aside from this, thetime is dependenon the protocolusedand
on the transportdelay betweerthe entities.Using a public-key encryptionalgorithm,
generatingandomnoncesand encryptingthe secretkey with AES requiresapproxi-
matelytwo secondsn eachervironment.

6 Conclusions

We addressethe feasibility of decryptingimagesanddisplayswithin a graphicspro-
cessingunit asa way of combatingthe rising threatof spyware.Our primary insight
is that a suitably modi®ed GPU can sene as a minimal trustedcomputingbasefor
displaysin certaintypesof widely usedapplications suchasvideo conferencingand
remotedesktopdisplay accessThe main mechanismin our schemes decryptionof
framesexclusively insidethe GPU, without storingeitherthe key materialor the plain-
text on the system$ main memory Our techniquecan protectagainstmary typesof
spyware,aswell assereralattacksaimedatthe humaninterfacelayer[9].

We explainedwhy this schemecannotfully be realizeddueto currentlimitations
of GPUAPIs. We identi®edthreestraightforvardenhancement® GPUAPIs thatcan
overcometheselimitations. With our prototype,we demonstratedhat the conceptis
feasiblefor thin-client applicationsandthe video broadcasin conferencingapplica-
tions. Designinga keystreamwhich runsentirely in the GPU and takes advantageof
typical graphicsoperationswill eliminateoverheadandimprove performanceTo fur-
therimprove performancen theseapplicationsjmagecompressiofiacilitieswill need
to beimplementednsidethe GPU,a trendwhichis alreadyoccurring.In addition,our



numbersshawv thatfor typical video conferencingrameratesandweb browsingusing
thin-clients,thelack of compressioris not a performancéottleneck.

Our prototypefocusedon the securingof imagessentto an untrustedclient. Some
additionalitemsmustbe consideredn a completesystemthat protectsall inputs. For
example,protectingary userkeyboardandmouseinputson the client which mustbe
cornveyedto the sener. Also, dependingon the application,audiomay needto be en-
cryptedin a mannerthat preventsthe OS from accessinghe plaintext. The typesof
operationsupportedy programmabl® SPsmake extendingour concepto audiorel-
atively easy We referthereadeito the extendedversionof this paper3] for acomplete
discussionOtheritemsdiscussedn [3] includeproxy attacksin relationto our model,
datacompressiowhenusing GPU baseddecryptionandsener-sideencryptionwhen
using a GPU basedstreamciphetr Futurework includesdeveloping prototypesthat
fully integratethe conceptinto thin-clientapplicationsandexpandingthe prototypeto
includeencryptionwithin DSPs.
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