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Abstract. Softwarethatcovertly monitorsuseractions,alsoknown asspyware,
hasbecomea �rst-level securitythreatdue to its ubiquity and the dif�culty of
detectingandremoving it. Suchsoftwaremaybeinadvertentlyinstalledby auser
that is casuallybrowsing the web,or may be purposelyinstalledby an attacker
or even the owner of a system.This is particularly problematicin the caseof
utility computing,earlymanifestationsof whichareInternetcafesandthin-client
computing.Traditionaltrustedcomputingapproachesoffer a partial solutionto
this by signi�cantly increasingthe sizeof the trustedcomputingbase(TCB) to
includetheoperatingsystemandothersoftware.
We examinetheproblemof protectinga useraccessingspeci�c servicesin such
anenvironment.Wefocusonsecurevideobroadcastsandremotedesktopaccess
whenusingany convenient,andoftenuntrusted,terminalastwo exampleappli-
cations.We posit that,at leastfor suchapplications,theTCB canbecon�ned to
a suitablymodi�ed graphicsprocessingunit (GPU).Speci�cally, to preventspy-
wareonuntrustedclientsfrom accessingtheuser'sdata,werestricttheboundary
of trust to theclient's GPUby moving imagedecryptioninto GPUs.This allows
us to leverageexisting capabilitiesas opposedto designinga new component
from scratch.We discussthe applicability of GPU-baseddecryptionin the two
scenarios.We identify limitations dueto currentGPU capabilitiesandpropose
straightforward modi�cations to GPUsthatwill allow the realizationof our ap-
proach.
Keywords: GPUs,Encryption,Thin Clients,VideoConferencing.

1 Intr oduction

Spywarehasbeenrecognizedasa major threatto userprivacy. Especiallywhencom-
binedwith a large-scaledistributionmechanism(suchasapopularwebsiteor applica-
tion, or a computerworm), thepotentialfor large-scalesecurityviolationsis consider-
able.Organizationsincreasinglyspy on their employees'computeractivities usingthe
sametechnology, andpublic computerson Internetcafesaresoriddledwith suchmal-
warethatonly themostfoolhardyof soulswouldusethemfor any sensitiveapplication.

Work on addressingthis problemhasfocusedeitheron detectionof spywareactiv-
ity on a systemor building a trustedsystemfrom thebottom-up,usinga combination
of hardwaresupport,operatingsystemextensionsandapplication-speci®clogic. While
promising,theseapproachesoffer only limited securityagainstanadversarythat legit-
imatelycontrolsthespyware-infectedsystem,or againstspywarethatdoesnot exhibit



real-timeactivity (e.g., considera programthatsimply takessnapshotsof thesystem's
screenastheunsuspectinguseris accessingsomesensitiveinformation).While images,
likeany data,canbesentencryptedovernetworksusingexistingprotocolssuchasTLS
andIPsec,decryptionis performedby theoperatingsystem,creatingthepotentialfor
thedatato becopiedby anuntrustedclient.

Weproposeto usethesystem'sGraphicsProcessingUnit (GPU)astheonly trusted
componentin ourspyware-safesystemfor displays.By usingGPUs,weleverageexist-
ing capabilitieswithin a systemasopposedto designingandaddinga new component
to protectinformationsentto remotedisplays.Sensitive contentis directly passedto
theGPU in encryptedform. TheGPU decryptsanddisplaysthecontentwithout ever
storingtheplaintext in thesystem'smemoryor exposingit to theoperatingsystem,the
CPU,or any otherperipherals.We usearemote-keying protocolto securelyconvey the
decryptionkey(s) to theGPU,without exposingthemto theunderlyingsystem.With
thismechanismasourbasicblock,wecanimplementapplicationssuchassecurevideo
broadcastsor remotedesktopdisplayaccesswithout trustingtherestof thesystem.

Our work is an initial stepof which the main purposeis to proposethe concept
anddeterminethefeasibilityof GPU-baseddecryption.Wedeterminethat,with careful
design,currentGPUsallow for in-GPUimagedecryptionat ratessuf®cient to support
theexampleapplications.We alsoidentify severalobstaclesto fully implementingour
schemeon currentGPUs.Themostdif®cult aspectof moving decryptioninto a GPU
is theAPI andthetypesof operationssupportedwithin theGPU.[4] demonstratedthat
theAPIs for GPUsarenotdesignedto supportoperationstypically foundin symmetric
key ciphers.As aresult,wedonot focusonforcinganexistingsymmetrickey cipherto
®t within a GPUin orderto decryptthedata,but ratherimplementasmany operations
aspossiblewithin the GPU andcon®nethe remainingonesto a C programin order
to illustratethe concept.In the future,eithera ciphersuitedfor GPUsand/orsupport
for additionaloperationsin GPUsis required.We havebegunwork on a streamcipher
designedfor GPUsandincludeanestimateof theperformance.Weidentify straightfor-
wardadditionsto futureGPUdesignsthatwill allow for therealizationof our scheme,
andits possibleintegrationwith theTrustedComputingGroup'sproposedarchitecture.

2 Moti vation

Applicationsto which our work is relevant includeremotedesktops(a thin-clientsce-
nario)andvideoconferencingdisplays.In a thin-clientscenario,theclient connectsto
a server which ful®lls all of the client's computingneeds[11]. Sinceall application
logic is executedin the server, the client is completelystateless,anddoeslittle more
thandisplayupdatessentby the server and forward local userinput events.Current
thin-clientsystemsprovidesecuresessionsby encryptingthedisplayprotocolbeforeit
is transferredover thenetwork. However, in scenarioswheretheclient terminalis un-
trusted,suchaspubliccomputers,it maynotbedesirablefor thehostoperatingsystem
to haveaccessto theunencrypteddisplayupdates.Considerthesystemdescribedin [8],
whereinaccessto sensitive 3D datawascontrolledby manipulatingthecontentsentto
theremotedisplayclient.Sincethedisplaydataontheclientcannotbesecured,anum-
berof additionalmechanismsaredevisedto preventtheactualclient applicationfrom



beingusedasanattacktool on thesystem.In contrast,if thecurrentdisplayis only in
decryptedform within theGPU,we only needto block readsby otherapplications.

In videoconferencing,we wish to preventclientsfrom copying theconferencedis-
plays.How to securevideorecordedat theclient andaudiois beyondthescopeof this
paper, althoughthe conceptwe demonstratewith GPUscan alsobe appliedto digi-
tal camerasanddigital signalprocessors.While thereareexisting digital rights man-
agement(DRM) architecturesaimedat preventingunauthorizedcopying of video,the
imagesarestill decryptedwithin theremoteanduntrustedOS.DRM includeshow to
managetheusageandtradeof material[6], andmustprotectagainstbothunauthorized
accessandunauthorizedcopying. An exampleis Microsoft's Windows Media Player
DRM 9 Series,which includesthecapabilityof authenticatingandremotely-keying the
mediaplayer[10]. Theimagesaredecryptedwithin theoperatingsystemby themedia
playerthensentto the GPU. This architecture's securitydependson usinga speci®c
closed-sourcemediaplayerandno programbeingableto accessthememoryutilized
whendecryptingthedata.Alternativemodelsof usingtrustedGPUshavebeenconsid-
ered[2], but nonehasbeenimplementedto our knowledge.The TrustedComputing
Group's scopeincludesuntrustedclientsbut its proposedarchitectureutilizesdistinct
trustedplatformmodules(TPMs),whichmaybehardwareor software,to addressmul-
tiple needsandprovideagenericsolution[14]. For graphicalapplications,ourapproach
canbeconsideredasanalternative thatavoidsspecializedsystemcomponents,or asa
companionto TPMs.In particular, onepossibilityis for theTPM to handlekey negoti-
ationwith theremoteserver, andthenprovide thesessionkey to theGPU.We should
notethatsimilar concernsarisewhenhandlingvoicetraf®c, asnotedin [15].

Our main goal in moving decryptionof graphicsinto the GPU is to prevent the
underlyingoperatingsystemor othersoftwarefrom gainingaccessto theunencrypted
data.Speci®cally, we considermalacioussoftware running on the client's operating
systemwhich attemptsto reador modify displaysandresponsestransmittedbetween
theserverandtheclient.Wedonotaddressmodi®cationsto theclient'shardware,such
asalteringof theGPU.Furthermore,securityof theclient'ssurroundings(e.g, acamera
recordingtheclient'sdisplay)is a separateproblemoutsidethescopeof our work.

3 Prototype
3.1 Ar chitecture

Figure 1 depictsour overall architecture.A server encryptsthe dataand sendsit to
the client. The dataremainsencrypteduntil it entersthe GPU whereit is decrypted
anddisplayed.The GPU's buffer is locked to prevent the displayfrom beingreadby
processesexternal to the GPU, effectively turning the framebuffer into a write-only
memory. The decryptionis performedvia software runningon the client's operating
systemwhichissuescommandsto theGPU(asopposedto acompiledprogramexisting
andexecutingentirelywithin theGPU'smemory),with theoperationsperformedwithin
theGPU.This softwaredoesnot have accessto thekeys anddatacontainedinsidethe
GPU;rather, it speci®esthetransformations(i.e., decryptionssteps)thattheGPUmust
undertake. Ideally, any intermediatedataproducedby thedecryptionprogram,suchas
thekeystream,arecon®nedto theGPU.We explain in Section4 why this is currently
notpossiblewith existingGPUs.
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Fig.1. Ar chitecture for RemotelyKeyed Decryption in the GPU

Thedecryptionkey changeson a per-sessionandapplicationbasis(andmayeven
changewithin a session).Thus,thekey mustbeconveyedto theGPUin a mannerthat
preventsthe client's operatingsystemfrom gainingaccessto it. Oneway to achieve
this is to remotelykey theGPUanddecryptthekey therein.Thekey is usedto generate
thekeystreamdirectly within theGPU,exposingneitherthekey nor thekeystreamto
theOS.The decryptionof thekey andgenerationof thekeystreamcanbe performed
in a non-visiblebuffer (backbuffer) on the GPU, to avoid visually displayingthem.
Readingthe encryptedimageinto the backbuffer with the logical operationof XOR
enabledresultsin the imagebeingdecrypted.The result is thenswappedto the front
buffer to displaythedecryptedimageto theuser.

Thereare a few possibilitiesfor how the entities involved are authenticatedand
how thekey is sentto theGPU,dependingon which componentsaretrusted.In each
case,it is assumedthattheGPUcontainsapre-installedcerti®cateandprivatekey. The
certi®catemaybeissuedby themanufacturerandhardwiredin theGPU.Anotheroption
is to allow writing thecerti®cateto theGPUundercircumstanceswhentheclient'sOS
is trusted,suchaswhentheGPUis ®rst beinginstalledon a newly con®guredclient.
The®rst andsimplestoptionfor authenticationcoversthecasewhentheserversending
the imagesis trustedand there is no needto verify the personviewing the images
(i.e., it is assumedthat the fact the viewer wasableto start the processon the client
indicatesit is safeto sendthe images)and/ortheserver is capableof authenticatinga
GPU basedon its certi®cate.The server, eitherby establishinga sessionkey with the
GPU or usingthe GPU's public key, encryptsthe secretkey andsendsit to the GPU
via theclient.Thesecond,moregeneralscenario,alsoassumestheserver is trustedbut
requiresveri®cationof the userviewing the imagesthrougha proxy entity, suchasa
smartcardreader. Theuserwill activatetheproxyby insertingacardinto thesmartcard
readerattachedto the untrustedsystem.The proxy will then establishsessionswith
both the server and remotesystemwith the GPU. The server will convey the secret
key to the GPU via the proxy, as shown in Figure2. The processof converting the
key from beingencryptedundertheserver-proxysessionkey to beingencryptedunder
the proxy-GPUsessionkey requiresthat the key be exposedonly on the smartcard.
The proxy andthe GPU treatthe underlyingsystem,including the OS,aspart of the
network connectingthemto eachotherandthe server. A third scenarioassumesthat
neitherthe server nor the client OS are trusted.When the imagesareencrypted,the



encryptionkey is recordedonasmartcard.Theencryptedimagescanthenbestoredon
any server. To view theimageson anuntrustedsystem,thesmartcardis insertedinto a
cardreader(theproxy)or thekey canbemanuallyrecordedandenteredinto theproxy.
Theproxy, usingtheGPU'spublickey, encryptsthesecretkey andsendsit to theGPU
via theclient.Theproxy doesnot have to becollocatedwith theclient,but only hasto
becapableof exchanginginformationwith theclient. If a secretkey only works for n
blocks(suchasn frames)of data,the remotekeying will occurasneededto provide
thekey for eachdatasegment.

The protocolsusedfor the remotekeying arenot new. Refer to [1] and [5] for a
discussionon authenticationusing smartcards.The novel componentof our work is
implementingone in a mannerthat avoids exposingthe secretkey outsidethe GPU.
Any protocolusedfor the remotekeying requiresutilizing an asymmetricencryption
algorithm to either encrypt the secretkey directly with the GPU's public key or to
establisha sessionkey which is thenusedto encryptthe secretkey. Obstaclesarise
dueto the lack of supportin GPUsfor theoperationsrequiredfor public key ciphers,
suchasmodulararithmeticfor largeintegers.We discussthelimitationsof theGPUin
regardsto publickey cryptographywhendescribingourprototype.

3.2 Implementation

To determinethe feasibility of our scheme,we implementedthesecondscenariowith
3 entities:a server, a proxy and the client. We usea streamcipher, RC4, to encrypt
the imagesbecauseof the rateof encryptionrequiredfor streamingvideo.Theproto-
type implementedasmany operationsaspossiblein the GPU via OpenGL,with the
remainingoperationsrestrictedto a C programandwhichwould bemovedinto a suit-
ableGPU aswe discussin Section4. Speci®cally, existing streamcipherscannotbe
ef®ciently implementedentirelyin OpenGL.We usethefollowing notation:

– K = k1; k2:::kn is thesetof secretkeys usedto encryptthedata.ki encryptsthe
i th subsetof data.Thesekeys may be individually pre-determined,or computed
througha masterkey usinga pseudorandomfunction.

– A framerefersto oneframeof videoor onedisplayupdate.
– Rekeying refersto obtainingthe next ki . The interval at which rekeying occurs

dependsoneitherthenumberof framesdisplayedor theelapsedtime.
– r = is thenumberof framesor requestsafterwhich rekeying is required.
– t = is theamountof timebeforerekeying is required.
– sk = thesessionkey usedfor communicationbetweentheserverandproxy.
– kpubk = theGPU'spublic RSAkey component.
– kpr iv k = theGPU'sprivateRSA key component.
– m = theGPU'sRSAmodulus.

Figure2 illustratesthestepsfor theremotekeying anddecryptionof imagesin our
prototype.A certi®catecontaininga RSA [13] key is storedin theGPU'smemory. For
our prototype,a programon theclientusesOpenGLto write thecerti®cateto theGPU
thendeletesit from theoperatingsystem's memory. Installinga certi®catein theGPU
in this mannerrequiresthat the processbe monitoredto ensurethat no programon
theclient gainsaccessto theprivatekey componentof theRSA key while it is being



writtento theGPU.Thecerti®cateincludesapublicparametercontaininganindication
that the device is a GPU. When the applicationis started,the client's OS readsthe
public informationfrom theGPU'scerti®cateandsendsit in arequestto theproxy. The
proxy, which requiresactivationeitherby enteringa one-timepassword or insertinga
smartcard,authenticatestheGPUbasedon theinformationencodedin its certi®cate.
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Fig.2. RemotelyKeyed Decryption in GPU Protocol Shown: logical links

The client also sendsa connectionrequestto the server. The server contactsthe
proxy and a securesessionis establishedbetweenthem. This can be accomplished
usingany protocoldesignedfor securesessionestablishment.A singlesessionkey may
beusedfor theentiresession,or thesessionkey canbechangedperiodically, depending
ontheprotocol.In ourprototype,theproxyauthenticatestheserverbasedonthelatter's
certi®cate,andusesa single sessionkey, sk. When contactingthe proxy, the server
sendsa randomnonceandits certi®catecontainingits public key for RSA. Theproxy
generatesa randomnonce,encryptsit with theserver's public key andsendsit to the
server. The server andproxy both concatenatethe two noncesandusea hashof the
resultassk. Theserver sendsk1 encryptedwith AES usingkey sk to theproxy. The
proxydecryptsk1, encryptsit with theGPU'spublickey andforwardstheresult,kpubk

1
modm, to theclient.Theclient issuestheOpenGLcommandto turncolormappingon
thenwrites thevaluereceivedfrom theproxy to a speci®cpixel locationin theGPU.
Thecolor mapcorrespondsto xpr iv k modm, wherex is thevaluebeingwritten, and
resultsin decryptingthevaluefrom theproxy to obtaink1. Thewrite operationis done
to theGPU'sbackbuffer to avoid visuallyexposingtheresultingpixels(andannoy the
userwith unnecessaryinterference).As we explain later, we usea seriesof one-byte
valuesfor eachki . Theresultingpixelsareusedasthekey to thestreamcipher.

Theclient thensignalsto theserver thatit is readyto receivedataor, for thin-client
applications,makesarequestto updateadisplay. Theserversendstheencrypteddatato
theclient.Ideally, theGPUcomputesthekeystream,writing theresultingbytesdirectly



to the GPU's backbuffer. As explainedin Section4, whenusingRC4 someC code
is usedto representoperationsthatwill beperformedin theGPUif improvementsare
madeto the GPU's API. The client issuesthe OpenGLcommandto turn the logical
operationof XOR on in the GPU, then writes the datareceived to the back buffer.
Theresultis thedataXORedwith thekeystream.Thebuffersarethenswappedsothe
unencryptedimageappearson thedisplay. It is commonpracticeto createanimagein
the backbuffer thenswap it to the front buffer in order to createa smoothtransition
betweenframes.After n framesor t time, the client mustsignal to the server that it
needsthenext secretkey, ski +1 , which is conveyedvia theproxy asbefore.

Our prototypeusesimagesencodedwith 24 bits per pixel using 8 bits for each
of the Red,GreenandBlue components.No Alpha componentis encodedsincethe
imageis written to the backbuffer (which may not supportthe Alpha component)to
be decrypted.The pixel format is a parameterusedby certainOpenGLcommands,
suchastheDraw commandfor writing datato theGPU,andcaneasilybechangedto
accommodateotherpixel formats.

4 DesignDecisions

We now discusssomeof our designandimplementationdecisionsthatwereguidedby
the constraintsof existing GPUs.We ®rst describethe limitations on programminga
GPUto performgeneralkeying anddecryptionoperations,andthendiscussthecurrent
inability to providedatacompression.

GPUsare not designedto perform generalarithmeticand byte-level operations.
We refer the readerto [3] and[4] for backgroundon GPUAPIs andpixel processing,
includingthetypesof operationssupportedwhich arerelevantto ciphersandthelimi-
tationsof GPUsin performingbyte level operations.Thereareno API commandsfor
commonoperationssuchasmodulararithmetic,shiftsandrotates.Someoperationscan
be performedby a sequenceof othercommandsundercertaincircumstances,suchas
limiting valuesto a singlebyte andreadingintermediateresultsfrom the GPU to the
operatingsystemto allow the result to be a parameterin a subsequentcommand.We
describehow theselimitationsimpacttheability to remotelykey theGPUanddecrypt
datawithin the GPU,andthe workaroundswe usedto createour prototype.We con-
cludethatthreeenhancementsto OpenGLarenecessaryto fully realizeourarchitecture.
First,a meansof performingmodularmultiplicationon valuesof magnitudetypical of
thoseusedfor public key ciphersis requiredto securelyimplementtheremotekeying.
Second,a mechanismfor usingthe contentsof a pixel (or pixel component)asa pa-
rameterto anOpenGLcommandwithout ®rst readingthepixel valuefrom theGPUis
requiredfor theremotekeying andkeystreamgeneration.Third, theability to perform
modulararithmeticusingvalueslessthan256directly (i.e. without usingcolor maps)
is desirableto ef®ciently implementcertainciphers,suchasRC4,within theGPU.

4.1 RemoteKeying

Thelackof modulararithmeticandlimitationson therangeof valuesin GPUsimpacts
the implementationof the asymmetriccipher usedin the remotekeying. The proxy
conveysthesecretkeys to theGPUvia theclient'sOSusinganasymmetrickey cipher.



Sinceexistingpublic-key algorithmsrequireexponentiationand/ormodulararithmetic,
theoperationsrequiredcannotbeemulatedin theGPUwith existingAPIs,exceptwhen
trivially smallvaluesareused,orwhenthevaluesinvolvedcanbeviewedasaseriesof 8
bitsvalues.Theremotekeyingof theGPUrequiresonly thattheGPUbeableto perform
the decryptionfunction of the asymmetricalgorithm.We note that unlessthe proxy
andGPU sharea secretkey in advance,any protocolusedto exchangeinformation,
whetherby merelyhaving theproxy encryptinformationwith theGPU's public key or
by establishinga sessionkey betweenthem,requiresuseof anasymmetriccipher.

We consideredtwo optionsfor our prototype.First, the operationscanbe imple-
mentedin C codeto representafunctionthatshouldbein theGPU.Second,restrictions
canbeimposedon thesizeof theasymmetriccipher'scomponentsto allow it to beim-
plementedto run in theGPU.However, in thecaseof RSA this requiresthatplaintext
andciphertext eachberestrictedto ®t in within a singlebyte,thusrequiringthemodu-
lusandexponentsalsoeach®t within asinglebyteandresultingin key componentstoo
small to besecure.To illustratetheconceptof decryptionusingpublic key cryptogra-
phywithin theGPU,weused“toy” valueslessthan256in theprototypefor theprivate
andpublicexponentsandthemodulus.We usedaseriesof 8-bit valuesto representthe
data,i.e., thesecretkey for RC4,encryptedwith RSA.Eachis encryptedwith RSA by
theproxyandsentto theGPU.WhenusingRC4asthekeystreamgenerator, up to 256
single-bytevaluescanbein theseriesfor RC4'ssecretkey.

A thirdpossibilityis theintegrationof adecryptingGPUwith aTPM suchastheone
proposedby theTrustedComputingGroup.This chip couldhandlecerti®catestorage
andhandling,aswell aremoteattestationandkey negotation.OurGPUcanthenhandle
imagedecryptionusingtheTPM-negotiatedsessionkey.

4.2 Decryption of Data in the GPU

To decrypttheimagesreceivedfrom theserver, theGPUon theclientmustrun a sym-
metrickey cipher. As wedescribedpreviously, weuseastreamcipher. Weconsidertwo
optionsfor the streamcipher:usingan existing streamcipheranddesigninga stream
ciphersuitablefor a GPU. With respectto runningan existing cipherwithin a GPU,
operationstypically foundin symmetrickey ciphersmake this infeasibleeitherdueto
thenatureandnumberof OpenGLcommandsrequiredto emulatetheoperationsor due
to the infeasibility to convert the operationsto executewithin the GPU given limita-
tionsof theAPI [4]. Existingstreamciphers,suchasLILI, RC4,SEAL, SOBERand
SNOW, areunsuitablefor implementationin aGPU.Wechoseto useRC4becauseit is
possibleto implementusingOpenGL,thoughnotpracticaldueto thespeci®cOpenGL
commandsrequiredresultingin poorperformance.Theuseof irregularlyclockedfeed-
backshift registersin LILI andSOBER,and32-bitwordsin SNOW andSEAL,among
otheroperationssuchas9-bit rotationsin SEAL, make theseeitherlessattractive than
implementingRC4or impossibleto implementin OpenGL.

Theoperationsin RC4consistentirelyof addingtwo bytes,modulo256andswap-
ping two bytes.Thus,the only operationrequiredof RC4 which is lacking in a GPU
is modulararithmetic.Sincethemodulusis 256,all valuescanberepresentedby sin-
gle bytesandcanbestoredasindividual pixel components.Giventwo integers,a; b in
the range[0,255], a + b mod 256 canbe computedusinga color map.This requires



knowing eithera or b in advanceto determinewhich color mapto activate.For each
integer, a, in the range[0,255], createa color map wherethe i th entry corresponds
to a + i mod 256. To computea + b mod 256, b is storedasa pixel component,the
color mapfor a is activated,thenthe pixel containingb is copiedto a new location.
Theresultwritten to thenew locationwill bethebth entryof thecolormap.Thisposes
two problems.First,while OpenGLis used,thecommandto activatea color mapmust
be issuedby a programrunningon theoperatingsystem,requiringa to beexposedto
theoperatingsystem.While this doesnot exposethekeystreamto theOS,it doespro-
vide partial informationto theoperatingsystem,which maybehelpful in determining
keystreamvalues.Second,thecopying of pixelsbetweenlocationsin thebuffer is one
of theslowestoperationswithin GPUs.In additionto thecopy neededto computethe
sum,copiesareneededto updatetheindicesandmovebytesinto theappropriatepixel
componentsandlocations.As a result,implementingRC4 in OpenGLis not a practi-
cal option.Therefore,we optedto implementthekeystreamgeneratorof RC4in C to
representa functionthatwill eventuallybemovedinto theGPU.Thekeystreambytes
arewritten to theGPUasthey arecomputed.This requirestheC functioncomputing
thekeystreamto readthesecretkey from theGPU.We initially wroteeachbyteof out-
put from RC4directly to theGPUasit wasgenerated.However, thenumberof writes
required(750,000for a500x500image)resultedin poorperformance.We changedour
prototypeto computethe keystreambytesfor an entire row of pixels beforewriting
themto the GPU, reducingthe numberof writes to the heightof the imagewith the
tradeoff thatasegmentof thekeystreamis temporarilystoredoutsidetheGPU.

Due to the inability to ef®ciently generatea keystreamwithin a GPU by usingan
existingstreamcipher, weareinvestigatingdesigningastreamcipherutilizing graphics
operationsfor which GPUsare designed.We brie�y describethe concepthere.By
mappinga textureexhibiting suf®cient randomnessto a continuouslymorphingimage
while changingcertainvariables,suchasviewpoint andlighting, andextractingpixels
from the image,a keystreamis generated.The keystreamis never within the client's
systemmemoryin this case.We experimentwith aninitial versionin orderto estimate
the time to computethekeystream,with theresultsshown in Section5. We point out
thatwhile creationof a new streamciphersuitablefor currentGPUsis feasible(andin
factmayhavewiderapplicabilitythanourapplications),thesameis not truefor public-
key ciphers,sincethis would requiredevising a new one-way function that doesnot
requireexponentiationandmodulararithmeticonnumberslargerthana singlebyte.

While theproposedapproachprotectsthesecrecy of theimagessentto theuntrusted
system,the integrity of theseimagesis not protected.This could allow an attacker to
changepartsof the image,althoughthis would be immediatelydetectableby theuser,
as it would producecorrupt output on the screen(sincethe attacker doesnot know
the sessionkey). Adding a messageauthenticationcode(MAC) to our schemeis not
currentlyfeasibledueto thelimits of currentGPUs.

5 Experiments

We conductedtwo setsof experimentsto measuretheability of currentGPUsto sus-
tain decryptionratescompatiblewith our exampleapplications.We usedOpenGLas



the API to the graphicscarddriver. We did not useany vendor-speci®cOpenGLex-
tensions,makingour prototypeGPU-independent.We usedGLUT to openthedisplay
window. Theonly requirementis that theGPUmustsupport32-bit “true color” mode,
astheroutinefor decryptingthesecretkey requiresrepresentingbytesin asingle-pixel
component.Thecodefor theclient consistsof C, OpenGLandGLUT, compiledusing
VisualC++ version6.0.Theprocessesfor theserverandproxyarewritten in JAVA.

Theexperimentsutilized threedifferentclientsin orderto testdifferentGPUs.The
environmentswereselectedto representa fairly currentcomputingenvironment,a lap-
top anda low-endGPU. In all cases,thedisplaywassetto use32-bit truecolor with
full hardwareacceleration.Theclientsare:

1. A PentiumIV 1.8 GHz PC with 256KB RAM and an Nvidia GeForce3Ti200
graphicscardwith 64MB of memory, runningMS Windows XP. TheGPUdriver
usesOpenGLversion1.4.0.

2. A PentiumCentrino1.3GHzlaptopwith 256KBRAM andanATI Mobility Radeon
7500graphicscardwith 32MB of memory, runningMS Windows XP. The GPU
driverusesOpenGLversion1.3.425.

3. A PentiumIII 800Mhz PCwith 256KB RAM andanNvidia TNT32 M64 graph-
ics cardwith 32MB of memory, runningMS Windows 98. The GPU driver uses
OpenGLversion1.4.0.

Fig.3. All Entities on a SingleSystem

Wesimulatedstreamingvideoapplications,suchasNetMeeting,bysendingastream
of imagesfrom the server to the client. We testedwith frame sizesof 320x240and
500x500pixels.Theframeswereencryptedandstoredin individual®leson theserver
prior to startingthe application.To measurethin-client performance,we usedthe av-
erageupdatesizeof 2,112pixels (a 16x132pixel area)from thestandardi-Bench[7]
web benchmarkfor thin-clients.The updatesizesin i-Benchrangefrom 1x1 areasto
1,007x622areas(626,354pixels).All testsusedimagesencodedas24-bitRGBpixels,
with 8-bitspercolorcomponent.

For eachimagesize,two typesof testswererun.The®rstsetof testsdeterminedthe
delaydueto theadditionalcomputationneededfor theremotekeying anddecryption,
comparedto sendingunencryptedimages.In thesetests,all threeentities(server, proxy,
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andGPU)wererunon thesamePCor laptop.Eachof thethreeclientswastested.The
resultsof the®rst setof testsareshown in Figure3.

Thesecondsetof testsinvolvedrunningeachentity onseparatesystemsona LAN
to determinetheoverall performancewhenthedataarrival ratewasimpactedby net-
work delay. The ®rst client with the Nvidia GeForce3GPU wasusedfor thesetests.
Figures4 and5 show the resultsof theseexperiments.Two testswererun usingtwo
differentLANs. In onecase,theserverandproxywerededicatedto theexperimentand
therewasno traf®c leaving theserverandproxyasidefrom thatdueto ourexperiment.
In thesecondcase,we ran our testson sharedserversusedfor generalpurposecom-
puting.In bothcases,eachelementhada100Mbpsconnectionto theLAN. Therewere
threehopsbetweenthe client andserver, andbetweenthe client andproxy; thereare
two hopsfrom theproxy to theserver.

For all tests,the numberof framesper second(fps) for both encryptedandunen-
cryptedframesareprovided. In video conferencingapplications,the fps supportedis
important:a minimumrateof 10 fps is requiredto obtaintolerablevideoandis typical
in suchapplications,with 24fpsandhigherratesrequiredfor betterquality. In contrast,
therateof updatesin thin-clientapplicationsis dependenton userrequestsandwill be
sporadic.Thefps re�ects themaximumsupportedburstrate.

We notethat it wasnot our intentionto build a robuststreamingvideoapplication
usingRTP which accountedfor delay, rateof transmissionandlost packets,but rather
we focuson theremotekeying anddecryptionwithin theGPU,anddeterminethere-
sultingoverhead.Therefore,TCPwasusedfor all communicationbetweentheentities.

At least99% of the delaywhendecryptingframeswith RC4, comparedto using
unencryptedimages,is due to the writing of the keystreambytes to the GPU. The
keystreamwaswritten to the GPU one row at a time. When the test is run with the
write eliminated(all otheroperationsfor thedecryptionarestill performed),theaver-
agetime is thesameasthatfor theunencryptedimages.Theactualcomputationof the
keystreamperframe,enablingthelogical operationof XOR in theGPUandswapping
of buffers takeslessthan1msfor the500x500frameson all clients.Whentestingthe
averagethin-clientdisplaysizeupdate(2,112pixels), the timesfor theencryptedup-
dateswerethesameasfor theunencryptedupdatesbecausethekeystreamrequiredonly
16writesto theGPU.In contrast,the320x240anda500x500pixel framesrequired240
and500writesperframe,respectively.



Thelimiting factorin theprocessingof the2,112-pixel updatesis the time for the
server to createtheupdate(readtheupdatefrom a®le in ourexperiment).To determine
the rate at which the client can processsuchupdatesif creationof updatesis not a
limiting factor, an arraycontaining2,112pixels wasstoredin memoryon the server
andrepeatedlysentto theclient. Theclient canprocessover 500updatespersecond
on eachof the threeplatforms,indicatingthat decryptionoverheadandthe GPU are
not limiting factorsfor small updates.For larger updatesin thin-client applications,
we do not consideran increaseddelay, e.g., whentheentiredisplaychanges,to bean
issue;suchupdatesareinfrequentand,from ahumanperspective,arenoworsethanthe
loadingof somewebpagesor openingof applications.

WhensendingimagesoveraLAN, thedecreasedratefor the320x240and500x500
pixel framescomparedto thecasewhenall processeswereonthesamePCis dueto the
rateat which imagesaresentfrom the server to theclient beinglimited by the band-
width. Even if no bandwidthis consumedby protocols,a maximumof 16.66uncom-
pressed500x500RGB framescanbetransmittedpersecondona100Mbpsinterface.

To estimatethe time requiredfor computinga keystreamdesignedfor theGPUas
describedat theendof Section4, we loadedaninitial imagein theGPUandmeasured
thetimeto executeall of theOpenGLoperationsunderconsideration.After eachseries
of executions,theresultingimageis thekeystreamXORedwith thecurrentencrypted
frame.Theexecutionper frameis lessthen1ms, indicatingthatany differencesin the
time to processencryptedvs.unencryptedframeswill beimperceivable.

Thetime for the remotekeying is mainly dependenton the time to enterthepass-
wordor insertthesmartcardinto theproxy, andmaytakeup to a few secondsif apass-
word mustbeentered.Asidefrom this, thetime is dependenton theprotocolusedand
on the transportdelaybetweenthe entities.Using a public-key encryptionalgorithm,
generatingrandomnoncesandencryptingthe secretkey with AES requiresapproxi-
matelytwo secondsin eachenvironment.

6 Conclusions

We addressedthe feasibility of decryptingimagesanddisplayswithin a graphicspro-
cessingunit asa way of combatingthe rising threatof spyware.Our primary insight
is that a suitably modi®edGPU can serve as a minimal trustedcomputingbasefor
displaysin certaintypesof widely usedapplications,suchasvideoconferencingand
remotedesktopdisplayaccess.The main mechanismin our schemeis decryptionof
framesexclusively insidetheGPU,withoutstoringeitherthekey materialor theplain-
text on the system's main memory. Our techniquecanprotectagainstmany typesof
spyware,aswell asseveralattacksaimedat thehumaninterfacelayer[9].

We explainedwhy this schemecannotfully be realizeddueto currentlimitations
of GPUAPIs.We identi®edthreestraightforwardenhancementsto GPUAPIs thatcan
overcometheselimitations.With our prototype,we demonstratedthat the conceptis
feasiblefor thin-client applicationsand the video broadcastin conferencingapplica-
tions.Designinga keystreamwhich runsentirely in the GPU andtakesadvantageof
typical graphicsoperationswill eliminateoverheadandimprove performance.To fur-
therimproveperformancein theseapplications,imagecompressionfacilitieswill need
to beimplementedinsidetheGPU,a trendwhich is alreadyoccurring.In addition,our



numbersshow thatfor typical videoconferencingframeratesandwebbrowsingusing
thin-clients,thelackof compressionis notaperformancebottleneck.

Our prototypefocusedon thesecuringof imagessentto anuntrustedclient. Some
additionalitemsmustbeconsideredin a completesystemthatprotectsall inputs.For
example,protectingany userkeyboardandmouseinputson theclient which mustbe
conveyedto theserver. Also, dependingon theapplication,audiomayneedto be en-
cryptedin a mannerthat preventsthe OS from accessingthe plaintext. The typesof
operationssupportedby programmableDSPsmakeextendingourconceptto audiorel-
atively easy. Wereferthereaderto theextendedversionof thispaper[3] for acomplete
discussion.Otheritemsdiscussedin [3] includeproxy attacksin relationto our model,
datacompressionwhenusingGPUbaseddecryptionandserver-sideencryptionwhen
using a GPU basedstreamcipher. Futurework includesdeveloping prototypesthat
fully integratetheconceptinto thin-clientapplicationsandexpandingtheprototypeto
includeencryptionwithin DSPs.

References

1. M. Abadi, M. Burrows, C. Kaufman,B. Lampson,Authenticationand Delegation with
Smart-cards,Theoretical Aspectsof ComputerSoftware, 1991.

2. P. Biddle, M. Peinado and D. Flanagan, Privacy, Security and Content Pro-
tection, http://download.microsoft.com/download/a/f/c/afcf8195-0eda-4190-a46d-
aa60b45e0740/Secure.ppt

3. D. Cook,R. BarattoandA. Keromytis,RemotelyKeyed Cryptographics- SecureRemote
Display AccessUsing (Mostly) UntrustedHardware (ExtendedVersion),ColumbiaUni-
veristyComputerScienceTechnicalReportCUCS050-04,2004.

4. D. Cook,J. Ioannidis,A. KeromytisandJ. Luck, CryptoGraphics:SecretKey Cryptogra-
phyUsingGraphicsCards,RSAConference, Cryptographer's Track (CT-RSA), LNCS3376,
Springer-Verlag,pages334-350,2005.

5. H. Gobioff, S. Smith, J. Tygar and B. Yee, Smart Cardsin Hostile Environments,2nd
USENIXWorkshoponElectronicCommerce, 1996.

6. R. Iannella, Digital Rights Management (DRM) Architectures, D-Lib Magazine,
http://www.dlib.org/dlib/june01/iannella/06iannella.htmlvol. 7 (6), June,2001.

7. i-Benchversion1.5,Zif f-Davis, Inc, http://www.veritest.com/benchmarks/i-bench/.
8. D. Koller, M. Turitzin, M. Levoy, M. Tarini, G. CrocciaandP. Cignoni andR. Scopigno,

ProtectedInteractive 3D GraphicsVia RemoteRendering,ACM SIGGRAPH, 2004.
9. E. Levy, InterfaceIllusions,IEEE Security& Privacy, vol. 2 (6), 2004,pages66-69.

10. MicrosoftWindows 9 MediaSeriesDigital RightsManagement,
http://www.microsoft.com/windows/windowsmedia/drm.aspx,2004.

11. J.Nieh,S.JaeYangandN. Novik, MeasuringThin-ClientPerformanceUsingSlow-Motion
Benchmarking,ACM Transactionson ComputerSystems, vol. 21 (1), pages87-115,2003.

12. OpenGLOrganization,http://www.opengl.org.
13. RSALaboratories,PKCS#1: RSAEncryptionStandardVersion1.5,November, 1993.
14. Trusted Computing Group, Trusted Computing Group Architecture Overview,

https://www.trustedcomputinggroup.org/home,2004.
15. T. J.WalshandD. R. Kuhn,Challengesin SecuringVoiceover IP, IEEESecurity& Privacy

Magazine, vol. 3 (3), May/June2005,pages44-49.
16. M. Woo,J.Neider, T. Davis andD. Shreiner, TheOpenGLProgrammingGuide, 3rdedition,

Addison-Wesley, Reading,MA, 1999.


