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Abstract— IPsec is a powerful mechanismfor protecting net-
work communications. However, it is often viewed as dif�cult
to use due to the elaborate con�guration that is needed to
ensure correct (and secure) operation. In this paper, we seekto
answerthe questionof how to build IPsecVPNs without affecting
the network assets.We exploit “r epeater-encryption”, which is
similar to the IPsec bump-in-the-wir e mode of operation. Our
IPsec encryption unit works at Layer-2 of the network stack
and doesnot encrypt control packets that are used for routing,
address resolution and resource reservation. Although this is
fairly straightforward for IPv4 networks, IPv6 intr oducesseveral
new featuresand messagesthat complicate the operation of such
a box. We report our �ndings of implementing transparent,
repeater-basedIPsecprotection for IPv4 and IPv6. Our approach
requiresno con�guration changesto other devicesin the network,
making it an attracti ve mechanismfor security network traf�c.
We discussthe features of our IPsec encryption unit and show
how it adapts to IPv4 and IPv6 networks. We also implement
our approach on the OpenBSD IPsec stack to demonstrate its
feasibility. We show that our transparent IPsec box can easily
support speedsin excessof 100Mbps.

I . INTRODUCTION

As a result of the widespreaduse of the Internet for
sensitive as well as everyday tasks,security threatssuch as
data modi�cation and eavesdroppinghave becomea major
concern.The IPv6 security architectureitself requiresIPv6
nodesto implementthe IPsecprotocol suite,which provides
preventionagainstsomeof thesethreats.However, IPsecmay
be unwelcomefor administratorsof enterprisenetworks be-
causethey cannotwatcha user's behavior whendataleave the
userterminalencrypted;suchadministratorsmay be required
by law (e.g., SECregulationsin the United States)to archive
all suchtraf�c for an extendedperiod of time. On the other
hand,con�guring all nodesof a large enterprisenetwork to
useIPseccorrectly(andsecurely)canbe a dif�cult andtime-
consumingtask.Onesolution for both typesof environments
is to usea separateIPsecencryptionunit underthe control of
the administrator, to protecttraf�c of othernetwork elements.

Keromytis, Ioannidis and Smith implementedthe IPsec
protocol suite for the Linux, OpenBSD and NetBSD [1],
focusingon theimplementationandits performanceonregular
hostsand routers.Their systembox works on layer-3 of the
network stack,as is commonfor many modern�re wall and
VPN units. However, IPsecunits that work on Layer-3 have
somedisadvantageswhenplacedinto existing networks. One
is that routersconnectnetworkswhich have differentnetwork
address,so addressrecon�guration is sometimesnecessary.

Theotheris thatroutersdo not transferpacketsthathave IPv6
link local address.For instance,considera numberof hosts
in the sameIPv6 network. They cancommunicatewith other
hostson the samelink using IPv6 link-local addresses.If we
use IPsecunits (that work at layer-3 of the network stack)
betweenhoststo build IPsecVPNs on the samenetwork, we
would requireIPv6 globaladdressor IPv6 site local addressto
communicatewith otherhostsbeyondtheIPsecunits.Address
recon�gurationis necessarybecauseIPv6 global addressand
IPv6 site-localaddressarenot con�gured automatically.

Keromytisand Wright extend the previous work and pro-
posethe IPsecbridge[2]. Their bridgeencapsulatesEthernet
frames inside IPsecpackets. Addressrecon�guration is not
necessarybecausethe bridge works in Layer-2. However,
if routers are in the network betweenthe bridges, routers
cannotrecognizecontrol packets,becauseall frames(includ-
ing control packets)areencapsulated.Routerscannotreceive
IPv6 control packetssuchas NeighborDiscovery and Listen
Discovery sentby nodesbehindthe IPsecbridge.This affects
routing and the creation of multicast groups in IPv6. The
bridgealsoencryptsNeighborAdvertisementmessages.After
it decryptsthe message,the Hop limit in the IPv6 header
is decremented.IPv6 nodeswhich receive the messagedrop
it becauseRFC2463[3] speci�es that the Hop limit in the
NeighborAdvertisemessageshouldbe 255, causingaddress
resolutionproblemsin IPv6 networks.

PrevelakisandKeromytisproposeportablecomputingele-
ments[4]. They focus on the systemarchitecture,operation
and reliability. Their systemworks at Layer-2 and can be
insertedbetweenthe mobile workstationand the network. It
works asa �re wall andan IPsecgateway to provide individu-
alizedsecurity. However, they investigatedtheir systemin the
context of IPv4 networks. We show that sucha device needs
to be morecarefulaboutwhich IPv6 packets it protectswith
IPsecandwhich mustbe simply forwardedthrough.

To use a transparentIPsec device without affecting the
functionality of othernetwork nodesin an IPv6 environment,
we proposea repeaterencryption unit. It works at Layer-
2 and does not encrypt IPv6 control packets that are used
for exchangingrouting information, addressresolution and
resourcereservation in IPv4 and IPv6 networks. This makes
it transparentto networks and allows securecommunication
without changesof hostor routercon�guration or installation
of software to existing nodes.To con�rm the feasibility of
our approachand measureits impact on end-to-endnetwork



communications(which could be signi�cant, given the use
of high-gradecryptography),we implementedour repeater-
encryption unit and measuredits impact in some simple
performanceexperiments.

The rest of this paperis organizedas follows: in Section
2 we describeour genericrepeaterarchitecture.We study its
adaptationto IPv4 and IPv6 networks in Section3. Section
4 provides some preliminary performanceresultsusing our
prototypeimplementation,andSection5 concludesthe paper.

I I . REPEATER ARCHITECTURE

We will elaborateon thearchitectureandshow thesoftware
modulecon�guration and the packet processing�o w.

A. S/Wmodulecon�guration

Fig.1 shows the S/W module con�guration. The Ethernet
driver controlstwo Ethernetports.We de�ne oneport, which
connectswith the lower network, as the ”plain port” and
the other port, which connectsto the upper network, as the
”cipher port”. Generally, packetsthatarereceivedthroughthe
plain port are encrypted(and forwardedthrough the cipher
port) and packets which are received through the cipher
port are decrypted(and forwarded through the plain port).
The Repeaterpassesthe packet to IPsec and the IPv4 or
IPv6 protocolsuite.TCP/UDPprovidesthe layer-4 functions.
Applications such as IKE use the regular socket API. The
repeaterrunsa commodityOSsuchasOpenBSDor Linux (in
our implementationwe usethe former, due to our familiarity
with it).

Fig. 1. the S/W modulecon�guration

B. Addresscon�guration

To communicatewith othernodes,theencryptionunit needs
a few addresses.The encryptionunit hasa MAC address,an
IPv4 addressand three types of IPv6 addressfor the two
Ethernetports. The IPv4 addressis con�gured manually or
automaticallywith DHCP. We do not focus on the details
becauseit is a traditional way for nodessupportingthe IPv4
protocol suite. In this section,we will mainly describeIPv6
addresses.

A link-local addressis con�gured based on the MAC
address.The FP (Format Pre�x) of the link local addressis
de�ned asthe bit-string 1111111010. The link-local address
is usedfor communicationwith nodeson the samelink. In
the absenceof routers,nodescan communicatewith other
terminalson thelocal network usingonly link-local addresses.
The link-local addressis also necessaryfor the Neighbor
Discovery Protocol.Thelink-local addressis con�gured when
theencryptionunit doesnot have any otherunicastaddresses.
Routers do not forward packets with link local addresses
beyond the local network segment.

The FP of the site-local addressis 1111 110 11. The
site-localaddressis equivalent to private addressesfor IPv4.
Becauseroutersdo not transferthe packets which have the
site-localaddress,the site-localaddressis not reachablefrom
outside networks. The site-local addressis not con�gured
automatically. Administratorshave to allocate the site-local
addressmanually.

A global unicastaddressis equivalent to the public IPv4
address.The global routing pre�x is provided by the router,
ISPor thenetwork administratorsassigningtheglobal routing
pre�x.

C. Overview of the packet processing�ow

In this sectionwe describehow our encryptionunit works.
Fig.2 shows thepacket �o w whentheencryptionunit receives
the packet throughthe plain port. Fig.3 alsoshows the packet
�o w whenthe encryptionunit receivesthe packet throughthe
cipherport.

Fig. 2. the packet �o w from the plain port to the cipherport

The Repeateris locatedbetweenthe Ethernetdriver and
the Local I/F and works at the data link layer. The Ethernet
driver receivesall framesandpassesthemto theRepeater. The
Repeaterchecksthe destinationMAC addressof the frames.
If it is a broadcastor a local frame,which meansframesto the
encryptionunit itself, it is passedto the Local I/F. Then, the
frameswhosetypeis 0x0800arepassedto IPv4andtheframes



whosetype is 0x86DD arepassedto IPv6. Thoseframesare
for the layer-3, the layer-4 or applicationsin the encryption
unit andarenot forwarded.Broadcastandmulticastframesare
copiedandarepassedfrom theRepeaterto the IPsecmodule.
Non-local framesarealsopassedto the IPsecmodule.At the
IPsecmodulethe payloadof the IP packet is encrypted.This
is called”bumpin thewire” (BITW) in theIPsecarchitecture.
In order to get the link layer addressof the destinationIPsec
module looks up the ARP cachefor IPv4 or the Neighbor
cachefor IPv6. Then, the encryptedpacket is sent from the
cipherEthernetport.

Fig. 3. the packet �o w from the cipherport to the plain port

The Ethernetdriver on the cipher port also receives all
framesandpassesthemto the Repeater. The Repeaterchecks
the destinationMAC addressof the frames.If it is a non-
local frame, it is passedto the IPsecmodule.Broadcastand
multicast framesare copiedand are passedto the Local I/F
and sent from the plain port. The local framesexcept IPsec
packets are also passedto the Local I/F. The local frames
which contain IPsecpackets are passedto the IPsecmodule
to decryptthem.After decryption,packetswhosedestination
IP addressis local or broadcastare passedto the Local
I/F through the Repeater. Those packets are for encrypted
communicationfor the layer-3, the layer-4 or applicationsin
theencryptionunit. Thebroadcastpacketsarecopiedandsent
from the plain port. Packets whosedestinationIP addressis
non-localare also sent from the plain port. We discusseach
modulein the next section.

D. TheEthernetdriver

The Ethernet driver operatesat the physical and data
link layer. It controls the LAN controller, for example Intel
IXF1104 and FCC in Motorola MPC8255, and makes it
receive all frames and send the frames from the Repeater
and the IPsecmodule.If an error occursduring receptionor
transmission,the Ethernetdriver discardsthe frame. In the

IPsecmodule, data is addedto the original packet and put
away from the packet. For instance,during encryption the
new IP header, the ESP headerand trailer are addedto the
packet; during decryptionthey are removed from the packet.
To avoid the copy of the data,the LAN controller, which is
able to transmit packets that consistof several partsof data
locatedin non-contiguousareasin memory, hasa performance
advantage.

E. TheRepeater

The Repeaterchecksthe destinationMAC addressof the
frame and the port at which the encryption units receives
andthendeterminesthe procedure.The Repeaterpasseslocal
framesfrom theplain port to theLocal I/F. It passesnon-local
framesfrom theplain port to IPsec.If framesarebroadcastor
multicast,theRepeatercopiestheframeandpassesthesource
of the frame to the Local I/F and the copiedframe to IPsec.
On theotherhand,theRepeaterpasseslocal frames,whichare
not IPsec,from the cipherport to the Local I/F. The Repeater
passeslocal frameswhichareIPsecto IPsec.Non-localframes
arepassedto IPsec.Broadcastandmulticastframesarecopied
and then the sourceof the frame is passedto the Local I/F
and the copiedframeis passedto IPsec.

I I I . ADAPTATION TO IPV4 AND IPV6 NETWORKS

We now describethe useof the repeaterin IPv4 and IPv6
networks,andin particularhow control packetsandprotocols
of varioustypesarehandledso asto ensurecorrectoperation
of the network.

A. Handling of IPv4 control packets

In ordernot to affect regular communications,we must be
carefulin handlingof controlpackets.Thesearetheprotocols
that the encryptionunits do not encryptin IPv4.
[ARP] IPv4 nodessend ARP frames to resolve link layer
addresseson the samelink. The encryptionunits must not
encryptthe ARP �ames becausethe nodesmight not be able
to get the link layer addresses.Both non-local frames and
broadcastframesarenot encrypted.
[ICMPv4] ICMPv4 provides the error and the control infor-
mation.TheICMPv4 packetshave partof thedatathatcaused
the error. To protect the part of the data the encryptionunit
encryptsthe ICMPv4 packets, such as Destinationunreach-
able, TTL exceedand Parameterproblemetc, if they match
the SPD. But the Redirectionmessageis an exception.The
Redirectmessageis sendfrom routersto inform abouta better
next hop addressto reacha destination.In ordernot to affect
routingfunctionsin thenetwork, theRedirectmessagesshould
not be encrypted.
[Routing] Routers exchange the routing information with
protocolssuch RIPv4 and OSPFv4.There might be routers
betweenencryptionunits. If the encryptionunit encryptsthe
routing packets,the encryptedrouting informationwould not
be understandableto routers.The routing protocolshouldnot
be encryptedat the encryption unit in order not to affect
routing functionsin the networks.



[RSVPv4] Nodes send the RSVPv4 messageto make a
reservation for the resourcesin the network. The encrypted
RSVPv4messagewould not alsobe understandableto nodes
betweenencryptionunits.To make a reservationbetweenend-
endcommunications,the RSVPv4shouldnot be encryptedat
the encryptionunits.
[IKE] Nodeswhich support IPsecsendIKE packets to es-
tablish SAs. The encryptionunit doesnot encrypt the IKE
packets, which are sent by other nodes,not to interrupt the
establishmentof the SA throughthe encryptionunits.

B. Handling of IPv6 control packets

We now discussthe handlingof the IPv6 control packets.
So as not to affect the properoperationof the networks the
units are installedin, the handlingof control packets is more
involvedthanin IPv4. Thefollowing protocolsin IPv6 should
not be encryptedat the encryptionunits.
[ICMPv6] ICMPv6 provides the error information (Destina-
tion unreachable,Packet too big, Time exceeded,parameter
problem), the functions such as Echo, Neighbor Discovery
and Listen Discovery. The ICMPv6 packets which contain
error informationhave a part of thedatathat causedtheerror.
To protect the part of the data the encryptionunit encrypts
the ICMPv6 packets, such as Destinationunreachable,TTL
exceedand Parameterproblem etc, if they match the SPD.
But the Redirection,the NeighborDiscovery and the Multi-
castlistenerDiscovery messageare exceptions.The Redirect
messageshould not be encrypted.This is the samereason
as the ICMPv4 redirection is not encrypted.The Neighbor
Discovery and the Multicast ListenerDiscovery messageare
sentfor interactionbetweennodes.In order not to affect the
interaction,they shouldnot be encrypted.We will show the
handlingof their messageslater.
[Routing] Routers also exchangerouting information with
protocolssuch as RIPv6 and OSPFv6.RIPv6 and OSPFv6
shouldnot be encrypted,for the samereasonthat RIPv4 and
OSPFv4arenot encrypted.
[RSVPv6] Nodesalso sendthe RSVPv6 messagesto make
a reservation for the resourcesin the network. The RSVPv6
messagesshouldnot be encrypted.This is the samereasonas
RSVPv4is not encrypted.
[IKE] In IPv6 nodessendIKE packetsto establishSAs, too.
The encryptionunit doesnot encryptthe IKE packets.This is
the samereasonas IKE on IPv4 is not encrypted.

We show the summaryof the protocolhandlingin TableI.

C. Source IP addresscheck

The sourceIP addressof the IPv6 packet is a link-local
address,a site-localaddressor a globaladdress.Routerscheck
thesourceIP addressof thepacket anddo not forwardpackets
whose sourceaddressis a link-local address.Routersalso
do not forward packets whosesourceaddressis a site-local
addressin IPv6 or a privateaddressin IPv4, to the Internet.
To constructthe Intranet VPNs in the local network, those
packetsshouldbeencryptedandtransferredby theencryption
unit. The encryption units should not check the sourceIP

TABLE I

THE PROTOCOL PROCEDURE

Protocol Procedure
ICMP(1) RedirectType 5
OSPF(89)
RSVP(46)

Not encryptedIPv4 RIP/RIP2(520)
UDP(17) RSVP(1698,1699)

IKE(500)
Others Dependingon SPD

MLD Type(130,131,132)
ICMP(58) ND Type(133,134,135,136)

RedirectType 137
OSPFv6(89)

Not encryptedIPv6 RSVP(46)
RIPng(521)

UDP(17) RSVP(1698,1699)
IKE(500)

Others Dependingon SPD
ARP

Not encryptedSTP
Others Discard

address.The encryption unit is not a router so it can be
possibleto encryptandtransferthe packetseven thoughtheir
sourceaddressis a link local addressor a site local address.

D. IPsecprotocol processing

IPsecchecksthe SPDfor the packet which is not a control
packet. If it matchesthe SPD,the encryptionunit establishes
the SA for the tunnelendpoint. IPsecstoresthe packetsuntil
an SA is established.If an SA hasalreadybeenestablished,
thepacket is encryptedimmediately. IPsecprocessingis based
on RFCs[5],[6],[7].

In the IPsecstandard,thereare two protocolmodes,trans-
port modeand tunnel mode. IPsechostshave to implement
both modes.IPsec gateways, such as routers and �re walls,
needthe tunnel mode.Our encryptionunit is a sort of IPsec
gateways so it implements tunnel mode. In tunnel mode,
securityis appliedto thewholeIP packet.Theseareexamples
of tunnelmode.In tunnelmode,ESPor AH protecttheentire
inner IP packet including the IP headerof theoriginal packet.
The encryptionunit providesthe IPv6 encapsulationfor IPv4
packetsand the IPv4 encapsulationfor IPv6 packets.

E. IP headerconstruction

This sectiondescribeshow to constructthe new IP header
andhow to handlethe �elds of the original IP header. The IP
sourceaddressand destinationaddressin the new IP header
are the endpointof the tunnel.The original IP addressin the
original IP headeris not changed.TheTTL is not decremented
becausethe encryptionunit is not a router. The IP optionsor
IP extensionheadersof theoriginal packet arenot changed.In
the IPv6 headerconstruction,the encryptionunit shouldnot
decrementthe Hop limit.This is the samereasonfor the TTL
in IPv4. The sourceaddressin the new IPv6 headerdepends
on the destinationaddress,which meansthe tunnelendpoint
address.Theencryptionunit choosesa link local addressif the
destinationaddressis a link local address.If the destination
addressis a site local address,it choosesa site local address.



It choosesa global addressif the destinationaddressis a
global address.When a global addressis not con�gured, a
site local addressis available if it is con�gured. Whena site
local addressis not con�gured,a globaladdressis availableif
it is con�gured.Whenneithera globaladdressnor a site local
addressis con�gured, a link local addressshouldbe chosen.

F. Source link layer addressreplacement

After decryption,theencryptionunit sendstheplain packet
to the terminal.A MAC headeris addedto the packet before
sendingit. The sourceaddressset to the MAC headermust
be careful.Usually, the encryptionunit usesits MAC address
for the �ames which it sends,but the encryptionunit should
not useits MAC addressfor thedecryptedpackets.This might
affect network devices,suchasterminalsandrouters,because
thesourceaddressof theMAC headeris not for thesourceIP
addressof thepacket.In odernot to affectnetwork devices,the
link layer addressfor the sourceIP addressin the decrypted
IPv4 or IPv6 headermustbe set to the sourceaddressof the
MAC header. If the network addressof the sourceIP address
is not thesameastheencryptionunit's address,the link layer
addressof the next hop router is set to the MAC header. By
doingthis, theencryptionunit concealsitself from theterminal
which receivesthe decryptedpacket.

G. Multicast packet processing

There are some IETF standardsfor the Multicast cipher
communication[8] [9] [10]. In theRFCs,thekey server man-
agesthe policy of the cipher communicationand distributes
the encryptionkey to the membersof the multicast group.
The key server controlsthe systemso the availability andthe
durationof the key server are a big issue.Even throughthe
RFCs are standardized,the multicast cipher communication
using the key server has not beenwidely usedyet. So the
encryptionunit achieves the multicastcipher communication
with thestaticSA. Thepoliciesfor themulticastSA aresetin
theSPDandtheSA is con�guredmanually. An SA is assigned
to easemulticastgroup.This is an exampleof the policy:

The destination address of the plain packet: FF08::1

The source address of the plain packet: Terminal1

The Encryption Algorithm: MISTY

The Encryption Key: 08081010 02020909 03030707 04040606

The destination address of the new header: FF08::1

The source address of the new header: the encryption unit

When the encryptionunit receives the packet whosedes-
tination IP addressis multicast, the IPsec module searches
the SPD. If it matchesthe policy, the packet is encrypted
and forwarded.The encryptionunit just sendsone encrypted
packet to themembersbecausetheencryptedpacketshave the
multicastaddress.

H. Path MTU Discovery (PMD)

The packet might be reachedthroughthe networks which
have the MTU less than 1500 bytes. Fragmentationmight
occur for full size packets. If fragmentationoccurs, it is
ineffectivefor thecommunicationbetweenterminals.ThePath
MTU Discovery (PMD) is usedto avoid fragmentation.

Fig. 4. fragmentationbetweenT1 andT2

This is an example. In the �gure E1 and E2 are the
encryptionunits. R1 and R2 are routersand then T1 and T2
are terminals.Fragmentationmight occur at E1, R1 (means
betweenE1 andE2), R2 (meansbetweenE2 and terminal2).
At the E2, the fragmentationdoes not occur becausethe
MTU of the E2 equalsone the E1. It is possibleto have the
fragmentationbetweenT1 and E1 but it doesnot matter for
E1 and E2. We describethe behavior of the encryptionunit
for a, b, andc.

a) Fragmentationat the IPsecencapsulation:Fragmen-
tation occursfor long size packets after IPsecencapsulation.
The encryptionunit sendsthe Path MTU discovery message
to the senderof the packet (T1). The Path MTU discovery
messagecontainsthecorrectMTU. T1 changestheMTU and
sendspackets which have a suitable packet size. When E1
sendsthe encryptedpacket to E2, E1 storesthe information
of the plain packet (suchas the sourceaddress,the protocol,
port numbersand the identi�cation in the IP header).That
information is usedto sendPMD to the senderof the packet
if fragmentationoccursfor the encryptedpacketsbetweenE1
andE2. After sendingthePMD, theencryptionunit keepsthe
valueof the MTU for every SA to avoid fragmentation.Refer
to b andc.

b) Fragmentationfor theencryptedpackets: Whenfrag-
mentationoccursbetweenE1 and E2, the PMD messageis
sentto the encryptionunit (E1). The encryptionunit changes
the value of the MTU, which is kept in the encryptionunit
(seea). E1 calculatesthe correctMTU. The correctMTU is
the MTU in the PMD minus the ESPor the AH headersize.
E1 hasto sendthe PMD messageto T1 to inform aboutthe
correct MTU. The PMD which is sent to E1 has a part of
the encryptedpacket that E1 had sent to E2. E1 can not get
the senderof the original plain packet becauseE1 can not
decryptthedatawhich hasjust a partof theencryptedpacket.
To specify the senderof the original packet, E1 usesthe SPI
and refers the storedinformation mentionedbeforeand then
sendsthe PMD to the senderof the original packet (T1).

c) Fragmentationfor thedecryptedpackets: Whenfrag-
mentationoccursfor the decryptedpacket, the PMD is sent
to the senderof the packet (T1). E2 encryptsthe PMD and
sendsit to E1. Then, E1 decryptsand transfersit to T1. T1
thensendspacketswith the correctpacket size.

I. Multicast ListenerDiscovery (MLD)

In IPv6, ICMPv6 is usedto discover themulticastlisteners.
MLD usesICMP type 130,131,and132 (code0). The MLD
hasthreetypesof message,the Multicast ListenerQuery, the
Multicast Listener Report and the Multicast Listener Done.



The encryptionunit doesnot encrypt the MLD in order not
to affect the constructionof the multicastgroups.

Fig. 5. the MLD procedure

J. NeighborDiscovery (ND)

ND providestheinteractionsbetweennodes,suchasRouter
Discovery, Pre�x Discovery, ParameterDiscovery, Address
con�guration, Address resolution, Next hop determination,
Reachability Discovery, Duplicate Address Detection and
Redirect.ND usesICMP type 133,134,135,136and137.ND
has� ve typesof message,RouterSolicitation,RouterAdver-
tisement,NeighborSolicitation,NeighborAdvertisementand
Redirect.Not to interruptthe interactions,the encryptionunit
shouldnot encryptthesemessages.

Fig. 6. the ND procedure

IV. EVALUATION

To con�rm our works, we have implementedthe encryp-
tion unit on OpenBSD.Fig.7 is a systemfor con�rmation.
The systemhas two repeaterencryption units betweenthe
server andclient. We useIPv6 link local addressesand IPv4
private addresses.All the machineshave a Xeon 2.8GHz
processorand 1024MB RAM. They are directly connected
with 1000BaseT. The encryption units have the different
IPsec transforms,ESP DES-SHA1, ESP 3DES-SHA1 and
ESPBlow�sh-SHA1. First, we make surethat the server and
the client can communicatewith each other over IPv4 and
IPv6 without encryptionunits. Then, we put the encryption
units into the network. They can communicatewith each
otherwithout any recon�gurationandinstallationof software.
Althoughthey have link local addresses,Their communication
through the encryption unit has no problem. This shows
that we can apply the cipher communicationto anywhere in
networks without affecting the network assets.

Next, we measuredits performanceusing netperf[11]. The
client is a netperf client and the server is a netperf server.

The performancecan be seen in TableII.We use software
encryptions.They areheavy loadsfor the CPU but the result
shows thatit hasenoughperformanceto useit on 100Base-TX
network.

Fig. 7. The systemfor con�rmation

TABLE II

THROUGHPUT THE UDP DATA COMMUNICATION OVER IPSEC

Transform IPv6(Mbps) IPv4(Mbps)
Plain communication 956.06 969.21

ESPDES-SHA1 118.36 132.87
ESP3DES-SHA1 99.85 105.83

ESPBlow�sh-SHA1 136.27 159.10

V. CONCLUSIONS

We have given an overview of the repeaterencryption
unit. We also have implementedit on OpenBSDto show the
feasibility of our work. As it works in a layer-2 anddoesnot
encrypt control packets which are usedfor routing, address
resolutionand resourcereservation, we can just put the the
encryption unit into the network and build IPsec VPNs in
anywhere in networks without affecting the network assets.
Finally we mentionedthe its performance.Although software
encryptionsare the burden to the CPU, it can be used on
100Base-TXnetwork. The technologyof the semiconductor's
industry will be rapidly advancing.The higher performance
will be achieved if we usea cardwith a hardwarechip.
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