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Abstract—IPsecis a powerful mechanismfor protecting net-
work communications. However, it is often viewed as dif cult
to use due to the elaborate con guration that is needed to
ensure correct (and secur) operation. In this paper, we seekto
answerthe questionof how to build IPsecVPNs without affecting
the network assets.We exploit “r epeaterencryption”, which is
similar to the IPsec bump-in-the-wir e mode of operation. Our
IPsec encryption unit works at Layer-2 of the network stack
and doesnot encrypt control packets that are used for routing,
address resolution and resource resewation. Although this is
fairly straightforward for IPv4 networks, IPv6 intr oducesseveral
new featuresand messageshat complicate the operation of such
a box. We report our ndings of implementing transparent,
repeaterbasedIPsecprotectionfor IPv4 and IPv6. Our approach
requiresno con guration changesto other devicesin the network,
making it an attractive mechanismfor security network traf c.
We discussthe features of our IPsec encryption unit and showv
how it adapts to IPv4 and IPv6 networks. We also implement
our approach on the OpenBSD IPsec stack to demonstrate its
feasibility. We shaow that our transparent IPsec box can easily
support speedsin excessof 100Mbps.

|. INTRODUCTION

As a result of the widespreaduse of the Internet for
sensitve as well as everyday tasks, security threatssuch as
data modi cation and eavesdroppinghave becomea major
concern.The IPv6 security architectureitself requiresIPv6
nodesto implementthe IPsecprotocol suite, which provides
preventionagainstsomeof thesethreats.However, IPsecmay
be unwelcomefor administratorsof enterprisenetworks be-
causethey cannotwatcha users behaior whendataleave the
userterminal encrypted;suchadministratoramay be required
by law (e.g., SECregulationsin the United States)to archive
all suchtrafc for an extendedperiod of time. On the other
hand, con guring all nodesof a large enterprisenetwork to
uselPseccorrectly (andsecurely)canbe a dif cult andtime-
consumingtask. One solution for both typesof environments
is to usea separatdPsecencryptionunit underthe control of
the administratorto protecttraf ¢ of othernetwork elements.

Keromytis, loannidis and Smith implementedthe IPsec
protocol suite for the Linux, OpenBSD and NetBSD [1],
focusingon theimplementatiorandits performancen regular
hostsand routers.Their systembox works on layer3 of the
network stack,asis commonfor mary modern re wall and
VPN units. However, IPsecunits that work on Layer3 have
somedisadwantagesvhen placedinto existing networks. One
is that routersconnectetworks which have differentnetwork
address,so addressrecon guration is sometimesnecessary
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The otheris thatroutersdo not transferpacletsthathave IPv6

link local addressFor instance,considera numberof hosts
in the samelPv6 network. They cancommunicatewith other
hostson the samelink using IPv6 link-local addressedf we

use IPsecunits (that work at layer3 of the network stack)
betweenhoststo build IPsecVPNs on the samenetwork, we

would requirelPv6 globaladdres®r IPv6 site local addresgo

communicatevith otherhostsbeyondthe IPsecunits. Address
recon gurationis necessarypecausdPv6 global addressand
IPVv6 site-localaddressare not con gured automatically

Keromytis and Wright extend the previous work and pro-
posethe IPsecbridge[2]. Their bridge encapsulate&thernet
framesinside IPsec paclets. Addressrecon guration is not
necessarybecausethe bridge works in Layer2. However,
if routersare in the network betweenthe bridges, routers
cannotrecognizecontrol paclets, becauseall frames(includ-
ing control paclets) are encapsulatedRouterscannotreceie
IPv6 control paclets suchas NeighborDiscovery and Listen
Discovery sentby nodesbehindthe IPsecbridge. This affects
routing and the creation of multicast groupsin IPv6. The
bridgealsoencryptsNeighborAdvertisemenimessagesifter
it decryptsthe messagethe Hop limit in the IPv6 header
is decrementedlPv6 nodeswhich receve the messagalrop
it becauseRFC2463[3] speci es that the Hop limit in the
Neighbor Advertise messageshould be 255, causingaddress
resolutionproblemsin IPv6 networks.

Prevelakis and Keromytis proposeportablecomputingele-
ments[4]. They focus on the systemarchitecture operation
and reliability. Their systemworks at Layer2 and can be
insertedbetweenthe mobile workstationand the network. It
worksasa re wall andan IPsecgatavay to provide individu-
alized security However, they investigatedheir systemin the
contet of IPv4 networks. We shav that sucha device needs
to be more carefulaboutwhich IPv6 pacletsit protectswith
IPsecand which mustbe simply forwardedthrough.

To use a transparentlPsec device without affecting the
functionality of othernetwork nodesin an IPv6 ervironment,
we proposea repeaterencryption unit. It works at Layer
2 and does not encrypt IPv6 control paclets that are used
for exchangingrouting information, addressresolution and
resourceresenation in IPv4 and IPv6 networks. This makes
it transparento networks and allows securecommunication
without changesf hostor routercon guration or installation
of software to existing nodes.To con rm the feasibility of
our approachand measurdts impact on end-to-endnetwork



communications(which could be signi cant, given the use
of high-gradecryptography),we implementedour repeater
encryption unit and measuredits impact in some simple
performancesxperiments.

The rest of this paperis organizedas follows: in Section
2 we describeour genericrepeaterarchitecture We study its
adaptationto IPv4 and IPv6 networks in Section3. Section
4 provides some preliminary performanceresults using our
prototypeimplementationand Section5 concludeghe paper

Il. REPEATER ARCHITECTURE

We will elaborateon the architectureandshow the software
modulecon guration andthe paclet processingo w.

A. S/IWmodulecon guration

Fig.1 showvs the S/W module con guration. The Ethernet
driver controlstwo Ethernetports. We de ne one port, which
connectswith the lower network, as the "plain port” and
the other port, which connectsto the upper network, as the
"cipher port”. Generally pacletsthatarerecevedthroughthe
plain port are encrypted(and forwardedthrough the cipher
port) and paclets which are receved through the cipher
port are decrypted(and forwarded through the plain port).
The Repeaterpassesthe paclet to IPsec and the IPv4 or
IPv6 protocolsuite. TCP/UDPprovidesthe layer4 functions.
Applications such as IKE use the regular soclet API. The
repeaterunsa commodityOS suchasOpenBSDor Linux (in
our implementatiorwe usethe former, dueto our familiarity
with it).
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Fig. 1. the S/W modulecon guration

B. Addresscon guration

To communicatavith othernodesthe encryptionunit needs
a few addressesThe encryptionunit hasa MAC addressan
IPv4 addressand three types of IPv6 addressfor the two
Ethernetports. The IPv4 addressis con gured manually or
automaticallywith DHCP. We do not focus on the details
becauset is a traditional way for nodessupportingthe IPv4
protocol suite. In this section,we will mainly describelPv6
addresses.

A link-local addressis con gured basedon the MAC
addressThe FP (Format Pre x) of the link local addressis
de ned asthe bit-string 1111111010. The link-local address
is usedfor communicationwith nodeson the samelink. In
the absenceof routers, nodescan communicatewith other
terminalson the local network usingonly link-local addresses.
The link-local addressis also necessaryfor the Neighbor
Discovery Protocol.Thelink-local addresss con gured when
the encryptionunit doesnot have ary otherunicastaddresses.
Routersdo not forward paclets with link local addresses
beyond the local network segment.

The FP of the site-local addressis 1111 110 11. The
site-localaddresds equivalentto private addressesor IPv4.
Becauseroutersdo not transferthe paclkets which have the
site-localaddressthe site-localaddresss not reachablgrom
outside networks. The site-local addressis not con gured
automatically Administratorshave to allocate the site-local
addresgmanually

A global unicastaddressis equivalentto the public IPv4
addressThe global routing pre x is provided by the router,
ISP or the network administratorsaassigninghe global routing
pre X.

C. Overviav of the padket processing ow

In this sectionwe describehow our encryptionunit works.
Fig.2 shavs the paclet o w whenthe encryptionunit receves
the paclet throughthe plain port. Fig.3 alsoshaws the paclet

o w whenthe encryptionunit recevesthe paclet throughthe
cipherport.
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Fig. 2. thepaclet ow from the plain port to the cipherport

The Repeateris located betweenthe Ethernetdriver and
the Local I/F and works at the datalink layer The Ethernet
driverrecevesall framesandpasseshemto the RepeaterThe
Repeateichecksthe destinationMAC addressof the frames.
If it is a broadcasbr alocal frame,which meandramesto the
encryptionunit itself, it is passedo the Local I/F. Then,the
frameswhosetypeis 0x0800arepassedo IPv4 andtheframes



whosetype is 0x86DD are passedo IPv6. Thoseframesare
for the layer3, the layer4 or applicationsin the encryption
unit andarenotforwarded Broadcasandmulticastframesare
copiedandare passedrom the Repeateto the IPsecmodule.
Non-localframesare also passedo the IPsecmodule.At the
IPsecmodulethe payloadof the IP paclet is encrypted.This
is called”bumpin thewire” (BITW) in thelPsecarchitecture.
In orderto getthe link layer addressof the destinationlPsec
module looks up the ARP cachefor IPv4 or the Neighbor
cachefor IPv6. Then, the encryptedpaclet is sentfrom the
cipher Ethernetport.

Fig. 3. thepaclet ow from the cipher port to the plain port

The Ethernetdriver on the cipher port also receves all
framesand passeshemto the RepeaterThe Repeatechecks
the destinationMAC addressof the frames.If it is a non-
local frame, it is passedo the IPsecmodule.Broadcastand
multicastframesare copied and are passedo the Local I/F
and sentfrom the plain port. The local framesexcept IPsec
paclets are also passedto the Local I/F. The local frames
which containIPsecpaclets are passedo the IPsecmodule
to decryptthem. After decryption,paclets whosedestination
IP addressis local or broadcastare passedto the Local
I/F through the Repeater Those paclets are for encrypted
communicationfor the layer3, the layer4 or applicationsin
the encryptionunit. The broadcaspacletsare copiedandsent
from the plain port. Packets whosedestinationlP addresss
non-localare also sentfrom the plain port. We discusseach
modulein the next section.

D. The Ethernetdriver

The Ethernet driver operatesat the physical and data
link layer It controlsthe LAN controller, for example Intel
IXF1104 and FCC in Motorola MPC8255, and malkes it
receve all framesand send the frames from the Repeater
andthe IPsecmodule.If an error occursduring receptionor
transmissionthe Ethernetdriver discardsthe frame. In the

IPsecmodule, datais addedto the original packet and put

away from the paclet. For instance,during encryption the

new IP header the ESP headerand trailer are addedto the

paclet; during decryptionthey are removed from the paclet.

To avoid the copy of the data,the LAN controller which is

able to transmit paclets that consistof several parts of data
locatedin non-contiguousireasn memory hasa performance
adwantage.

E. TheRepeater

The Repeaterchecksthe destinationMAC addressof the
frame and the port at which the encryption units receves
andthendeterminegshe procedureThe Repeatepassedocal
framesfrom the plain port to the Local I/F. It passeson-local
framesfrom the plain portto IPsec.If framesarebroadcasbr
multicast,the Repeatecopiesthe frameandpasseshe source
of the frameto the Local I/F and the copiedframeto IPsec.
Ontheotherhand,the Repeatepassesocal frames,whichare
not IPsec,from the cipherport to the Local I/F. The Repeater
passesocal frameswhich arelPsecto IPsec.Non-localframes
arepassedo IPsec.Broadcasandmulticastframesarecopied
and then the sourceof the frame is passedo the Local I/F
andthe copiedframeis passedo IPsec.

I1l. ADAPTATION TO IPv4 AND IPv6 NETWORKS

We now describethe useof the repeatelin IPv4 and IPv6
networks, andin particularhow control packetsandprotocols
of varioustypesare handledso asto ensurecorrectoperation
of the network.

A. Handling of IPv4 control padets

In ordernot to affect regular communicationsye mustbe
carefulin handlingof control paclets. Thesearethe protocols
that the encryptionunits do not encryptin 1Pv4.

[ARP] IPv4 nodessend ARP framesto resole link layer
addresse®n the samelink. The encryption units must not

encryptthe ARP ames becausehe nodesmight not be able
to get the link layer addressesBoth non-local frames and
broadcasframesare not encrypted.

[ICMPv4] ICMPv4 providesthe error and the control infor-

mation.The ICMPv4 pacletshave part of the datathatcaused
the error To protectthe part of the datathe encryptionunit

encryptsthe ICMPv4 paclets, such as Destinationunreach-
able, TTL exceedand Parametemproblemetc, if they match
the SPD. But the Redirectionmessagas an exception. The

Redirectmessagés sendfrom routersto inform abouta better
next hop addresgo reacha destinationIn ordernot to affect

routingfunctionsin the network, the Redirectmessageshould
not be encrypted.

[Routing] Routers exchangethe routing information with

protocolssuch RIPv4 and OSPFv4.There might be routers
betweenencryptionunits. If the encryptionunit encryptsthe

routing paclets, the encryptedrouting information would not

be understandabl& routers.The routing protocol shouldnot

be encryptedat the encryption unit in order not to affect

routing functionsin the networks.



[RSVPv4] Nodes send the RSVPv4 messageto make a
resenation for the resourcesn the network. The encrypted
RSVPv4messagevould not also be understandabléo nodes
betweerencryptionunits. To make a resenationbetweerend-
end communicationsthe RSVPv4shouldnot be encryptedat
the encryptionunits.

[IKE] Nodeswhich supportiPsecsendIKE pacletsto es-
tablish SAs. The encryptionunit doesnot encrypt the IKE

paclets, which are sentby other nodes,not to interrupt the
establishmenof the SA throughthe encryptionunits.

B. Handling of IPv6 control padets

We now discussthe handling of the IPv6 control paclets.
So as not to affect the proper operationof the networks the
units areinstalledin, the handlingof control pacletsis more
involvedthanin IPv4. Thefollowing protocolsin IPv6 should
not be encryptedat the encryptionunits.

[ICMPv6E] ICMPV6 providesthe error information (Destina-
tion unreachablePacket too big, Time exceeded parameter
problem), the functions such as Echo, Neighbor Discovery
and Listen Discovery. The ICMPVv6 packets which contain
error informationhave a part of the datathat causedhe error.
To protectthe part of the datathe encryptionunit encrypts
the ICMPV6 paclets, such as DestinationunreachableTTL
exceed and Parameterproblem etc, if they matchthe SPD.
But the Redirection,the Neighbor Discovery and the Multi-
castlistenerDiscovery messagere exceptions.The Redirect
messageshould not be encrypted.This is the samereason
as the ICMPv4 redirectionis not encrypted.The Neighbor
Discovery and the Multicast Listener Discovery messagere
sentfor interactionbetweennodes.In order not to affect the
interaction,they should not be encrypted.We will shav the
handlingof their messagetater.

[Routing] Routersalso exchangerouting information with
protocols such as RIPv6 and OSPFv6.RIPv6 and OSPFv6
shouldnot be encrypted for the samereasonthat RIPv4 and
OSPFv4are not encrypted.

[RSVPv6] Nodesalso sendthe RSVPv6 messageso make
a resenation for the resourcesn the network. The RSVPv6
messageshouldnot be encryptedThis is the samereasonas
RSVPv4is not encrypted.

[IKE] In IPv6 nodessendIKE pacletsto establishSAs, too.
The encryptionunit doesnot encryptthe IKE paclets. This is
the samereasonas IKE on IPv4 is not encrypted.

We shav the summaryof the protocolhandlingin Tablel

C. Souce IP addresschedk

The sourcelP addressof the IPv6 paclet is a link-local
addressa site-localaddres®r a globaladdressRouterscheck
the sourcelP addres®of the paclet anddo not forward paclets
whose source addressis a link-local address.Routersalso
do not forward paclets whose sourceaddressis a site-local
addressn IPv6 or a private addressin IPv4, to the Internet.
To constructthe Intranet VPNs in the local network, those
pacletsshouldbe encryptedandtransferredoy the encryption
unit. The encryption units should not check the sourceIP

TABLE |
THE PROTOCOL PROCEDURE

| Protocol | Procedure
ICMP(1) RedirectType 5
OSPF(89)
RSVP(46)
IPv4 RIP/RIP2(520) Not encrypted
UDP(17) | RSVP(1698,1699)
KE(500)
Others Dependingon SPD
MLD Type(130,131,132)
ICMP(58) [ ND Type(133,134,135,136
RedirectType 137
OSPFVv6(89)
IPv6 [ RSVP(@6) Not encrypted
RIPng(521)
UDP(17) | RSVP(1698,1699)
TKE(500)
Others Dependingon SPD
ARP
STP Not encrypted
Others Discard

address.The encryption unit is not a router so it can be
possibleto encryptandtransferthe paclets even thoughtheir
sourceaddresss a link local addresr a site local address.

D. IPsecprotocol processing

IPsecchecksthe SPDfor the packet which is not a control
paclet. If it matcheghe SPD,the encryptionunit establishes
the SA for the tunnelendpoint. IPsecstoresthe pacletsuntil
an SA is establishedIf an SA hasalreadybeenestablished,
the pacletis encryptedmmediately IPsecprocessings based
on RFCsJ5],[6],[7].

In the IPsecstandardthereare two protocolmodes,trans-
port mode and tunnel mode. IPsechostshave to implement
both modes.|Psec gatavays, such as routersand re walls,
needthe tunnel mode.Our encryptionunit is a sort of IPsec
gatevays so it implementstunnel mode. In tunnel mode,
securityis appliedto the whole IP paclet. Theseare examples
of tunnelmode.In tunnelmode,ESPor AH protectthe entire
inner IP paclet including the IP headerof the original paclet.
The encryptionunit providesthe IPv6 encapsulatiorior 1Pv4
pacletsandthe IPv4 encapsulatiorfor IPv6 paclets.

E. IP headerconstruction

This sectiondescribeshow to constructthe new IP header
andhow to handlethe elds of the original IP headerThe IP
sourceaddressand destinationaddressn the new IP header
arethe endpointof the tunnel. The original IP addresdn the
original IP headeiis notchangedThe TTL is notdecremented
becausehe encryptionunit is not a router The IP optionsor
IP extensionheadersf the original paclet arenot changedin
the IPv6 headerconstruction,the encryptionunit should not
decrementhe Hop limit.This is the samereasonfor the TTL
in IPv4. The sourceaddressn the new IPv6 headerdepends
on the destinationaddresswhich meansthe tunnel end point
addressThe encryptionunit chooses link local addressf the
destinationaddresss a link local addressif the destination
addresss a site local addressit chooses site local address.



It choosesa global addressif the destinationaddressis a
global addressWhen a global addressis not con gured, a
site local addresds availableif it is con gured. Whena site
local addresss not con gured, a globaladdresss availableif
it is con gured. Whenneithera global addressior a site local
addresds con gured, a link local addressshouldbe chosen.

F. Souce link layer addressreplacement

After decryption,the encryptionunit sendsthe plain paclet
to the terminal. A MAC headeris addedto the paclet before
sendingit. The sourceaddresssetto the MAC headermust
be careful. Usually, the encryptionunit usesits MAC address
for the ames which it sendsbut the encryptionunit should
not useits MAC addresgor the decryptedpaclets. This might
affect network devices,suchasterminalsandrouters because
the sourceaddresof the MAC headeris not for the sourcelP
addres®f the paclet. In odernotto affect network devices,the
link layer addresdor the sourcelP addressn the decrypted
IPv4 or IPv6 heademustbe setto the sourceaddresof the
MAC headerlf the network addresf the sourcelP address
is not the sameasthe encryptionunit's addressthe link layer
addressf the next hop routeris setto the MAC headerBy
doingthis, the encryptionunit concealstself from the terminal
which recevesthe decryptedpaclet.

G. Multicast padket processing

There are some IETF standardsfor the Multicast cipher
communicatiori8] [9] [10]. In the RFCs,the key sener man-
agesthe policy of the cipher communicationand distributes
the encryptionkey to the membersof the multicast group.
The key sener controlsthe systemso the availability andthe
duration of the key sener are a big issue.Even throughthe
RFCs are standardizedthe multicast cipher communication
using the key sener has not beenwidely usedyet. So the
encryptionunit achieves the multicastcipher communication
with the staticSA. The policiesfor the multicastSA aresetin
the SPDandthe SA is con gured manually An SA is assigned
to easemulticastgroup. This is an exampleof the policy:

The destination address of the plain packet: FFO08:1

The source address of the plain packet: Terminall

The Encryption Algorithm: MISTY

The Encryption Key: 08081010 02020909 03030707 04040606
The destination address of the new header: FFO08:1

The source address of the new header: the encryption unit

When the encryptionunit receves the packet whosedes-
tination IP addressis multicast, the IPsec module searches
the SPD. If it matchesthe policy, the paclet is encrypted
and forwarded.The encryptionunit just sendsone encrypted
pacletto the memberdecauséehe encryptedoacletshave the
multicastaddress.

H. Path MTU Discovery (PMD)

The paclet might be reachedthroughthe networks which
have the MTU less than 1500 bytes. Fragmentationmight
occur for full size paclets. If fragmentationoccurs, it is
ineffective for the communicatiorbetweerterminals.The Path
MTU Discovery (PMD) is usedto avoid fragmentation.

Fig. 4. fragmentatiorbetweenT1 and T2

This is an example. In the gure E1 and E2 are the
encryptionunits. R1 and R2 are routersandthen T1 and T2
are terminals. Fragmentatiormight occur at E1, R1 (means
betweenEl and E2), R2 (meansbetweenE2 andterminal2).
At the E2, the fragmentationdoes not occur becausethe
MTU of the E2 equalsonethe E1. It is possibleto have the
fragmentationbetweenT1 and E1 but it doesnot matterfor
E1l and E2. We describethe behaior of the encryptionunit
for a, b, andc.

a) Fragmentationat the IPsecencapsulation:Fragmen-
tation occursfor long size paclets after IPsecencapsulation.
The encryptionunit sendsthe Path MTU discovery message
to the senderof the paclet (T1). The Path MTU discovery
messageontainsthe correctMTU. T1 changeghe MTU and
sendspaclets which have a suitable paclet size. When E1
sendsthe encryptedpaclet to E2, E1 storesthe information
of the plain paclet (suchasthe sourceaddressthe protocaol,
port numbersand the identi cation in the IP header).That
informationis usedto sendPMD to the senderof the paclet
if fragmentatioroccursfor the encryptedpacletsbetweenEl
andE2. After sendingthe PMD, the encryptionunit keepsthe
valueof the MTU for every SA to avoid fragmentationRefer
to b andc.

b) Fragmentationfor the encryptedpadets: Whenfrag-
mentationoccursbetweenEl and E2, the PMD messagéds
sentto the encryptionunit (E1). The encryptionunit changes
the value of the MTU, which is keptin the encryptionunit
(seea). E1 calculatesthe correctMTU. The correctMTU is
the MTU in the PMD minusthe ESPor the AH headersize.
E1 hasto sendthe PMD messagedo T1 to inform aboutthe
correct MTU. The PMD which is sentto E1 hasa part of
the encryptedpaclet that E1 had sentto E2. E1 cannot get
the senderof the original plain packet becauseE1l can not
decryptthe datawhich hasjust a part of the encryptedpaclet.
To specify the senderof the original paclet, E1 usesthe SPI
and refersthe storedinformation mentionedbefore and then
sendsthe PMD to the senderof the original paclet (T1).

c) Fragmentatiorfor the decryptedpadkets: Whenfrag-
mentationoccursfor the decryptedpaclet, the PMD is sent
to the senderof the paclet (T1). E2 encryptsthe PMD and
sendsit to E1. Then, E1 decryptsand transfersit to T1. T1
then sendspaclets with the correctpaclet size.

I. Multicast ListenerDiscovery (MLD)

In IPv6, ICMPV6 is usedto discover the multicastlisteners.
MLD usesICMP type 130,131,and 132 (code0). The MLD
hasthreetypesof messagethe Multicast ListenerQuery the
Multicast Listener Report and the Multicast Listener Done.



The encryptionunit doesnot encryptthe MLD in order not
to affect the constructionof the multicastgroups.

Fig. 5. the MLD procedure

J. NeighborDiscovery (ND)

ND providesthe interactiondbetweemodes suchasRouter
Discovery, Pre x Discovery, ParameterDiscovery, Address
con guration, Addressresolution, Next hop determination,
Reachability Discovery, Duplicate Address Detection and
Redirect.ND usesICMP type 133,134,135,136nd137.ND
has ve typesof messageRouterSolicitation, Router Adver-
tisement,Neighbor Solicitation, Neighbor Advertisementand
Redirect.Not to interruptthe interactions the encryptionunit
shouldnot encryptthesemessages.

Fig. 6. the ND procedure

IV. EVALUATION

To con rm our works, we have implementedthe encryp-
tion unit on OpenBSD.Fig.7 is a systemfor con rmation.
The systemhas two repeaterencryption units betweenthe
sener and client. We uselPv6 link local addresseand IPv4
private addressesAll the machineshave a Xeon 2.8GHz
processorand 1024MB RAM. They are directly connected
with 1000BaseT The encryption units have the different
IPsec transforms, ESP DES-SHA1, ESP 3DES-SHA1 and
ESPBIlow sh-SHAL. First, we make surethat the sener and
the client can communicatewith each other over IPv4 and
IPv6 without encryptionunits. Then, we put the encryption
units into the network. They can communicatewith each
otherwithout any recon gurationandinstallationof software.
Althoughthey have link local addressesheir communication
through the encryption unit has no problem. This shavs
that we can apply the cipher communicationto anywherein
networks without affecting the network assets.

Next, we measuredts performanceusing netperf[1]. The
client is a netperfclient and the sener is a netperf sener.

The performancecan be seenin Tablell.We use software
encryptions.They are heary loadsfor the CPU but the result
shaws thatit hasenoughperformanceo useit on 100Base-TX
network.

Fig. 7. The systemfor con rmation

TABLE 11
THROUGHPUT THE UDP DATA COMMUNICATION OVER | PSEC
Transform IPv6(Mbps) | IPv4(Mbps)
Plain communication 956.06 969.21
ESPDES-SHA1 118.36 132.87
ESP3DES-SHA1L 99.85 105.83
ESPBIlow sh-SHA1 136.27 159.10

V. CONCLUSIONS

We have given an overview of the repeaterencryption
unit. We also have implementedt on OpenBSDto show the
feasibility of our work. As it worksin a layer2 anddoesnot
encrypt control paclkets which are usedfor routing, address
resolutionand resourceresenation, we can just put the the
encryption unit into the network and build IPsec VPNSs in
arywhere in networks without affecting the network assets.
Finally we mentionecthe its performanceAlthough software
encryptionsare the burdento the CPU, it can be usedon
100Base-TXnetwork. The technologyof the semiconductos
industry will be rapidly advancing. The higher performance
will be achieved if we usea cardwith a hardware chip.
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