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Abstract

We presente-NeXSh,a novel security appmach that
utilises kernel and LIBC supportfor efciently defending
systemsagainst process-subveion attacks. Sud attadks
exploit vulnembilities in softwae to override its program
contol- ow and consequentlynvoke systemcalls, caus-
ing out-of-piocesdamage. Our techniquedefeatssud at-
tacks by monitoringall LIBC functionand system-calin-
vocationsand validating themagainstprocess-speci én-
formationthat strictly prescribeghe permissiblebehaviour
for the program(unlike geneial sandboxingechniqueghat
require manuallymaintained,explicit policies, we usethe
program codeitself as a guidelinefor an implicit policy).
Any deviation fromthis behaviouris consideed malicious,
and we halt the attad, limiting its damage to within the
subvertegrocess.

Weimplemente@-NeXSlasa setof modi cationsto the
linux-2.4.18-3 kernel and a new userspaceshared
library (e-NeXSh.so ). Thetechniqueis transpaent, re-
quiring no modi cations to existing libraries or applica-
tions. e-NeXShwvasable to successfullyefeatboth code-
injection and libc-basedattads in our effectivenesgests.
Thetedniqueis simpleand lightweight,demonstating no
measuableoverheador selectUNIX utilities, anda neyli-
gible 1.55%performanceémpactonthe Apathewebserver

1 Intr oduction

In recentyears,the issueof process-sukersionattacks
hasbecomevery important,asis evidencedby the number
of CERT advisorieq2]. Theseareattacksthatexploit pro-
grammingerrorsin softwareto compromiserunning sys-
tems. Sucherrorsallow the attacler to override the pro-
gram’s controllogic, causingthe programto executecode
of their choosing.This codeis eithermaliciousexecutable
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codethat hasbeeninjectedinto the process'memory or
existing functionsin the StandardC library (LIBC) or else-
wherein the programcode. In eithercase the attacler is
ableto compromiseheprocessandgenerallycangaincon-
trol of thewholesystenif theattacledprocessvasrunning
with root privileges(this is oftenthe casewith sener dae-
mons).

To causeary real damageoutside of the compro-
mised process, e.g., to spavn a shell or to open the
/etc/passwd le for editing,theattaclerneeddo access
kernelresourcewia systemcalls. Therehasbeensignif-
icantresearchin recentyearsresultingin a wide rangeof
process-sandboxingechniquegshat monitor applications'
system-callinvocations[27, 31, 32, 33, 48, 49, 50, 58§].
Thesesystemsgenerallyrequire manualeffort to specify
explicit sandboxingpolicies,exceptwhensuchpoliciescan
be automaticallygeneratedrom applicationcodeor train-
ing runs. Then,the policiesareofteneitherimprecise pro-
ducinga large numberof falsepositives,or involve signif-
icant( 2 ) overheads— thesearedescribedn morede-
tail in 5. Othertechniquegpreventthe executionof code
in datamemory|[3, 5, 10, 13, 38, 40, 55 to defeatcode-
injection attacks,randomisethe addressesf functionsin
the StandardC library (LIBC) [3, 14, 20] to deterlibc-
basedattacks,usestaticanalysego remove vulnerabilities
from software[12, 19, 21, 35, 44, 46, 59], or instrumentap-
plication codeto detectrun-time attacks[22, 47, 28, 57].
There exist problemsand/or limitations of thesesystems
too, including large overheadsor breakingof applications,
the possibility of mimicry or brute-forceattacksthat can
bypasghe defencanechanismsandtheinability to specify
or protectall vulnerabilities respectiely. Thesdimitations
arealsocoveredin 5.

In this paper we presente-NeXSh, a simple and
lightweight techniquethat usesprocess-speci cinforma-
tion — this information consistsof disassemblyataindi-
catingthe memoryboundarieof all functionsin the pro-
gram, aswell asthe call sitesfor system-callinvocations
in the programcode— to defeatboth code-injectionand
libc-basedattacks. The techniques novelty lies in how it



builds on the system-calinterceptiormodelusedby Intru-
sionDetectionSystemgIDS), andextendstheideato user
spacecodeto monitor invocationsof LIBC functions. We
utilise the programcode and its disassemblyinformation
asguidelinedfor animplicit policy to prescribenormalpro-
grambehaiour, ratherthanmanuallyde ning explicit poli-
cies. We shav thate-NeXShcreatesan “effectively” non-
executablestackand heapthat permit the executionof all
codeexceptsystem-calinvocations(even via LIBC func-
tions). This makesour techniquepracticalevenfor applica-
tionsthathave a genuineneedfor an executablestack. We
have evaluateda prototypemplementatiorof ourtechnique
on x86/Linux, andhave demonstrate@f cacy at defeating
bothlibc-basedandcode-injectiorattacksjncluding 100%
effectivenessagainstwWilander's benchmarkest-suitg64],
in our evaluations.We provide furtherdiscussiorin 5.

Our implementatiorconsistsof two parts: a userspace
componento interceptandvalidateLIBC functioninvoca-
tions,andakernelcomponento dothesamefor system-call
invocations. The userspacecomponent(implementedas
a sharedibrary: e-NeXSh.so ) interceptsinvocationsof
LIBC functions,andvalidateghecall chainagainsthepro-
gram’s binary codeand its disassemblynformation. This
componentcan detectlibc-basedattacksthat redirectthe
targetedprograms control- ow into LIBC functions,to in-
directly issuesystemcalls. If aninvocationhasa legiti-
mate call chain (i.e., one that matchesthe programcode
anddisassemblyata),we indicatethis to the kernelcom-
ponentandthenforwardthecall onto theappropriatéunc-
tionin LIBC. Ourkernelcomponenextendsthesystem-call
handlerin the Linux kernelto interceptandverify thatall
system-calinvocationsare madefrom legitimatelocations
in the program(or LIBC) code. Thesecomponentgollec-
tively block all pathsthat an attacler may take to invoke
systemcalls.

An importantadvantageof ourtechniquds thelow over
headaddedto systemexecution— we report negligible
run-timeoverheaddgor both Apachebenchmarksaandcom-
monUNIX utilities. By implementingourtechniquewithin
LIBC andkernelcall handlers,we hase managedo cap-
italise on the relatively large executiontime requiredto
procesamostsystemcalls (including time spentin LIBC),
versusnormal procedurecalls. Our designalso permits
transparentntegration with applications,without needing
to modify either sourceor binary codefor both applica-
tionsandthe StandardC library (LIBC). This hasmary ad-
vantages— for instance,our techniquecan be appliedto
legagy andthird-partyapplicationdor whichthereis noac-
cesgo thesourcecode.Furthermoree-NeXShcanbeused
in conjunctionwith otherdefencemechanismshatinstru-
mentapplicationexecutablesr library binariesto perform
run-time checking. Even thoughwe modify the kernelin

our implementationywe canselectvely enforcethe protec-
tion mechanismallowing mostprogramgthat do not need

the security]to run unafected.

Therestof this paperis structuredasfollows: we present
anoverview of our approachin 2. We describeourimple-
mentationof e-NeXShin 3, and presentan evaluationof
our techniquein 4. We discussrelatedwork in 5, and
someremainingissuesn 6, andconcludein 7.

2 Approach

Publishedquidelineq4, 6, 9] andanalyse$7, 15, 23, 24]
of process-swersion attacksindicate that these attacks
generallycontainthe following integral elements:ithe trig-
gering of somesecurityvulnerability in the target appli-
cation,causinganoverwrite of somecodepointer memory
location,makingit pointto malicious codeof theattacler's
choosing.Theseelementomprisetheanatomyof attacks,
andis illustratedin gure 1. Then,asthe programcontin-
uesexecution,it eventuallyactivatesthis overwrittencode
pointer andbeginsexecutingthe attackcodein question.
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Figure 1. Anatomyof an Attack.

Researchefforts have resultedin tools for identifying
and/oreliminatingvulnerabilitiesfrom applicationcode,as
well asat run-timetechniquesor detectinghatvulnerabil-
ities may have beenexploited or that certaincodepointer
may have beenoverwritten. Ratherthan monitor all ex-
ploitablevulnerabilitiesandoverwritablecodepointerswe
focusonthethird elemenbf attacksj.e.,themaliciouscode
that attaclers execute. Our techniqueis then able to de-
featboth known and yet unknown attacks, regardlesof
thespeci ¢ vulnerabilitiesthey exploit, or the speci ¢ code
pointersthey overwrite.

The executedmalcodeis invariably either executable
codethat the attacler hasinjectedinto the programmem-
ory, or existing codein the programor its referencedi-
braries,andin all casesis executedo invoke somesystem
call(s). Recognisinghis fact, we have basedour technique
on the monitoring of system-callinvocationsboth within
the kernel and at the userspacelevels. We can trivially
identify directinvocationsof systemcallsby injectedcode,
from within the kernel. Furthermore we monitor calls to
LIBC functionsto detectif existing codein the programor
its librariesis executedto indirectly invoke a systemcall
(this generallyis by way of the appropriateLIBC func-
tion). Speci cally, we interceptcalls to LIBC functions
at the userspacelevel to inspectandvalidatethe program



stack. By interceptingboth pathsto invoking systemcalls,
we candetectwhena compromisegrogramattemptgo in-
voke systenralls. We alsorandomisehe programmemory
layoutto preventmimicry attackswould otherwisereplicate
theprogramstackin orderto presenta seeminglyvalid call
stackto our checkingsubsystem.

Table1 providesa high-level overview of the evolution
of e-NeXShin responseo increasinglysophisticatecand
adaptve attackmechanisms:

Attacks mechanismsand Defencemeasues

Code-Injection
attacks

Attack executableattackcodeinjectedinto data
memoryinvokessystemcallsdirectly.

Defence the kernel componentof e-NeXShex-
amineghe“returnaddressfor systencalls
to identify code-injectiorattacks.

(LIBC-based)
Existing-Code
attacks

Attack attacler invokes systemcalls indirectly
by redirectingprogram o w-of-control to
existing trap instruction in either appli-
cation or library code, e.g., LIBC. This
avoids the ®rst-level defenceagainstcode-
injectionattacks.

Defence the LIBC componentof e-NeXShin-
terceptsinvocationsof sharedibrary calls,
andveri®esthe programstacktrace(main
D to library function), and thus detects
existing-codeattacks.

(Stack-bking)
Mimicry
attacks

Attack attacler re-createssignaturefor a valid
program stack-traceto give e-NeXShthe
impressiorof anormalprogramrun.

Defence randomisethe programmemorylayout
(activation recordheaders returnaddress,
old frame pointer , offset of programdata
stack,andoffsetof programcodesegment)
to preventattaclersfrom re-creatingavalid
stack-tracesignature.

Table 1. High-level overviav of defencetacticsin

e-NeXSlhand possiblecountermeasus. Each attack

medanismis a countermeasurto the immediately
precedingdefencdecdnique

3 Implementation

In this section,we describethe two componentf our
e-NeXShimplementationfor the Linux operatingsystem
runningon x86 hardware. We thenillustrateits operations,
i.e., the sequenc®f events,for handlingboth normalpro-
grambehaiour andattacksn progressWe endthis section
by enumeratinggomebene tsof ourtechnique.

3.1 Validating System-Calllnvocations

We usethe systemcalls emittedby a programasanin-
dication of its behaiour, similar to traditional host-based
intrusion detectionsystems(IDS) that infer programbe-
haviour from audit patterns,.e., the obsened sequenc®f
systemcalls emitted [34, 42, 43, 58, 65] by the running
program. While thesesystemsgenerallyusesourcecode-
basedstaticmodelsto determinemaliciousactiity, we use
speci ¢ informationassociatedavith system-calandLIBC
invocations. The novelty in our techniqueis that we ex-
tendthechecking‘deeper’into theapplicationscall stacks,
thus making it more dif cult for an attacler to launch
mimicry [60] (or libc-basedpttacks.

We chosea kernel-basedsystem-calinterpositiontech-
nigue to utilise the resource-manageole of the operat-
ing systemkernelfor monitoringtheinvocationsof system
calls. Similarto normalfunction-callingcorventionsn user
code,a system-calinvocationalso storesinformation (the
programcountervalue) aboutthe caller codein the pro-
gramstack. We extendedthe system-callhandling utility
in the kernelto verify thatit waslegitimateapplication(or
library) codethatmadethe system-calinvocation. Specif-
ically, we checkto seethatthe virtual memoryaddressf
thetrap machineinstructionthatissuedthe systemcall is
locatedin one of the codesggmentsfor the process. The
kernelmaintainsinformationon all the differentcodeand
datasegmentsthat compriseeachprocess'run-time mem-
ory. Our kernelmodi cations simply checksthe read-write
ag for the given memoryaddress.A “writable” ag de-
notesdatamemory whichwe now assumeontaingnjected
codethat'sinvoking a systencall. Ontheotherhand,legit-
imate invocationsof systemcalls occurfrom non-writable
code memory addresseshat are associatedvith a “read-
only” ag.

3.2 Validating LIBC Function Invocations

We extendthis callervalidationideainto the userspace
to validateinvocationsof LIBC functions. This is imple-
mentedin the form of a sharedlibrary (e-NeXSh.so )
containingcorrespondingvrapperfunctionsfor eachLIBC
function thatis intercepted— we currently provide wrap-
personly for functionsthat are usefulto an attacler [65]
(someof thesefunctionsare:chmod, connect , execve ,
fork , open, mmap mprotect , socket ). We setthe
LD_PRELOADervironmentvariable to ensurethat LIBC
functioninvocationamadeby programsaredirectednto our
sharedibrary. Eachwrapperfunction consistsof the fol-
lowing steps:authorisel IBC-basedsystemcalls, validate
thecurrentcall stack,andresumeexecutionby invokingthe
intendedLIBC function,or kill the processf authorisation
fails. We describehe mostcomplex step(call-stackvalida-
tion) rst.



. text . st ack

0x0AAQ | mai n: foo
paraneter_a

paraneter_b
paraneter_c

A
ret Addr ( OXOAAF ) N

OXOAAF call foo ( 0x0BBO)

0x0BBO | f 0o: ol d-frame-ptr \\
R \
call bar ( 0x0CCO) 1
Ox0BBF| | | 4=—=wg bar ¢
S| parameter_a !
N paraneter_b /
0x0C0 | bar : \paraneter_c 4
o - /
) 4
OXOCCE call execve ret Addr ( OXOBBF) | 7

4
old-frame-ptr

Figure 2. Thestadk traceyieldsbar 's return ad-
dressas OXOBBF. We de-refeencethis memoryad-
dress(we canverify thatit is containedwithin foo ),
andinspecttheprecedingcall  instructionto extract
its operand. Thisoperandis 0Xx0CCO, which wethen
verify to matd bar 's startingaddress. In this man-
ner, giventhe return addressfor the stadk framefor
“foo callsbar ", wecanusethemadinecode(from
the.text section)}o verifythatthe caller-calleere-
lationshipis legitimate We repeatthesecheds for
ead return addressin the stadk traceuntil wereach
main() .

3.2.1 Validating the Call Stack

Each wrapperfunction performsa stack walk along the
dynamic chain of intermediate functions starting from
main() andendingwith the function that eventuallyin-
voked the LIBC function. This yields a list of returnad-
dressvaluesfor eachof theintermediatdunctions:we rst
verify thateachof thesereturnaddresseexistsin thewrite-
protectedmemoryregion resenedfor the applicationcode,
viz., the.text  section(we assumehatinformationabout
therangeof the.text  sectionfor theprogramcodeis pro-
vided by the kernel). We theninspectthe .text  section
of the processmemoryto extract and decodeeachcall
instruction precedingthe instructionsat thesereturn ad-
dressesWe cannow verify thatthe absoluteargetaddress
of this directcall instructionexactly correspondso the
beginning addres=f the function thatis one level deeper
in the call chain. In otherwords,for eachcallercalleepair
in the dynamicchain,we canvalidatethe call site andtar
get site memoryaddressegagainstthe startand end limits
for both functions. Our techniquefor validating the call
stackis similarto stack-tracingechniquesn [26] andthose
in Java for checkingaccesscontrol [61], but without the
bene t of Jasa's extensie run-timeinformation. Figure 2

illustratesthe veri cation of a single callercalleefunction
relationshipwherefoo callsbar .

The x86 architecturede nes other (indirect) call  in-
structiongthatareof variablelength,anddo notencodehe
true target of the call instructions. Instead,they utilise
indirectaddressestoredin registersor the memoryat run-
time. This preventsusfrom staticallyproducingcall graphs
to de ne all possiblecallercalleerelationshipsandforces
usto accepiary functionasa potentiallyvalid targetfor an
indirectcall instruction. An attacler could then poten-
tially overwritea functionpointervariableor a C++VPTR
entry, andcausearedirectionof controldirectlyintoaLIBC
function.

Therearea numberof optionsavailableat this point: we
cancountersuchattacksby requiringthe innermostcaller
calleepairin thedynamicchain(wheretheapplicationpro-
graminvokesthe LIBC function)to be a directcall in-
struction— this hasthe potentialto falselylabel someap-
plications as being compromisedf they invoke the pro-
tectedLIBC functionsvia function pointers(the applica-
tionswe have evaluateddo not useindirectcall instructions
to invoke LIBC functions). Anotherapproacthis to run the
programin training modeandlog the occurrence®f code
pointersin the call stack. Assumingthat theseinvocations
did not alreadylead to a processcompromiseduring the
trainingstagetheloggeddatacanbeintegratednto thedis-
assemblyinformationfor the program. This allows future
occurrence®f thesecodepointersto be accepted A third
optionis to usea simplestatic-analysi$11] engineto pre-
computesetsof acceptablevaluesfor the targetaddresdor
indirect calls. Correctlyusingthis new informationwould
increasehe memoryfootprintof e-NeXSh.so . However,
therun-timeoverheadshouldbe minimal sincethis datais
referenceanly for call-stackinstanceshatincludeindirect
calls. Evenso,theremay potentiallybe anef cient means
to furtherreducetheseoverheads.

3.2.2 Authorising SystemCalls

Before validating the call stack, the wrapper func-
tion invokes a newv system call that we de ned as
syscall _libc _auth . This systemcall is used to
indicate to the kernel that the checking mechanismin
e-NeXSh.so hasveri ed theuserspacesectionof thecall
stackfor upcomingsystencalls. We storea randornt 32-bit
noncein the stackframe,andpassheaddres®f thisnonce
in the systemcall. This ephemerahoncevalueexistsonly
for the durationof the executionof the wrapperfunctions
in e-NeXSh.so (it is erasedbeforethe wrapperfunction
returns; seebelon), meaningthat it is never available in

1The 64-bit resultfrom therdtsc  machineinstructionindicatesthe
value of the clock-g/cle countersincethe machines last boot-up. The
least-signi®can82 bits of this resultprovide suf®cientrandomnesfor our
purposes.



memorywheneerary attacler codemaybeexecuting.We
canthuspreventinformationleakagen amannersimilarto
Karger[36] for cross-domaircalls, and hencepreventre-
play attacksthatreadandre-usenonces.

Thekernelcodefor syscall _libc _auth veri es that
this system-calinvocations call siteis in the codesection
of e-NeXSh.so , andthenstoregsheaddressndvalue(by
dereferencinghe location on the userspacestack) of the
noncein the process'PCB, andreturnscontrolto the user
space. Later on, when verifying systemcalls invoked via
LIBC functions, the kernel checksto male sure that the
noncethat was speci ed most recently still exists at the
givenlocation(thenoncelocationbecomesnvalid whenwe
obliteratethe noncevalue from the stack,seenext). Note
that by settingthe noncebefore validating the call stack,
we are able to prevent attacksthat might otherwisejump
into the middle of our wrapperfunctionsto skip the initial
checks.

After issuingtheauthorisatiorsystencall andvalidating
the call stack,the wrapperfunction resumeghe program
executionby passingcontrolto the original LIBC function
(referencediaexplicit dlopen /disym calls)whichmay,
in turn, invoke systemcalls. Thesesystemcalls are ac-
ceptedby the kernelsincenot only arethey invoked by a
trap instructionlocatedin the codesection(of LIBC), but
alsobecausedhe noncevaluethatwaspassedo the kernel
is still valid. WhentheLIBC functioncompletesxecution,
it will returncontrolto ourwrapperfunction. We now zero
out the noncevalueon the stack(to eliminatethe possibil-
ity of ary mimicry attackre-usingthe nonce),andreturnto
the application. We reducedthe overheadfrom an earlier
implementatiorthat involved a separatesystemcall to in-
dicateto thekernelthatthe currente-NeXSh.so wrapper
had completedits execution,andwas returningcontrol to
theapplication.

Multi-threadedapplicationanay enableattaclersto use
a parallel threadto invoke malicious systemcalls (this
threadwould still needto usea libc-basedattackto avoid
issuinga systemcall directly from datamemory)after get-
ting a legitimate programthreadto carry out the system-
call authorisation. We counterthis threatby implement-
ing semaphore-baseaynchronisatiolin thee-NeXSh.so
wrapperfunctionsto ensurethat multiple threadsare not
concurrenthallowedinto thecritical LIBC (andsubsequent
system-call)functions. This could potentially causesyn-
chronisatiomproblemswith systemcalls thatblock on I/O,
e.g.,read on a soclet interface. However, none of the
LIBC functionswe currentlyprotectareblockingfunctions.

3.2.3 Attacks Against e-NeXSh

An attacler could attempta direct target at the e-NeXSh

protectionmechanisnby overwriting the programstackto
male it appearasa valid run for the given program. This

allowstheattaclerto issueary systemcall thattheapplica-
tion couldinvoke during normalexecution. The difference
is, of course,in the system-calparametebeing provided:
anattaclercouldexploit thisloopholeto accesgritical les
by compromisingary programthatdoesle 1/O. Thisprob-
lem is similar to that of attaclers overwriting critical pro-
gramdatathatareusedasparameter$or systemcalls,and
agenerakolutionis to manuallyde ne policies[49] to dic-
tatethe setof le-system resourceshat eachprogramcan
accessfor instance.

This loopholein e-NeXShallows an attacler to create
a fake, but seeminglyvalid, stack,and consequentlypass
both the LIBC- and kernel-basedchecks. Such attacks
have beendemonstrateéh [17] to mimic a valid program
stack, allowing themto successfullypypasscommercial-
gradesandboxingroductsandconsequentlynvoke system
calls. Later, we describehow we cancountertheseattacks
by usingsimplerandomisatiotechnique$o malkeit signif-
icantly harderfor anattaclerto re-createa valid stack.

Kruegel et al. [41] describea binary code-analysis
methodinvolving symbolic execution[39] of victim pro-
grams,to constructattacksthat can automaticallyregain
programcontrol even after issuing systemcalls (possibly
by usingfaked stacks).Thesearemimicry attacksof a dif-
ferentkind [41, 6Q] in thatthey intendto invoke anumberof
systenmcallsmatching a valid audit trail for thegivenpro-
gram,enablingthemto evadedetectionby traditionalhost-
basedDS systemg34, 42, 43, 58, 65] thatmaybemonitor
ing suchprogramaudittrails. Kruegel's attacksusefaked
stacktracesto thwart Fengs [27] and Sekars [53] stack-
veri cation techniquesandthenrepeatedlyegainprogram
control, allowing them to defeatthe defencetechniques'
audit-trailmonitoringmechanismsin this mannerKruegel
hasreducedhetaskof breakingtechniquesuchas[27, 53]
into a matterof invoking systemcallsa numberof times.

A critical requiremenfor Kruegel's generateattackso
successfullyregain programcontrol after a system-calin-
vocationis their needto maliciouslymodify codepointers,
speci cally, entriesin the Procedurd.inkageTable(PLT)?.
In this regard,we cantrivially renderKruegel's methodin-
effective by extendinge-NeXSh.so 'sinitialisation(when
the programis loaded)to carry out eagerevaluationof the
programs PLT, andsubsequentlyvrite-protectingthe PLT
to preventary updatesPreventingtheattackfrom updating
thesecodepointershasthe effectthatit eliminatesthe pos-
sibility of Kruegel's attacksregaining programcontrol af-
ter attemptinga system-calinvocation.However, eventhis
mayberedundangiventheincreasedlif culty in creatinga
fake stackthatcanevadee-NeXSh.so , asdescribechext.

The core elementsof creatinga fake stackare: deter
minewhatmemorylocationsin thestackshouldcontainthe

2Kruegel stateshatothercodepointers e.g.,functionpointers,do not
reliably producea successfuéxploit



returnaddressand old frame-pointervaluesfor activation
records,and overwrite theselocationswith valuesthatare
valid for a normalprogramrun. We employ randomisation
ondifferentportionsof the processnemorylayoutto make
it hardto fake thestack.We rst offsetthe startinglocation
of theprogramstackby arandoml6-bitvalueasin [14], in-
creasinghedif culty for anattaclerin guring outwhich
memoryaddressesn the stackto overwrite. We canalso
useeithera suitablymodi ed compiler[22, 37] or binary-
editingtool [47] to obfuscatgusing 32-bit XOR keys) the
storedvaluesin the stack-frameheaderdor the returnad-
dressandold frame-pointevalue. Notethatthe XOR keys
needto becommunicatedo andstoredin e-NeXSh.so to
reconstructheoriginalreturnaddressindold frame-pointer
valueswhentraversingand validating the stack— the lo-
cation where thesevaluesare storedcan be randomised,
and protectedagainstscanningattacksby storingbetween
unmappednemorypages(an attacler trying to readfrom
thesepageswill causea memoryprotectionviolation, and
thuscrashthe process).

Obfuscatingthe stored return addressand old-frame
pointer valuessigni cantly increaseghe dif culty for an
attacler in determiningwhat valuesto write on the stack
framesto simulatea valid stack.Evenif hedoes gure out
whichlocationson the stackto overwrite,hewould needto
know the XOR valuesfor both the returnaddressandold
frame-pointer Finally, we alsorandomisehe startingoff-
set(asin [14]) for the.text segmentby arandom24-bit
value, thusrandomisingfunction addressem the program
code. This further increaseghe dif culty for an attacler
to gure outwhat values(for functionreturnaddressedp
write on the programstackto mimic avalid stack.

Theseare standardcompile-timeor programload-time
techniquegor obfuscatingheprograms stacksegmentand
codesggmentlayout, and can be implementedfor no ad-
ditional run-time costwhile still increasingthe work-load
for a brute-forceattackby a factorof up to (16 + 32
+ 32 + 24). Combininge-NeXShs system-callandLIBC
function-callmonitoringwith theseobfuscatiortechniques
addressetheir mutualshortcomingsandmakesfor amore
powerful defencesystemthanwith eithertechniquen iso-
lation. For instance,a programprotectedsolely by these
obfuscatiortechniquesi.e.,in theabsenc®f our call mon-
itoring, cantrivially be defeatecby an attacler simply in-
jectingandexecutingcodein datamemory or overwriting
aprogramcodepointerto invoke aLIBC function— thisis
demonstratetly brute-forcingattacktechniquesisreported
in Shachan{54]. Corversely e-NeXShs call monitoring
techniquesresusceptibleo stack-Bkingattacksn theab-
senceof suchobfuscations.

3.3 Operation

We now describethe normalinvocationof LIBC func-
tions by applicationcodeanda libc-basedattackscenario.

A code-injectionattack that issuessystemcalls directly
from datamemorywill obviously be detectedy ourkernel
code.By de ning the LD_PRELOALenvironmentvariable,
the programs invocationsof LIBC functionsare directed
into the appropriatewrapperfunction in e-NeXSh.so
whichissueghe authorisingsystemcall, validatesthe pro-
gramcall stack,andinvokestheintended.IBC function,in
order On the otherhand,a standardibc-basedattackwill
generallytransfercontrol directly into the original LIBC
function. Consequentlywhenthis function issuessystem
call(s),our kernelcomponenwill correctlyrejectthemdue
to the lack of authorisation(i.e., the last speci ed nonce
location has beeninvalid sincethe last invocationof ary
e-NeXSh.so wrapperfunction). A more sophisticated
libc-basedattackthatinspectsthe entriesin the Procedure
LinkageTable(PLT) or Global Offset Table (GOT) canin-
voke the relevant wrapperfunction in our sharedlibrary.
However, thecall stack-alidationcodewill detectthedevi-
ationfrom the programsnormalbehaiour, andcanlog the
attackattemptandhalt the procesdy issuinga SIGKILL
signal. Directly issuingsystemcalls for both logging and
signalingandalsonot returningcontrol to the application
malkesour techniquanvulnerableto extendedattacksge.g.,
[16, 41], that may have compromisedhe logging- or exit-
handlercodeasa meanf regainingcontrol.

Figure3 illustratesa successfullegitimateinvocationof
the sys _execve systemcall by functionfoo in the ap-
plication code,aswell as an unsuccessfuattemptby the
maliciouscodeshellcode  to invoke functionsin LIBC.
As aresult,maliciouscodecaninvoke systemcalls neither
directly norindirectly via LIBC functions.

3.4 Transparencyof Use

Our implementationmposeso interferenceon normal
systemoperations. Firstly, we can enforceprotectionon
only those programsthat needsecurity e.g., sener dae-
monslike httpd , sendmail , smbd, imapd , andleave
the rest of the systemunafected. The userspacecom-
ponente-NeXSh.so canbe disabledby simply not set-
ting the LD_.PRELOADenvironmentvariable. We created
a ag in the kernel's ProcessControl Block (PCB) data
structurethat hasto be setin order for our kernel com-
ponentto validate system-callinvocations. This ag can
be setby a variety of meansin the kernel's procesdoad-
ing code:(a) the LD_.PRELOALenvironmentvariableis set
(andcontainse-NeXSh.so ), (b) the programsnamecon-
tainsthe pre x enxProtect _, or (c) the programimage
containsan ELF [56] sectiontitled enexsh , consistingof
pre-computedisassemblynformationfor the programand
thereferencedibraries.



#include  <string.h>

1
2
3 char *shellcode =

4 "\xeb\x1f\x5e\x89\x76\x08\x31\xc0"
5 "\x88\x46\x07\x89\x46\x0c\xb0\x0b"
6 "\x89\xf3\x8d\x4e\x08\x8d\x56\x0c"
7 "\xcd\x80\x31\xdb\x89\xd8\x40\xcd"
8 "\x80\xe8\xdc\xff\xff\xff/bin/sh";

9

10 int  main(void) {

11 char buffer[96];

12 int i =0, *p = (int * buffer;

13 while (i++ < 32) *p++ = (int) buffer;
14 strncpy  (buffer, shellcode,

15 strlen (shellcode));

16 return  0O;

17 }

Figure 4. samplestadksmashingttac.

User-space Kernel

foo: syscall: @
. /I check protection flag
call execve

/I validate caller addr in . t ext
Il verify nonce
call syscall_table[i]

a e-NeXSh.so
execve: ( b >
syscall_libc_auth

/I validate call stack

— call libc.execve
@{ /I delete nonce I Syscall Table
libc.so | sys_fork

execve: sys_execve |

movl Oxb, %ebx @ b
int $0x80 -~

sys_execve:

shellcode:
sys_fork:

call execve

Figure 3. Thesequencéabcdeflindicatesasuccess-
ful system-calinvocationby “valid” functionfoo ,
beingroutedthroughthenew execve wrapperfunc-
tionin e-NeXSh.so andtheoriginal LIBC wrapper
functionexecve , in order. Step(b) representsthe
operationsof the new wrapperfunction,startingwith
it informing the kernelto authorisethe invocationof
sys _execve , and endingwith the stak trace and
caller-callee veri cations, just before before calling
the original LIBC function. Step(d) signi es the ex-
ecutionof the trap instruction, and the triggering of
the system-calkignalhandlerin the kernel,and step
(e) representghe kernel performingits own cheds,
verifying that the calling code’s virtual memoryad-
dressis in read-onlymemory and that the currently
requestedystencall is authorised(by cheding the
nonce).Thesequencéxde)indicatesan unsuccessful
attemptby attadk codein shellcode to invoke the
samesystentall via LIBC. Theattad fails thenonce
ched at step(e), becausehe system-calinvocation
hasnot beenauthorised.

Our techniqueallows for code executionon the stack
and heapas long as it doesnot invoke a systemcall or
LIBC function. A benet of this featureis that e-NeXSh
doesnot breakapplicationswith a genuineneedfor anexe-
cutablestack,e.g.,LISPinterpretersHowever, by prevent-
ing system-calbr LIBC functioninvocationsrom thestack
or heap,e-NeXShcreatesan “effectively” non-executable
stackand heap. This is an improvementover true non-
executablestackand heaptechniqueghat either breakle-
gitimate applicationsor requiresigni cant effort to allow
suchcodeto executeon the stackor heap.

4 Evaluation

In this section,we reporton our evaluationsof the ef -
cag/ andusability of our technique.We conductecexper
imentsto measureboth its effectivenessin protectingthe
systemfrom variousattacksandimpactto the systemper
formance.

4.1 Efcacy

The foremostobjective of any protectionmechanisnis
successfutiefenceagainstattacks.We have usede-NeXSh
to defeatstack-andheap-basedode-injectiorattacksased
on our modi ed versionof Aleph One's stacksmashingt-
tack (gure 4), and an example libc-basedattack using
the sampleprogramin gure 5. To furthertestour tech-
nique's effectivenessagainstattacks,we ran a benchmark
test-suitecompiled by Wilander and Kamkar [64]. This
code-injectiomattacktest-suitecontains20 differentbuffer-
over ow techniquedo overwrite vulnerablecodepointers,
viz., function's return addressfunction pointer variables,
old framepointer, andlongjmp buffers,in all of thestack,
heap,.bss and data segmentsof processmemory e-
NeXShwasableto achieze 100%effectivenesdy defeating
all 20 attacksa signi cant improvementoverthemere50%
achieved by ProPolice[25], the bestbuffer over ow detec-
tor tool evaluatedby Wilander A dynamicbuffer-over ow
detector[51] also managedl00% effectivenesausing this
test-suite hawever with a considerablylarger (upto )
overhead.We discusperformancassuesdueto e-NeXSh
next.

4.2 Usability

The usability issuesrelatedto incorporatingary secu-
rity mechanismare manifold, including impacton system
performancejncreasein programdisk or memoryusage,
ary otherinterferencewith normal systemoperation(e.g.,
breakingcertainapplications)andeaseof incorporatinghe
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Figure 6. e-NeXShmicro-bendmark: Systentalls.
Thethree columnsindicate meanexecutiontime for
ead systentall on: (@) a stok Linux system(b) an
e-NeXSh-enhancddnux systemput without apply-
ing either kernel or LIBC protection,and (c) full e-
NeXShprotection. Thevaluesare normalisedto col-
umn(a), i.e., themeanexecutiontimefor stod Linux.
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Figure 7. e-NeXSh maco-bentimark:
ApadeBenb. The height of ead column indi-
cates the number of requeststhat Apade could
processeac second.

1 #include  <unistd.h>

2

3 char *argv[] = { "/bin/sh" }h
4 int  main(void) {

5 void *fp = (void **) &fp;
6 fp[2] = execve;

7  fp[4] = argv[0];

8 fp[5] = argv;

9 fpl6] =0;

10 return  0O;

11 }

Figure 5. Sampldibc-basedattack.

techniquegle.g.,any manualeffort required).We focuspri-
marily on the impactto systemperformancealueto our in-

terceptionof LIBC functionandsystem-calinvocations.

4.2.1 Execution Overheads

We ran a set of micro-benchmarksto determine the
worst-caseerformanceit on system-calinvocations(via
LIBC), and macro-benchmarks$o determinethe perfor
mance impact on real-world software. We used the
ApacheBenctbenchmarkingool from the ApacheHTTP
Sener project[1] andseveralcommonUNIX toolsfor the
macro-benchmarks.Our resultsshav that e-NeXShim-
posesasmallperformanceverheadnaverageor Apache-
1.3.23-11( 1.5%reductionin request-processingapabil-
ity), andtools like tar andgzip . Thesebenchmarks
werecompiledwith thegcc-3.2  compilerwith nodelug-
ging, andno optimisation. The benchmarksvererun on a
1.2GHzPentiumlll machinewith 256MB of RAM. Timing
measurementseremadeusingthegettimeofday  func-
tion for the micro-benchmarkests,andthe UNIX time
tool for themacro-benchmarests.ApacheBenclprovided
its own timing results.

Micr o-benchmarks We wrote a C programthatusesthe
gettimeofday = function to measurehe systemtime to
invoke eachLIBC function (correspondingo the system
call, seenext) LIMIT timesin aloop (LIMIT ==10,000).
We thendivided the total time by LIMIT to getthe mean
executiontime per invocation. We collectedsuchvalues
from 10 runs, and averagedthe median8 valuesfor each
systenrall. Figure6 shavstheresultsfor individual micro-
benchmarkgo assessipperboundperformanceoverhead
for several potentially dangerousystemcalls (that would
be usedby an attacler), a systemcall (brk ) frequentlyin-
voked for dynamicmemoryallocations,and a lightweight
systemcall (getpid ).

Note the spikesfor open, mprotect , connect and
socket systemcalls, indicatingoverheadf almost
We ran additionaltestswith varying LIMIT (1, 10, 100,
1000,and10000)for eachof thesesystentalls,anddiscov-
eredthatthe e-NeXShoverheadoer system-calinvocation

(theoverheadsettlesn therange3—-8 per2—-4 system-
call executiontime) becamemoreprominentat higheritera-

tions— theseadditionalresultsaretabulatedin appendixA.

Macro-benchmarks We chosethe ApacheBencibench-
marking suite for the Apache[1] HTTP sener project
as a realistic benchmark for evaluating the perfor
mance impact of e-NeXSh. Apacheis ideal for this
purpose owing to its wide-spread adoption, and to
the fact that it exercisesmary of the wrapper func-
tions in e-NeXSh.so such as connect , execve ,
fork , open, and socket . We ran the ab tool
from ApacheBenchwith the parameters: -n 10000



Normal e-NeXSh  Overhead

Benchmark inseconds inseconds in percent
ctags 9.98 0.14 9.91 0.10 -0.60 1.93
gzip 10.98 0.62 11.19 044 2.09 6.45

scp 6.30 0.04 6.29 0.04 -0.15 0.96

tar 12.89 0.28 13.12 046 1.84 3.91

Table 3. e-NeXSimaco-bentimark: UNIX utilities,

-C 1000 http://localhost/S0KB.bin to simu-
late 1000 concurrentclients making a total of 10,000re-
guestsor a50KB le throughtheloopback network de-
vice (i.e., onthe samehostasthe web sener, to avoid net-
work lateng/-inducedperturbationgo our results).We col-
lectedand averagedthe resultsfor 5 runs of ab for each
senercon guration(seenext). Themachinewvasotherwise
unloaded.

Table 2 shavs the resultsof our macro-benchmartests
(alsoplottedin gure 7). The Apachesenersuffersasmall

1.55%decreasdthoughthe standarddeviation indicates
that this decreasas insigni cant) in request-handlinga-
pacity while runningunderfull e-NeXShprotection(col-
umn 3, Apache+ENX), ascomparedo runningon a stock
Linux system(column 1, Apache). Column 2 (Apache
-ENX) signi es the Apache sener running unprotected
on top of an e-NeXSh-enhancekernel, however with e-
NeXShdisabled.

Apache |  Apache(-ENX) Apache(+ENX)
14796.13 244.96 | 14663.88 142.90 14566.67 197.86
(decreasén throughput) -0.87% 1.98 -1.55% 2.14

Table 2. e-NeXShmaco-bendimark: ApatheBena.

Thevaluesin the r st data row indicate the number
of HTTPrequesthandledper secondaveragedover
5 runs,andcorrespondingstandad deviation) by the
serverin eac con guration. Thesecondrow shows
the average deceasein throughputin comparisorto

Apaderunningon stok Linux.

We alsoran someteststo determinee-NeXShs impact
on the performanceof common, non-serer UNIX pro-
grams. Table 3 shawvs the executiontime (averagedover 5
runs,andcorrespondingtandardieviation) for thectags
gzip , scp andtar utilities, measuredisingthe UNIX
time command. Three of thesetestsinvolved a local
glibc-2.2.5 coderepository: we ran ctags to gen-
erateindexes for the GLIBC sourcecode,tar to create
an archive of the sourcecoderepository andscp to up-
load the archive le to a remotesener (using public keys
for automaticauthentication)We alsocreateda 50MB le
by readingbytesfrom /dev/random , andwe compressed

this le usinggzip (it compressethe GLIBC archivetoo
fastfor usto geta meaningfultime measurement)These
resultsshow thatoverheadaddedby e-NeXShto thesecom-
mon programss insigni cant: in the nal column,there-
portedoverheads consistentlysmallerin magnitudethan
the standardieviation.

4.2.2 Other Usability Issues

Recallthat e-NeXShoperatescompletelytransparentliyto

applicationsand existing libraries, meaningthat their disk

usageremainsconstant. The run-time memory usageof

protectedprogramsincreasedy the size of the datastruc-
turerepresentindunctionboundariegat 16 bytesperfunc-

tion, Apache-1.3.23-1has 790 functions,i.e., increased
memory footprint of 3KB) in e-NeXSh.so . If the

e-NeXSh.so sharedlibrary is customisedfor eachap-

plication, this will increasehe disk usagemarginally (cur-

rently 34KB).

Once the kernel has been patched, and a suitable
e-NeXSh.so sharedlibrary madeavailable, applying e-
NeXShprotectionto anapplicationis a simplematterof by
settingthe LD_PRELOADRenvironmentvariable.Unlike the
non-executablestackand heaptechniquesg-NeXShdoes
not break applicationsthat require execution of code on
the stackor heap,or requirecomplex workaroundgo “un-
break”them. Also, extendinge-NeXSh.so with a new
wrapperis very easy requiringonly a one-lineC macroto
de ne thewrapped_IBC function's signature.

5 RelatedWork

Our techniqueis similar to existing work in threegen-
eralareaf securityresearch(a) system-calinterposition
techniquesfor processsandboxingor intrusion detection,
(b) techniqueghat preventthe executionof injectedcode,
and(c) addres®bfuscatiortechniqueso combatibc-based
attacks.Thoughthereexist certainoverlapsin theseareas,
we discussachareaseparately

5.1 System-Calllnter position

System-callinterception-basethtrusion-detectiorsys-
tems[18, 32, 34, 58, 62, 63] are similar to our technique
in thatthey passively obsene processehaiour. The ob-
sened behaviour of the running program,as signi ed by
its audittrails, i.e., the sequencef systemcallsissuedby
therunningprogram,is validatedagainstan abstractfinite
StateMachine(FSM) modelthat representsormalexecu-
tion of the monitoredprograms.Thesemodelcanbe con-
structeceitherduringatrainingphaseorit canbegenerated
from other compile-timeinformation aboutthe program.
Running these systemswithin acceptableoverheadshas



generallyresultedn lossof precisionyieldingalargenum-
ber of falsepositives,andsometimesven falsenegatives.
Gif n [33], anothersystemcall-driven, intrusion-detection
system,is an improvementover Wagnerand Deans tech-
nigue[58] thatusesstaticdisassemblyechnique®n Solaris
executabledo createa precise,yet ef cient model (based
on the Dyck language)o representhe beginningandend
of function invocations. Feng[27] and Rabek[50] take
the concepif system-calinterceptiona stepfurtherby in-
spectingreturnaddressefom the call stackto verify them
againstthe setof valid addressefor the program. This is
similar to our (kernel-level) conceptof validating the vir-
tual memoryaddres®of codethatissueghetrap instruc-
tion, andthevalidationof the call stackreturnaddressem
e-NeXSh.so . However, thesesystemsncur larger over-
headsasthey getthe kernelto extractandverify individual
returnaddressaluesfrom the programcall stack,whereas
we only have to validatea singleaddressn the kernel. In-
steadwe verify the userspacecall stackcompletelywithin
ouruserspacecomponentAnotherimportantadvantageof
our systemis the simplicity of our technique— insteadof
anFSM-basednodel,we simply usethe programcode(as
a call-graphmodel)to validateprogramcall stacks.

Gao'sevaluation[29] concludeghatmimicry attackscan
break anomaly-detectiotechniqueghat interceptsystem
calls and analyseaudit trails. Thesemimicry attacksex-
ploit the fact that suchanomaly-detectiorechniquesde-

ne normal program behaiour in terms of audit trails.
Our techniqueis not similarly vulnerableto theseattacks
since we monitor not audit trails over a period of time,
but ratherthe entire call stackto validateagainstthe static
programcode. In 3.2.3, we discussedhe ineffective-
nessagainste-NeXShof Kruegel [41], a similar method
for automatingmimicry attacksagainstcertain classesof
intrusion-detectiorsystems A Phrackarticle[17] presents
amimicry attack[29, 41] (usingfaked stackframes)to de-
feattwo commerciakandboxingroductsfor the Windows
operatingsystem,viz., NAIl Enterceptand Cisco Security
Agent that performkernel-basedveri cation of the return
addresseen the userspacestackandthe returnaddresof
thetrap call. Thesedefencetechniquesaretricked into
acceptinghefakedstackframessincethey only checkthat
the returnaddressefrom the stack-traceexist in a .text
section. Our full callercalleevalidationin e-NeXSh.so
combinedwith the stack-and code-sgmentobfuscations
( 3.2.3)would thwart a Linux versionof this attack,given
thatwe make it muchharderto fake the stack.

Linn etal. [45] presenta defencetechniquethatis very
similar to e-NeXShis termsof its objectvesandmethods.
They alsousethe locationsof trap instructionsin code
memoryto identify illegal invocationsof systemcalls by

code-injectiorattacks— wherea®ourkernelmodulesimply

inspectghe“return address’df system-callnvocationsand
checkghememorypagesread/write ag, Linn'stechnique

useshe PLTO [52] binaryrewriting tool to pre-processx-
ecutableles to constructan InterruptAddressTable(IAT)
of valid sitesfor systencalls. ThelAT is loadedby theker
nel, andreferencedor a matching“return address’entry
whenvalidatingeachsystem-callnvocationduringthepro-
gramrun. Linn'stechniquenheritsthe PLTO tool's inabil-
ity to handledynamicallylinkedexecutablesandhencehas
toincludeall referencedibrary code e.g.,LIBC, in asingle
staticexecutableto dealwith thetrap instructionsin the
LIBC code. e-NeXSh,on the otherhand,still only needs
to verify thatthe “return address’of thetrap instruction
existsin a write-protectednemoryarea— for LIBC, this
would be the code-sgmentof libc.so  in the program
memory

Besidegheir methodof monitoringsystem-calinstruc-
tions to identify code-injectionattacks,Linn alsoincludes
amechanisnparallelto oure-NeXSh.so , i.e.,for identi-
fying attackghatuseexistingtrap instructionsin thepro-
gram(or library) codeto invoke systemcalls. Linn classi-
es theseattacksnto “known address’and“scanning”cat-
egories,andfocusesn usingobfuscatiortechniquego de-
featsuch“scanning”attacks,jncluding (a) usingthe PLTO
tooltoreplacehetrap instructionswith othermachinen-
structionghatareguaranteetb alsocauseakerneltrap, (b)
removing from executablesary symbolicinformationthat
might aid an attacler in guring out wherethetrap in-
structionswere replaced,(c) interspersingiop -equivalent
instructionsin the programcode,and(d) interspersinghe
addressspaceof the executablewith munmapd memory
pages.This collectionof obfuscationtechniquesenesto
preventa “scanning’attacler from usingan existing trap
location in the programcodeto invoke systemcalls. How-
ever, whencomparedo e-NeXSh.so thataccomplishes
thesamepurposewe seethatLinn's performanceverhead
(15%)is approximately  greatetthanthatfor e-NeXSh.
Linn attributestheir large overheadprimarily to a degraded
instruction-cacheerformanceandpointsoutthattheirlay-
outrandomisatioreasilyleadsto ahighrateof TLB misses.
Anotherdisadwantageof theirtechniqués the needto mod-
ify the executableles in ahighly intrusive fashion,which
is likely to complicatemattersfor bothdeluggingpurposes
andinteroperabilitywith other, independentiefencetech-
nigues.

Someintrusion-detectiorsystemsequiremanualeffort
to de ne and updateexplicit policies[18, 49 to restrict
programs'run-timeoperations.Our techniqueobviatesthe
needfor suchexplicit policies:insteadwe usetheprogram
codein the .text sementandits disassemblynforma-
tion asguidelinesfor animplicit policy.



5.2 DefenceAgainst Code-Injection Attacks

Process-speci crandomisedinstruction sets [13, 38]
andprocessshepherding40] have demonstratedesilience
againstcode-injectionattacksby only permitting trusted
codeto execute wherethetrustis dictatedby the origins of
thecode.Thesesystemsely heavily ontheuseof machine
emulatorsor binary translatorsincurring large overheads,
andhenceareunsuitableor real-world use.

Techniqueslike [3, 5, 10, 55] protect againstcode-
injection attacksby making the programstack, heapand
staticdataareasnon-executable.By default, thesedataar
easare mappedto memory pagesmarked writable in the
Linux operatingsystem. Sincethe 32-bit x86 architecture
only providessupportto specifywhetherindividual mem-
ory pagesarewritable and/orreadablethereis no ef cient
meansof specifyingwhethera given pageis executable.
This hasresultedin operatingsystemdike Linux consid-
ering readablepagesasalsobeingexecutable. Thesenon-
executablestack and heaptechniqueq3, 55] have devel-
opeda softwaresolutionfor distinguishinghereadableand
executablecapabilitiesfor individual pagesandhave been
successfuln preventingthe executionof codein thesear
eas,althoughin a mostly non-portablemanner A critical
dravbackof theseapproachess thatthey breakcodewith
legitimate needfor an executablestack,promptingthe de-
velopmenibf complex workaroundgo facilitatesuchcode,
e.g.,trampolinesfor nestedfunctions(a GCC extensionto
C) andsignal-handlereturncodefor Linux.

Recentprocessorq30] provide native hardware sup-
port for non-executablepagesvia a NoExecute(NX) ag.
This, however, will sene only to make redundanthe code
usedto emulatethe perpageexecutebit — the complex
workaroundsandassociatedverheadgo allow executable
stacksandheapsfor applicationghatrequirethemstill re-
main. Furthermorethesetechniquegoveronly a subsebf
exploitation methods(e.qg., existing-codeor libc-basedat-
tacksarestill possible).

Our approachcan also be thought of as making data
memorynon-eecutablefor the purposesof injectedcode
invoking systemcalls or LIBC functions. However, our
techniquedoesnot prohibit the executionof mostcodethat
hasbeendepositednto datamemory(the exceptionis the
trap instructionto make systemcalls),makingit possible
to runapplicationghatrequireanexecutablestack.

5.3 AddressObfuscation

Address-obfuscatiotechniqued3, 14, 20] candisrupt
libc-basedattacksby randomisinghelocationsof key sys-
tem library code and the absolutelocationsof all appli-
cation code and data, as well as the distancesbetween
different data objects. Several transformationsare used,

such as randomisingthe base addresse®f memory re-
gions (stack, heap,dynamicallylinked libraries, routines,
and staticdata),permutingthe order of variablesandrou-
tines, and introducingrandomgapsbetweenobjects(e.g.,
by randomly padding stack framesor malloc() 'd re-
gions).However, Shachanetal. [54] recentlydemonstrated
the futility of suchaddress-obfuscatiatechniquedor 32-
bit systemgqthey canonly utilise 16 bits of randomness)
by creatingan attackto defeatPaX's addresspaceayout
randomisatiolin 216secondse-NeXShis notvulnerableo
this attacksincewe do not obfuscatehememoryaddresses
of LIBC functions.Thesecretcomponentn ourtechnique,
i.e., the nonce,is reliably secureagainstre-useby attack-
erssincewe createand destry the noncevaluesentirely
within e-NeXSh.so . Furthermorewe employ up to 104
bits (compareo 16bitsfor thetestsin [54]) of randomness,
which greatlyincreaseshedif culty for anattacler.

6 Openlssuesand FutureWork

An underlying assumptionin our work is that an at-
tack needsto interactwith the systemoutsideits compro-
misedprocessandthatthis interactioncanbetightly mon-
itored and controlledby the OS kernel. Linux allows an
applicationto carry out memory-mapped/O without hav-
ing to issuesystem-callsexceptfor oneinitial call to the
mmapsystemcall. Thetechniquegpresentedn this paper
cannotdetectwhena compromisedbrocesss performing
memory-mapped/O. However, suchan attackis effective
only againsta programthat hasalreadyset up memory-
mappedaccesdo critical les.

e-NeXSh is incompatible with systemsthat involve
copying executablecodeto datasectionsfor the purposes
of execution— this will immediatelybe agged asexecu-
tion of injectedcode,andthe processwill be halted. For
instancetechniquedik e LibVerify [12] andProgramShep-
herding[40] that require execution of managedor shep-
herdedcode storedin datapagescannotbe usedin con-
junctionwith e-NeXSh.

Onede ciency of our systemis thatit doesnot protect
againstattacksthatexploit vulnerabilitiesto overwrite cru-
cial (hon-codepointer)data. This could enablethe attacler
to bypassapplication-speci caccess-contrathecks,or, in
extremecasesgvenbeableto specifythe parametefor the
programs own invocationof the system call. However,
few techniquegq18, 49] monitor system-callparameterso
protectagainssuchattacksandonly with manuallyedited,
explicit policies.

6.1 FutureWork

Our implementatiorrelies on programand library dis-
assemblyfor validating stacktraces,andis currently un-



ableto carry out properuserspacecall-stackvalidationei-
therif optimisingcompilershave beenusedto producecode
without the old-frame-pointer entryin stackframes
(i.e., cannotdo stacktraces),or if the programexecutable
hasbeenstrip 'd of symbols(i.e.,cannotdisassemblée
code).Theobvioussolutionto this probleminvolvesimpos-
ing certainbuild-time constraints— applicationcodewiill
needto be compiledwith the old-frame-pointer en-
abled,andthe executablesannotbe run throughstrip
Anotherpossibilityis to usemorerobustdisassemblerik e
IDA-Pro[8].

A possiblefuturedirectionfor ourwork is to relocatethe
userspacestack-\eri cation codeinto thekernel.Having a
self-containe@-NeXShmechanisnin thekernelwill allow
for a simplerdesign,avoiding the needfor an extra system
call or storagespacefor a noncein the PCB. Furthermore,
thecall-stackveri cation canbeextendedo monitorlibrary
codein statically linked executables.However, this deci-
sioncouldalsoleadto larger performanceverheadssthe
kernelhasto validatethe userspacestack.

We areworking to improve the handlingof codepoint-
ersin the call stack. In additionto collectinginformation
aboutthe setof acceptablaisefor function pointersin the
call stackduringtraining stageswe areconsideringheuse
of static-analysisechniqguesombinedwith somerun-time
programdata[11] to computefull call graphgfor programs.

7 Conclusions

We have presentedh techniquethat makesuseof infor-
mationabouta process'run-timememory creatinganim-
plicit policy to ef ciently monitorall systemcall andLIBC
functioninvocationsmadeby theprocessThis helpsin de-
feating process-suersionattacksfrom causingarny dam-
ageoutsideof thecompromisegbrocessThistechniquéhas
demonstrateduccessfuprotectionof softwareagainsboth
code-injectiorandlibc-basedattacksusingWilander'stest-
suite [64] in addition to our own syntheticeffectiveness
benchmarksWe have establishedhatour approachs both
feasibleandeconomicaljmposingnegligible overhead®n
ApacheandcommonUNIX utilities, andis applicablefor
bothlegag/ andclosed-sourcapplicationssincewe do not
requireary changeso applicationsourcecode.
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A Appendix

Figuress, 9, 10,and11 demonstratelecliningaverageexecutiontime for systemcallsin our extendedmicro-benchmark

tests,andindicatethatthe overheaddueto e-NeXShis in therange3—-8 perinvocation.
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Figure 8. Micro-benbmarkresults:open. Figure 9. Micro-bentmark results: mpro-
tect.
Micro-benchmark: syscall connect Micro-benchmark: syscall socket
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Figure 10. Micro-benbmark results: con-
nect.

Figure 11. Micro-benbimarkresults:sodet.




