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Abstract—It is a commonly held belief that IPv6 provides
greater security against random-scanning worms by virtue of
a very sparseaddressspace.We show that an intelligent worm
can exploit the directory and naming sewices necessaryfor the
functioning of any network, and we model the behavior of such
aworm in this paper. We explore via analysisand simulation the
spread of such worms in an IPv6 Internet. Our resultsindicate
that sucha worm can exhibit propagation speedscomparable to
an IPv4 random-scanningworm. We develop a detailed analytical
model that revealsthe relationship betweennetwork parameters
and the spreading rate of the worm in an IPv6 world. We also
develop a simulator basedon our analytical model. Simulation
resultsbasedon parameters chosenfrom real measuementsand
the current Inter net indicate that an intelligent worm can spread
surprising fast in an IPv6 world by using simple strategies.The
performance of the worm dependsheavily on these strategies,
which in turn depend on how secure the directory and naming
sewicesof a network are. As a result, additional work is needed
in developing detection and defensemechanismsagainst futur e
worms, and our work identi es directory and naming sewices
as the natural placeto do it.

Keywords: StochasticProcesses/Queuingheory Simula-
tions, Worm Propagation.

I. INTRODUCTION

In recentyears,the Internethasbeenplaguedby a number
of worms|[1], [2], [3], [4]. Many of thesewormsuserandom
addresscanningo identify new hoststo infect. The Slammer
[5] andWitty [6] wormsamply demonstratethe effectiveness
of this brute force techniquein spreadingat time scalesthat
do not permit humanreactionand make automatedreaction
very dif cult. Arguably the effectivenessf randomscanning
owesto thefactthat|Pv4 addresseareonly 32 bits long, thus
allowing for anfastexhaustve searctof all possiblehosts,and
the relative population(host) densityin this space.

Following this reasoning,it is naturalto expect that the
eventualadoptionof IPv6 [7] will affectthe propagatiorspeed
of scanningworms. In particular the 128-bit IPv6 addresses
should make it considerablymore dif cult for a worm to

nd new targetsthroughrandomselection. Assumingthat the
total number of hostson the Internet does not increaseby
a similar factor the work factor for nding a targetin an
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IPV6 Internetwill increaseby approximately2®, rendering
random scanning prohibitively expensve. Note that email
worms, which use the addressbooks and other information
residenton infectedmachinedo identify new targets,will not
be affectedby the adoptionof IPv6.

However, we believe that future worms are likely to use
other more effective stratgjies in identifying and targeting
likely targets.In particular we expectwormsto usea two-
level scanninghierarchy whereby different mechanismsare
usedwhenscanningacrosssubnetsand when scanninginside
subnetsThis approachwhich hasalreadybeenusedby some
worms|[2], [8], exploits thefactthat scanningandpropagation
speedsnside a local network are considerablyhigher, dueto
lower lateny and higher bandwidth.In an IPv6 network, a
secondconsideratioris the easeof locating additional likely
targets once one node on the network has been infected.
For example, routing protocols, Windows service location
announcementsieighbordiscorery cachesandhostcon gu-
rationandlog les canbe usedto identify additionalhostson
thelocal network. Thus,the mainobstacleacedby a scanning
worm in IPv6 is how to locatevalid networks, and at leasta
small numberof hostsin thosenetworks.

One stratgy we identify is DNS randomscanning i.e., a
worm that guessedDNS namesinsteadof IP addressesand
usesthe DNS infrastructureto locatelikely targets.Although
the inherentcost of a DNS query can be signi cantly larger
than that of a simple probe at a randomaddresseswe nd
through simulationsthat a worm that pipelinesDNS queries
and attemptsinfections asynchronously(i.e., as DNS replies
are receved) can exhibit propagationspeedsvery close to
thoseof random-scanningvormsin the currentlPv4 Internet.
This is a particularly surprisingand worrisome nding, asit
greatlydiminishesthe prospecibf inherentlybettersecurityin
an IPv6 Internet.After our submissiorof this paper one such
worm appearedn the IPv4 Internet,namedMyDoom [9].

Our analyticalmodelsindicatethatthe spreadof suchDNS-
basedworms is greatly in uenced by the variance of the
fractions of hostscurrently infectedin various subnetverks.
Thehigherthevariancethe slower is the growth. Thus,afast-
spreadingworm should spreadout as uniformly as possible
acrosddifferentsubnetsand henceit needsan effective strat-
egy for identifying vulnerablehostsin differentsubnetsOur
resultsalso demonstratehat the speedof spreaddependso
a greatextent on the stratgy employed in locating additional



targetswithin a network oncea hosthasbeeninfected.Hence,
securityshouldbe tightenedagainststratgjiesthat allow easy
or unauthorizedaccessto valid IPv6 addressesn a local
network.

Thus, we believe that further researchis neededin de-
veloping mechanismgfor detectingand respondingto fast-
spreadingworms. One naturalinitial countermeasureto the
“DNS worm” is to install anomalydetectioncapabilitiesclose
to DNS seners. This will help in identifying likely worm
infestationdy measuringherateatwhich hostsgeneratdNS
gueries althoughit is unlikely to eliminatethe worm problem
by itself. While the scenariothat we study in this paper
concernsDNS and IP addresseghe generalprinciplesapply
to ary situationwhere “targets” are identi ed by employing
a directory or searchservice. We hope that our work will
incentvize additionalwork in the areaof worm detectionand
countermeasures.

Paper Organization: The remainderof this paperis orga-
nized as follows. Sectionll givesa brief backgroundon the
DNS infrastructure alongwith a simple analyticalmodel for
the costof queries.Sectionlll discusseshe DNS worm, and
modelsits propagatiorspeedSectionlV brie y describeghe
simulatorwe usein SectionV, which containsour resultson
projectedworm propagationusing both mathematicamodels
and the DNS worm simulator SectionVI discussegelated
work on worm detectionand defensesWe concludethe paper
with SectionVII.

Il. BACKGROUND ON DNS

DNS providesa mappingfrom alphabeticadlomainnames
to the numerical IP addressesisedto identify hostsin the
Internet. The DNS architectureis a hierarchyof distributed
“name-serers” that contain databasesof name-to-IP map-
pings.In atypical DNS query a client needsto obtainthe IP
addresdor a distanthostit needsto contact.lt rst contacts
the local “resolver”, a DNS sener in the samedomainasthe
client. Thisresoherthencontactsoneof theroot name-serers
that are at the top of the DNS hierarchy The resoler is then
recursvely referredto a successiomf name-sergrsdown the
hierarchyuntil it queriesthe authoritativename-servefor the
hostnameo be resohed. The authoritative name-servethen
repliesto the local resoler with the requiredIP addressThe
local resoherthensendst to theclientandalsocachesa copy
for immediateretrieval in caseof further queriesfor the same
hostnamdrom a clientin the domainfor which it is the local
resoler. The logical path taken by a typical DNS query is
shawvn in Figure 1.

The time taken for a DNS query consistsof round-trip
delaysbetweenthe local resolher and the client and also the
round-trip delays betweenthe local resoher and the name-
senersqueried.ln mathematicaform,

d = diocar + dinter net

1)

wheredca is the round-tripdelaybetweerthe clientandthe
resolher and dineer net IS the elapsedtime betweenthe time

Fig. 1. A typical DNS Query path: C is the client. D1 is the local DNS
resoher, D2; D 3; D4 areDNS senerswith D 4 the authoritatve DNS sener
for hostH .

theresolerissueghe DNS queryto theroot name-sergr and
thetime it getstheresponsdackfrom the authoritatve name-
sener. The delaydiner net may consistof round-triptimes of
communicatioramongstmultiple pairsof hosts. Theseround-
trip delaysin turn dependon a multitude of factors:

1) Timeouts and Retransmissions Packet lossesdue to
congestionin the network may trigger retransmissionghat
increasethe DNS delay If a DNS query paclet is lost,
typically the client waits for a timeout T before sendinga
retransmissionlf p; is the loss probability (and hencethe
retransmissiorprobability), then the expectedDNS delay for
aqueryis

pr T
2
Ty @

We assumethat the local resolher residesin the same
subnetverk asthe client and so the delay dipca is not much
affectedby the load on the DNS seners.

2) DNS Cache Hit/Miss: The hostnameto be resohed
may alreadybe presentin the cacheof the local resoher, in
which casethe DNS delay is considerablyless.In essence,
from theclient's perspectie,the DNS delaydepend®n (i) the
CacheHit/Miss probability and(ii) Congestiorin the Internet
(which may affect the round-trip delays).

If pocn is the probability of a DNS cache hit when
resolving a hostname then the averageDNS delay may be
written as

Oav = diocal + Ginter net +

dggene PocH dioca + (1 PocH) dav

dIocal + (1 pDCH)

T
(dinter net 1pr P ) (3)
r

I1l. WORM PROPAGATION MODEL
A. RandomScanning

In a typical randomscanningworm (such as versionsof
CodeRedand Slammerworm) propagatingn anIPv4 Internet



space,each worm instancegeneratesrandom IP addresses
and tries to infect the host with that IP address.Various
earlier works [10], [11] have modeledthis randomscanning
worm using a simple epidemic model. The assumptionis
that ary Internethostis eithervulnerableto infection or has
alreadybeeninfected,in which caseit contributesto theworm
propagationby infecting other machines.Also, once a host
has beeninfected, it remainsinfected. The classicalsimple
epidemicmodelis given by the equation:

dl (t)
= O )] )
where is the pairwise rate of infection [12]. At t = 0O,

I (0) hostsare infectedand startthe processof infecting the
remainingN | (0) hosts.

is given by — where is the scanrate of the worm
and is the scanningspace.For instance,n the caseof the
Slammerworm [5], eachinfected host sentout 4000 scans
per secondandhence = 4000=s. Sincethe Slammerworm
generategandom IP addressegrom the whole IPv4 space
consistingof 2°2 IP addressesye have = 2%2,

In an IPv6 Internet, random scanning worms run into
insurmountableroblemssincethe scanningspace is huge
for IPv6. This resultsin extremelylow valuesof the pairwise
infectionrate and hencevery slow propagationfor worms
that propagateat reasonablespeedsn IPv4.

Thefractionof infectedhostsat ary giventime t is denoted
by a(t) = ',E‘—t) The dynamicsof a follow an equationsimilar
to Equation(4).

B. The DNSWorm

The DNS Worm overcomesthis obstacleby not relying
on randomscanning.The DNS worm usesDNS queriesto
nd active IP addressedn the sparselPv6 addressspace.lt
consistsof two parts.At the back-ends an addresgyenerator
that generatestringswhich might be actualhosthname®n the
Internet. The front-end then usesDNS resolutionto nd the
correspondindP addresswhich is thenattacled andinfected,
if deemedvulnerable.

1) String Geneation: The DNS Worm back-endconsists
of a string generatothat generatestringswhich areprobable
namesof actual hosts on the Internet. Internet hostnames
are typically madeup of commonwords separatecy dots
(e.g., www.yahoo.com)Most of the wordsusedaredictionary
words;somepre x esandsufx essuchas“www” and“.com”
respectiely, even thoughnot dictionary words, are extremely
common. Thus, a smart DNS Worm can use a form of
dictionary attack to generateprobable Internet hostnames.
Apart from dictionary-basedtring generationaworm canuse
websearchenginego gathervalid hostnamesandin particular
sener names.Still more hostnameghat are not necessarily
web senersandhencedo not shov up on web searchengines,
can be retrieved from other public accessinternetlocations
suchasGooglegroupsmailing lists, etc. Recently a variantof
anemailworm known asMyDoom harestedemail addresses
by sendingsearchqueriesto popularweb searchenginesas

it spread[9]. This slowed the searchenginesconsiderably
in some casestotally knocking them out Y. Another worm
called Santyusedthe searchengineGoogleto nd websites
containingonline bulletin boardsrunninga vulnerableversion
of the widely usedPHP Bulletin Board(phpBB)software. By
usingsimilar sophisticatedechniquesthe stringgeneratocan
produceactualhostaddressesvith high probability.

We denotethe set of all possible strings which can be
producedby thestringgeneratoas . Thesubsebf thatare
actualhostaddresses denotecby '@ 98, An instanceof the
DNS Worm that usesthe string generatotto produceprobable
host addressesnd then tries to infect the valid addressess
only ableto infect hostsfrom the set @ 98t Naturally, there
are still valid Internet host addresseghat lie outside but
which cannotbe producedby the string generatorand as a
consequenceannotbe infected. Thus,from the view of the
DNS Worm, the vulnerablehostson the Internetare only the
hostswith addressesontainedn stringset '@ 9%, Hencefor
all analyticalpurposesN = target,

The DNS Worm operatedyy iterating over two steps:
Generatea new probablehostnameusingthe string gen-
erator
Resoletheprobablehostnamdoy initiating a DNS query
If avalid IP addresss returned,it implies that thereis
an actual Internet host with this name.In this casethe
hostis attacled and infected. The DNS query may also
resultin no correspondindP addressheingfound.

For a stringproducedy the stringgeneratorthe probability
of it beinga valid hostnames

tar get

®)

Note that we assumethat all these '@ 98 hostshave the
vulnerability which the DNS Worm exploits. In caseonly
somefraction of the '@ 98t hostshave the vulnerability, the
parameter canbe scaledaccordingly

2) EffectiveScanRate: For eachscanthatthe DNS Worm
performs,it hasto performa DNS queryand,if the queryis
successfulinfect the resultingIP addresgif vulnerable).The
total time taken in the processis the sum of the DNS delay
andthe infectiontime. On the otherhandif the DNS queryis
unsuccessfulthe worm immediately startsgeneratinga new
string for the next probableinfection. Hencethe total time is
just the DNS delay Sincethe DNS query was unsuccessful,
the stringwasnot a valid hosthamendhencecannotbe found
in theDNS Domain-LocalCache Thereforethe averagedelay
for suchqueriesis dy, (a). The averagedelay for successful
queriesis di2°¢d (a) + ¢ where ¢ is the averageinfection
time.

Note that these delays are a function of a, the fraction
of infected hosts(as de ned in Sectionlll-A), since,asthe
numberof infectedhostsgoesup, sodoesthe DNS traf c due
to the worms and hencethe load on the DNS seners, which
in turn affectsthe DNS delays.

Y Notethatthis occurredafterthe submissiorof this paperto Infocom 2005.



As obsened in Equation (5), the probability of querying
for valid hostnamegand henceof successfuDNS queries)is
givenby . Theeffective averageDNS delayfor a wormthen
becomes

derr () = (¢ +dF™ @)+ @ )da(@) (6

Hencethe effective scanrate of the DNS worm is given by
1

a) = 7

@ T @ a @

3) DNS Wbrm Propagation Rate: We now derive the dy-
namicsof a, the fraction of infectedmachinesRecallthata is
the fraction of “vulnerable” machineghat have beeninfected.
If 1(t) is the numberof machinesinfected at time t, then
(sincefrom the point of view of the DNS Worm the number
of vulnerablemachiness @ 98!) we have a(t) = —{k-.

Consideranin nitesimal time period . If the averagescan
rate of infectedmachineds , thenin time , | (t) machines
canperform | (t) numberof scansOut of these,since =

7% s the probability of a DNS Worm producinga string
which is a valid Internet host, the numberof scans(and so
the numberof DNS queries)thatreturna valid IP addressare

I (). Sincea fraction of the vulnerablehostsare already
infected, the probability of an IP addressretrieved using a
DNS querybelongingto a still uninfectedhostis 1  a(t).
Hencethe new infectionsin time period are

It+ ) 1= 1) @ =
) T E M Q@ e
Sincea(t) = %tg)e‘ we have
a= a(l a

I1I-B.2 shovs how alsovarieswith a. Thus,we have the
differential equationgoverningthe dynamicsof a given by:

al a)
(¢ +dgered(@) + (1 )(dav(@) ©

C. Modelingthe DNS architecture and the ResultingDelays

The DNS architectureconsists of a hierarchy of DNS
seners that respondto DNS queries. At the top of the
hierarchyarethe Root DNS seners.Most of the DNS queries
that are not locally resohed are at rst directedto one of
theseRoot DNS seners. During periodsof fast propagation
of the DNS Worm, the number of DNS queriesincreases
dramatically possibly overloading the Root DNS seners,
whichthenbecomehebottleneck The RootDNS senershave
aboundedprocessingower. To studythe boundedhroughput
behaior of RootDNS seners,we modelthemasan M/M/1/K
gueuingsystem.Thisis justa rst orderapproximatiorandin
no way implies that the actual Root sener behaior follows
the M/M/1/K queuingmodel.

The queuingsystemsenes DNS queriesand hasan expo-
nential servicerate given by . K is the maximum number
of queriesthat canbe present(eitherwaiting or being sened)
in the queuingsystemat a given time. During times of high

é:

load, not all queriescan be sened. Many of the querieswill

be droppeddueto buffer exhaustionin the queuingsystem.
If isthearrival rateof queriesthenthe probability of the

gueuehaving i querieswaiting to be sened is given by

. 1 i

(i) = 5_ K)+1 ©)

where is the load on the systemandis givenby = -—.
The expectedprobability of a query being droppeddue to

buffer exhaustionis given by

@a )"

E[IOSS] = m

(K) =

Queriesare acceptedin the systemwhen the M/M/1/K
gueueis not full. The meanexpectedresponsdime of only
the acceptedjueriesis thengiven by

(10)

E[Xa] = E[Xjaccepted= %TI(])SS]
_ lil(K)liol(i + 1) (i)
L L a1
For the specialcaseof = 1, we have
(i) =1 Lim ! 151 K)+1i T K i 1
Eflosd =+ = (K)= ﬁ
EXal s = it = 55Dy

1 Eflosy -1 2

The query arrival rate  dependson how mary hostsare
sendingDNS queriesThehigherthe numberof infectedhosts,
the more DNS querieswill be receved by the name-serers.
Hence will increasewith a, the fraction of infected hosts,
which in turn implies that E[X ;] and E[losg] are functions
of a. If is the scanrate of infected hosts,then (a) will
be the numberof infected hoststimes the scanrate. That is

= aN . Thus,we have

(@)= (13)

D. DNSWorm Propagation Revisited

FromEquation(8), we seethattherateof worm propagation
dependson DNS delay valuesday (a) andds2ced (a) that are
given by Equations(2) and (3).

The systemof RootDNS senersis modeledasan M/M/1/K
gueuingsystemin sectionlll-C. The expectedresponsdime
of the queuing systemfor acceptedqueriesis thus a good
measureof the averagetime spentby a typical DNS query
in the Internet.Using Equation(11) we have dinter net () =
E[Xal

The expectedprobability of a DNS query being dropped
in the M/M/1/K queuing model is a good measureof the
retransmissioprobabilityof a DNS queryby theworm. Using



Equation(10), we have p; (a) = E[losg. Note that dinter net
andp; arefunctionsof a, sinceE[X ;] andE[losg arealso
functionsof a.

Using Equations(2) and (3), we have

_ i pr T
dav (a) - dIocal + dlnter net + 1 Dr
T
=  digca + E[Xa]+ 1pr
r
_ pr T
= dIocal + 1 Dr
11 K K
+ Sl 7] (14)
dcached (a) — dl + (1 d: + prT
av ocal pDCH)( inter net 1 P )
r
T
= doca + (1 pocH)(E[Xa]+ 1pr )
pr
T
— Pr
= dioca + (1 pDCH)(l o
K K
+ Sr— =) (15)

aN

where =
Finally, we have the rate of propagatiorof the DNS Worm
given by
a(l a)
a= 16
2 v de @)+ 0 @) O
whered,y, (a) anddSaced (a) aregiven by Equationg(14) and
(15).

E. The Two-level Model

The epidemicmodelof a uniform scanningworm described
in IlI-A does not capture the behaior of mary existing
worms that differentiatethe IP addresse®f the samelPv4
subneto arbitrarylP addresseée.g., CodeRed2)This locality
propertybecomesnuchmoreimportantin IPv6 networks. The
local IPv6 addressspaceis alreadytoo large for a worm to
performrandomscangust by guessingP addresseddowever,
there are mary more efcient ways to nd a hostin the
local network. Routing protocols, Windows service location
announcements)eighbordiscovery cachesand host con g-
uration and log les can be exploited to identify additional
hostson the local network.

In the previous sectionswe proposedto use name-sergrs
to searchfor hostsin an IPv6 Internet, which is much less
efcient thanpossiblemethodshat explore the local network.
An effective IPv6 worm hasto considerthe locality of the
Internetand usedifferent propagatiormethods:a global scan
methodand a local scanmethod.The global scanmethodis
inef cient but necessarybecauset cancover a large portion
of thetotal populationof the vulnerablehostson the Internet.
The local scan method is efcient but can only discover
vulnerablehostson the local network. This resultsin a much
higherinfectionrateto hostsin the local network thanagainst

arbitrary hoston the Internet.As a result,we usea two-level
modelto describethe propagationof an IPv6 worm.

Supposeéhe populationof vulnerablehostsin local network
i is Nj. For aninfectedhostin this local network, let ; be
the searchspaceof addresse®f local scans.Quantity ; is
not necessarilyery large; it canbe just the populationof all
(vulnerableand non-vulnerable)hostson the local network.
Supposeéherearen suchlocal networks on the Intgnet and
the total vulnerablehostson the Internetis N = ;_; N;j.
Let  be the searchspacefor global scans,that is actually
the cardinality of the set of namesthat we feed to name-
Senegs. Clearly, we canassumea very large , muchgreater
than [_, i, althoughit may be much lessthan 2128 the
cardinality of the IPv6 addressspace We denoteby ; and
thelocal andglobal scanrates.For aworm usingpurerandom
scanning, j is greaterthan dueto shorterround-trip times
and greateravailable bandwidthwithin a local network. With
a DNS Worm, ; can be much greaterthan dueto DNS
delays.The ratesat which an individual hostin local network
i is locally and globally scannedare ( = i)I; and( =) |
respectiely. Therefore,the infection rate of a new hostin
local network i is

ili I
II+

- I i) .
I
It is not surprisingthat the locality considerablyaffectsworm
propagation— in fact, we can analyzeit with a continuous
modelderived from (17), which is
dl; il I
—_—= —+ li):
pm i i)
Let A; = |;=N; be the fraction of infected hosts, and also
assumaeall local networks arehomogeneous,e, all N;'s, i's

Ri = — (N (17)

— (N (18)

and 's arerespectiely identicaland N; = N=n. Then,we
obtain 0 1
X
d(ﬁ' @'—N'A, L= ANAG A (19)
0 5’ 11
X
- @'—N'A,+ Neal™ aana a): o
j=0
Summingon both sidesoveri = 1;:::;n, andlgbservmgthat
the global fraction of infected host a= 1 (i Ai), we
obtain
da
dt 20 0 11 3
N X
= 4@'_'\11',0\i + N el A].AA (1 A)S
i=0 ! 0 j=0 1
N X X
= 'N' 1 A+ N el AjA
! i=0 n j=0
! 0 1,
X X
LY NgLX



= 1+ — a —a? L = A?
: : i=0
- N, N NN
I ' i
N 1 X
i '| < (Ai a)z
! i=0 1
N, 1 X
= al a — = (A a? ; (21)
! LI
where = -Ni4 N s the sum of infection rates of

globalandlocal slcanningandit is identicalfor all i'swith our
assumptionNotethatthelastitemin (21)is the productof the
local infectionrate {Nj= ; andthe varianceof A;'s, which
is non-ngyative. If all subnetdhave identicalnumbersof initial
infectedhosts,this item is zeroandthe modelis simpli ed to
the simple epidemicmodel. With a variation of fractions of
infectedhostsin local networks, the global averageinfection
rate will decreaseby a rate proportionalto the varianceof
fractions.

IV. THE DNSWORM SIMULATOR

We use a simulator to analyzethe propagationof IPv6
worms with the modelsin Sectionlll. There may be thou-
sandsto millions of vulnerablehostson the Internet, so it
is impossibleto simulatethem individually. Even if we do
not considercomputationalcompleity, it is hard to identify
representatie con gurations. For this reason,we simulate
eachlocal network asa group.In our simulation,we consider
the scanof eachinfected host as a stochasticprocess.The
time betweentwo scansis randomand may satisfy certain
distributions. We assumethe scanningprocesse®f different
hostsarefairly independent-or wormsusingmulti-threading,
we considereachthreadasan independenstochastigrocess.
The probabilitiesthat global andlocal scansfrom an infected
host reach a certain vulnerable host are 1= ; and 1= ,
respectiely, and are both very small. Then, regardlessof the
natureof the infection mechanismthe stochastigprocessfor
the numberof a local network is closeto a Poissonprocess
with rate R;, due to mary Bernoulli selectionswith small

probabilities and the summationof independentprocesses.

With this assumptionwe simulatethe worm propagationby
dividing the whole Internetinto n counting processeghat
represenh local networks. Eachcountingprocesss a Poisson
processwith a changingrate, which is R; for the i-th local
network. We assumethereisFan initial populationof infected
hostsanddenoteit by 1°=" T 1°.

V. SIMULATION EXPERIMENTS

In this section,we study the propagationratesof various
kindsof DNS wormsbasedn ourmodelin theearliersections
andthe effect of variousparameters.

Althoughthe addresspaceof IPv6 is 2% timesgreaterthan
that of IPv4, the total numberof hostson an IPv6 Internetis
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Fig. 2. Comparisonof various versionsof DNS-Slammerworms vs the
original Slammerworm propagatingn IPv4

expectedto be only a few ordersof magnitudegreaterthan
whatit is now.

Table | shaws the various parametergelatedto two dif-
ferent well-studied worms, Slammerand CodeRed.We use
DNS Worm parametergomparabldo Slammerand CodeRed
parametersn evaluatingthe propagation.

We de ne two different types of DNS Worms. The rst,
referredto as DNS-BasicWorm, incurs only constantDNS
delaysfor all its DNS queries Theotherversion,referredto as
DNS-AdvancedWorm, incurs DNS delaysbasedon the DNS
delay modeldescribedn IlI-C. The SimulatorusesEquation
(16) to simulatethe propagatiorof the DNS-AdvancedWorm.

The DNS Worm alsohasparametersuchasthe maximum
numberof vulnerablemachinesN, which are commonwith
earlier IPv4 worms suchas Slammerand CodeRedWe refer
to DNS-Slammeras the worm that has all such common
parameterghe sameas the Slammerworm. Similarly, the
DNS-CodeRedvorm hasall the commonparametershe same
asthe CodeRedworm. This is further shavn in Tablel.

We can have combinationsof DNS Worm characteristics.
For example, DNS-Basic-Slammeis the DNS Worm with
Slammerparameterand constantDNS delays.

For the simulation of the DNS-AdvancedWorm, we also
needthe valuesof the DNS model parameters andK . We
choosethemtobe =5 10*=secondandK = 1000Q

A. Comparisonwith IPv4 Worms

We now examine how the DNS Worm propagatesn the
IPv6 Internet space, comparedto earlier worms such as
Slammerand CodeRedn the IPv4 Internetspace.

Figure 2 shovs how the DNS Worm propagationin 1Pv6
compareswith that of the Slammerworm in an IPv4 envi-
ronment. The DNS-SlammeiBasic worm (DNS Worm with
Slammer parametersand constantDNS delays) is able to
propagatealmostasfastasthe Slammemworm. The two-level
DNS-SlammeiBasic worm has an additional local-subnet
propagatiorrate that makesit extremelyfast. Thus,it is able
to infect all the vulnerablehostsin asfew as20 secondsThe
DNS-SlammetAdvancedworm doesslow itself down dueto



TABLE |
PARAMETERS TABLE: VARIOUS PARAMETERS USED BY THE WORMS AND CORRESPONDING VALUES FOR SLAMMER AND CODERED WORMS AS
IDENTIFIED IN STUDIES (FOR SUBSECTIONSV-A AND V-B ONLY)

Parameter Description SlammerValue | CodeRedvalue | DNS-SlammeNalue | DNS-CodeRed/alue
i ScanRate 4000/ second 358/ minute 4000/ second 358/ minute
N Vulnerablehosts 75000 360000 75000 360000
n Subnetwrks N/A N/A 7500 36000
N Hostsin eachsubnetvark N/A N/A 10 10
Probability of successfubcans 75000237 360000232 1/50 1/50
|0 Initially infectedhosts 10 10 10 10
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Fig. 3. Comparisonof various kinds of DNS-CodeRedworms with the  Fig. 4. Effect of varying throughput and buffer size K on the various

Original CodeRedwvorm propagatingn IPv4

increasingDNS delaysas the infection increasesbhut is able
to propagatecomparablywith the Slammerworm during the
initial stagesof infection.

Figure 3 shows results for the same experimentsusing
CodeRedworm parametersfor all the worm models. It is
interestingto note that the DNS-CodeRed-Basigvorm now
propagatesmuch faster than the CodeRedworm. This is
becauseCodeRedvorm hasa muchsmaller (probability of
successfubcan)than DNS-CodeRed-Basiovorm. The DNS-
CodeRed-Adancedworm still propagatesnuch fasterthan
the CodeRedworm. Note that the x-axis in Figure 3 is in
log-scale,sincethe two-level worm is muchfasterthan other
worms.

B. Effect of MaximumThroughput

In our DNS Worm model explainedin 1lI, we obsene that
the worm propagationrate given by Equation (16) depends
on the DNS architectureparameters and K, which are
respectrely the maximumthroughputof DNS queriesthatthe
DNS architecturecan handleand the maximum backlog for
the queriesthat the systemcanhold at a given time.

In this simulation,we explore the effect andK have on
the propagatiorrate of the DNS Worm. For this purposewe
choosevariousvaluesof andK andsimulatethe propagation
of the DNS-Advancedworm. Figure 4 shovs hov  andK
affectthe propagatiomateof the DNS-Advancedvorm. Figure
5 shaws the samesimulationsdonewith CodeRedpbarameters

forms of the DNS-SlammeWorm
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Fig. 5. Effect of varying throughput on the various forms of the DNS-

CodeRedWorm

with similar resultsand obsenations.

As we can see,K doesnot have much of an impact on
the propagationfor worm models with the same value.
On the other hand, increasedthroughput helps the worm
to propagatefaster For comparisonpurposeswe also shav
the propagatiorof a DNS-Basicworm thathasconstantDNS
delaysand hencedoesnot dependon and K values.The
interestingthing to note is that the shapeof the propagation
curvesfor DNS-Advancedwvorm modelsis very differentfrom
the DNS-Basicworms. We obsere a break-of point where
the worm propagationsuddenlyslows down. This is due to



TABLE I
PARAMETERS TABLE: VARIOUS PARAMETERS USED BY THE ONE-LEVEL
AND TWO-LEVEL WORMS (FOR SUBSECTIONSV-C AND V-D ONLY)

Parameter Description Value
Global ScanRate 0.5/ second
i Local ScanRate 1/ second
N Vulnerablehosts 108
n Subnetwrks 10°
N Hostsin eachsubnetwork 107
Probability of successfukcans 1/50
10 Initially infectedhosts 1000

the saturationof the queuefor the M/M/1/K queuingsystem
describedin 1lI-C; furthermore,the high numberof queries
generatedy the spreadingvorm actsasa negative feedback,
self-rggulating the spread.This points to a possibledefense
mechanism Jlimiting the throughputof the DNS seners to
reachthe break-of point as early as possible.On the other
hand,it is alsolikely to resultin poor performanceof DNS
lookups for legitimate users.One possibleansweris better
anomaly detectorsat DNS seners. Deploying them only at
the root DNS seners may be sufcient, dependingon their
accurag.

C. Effectof Initial Variance on Propagation Rate

Sectionlll-E shaws that the two-level worm propagation
rate is affected by the varianceof numberof infected hosts
in differentlocal subnetvorks. Here,we examinethe effect of
initial variancein the distribution of infectedhostsin the local
subnetwarks on the propagatiorrate of the DNS-BasicWorm.

For this experiment,we setthe total numberof vulnerable
hoststo 108, with eachlocal subnetvork having 10* vulnerable
hosts.The local scanrate ; is supposedo be 1 per second
andthe global scanrate is 0:5 per second We assumehat
theworm canefciently discover all existing vulnerablehosts
on a local subnetwork, which means ; = N;. For the global
scanning,we set = N= = 1=50. Initially, the worm has
alreadyinfected! © = 1000hosts.Theseparametersre listed
in Tablell. These1000 hostsmay be distributed in various
waysamongsthe 10* local subnetvarks, resultingin various
variancelevels. Figure 6 shavs the worm propagationas a
function of time for different initial variancevalues. Note
that curve (e) in Figure 6 is an analyticalresultfor the ideal
caseof no variancethroughoutthe simulation, althoughit is
impossiblefor the infected hoststo be uniformly distributed
amongstthe local subnetvarks at all times. As we can see
obsene from Figure 6, as the varianceincreasesthe worm
propagatiorbecomesslower.

Figure 7 shows the correlationof the initial varianceand
the time for the worm to infect 80% of the vulnerablehosts.
We can seethat the initial varianceof the distribution of the
infectedhostsin thelocal subnetverkshasa pronouncecffect
on the infection time.
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Fig. 6. The numbersof infected hosts as functions of time in seconds,
with 1000infectedhostsat time 0. (a) Eachof 1000local networks hasone
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1000seeds(e) the simple (one-level) epidemicmodelwith a rate of the sum
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D. Effectof Local ScanningRate

The various experimentsin the previous subsectionshov
that the Two-level DNS Worm is much fasterthan one-level
worms. This is typically dueto muchfasterpropagatiorrates
in the local subnetvarks than acrossnetworks.

We now examine the effect of local propagationon the
overall propagationrate of the Two-level DNS-Basicworm.
We usethe parametevaluesfrom Tablell. Figure 8 shavs
how thelocal scanningateaffectsthe total worm propagation.
It is importantto notethatthe pronouncedeffect of decreased
local scanningrate is to prolong the initial infection period.
Thus, for example,it takes much longer for the worm with
smaller local scanningrate to infect 20% of the vulnerable
hosts.After that,the infection proceedgretty smoothly albeit
still slower thanthe correspondingvorm with a higherlocal
scanningrate.

VI. RELATED WORK

Computerirusesarenotanen phenomenorandthey have
beenstudiedextensively over the last several decadesCohen
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wasthe rst to de ne and describecomputervirusesin their
presenform. In [13], he gave atheoreticabasisfor the spread
of computewiruses.n [10], theauthorsdescribetherisk to the
Internetdueto the ability of attaclersto quickly gain control
of vastnumbersof hosts.They arguethat controllinga million
hostscan have catastrophigesultsbecausef the potentialto
launchdistributeddenialof serviceattacksandpotentialaccess
to sensitve information that is presenton thosehosts. Their
analysisshowvs how quickly attaclers can compromisehosts
using“dumb” wormsandhow “better” wormscanspreaceven
faster The strong analogy betweenbiological and computer
virusesled Kephartet al. to investigatethe propagationof
computervirusesbasedon epidemiologicalmodels.In [14],
the authors extend the standardepidemiologicalmodel by
placing it on a directed graph, and use a combination of
analysisand simulationto study its behaior. They conclude
that if the rate at which defensemechanismsdetect and
remove virusesis sufciently high, relative to therateatwhich
virusesspread,they are adequatefor preventing widespread
propagationof viruses.

Sincethe rst Internet-wideworm [8], considerablesffort
has gone into preventing worms from exploiting common
software vulnerabilitiesby using the compiler to inject run-
time safetychecksnto applicationge.g., [15]), safelanguages
andAPIs andstatic(e.g., [16]) or dynamic[17], [18] analysis
tools.

The CodeRedworm [3] was analyzedextensiely in [11].
The authorsof thatwork concludethat eventhoughepidemic
modelscan be usedto studythe behaior of Internetworms,
they are not accurateenoughbecausethey cannotcapture
somespeci ¢ propertiesof the environmenttheseoperatein:
the effect of humancountermeasuresgainstworm spreading
(i.e., cleaning,patching, Itering, disconnectingetc), andthe
slowing down of the worm infection rate due to the worm's
impact on Internettrafc and infrastructure.They derive a
newv general Internet worm model called two-factor worm
model, which they then validate in simulationsthat match
the obsened CodeReddataavailable to them. Their analysis
seemdo be supportedy the dataon CodeRedpropagatiorin

[19] and[20] (thelatterdistinguishedetweerdifferentworms
that were active simultaneoushactive). A similar analysison
the SQL “Slammer” (Sapphireworm [4] canbe foundin [5].

More recentanalyse$21] shaw thatit is possibleto predictthe
overall vulnerablepopulationsize using Kalman Iters early
in the propagationcycle of a worm, allowing for detection
of a fast-spreadingvorm whenonly 1% or 2% of vulnerable
computerson the network have beeninfected.

CodeRed inspired several countermeasuretechnologies,
suchas La Brea[22], which attemptsto slow the growth of
TCP-basedvormsby acceptingconnectionsandthenblocking
on theminde nitely, causingthe correspondingvorm thread
to block. Unfortunately wormscanavoid this mechanisméy
probing andinfecting asynchronouslyUnder the connection-
throttling approach[23], [24], eachhost restrictsthe rate at
which connectionsmay be initiated. If adopteduniversally
suchan approachwould reducethe spreadingrate of a worm
by up to an order of magnitude without affecting legitimate
communications.

Wong et al. [25] study the behaior of the SoBig and
MyDoom mass-mailingworms using network paclet traces
from the CMU network. They identify DNS seners as a
possible location for slowing down mass-mailingworms.
In constrast,monitoring outgoing mail on SMTP seners is
unlikely to work, since most such worms contain their own
SMTP enginesSimilarly, TCP connectiorthrottling [23], [24]
is unlikely to signi cantly affect mail worm propagation.

[26] describes designspaceof worm containmensystems
using three parametersreactiontime, containmentstrateyy,
and deployment scenario.The authorsuse a combinationof
analytic modeling and simulation to describehow each of
thesedesignfactorsimpactsthe dynamicsof aworm epidemic.
Their analysissuggestghat thereare signi cant gapsin con-
tainmentdefensemechanismshat canbe employed, and that
considerablemore research(and better coordinationbetween
ISPsand otherentities)is needed.

[27] presentssome very encouragingresults for slowing
down the spreadof viruses.The authorssimulatedthe prop-
agationof virus infectionsthroughcertaintypesof networks,
coupledwith partial immunization.Their ndings showv that
even with low levels of immunization, the infection slows
down signi cantly.

In the realm of “traditional” computerviruses,mostof the
existing anti-virustechniquesusea simple signaturescanning
approachto locate threats.As new viruses are created,so
do virus signatures Smartervirus writers use more creative
techniqueg(e.g., polymorphicviruses)to avoid detection.In
responsaletectionmechanismsecomeever more elaborate,
e.g., using partial simulationduring programexecution. This
has led to co-evolution [28], an ever-escalatingarms race
betweenvirus writers and anti-virus developers.

Lin, Ricciardi, and Marzullo study how computerworms
affect the availability of serviceslIn [29], they studythe fault
toleranceof multicastprotocolsunder self-propagatingvirus
attacks.



VIlI. CONCLUSIONS

In this paper we explored via analysis and simulation
the spreadof worms in an IPv6 Internet. We modeledand
analyzedanintelligentworm, thatexploits DNS asa meansof
identifying potentially vulnerablelP(v6) addressesand uses
a two-level spreadingmechanismto infect other hosts. Our
resultsdemonstrateéhat by using simple stratgiesto identify
hostsacrossthe two levels, a DNS-basedvorm in IPv6 can
spreadasfastas a random-scanningvorm in an IPv4 world.
This goesagainsthe commonlyheld belief thatIPv6 provides
inherently higher security through its larger addressspace.
Our model also identi es the directory and naming service
in a network as a potential launchingpad for worm attacks
in a network with a sparselypopulatedaddressspace.We
exploredtwo scenariospnein which DNS delaysareconstant,
and anotherin which DNS delays grow as a function of
the number of infected hosts. Experimentswith the latter
scenarioindicate that the spreadof the worm is in uenced
by the processingcapacityof the DNS seners. If the spread
of the worm resultsin queryvolumesthat canoverwhelmthe
DNS seners, this can causeDNS service unavailability for
legitimate usersand induce a denial of serviceeffect. Thus,
to protectfuture networks, DNS (or ary directory)senersare
a natural location to install anomaly detectionand defense
capabilities.

Another nding from our analytical model is that the
varianceof the fractions of hostsinfectedin a subnethasa
big impact on the spreadingrate. The more spread-outthe
worm startsacrossdifferentsubnetsthe fasterit caninfectall
vulnerablehosts.We also assumethe worm has an ef cient
way to identify valid IP addressesn a local network, by
using techniqueslike accessingrouting protocols, Windows
service location announcementsjeighbor discovery caches,
and host con guration and log les. Our results shov that
if the second-layerdenti cation mechanisntanbe hindered,
thatfurtherslows down the spreadf thetwo-level DNS worm.
In summarydirectoryandnamingserviceswhich arecritical
to the functioning of arny network, can also be exploited by
intelligent wormsto infect hosts.Thus, future IPv6 networks
needto shoreup the security of the naming and directory
servicesto preventthe spreadof suchworms.
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