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Abstract

Most computerdefensesystemscrashthe processthat
they protectas part of their responsdo an attack. Al-
thoughrecentresearchexploresthe feasibility of self-
healing to automaticallyrecover from an attack, self-
healingfacessomeobstaclebeforeit canprotectlegagy
applicationsand COTS (Commercial Off-The—Shelf)
software. Besidesthe practicalissueof not modifying
sourcecode, self-healingmustknow both whento en-
gageandhow to guidearepait

Previous work on a self-healingsystem,STEM, left
thesechallengesas future work. This paperimproves
STEM's capabilitiesalongthreelinesto provide practi-
calspeculatre executionfor automatediefens¢ SEAD).
First, STEM is now applicableto COTS software: it
doesnot requiresourcecode,andit imposesa roughly
73%performancgenaltyon Apachesnormaloperation.
Secondwe introducerepair policy to assistthe healing
processandimprove the semanticcorrectnessf the re-
pair. Finally, STEM can createbehaior pro les based
on aspect®f dataandcontrol o w.

1 Intr oduction

Most software applicationslack the ability to repair
themselesduringanattack,especiallywhenattacksare
deliveredvia previously unseennputsor exploit previ-
ously unknownvn vulnerabilities. Self-healingsoftware,
an emepging areaof research31, 29, 28], involvesthe
creationof systemscapableof automaticremediationof
faults and attacks. In additionto detectingand defeat-
ing an attack, self-healingsystemsseekto correctthe
integrity of the computationtself. Self-healingcounter
measuresene asa rst line of defensewhile a slower
but potentially more completehuman-den response
takesplace.

Most self-healingmechanismdollow what we term
the ROAR (Recognize Orient, Adapt, Respondwork-

o w. Thesesystemqa) Rec@nizeathreator attackhas
occurredb) Orient the systemto this threatby analyz-
ing it, (c) Adaptto thethreatby constructingappropriate
x esor changesn state,and nally (d) Respondo the
threatby verifying anddeploying thoseadaptations.

While embryonicattemptsin this spacedemonstrate
thefeasibility of thebasicconceptthesetechniquesace
a few obstaclesdeforethey canbe deployedto protect
andrepairlegag systemsproductionapplicationsand
COTS (CommercialOff—=The—Shelf)software. The key
challengeis to applya x inline (i.e., asthe application
experienceganattack)withoutrestartingrecompiling,or
replacingthe process.

Executingthroughafaultin thisfashioninvolvesover-
coming several obstacles.First, the systemshould not
make changego the applications sourcecode. Instead,
we superviseexecutionwith dynamicbinary rewriting.
Second,the semanticsof program execution must be
maintainedas closely as possibleto the original intent
of the applications author We introducerepair policy
to guidethe semanticof the healingprocessThird, the
supervisesgystemmay communicatevith externalenti-
tiesthatarebeyondthecontrolor logical boundaryof the
self-healingsystem.We explore the designspaceof vir-
tual proxiesanddetailoneparticularvectorof implemen-
tationto addresghis problem. Finally, the systemmust
employ detectionmechanismshatcanindicatewhento
superviseandhealtheapplications execution.Although
STEM canoperatewith a numberof detectorswe shav
how it gathersaspectof both dataand control ow to
produceanapplications behaior pro le.

1.1 Motivation

Our solutionsareprimarily motivatedby the needto ad-
dressthe limitations of our previous self-healingsoft-
ware systemprototype[31]. STEM (Selectve Trans-
actional EMulation) provides self-healingby specula-
tively executing “slices” of a process. We basedthis



rst approachon a feedbackioop thatinsertedcalls to

anx86 emulatorat vulnerablepointsin anapplications

sourcecode(requiringrecompilatiorandredeplyment).

STEMsupervisesheapplicationusingmicrospeculation
anderrorvirtualization.

1.1.1 Micr ospeculationand Err or Virtualization

The basicpremiseof our previouswork is that portions
of anapplicationcanbe treatedasa transaction.Func-
tions sene asa corvenientabstractiorand t thetrans-
actionrole well in mostsituationg31]. Eachtransaction
(vulnerablecodeslice)canbespeculatiely executedn a
sandboxervironment.In muchthe sameway thata pro-
cessorspeculatiely executespasta branchinstruction
anddiscardg¢hemispredictedcodepath, STEM executes
thetransactiorsinstructionstreampptimistically“spec-
ulating” thattheresultsof thesecomputationgsirebenign.
If this microspeculatiorsucceedsthenthe computation
simply carrieson. If the transactiorexperiencesa fault
or exploitedvulnerability, thentheresultsareignoredor
replacedaccordingo theparticularresponsetrateyy be-
ing employed. We call onesuchstrateyy, asdiscussedn
previouswork [31], error virtualization

0 int Dbar(char* buf)
1 {

2 char rbuf[10];
3 int  i=0;

4 if(NULL==Dbuf)

5 return -1;

6 while(i<strlen(buf))
7

8 rbufli++]=*buf++;
9 }

10 return  0;

11 }

Figure1: Error Virtualization. We canmapunanticipated
errors, like an exploit of the buffer over ow vulnerability in
line 8, to anticipatederror conditionsexplicitly handledby the
existing programcode(lik e theerrorconditionreturnin line 5).

The key assumptiorunderlyingerror virtualizationis
that a mapping can be createdbetweenthe set of er-
rors that could occurduring a programs executionand
the limited set of errorsthat the programcode explic-
itly handles. By virtualizing errors,an applicationcan
continueexecutionthrougha fault or exploited vulnera-
bility by nullifying its effectsandusinga manufctured
returnvaluefor thefunctionwherethefaultoccurred.In
the previous versionof STEM, thesereturnvalueswere
determinedy sourcecodeanalysisonthereturntype of
theoffendingfunction. Vanillaerrorvirtualizationseems
to work bestwith senerapplications— applicationghat

typically have arequesprocessindgoopthatcanpresum-
ablytolerateminorerrorsin aparticulartraceof theloop.
This paper however, aimsto provide a practicalsolution
for clientapplicationge.g., email,messagingauthoring,
browsing)aswell asseners.

1.1.2 Limitations of Previous Approach

Recentlyproposedipproachew self-healingsuchaser-
ror virtualization [31] and failure-obliviouscomputing
[29] preventexploits from succeedindy maskingfail-
ures. However, error virtualization fails about12% of
thetime, andboth approachebave the potentialfor se-
manticallyincorrectexecution. Theseshortcomingsare
devastatingfor applicationghat performprecisé calcu-
lationsor provide authenticatior& authorization.

Furthermoreerrorvirtualizationrequiredaccesso the
sourcecodeof the applicationto determineappropriate
error virtualization valuesand proper placementf the
calls to the supervisionervironment. A bettersolution
would operateonunmodi ed binariesandpro le theap-
plication's behaior to learnappropriateerrorvirtualiza-
tion valuesduringruntime.

Finally, aswith all systemghatrely on rewinding ex-
ecution[4, 28] after a fault hasbeendetected)/O with
external entitiesremainsuncontrolled. For example, if
asener programsupervisedy STEM writesa message
to a network client during microspeculationthereis no
way to “take back” the messagethe stateof the remote
clienthasbeenirrevocablyaltered.

1.2 Contributions

The changesve proposeandevaluatein this paperpro-

vide the basisfor the redesignof STEM's core mecha-
nismsaswell asthe additionof novel methodso guide

the semanticcorrectnesof the self-healingresponse.
STEM essentiallyaddsa policy-drivenlayer of indirec-

tion to an applications execution. The following con-

tributionscollectivelyprovide a signi cantimprovement
over previouswork:

1. Eliminate Source-Level Modi cations — We em-
ploy errorvirtualizationandmicrospeculatiorfand
the new techniquegproposedn this section)during
binary rewriting. STEM senesasa self-contained
ervironment for supervisingapplicationswithout
recompilingor changingsourcecode.

2. Virtual Proxies— Self-healingtechniquedik e mi-
crospeculatiorhave dif culty “rewinding” the re-
sultsof communicatiorwith remoteentitiesthatare
not under the control of the self-healingsystem.
This challengecan affect the semanticcorrectness
of the healingprocess.We examinethe notion of



virtual proxiesto supportcooperatie microspecu-
lation without changingthe communicationproto-
colsor the codeof theremoteentity.

3. Repair Policy — Errorvirtualizationaloneis notap-
propriatefor all functionsand applications,espe-
cially if thefunctionis notidempotentr if the ap-
plication makes scienti ¢ or nancial calculations
or includesauthenticatior& authorizationchecks.
Repairpolicy providesamorecompleteapproacho
managinghe semanticorrectnessf arepair Sec-
tion 4 describeghe mostrelevant aspectsand key
featuresof repairpolicy aswell asSTEM's support
for interpretingit. We refertheinterestedeaderto
our technicalreport[20] for a more completedis-
cussionof thetheoreticaframework.

4. Behavior Proling — Becausewe implement
STEMin abinarysupervisiorervironment,we can
non-invasively collect a pro le of applicationbe-
havior by observingaspectf both dataand con-
trol ow. Thispro le assistsn detection(detecting
deviationsfrom thepro le), repair(selectingappro-
priateerrorvirtualizationvalues) andrepairvalida-
tion (makingsurethatfuture performancematches
pastbehavior).

Using STEM to supervisedynamicallylinked appli-
cationsdirectly from startupincursa signi cant perfor
mancepenalty(asshavnin Table2), especiallyfor short-
lived applications.Most of the work doneduring appli-
cation startupsimply loadsand resolheslibraries. This
type of codeis usuallyexecutedonly once,andit prob-
ably doesnotrequireprotection.Eventhoughit may be
acceptablg¢o amortizethe costof startupover the life-
time of the application,we canwork aroundthe startup
performanceenaltyby employing somecombinatiorof
threereasonableneasures(l) staticallylinking applica-
tions, (2) only attachingSTEM afterthe applicationhas
alreadystarted,(3) delayattachinguntil the systemob-
senesan IDS alert. We evaluatethe secondoption by
attachingSTEM to Apacheafter Apache nishes load-
ing. Ourresults(shavn in Tablel) indicatethat Apache
experiencesoughlya 73%performancealegradatiorun-
derSTEM.

2 RelatedWork

Self-healingmechanismsomplementapproacheghat
stopattacksfrom succeedindpy preventingtheinjection
of code,transferof controlto injectedcode,or misuse
of existing code. Approachego automaticallydefend-
ing software systemshave typically focusedon waysto
proactively protectan applicationfrom attack. Exam-
ples of theseproactive approachesnclude writing the

systemin a “safe” language,linking the systemwith
“safe” libraries[2], transformingthe programwith ar
ti cial diversity, or compilingthe programwith stackin-
tegrity checking[9]. Somedefensesystemsalso exter-
nalize their responseby generatingeither vulnerability
[8, 24, 10] or exploit [19, 22, 32, 36] sighaturego pre-
ventmaliciousinputfrom reachingheprotectedsystem.

2.1 Protecting Control Flow

Startingwith thetechniqueof programshepheding[17],
the idea of enforcingthe integrity of control ow has
beenincreasinglyresearchedProgramshepherdingal-
idatesbranchinstructionsto preventtransferof control
to injectedcodeandto make surethat calls into native
libraries originate from valid sources. Control ow is
oftencorruptedbecausénputis eventuallyincorporated
into partof aninstructions opcode setasa jump target,
or forms part of an argumentto a sensitve systemcall.
Recentwork focuseonwaysto preventtheseattackus-
ing tainteddata ow analysig34, 25, 8].

Abadi et al. [1] proposeformalizing the conceptof
Control Flow Integrity (CFI), observingthat high-level
programmingoften assumegpropertiesof control ow
thatarenot enforcedat the machinelevel. CFI provides
awayto staticallyverify thatexecutionproceedsvithin a
givencontrol- ow graph(the CFGeffectively senesasa
policy). Theuseof CFl enableghe ef cient implemen-
tation of a software shadev call stackwith strongpro-
tectionguaranteesCFIl complementsurwork in thatit
canenforcethe invocationof STEM (ratherthanallow-
ing malcodeto skip pastits invocation).

2.2 Self-Healing

Most defensemechanismaisually respondto an attack
by terminatingthe attacled process. Even thoughit is
consideredsafe”, this approachs unappealindecause
it leaves systemssusceptibleto the original fault upon
restartandriskslosingaccumulatedtate.

Some rst efforts at providing effective remediation
strat@ies include failure oblivious computing[29], er
ror virtualization[31], rollback of memoryupdateg32],
crash-onlysoftware [5], and datastructurerepair[11].
The rst two approachesnay causea semanticallyin-
correctcontinuationof execution(althoughthe Rx sys-
tem[28] attemptgo addressghis dif culty by exploring
semanticallysafe alterationsof the programs erviron-
ment).OplingerandLam [26] employ hardwareThread-
Level Speculatiorto improve softwarereliability. They
executeanapplications monitoringcodein parallelwith
the primary computationandroll backthe computation
“transaction"dependingn the resultsof the monitoring
code.Rx employs proxiesthataresomeavhatakin to our



virtual proxies,althoughRx's aremore powerful in that
they explicitly dealwith protocolsyntaxand semantics
duringreplay

ASSURE[30] is anovel attemptto minimizethelik e-
lihood of a semanticallyincorrectresponseo a fault or
attack. ASSURE proposeghe notion of error virtual-
izationrescuepoints A rescuepointis a programloca-
tion thatis known to successfullypropagatesrrorsand
recover execution. Theinsightis thata programwill re-
spondto malformednputdifferentlythanlegalinput; lo-
cationsin the codethatsuccessfulljhandlethesesortsof
anticipatednput “f aults” aregoodcandidategor recov-
ering to a safeexecution o w. ASSUREcanbe under
stoodas a type of exceptionhandlingthat dynamically
identi es thebestscopeto handleanerror.

2.3 Behavior-basedAnomaly Detection

STEM alsoprovidesa mechanisnto captureaspectof
an applications behavior. This pro le canbe employed
for threepurposes:(a) to detectapplicationmisbeha-
ior, (b) to aid self-healing,and (¢) to validatethe self-
healingresponsandensurahattheapplicationdoesnot
deviatefurtherfrom its known behaior. STEM captures
aspectf both control o w (via the executioncontext)
and portions of the data ow (via function return val-
ues). This mechanismdraws from arich literature on
host-base@énomalydetection.

The seminalwork of Hofmeyr, Somayaiji,and For-
rest[15, 33 examinesan applications behaior at the
system-calllevel. Most approachedo host-basedn-
trusiondetectionperformanomalydetection[6, 13, 14]
on sequence®f systemcalls. The work of Feng et
al. [12] includesan excellentoverview of the literature
circa2003. Thework of Bhatkaret al. [3] alsocontains
agoodoverview of themorerecentiteratureandoffersa
techniqudor data ow anomalydetectiorto complement
traditionalapproachethatconcentratenostlyon control
ow. Behavior pro ling' slogical goalis to createpoli-
ciesfor detection27, 18] andself-healing.

3 STEM

Oneof this papers primary contributionsis the reimple-
mentationof STEM to make it applicablein situations
wheresourcecodeis not available. This sectionreviews
the technicaldetailsof STEM's designandimplemen-
tation. We built STEM asa tool for the IA-32 binary
rewriting PIN [23] framework.

3.1 CoreDesign

PIN providesan API that exposesa numberof waysto
instrumenta programduring runtime,both statically (as

a binary imageis loaded)and dynamically(as eachin-
struction, basicblock, or procedureis executed). PIN
tools containtwo basictypesof functions: (1) instru-
mentationfunctionsand (2) analysisfunctions. When
a PIN tool startsup, it registersinstrumentationfunc-
tions that sene as callbacksfor when PIN recognizes
aneventor portionof programexecutionthatthetool is
interestedn (e.g., instructionexecution,basicblock en-
tranceor exit, etc). The instrumentatiorfunctionsthen
employ thePIN API to insertcallsto their analysisunc-
tions. Analysisfunctionsareinvokedeverytime thecor-
respondingcodesliceis executedjnstrumentatiorfunc-
tionsareexecutedonly the rst timethatPIN encounters
thecodeslice.

STEM treatseachfunction as a transaction. Each
“transaction” that should be supervised(accordingto
policy) is speculatiely executed. In orderto do so,
STEMusesPIN to instrumentprogramexecutionat four
points: functionentry (i.e., immediatelybeforea CALL
instruction), function exit (i.e., betweena LEAVE and
RET instruction),immediatelybeforethe instructionaf-
ter aRET executesandfor eachinstructionof a super
visedfunction that writesto memory The mainideais
that STEM insertsinstrumentatiorat both the startand
end of eachtransactionto save stateand checkfor er
rors, respectiely. If microspeculatiorof the transaction
encountersary errors(suchasan attackor otherfault),
thentheinstrumentatiorat the endof the transactiorin-
vokescleanupyepair andrepairvalidationmechanisms.

STEM primarily usesthe “Routine” hooks provided
by PIN. WhenPIN encountersa functionthatit hasnot
yet instrumented,it invokes the callback instrumenta-
tion functionthat STEM registered.Theinstrumentation
functioninjectscallsto four analysisroutines:

1. STEMPreamble()
of eachfunction.

2. STEMEpilogue()
struction

— executedat the beginning
— executedbeforea RET in-

3. Superviselnstruction() — executedbefore
eachinstructionof a supervisedunction

4. RecordPreMemWrite()  —executecbeforeeach
instruction of a supervisedunction that writes to
memory

STEM'sinstrumentatioriunctionalsointerceptsome
systemcallsto supportthe “CoSAK” supervisiorpolicy
(discussedelon) andthe virtual proxies(discussedn
Sectionb).

3.2 Supelwvision Policy

One importantimplementationtradeof is whetherthe
decisionto supervisa functionis madeatinjectiontime



(i.e. duringthe instrumentatiorfunction) or at analysis
time (i.e., duringananalysisroutine). Consultingpolicy
andmakinga decisionin thelatter (asthecurrentimple-
mentationdoes)allows STEM to changethe coverage
supervisionpolicy (thatis, the setof functionsit mon-
itors) during runtime ratherthan needingto restartthe
application.Making thedecisionduringinjectiontime is
possible put notfor all routines andsincethe policy de-
cisionis madeonly once thesetof functionsthatSTEM
caninstrumentis not dynamicallyadjustableunlessthe
applicationis restartedpr PIN removesall instrumenta-
tion andinvokesinstrumentatiorior eachfunctionagain.

Therefore,eachinjectedanalysisroutine determines
dynamicallyif it shouldactuallybe supervisinghe cur-
rent function. STEM instructsPIN to instrumentall
functions— a STEM analysisroutineneedso gain con-
trol, evenif justlong enoughto determinet shouldnot
supervisea particularfunction. Theanalysisroutinesin-
voke STEM's ShouldSuperviseRoutine() func-
tion to checkthe currentsupervisioncoveragepolicy in
effect. Supervisioncoveragepoliciesdictatewhich sub-
setof an applications functions STEM shouldprotect.
Thesepoliciesinclude:

NONE - nofunctionshouldbe microspeculated
ALL -all functionsshouldbe microspeculated

RANDOM —arandomsubseshouldbemicrospec-
ulated(the percentagés controlledby a con gura-
tion parameter)

COSAK — all functionswithin a call stackdepth
of six from an input systemcall (e.g., sysread())
shouldbe microspeculatet!

LIST —functionsspeci edin apro le (eithergener
atedautomaticallyby STEM or manuallyspeci ed)
shouldbe microspeculated

In orderto supportthe COSAK [16] coveragepol-
icy, STEM maintainsa cosak _depth variable via
four operations: check, reset, increment, and decre-
ment. Every time an input systemcall is encoun-
tered, the variable is resetto zero. The variable is
checled during ShouldSuperviseRoutine() if
the coveragepolicy is set to COSAK. The variable
is incrementedevery time a new routine is entered
during STEMPreamble()  and decrementediuring
STEMEpilogue()

3.3 STEM Worko w

Although STEM can supervisean application from
startup, STEM bene tsfrom usingPIN becauséIN can
attachto arunningapplication.For example if anetwork

sensordetectsanomalousdataaimed at a web sener,
STEM can attachto the web sener processto protect
it while that datais being processed.In this way, ap-
plicationscanavoid the startupcostsinvolvedin instru-
mentingsharedlibrary loading, and can also avoid the
overheadof the policy checkfor mostnormalinput.

STEM startsby readingits con guration le, attach-
ing somecommandandcontrol functionality (described
in Section3.4),andthenregisteringa callbackto instru-
menteachnew functionthatit encountersSTEM's ba-
sic algorithmis distributed over the four main analysis
routines. If STEM operatesn pro ling mode(seeSec-
tion 6), thentheseanalysisroutinesremainunused.

3.3.1 Memory Log

Since STEM needsto treateachfunction as a transac-
tion, undoingthe effectsof a speculatedransactiorre-
quiresthat STEM keepa log of changesnadeto mem-
ory during the transaction. The memorylog is main-
tained by three functions: one that recordsthe “old”
memoryvalue,onethatinsertsa marker into the mem-
ory log, andonethatrolls backthe memorylog andop-
tionally restoreghe “old” values. STEM insertsa call
to RecordPreMemWrite()  beforeaninstructionthat
writesto memory PIN determineghe size of the write,
sothisanalysifunctioncansave theappropriateamount
of data. Memory writes areonly recordedfor functions
that should be supervisedaccordingto coveragepol-
icy. During STEMPreamble() , PIN insertsa call to
InsertMemLogMarker() to delimit a new function
instance.This marker indicatesthatthelastmemorylog
maintenancéunction, UnrollMemoryLog()  , should
stoprollbackafterit encountershemarker. Therollback
functiondeletegheentriesn thememorylog to make ef-
cient useof the processs memoryspace.This function
canalsorestorethe “old” valuesstoredin the memory
log in preparatiorfor repait

3.3.2 STEM_Preamble()

This analysisroutine performsbasicrecordkeeping. It

incrementsthe COSAK depth variable and maintains
otherstatistics(numberof routinessupervisedetc). Its

mostimportanttasksareto (1) checkif supervisiorcov-

eragepolicy shouldbereloadedand(2) insertafunction
namemarkerinto the memorylog if the currentfunction
shouldbe supervised.

3.3.3 STEM_Epilogue()

STEMinvokesthisanalysigoutineimmediatelybeforea
returninstruction. Besidesdoingits partto maintainthe
COSAK depthvariable thisanalysigoutineensureshat



the applicationhasa chanceto self-healbeforea trans-
actionis completed.If the currentfunctionis beingsu-
pervised,this routine interpretsthe applications repair
policy (aform of integrity policy basedon extensiongo
the Clark-Wilson integrity model, seeSection4 for de-
tails), invokesthe repair procedure andinvokesthe re-
pairvalidationprocedurelf bothof theselatterstepsare
successfubr no repairis neededthenthe transactioris
consideredo be successfullycommitted. If not,andan
errorhasoccurredthenSTEMfalls backto crashinghe
procesgthecurrentstateof theart) by callingabort()

This analysisroutine delegatesthe setupof error vir-
tualizationto the repair procedure. The repair proce-
duretakesthe function name,currentarchitecturakon-
text (i.e., CPU register values),and a ag as input.
The ag senesasanindicationto the repair procedure
to choosebetweennormal cleanupor a “self-healing”
cleanup. While normal cleanupalways proceedsrom
STEMEpilogue() , a self-healing cleanup can be
invoked synchronouslyfrom STEMEpilogue() or
asynchronouslyrom a signalhandler The latter case
usually occurs when STEM employs a detectorthat
causesisignalsuchasSIGSEGVto occurwhenit senses
anattack.

Normalcleanupsimply entailsdeletingthe entriesfor
thecurrentfunctionfrom thememorylog. If self-healing
is neededthenthe valuesfrom the memorylog arere-
stored. In addition,a ag is setindicatingthatthe pro-
cessshouldundego errorvirtualization,andthe current
functionnameis recorded.

3.3.4 Supelwviselnstruction()

Thejob of thisanalysigoutineis to interceptheinstruc-
tion thatimmediatelyfollows a RET instruction.By do-
ing so,STEM allows the RET instructionto operateasit
needgo onthearchitecturaktate(andby extension the
processstack). After RET hasbeeninvoked, if the ag
for error virtualizationis set, then STEM looks up the
appropriateerrorvirtualizationvalueaccordingo policy
(eitheravanilla EV value,or an EV valuederived from
the applications pro le or repairpolicy). STEM then
performserror virtualization by adjustingthe value of
the%eax registerandresetghe errorvirtualization ag.
STEM ensureghatthe functionreturnsappropriatelyby
comparingthereturnaddressvith the savedvalueof the
instructionpointerimmediatelyafter the corresponding
CALL instruction.

3.4 Additional Controls

STEMincludesavarietyof controlfunctionalitythatas-
siststhe core analysisroutines. The mostimportantof
theseadditional componentsnterceptssignalsto deal

with dynamicallyloading con guration and selectinga
suitableerrorvirtualizationvalue.

STEMde nesthreesignalhandlersandregistersthem
with PIN. The rst intercepts SIGUSR1 and sets a
ag indicatingthat policy and con guration shouldbe
reloaded althoughthe actualreloadtakes placeduring
theexecutionof thenext STEMPreamble() . Thesec-
ondsignalhandlerinterceptsSIGUSR2andprints some
runtime dehugging information. The third intercepts
SIGSEGYV (for caseswvhere detectorsalert on memory
errors,suchasaddresspacerandomization).The han-
dler thencauseghe repair procedureto be invoked, af-
ter it hasoptionally asled the userto selecta response
as detailedby the repair policy. Part of the response
caninclude forwarding a snapshobf memory stateto
supportautomaticallygeneratingan exploit signatureas
donewith the previous versionof STEM for the FLIPS
system[22].

STEM supportsa variety of detectionmechanisms,
and it usesthemto measurethe integrity of the com-
putationat variouspointsin programexecutionand set
a ag thatindicatesSSTEMEpilogue()  shouldinitiate
a self-healingresponse Our currentsetof detectorsn-
cludesonethatdetectsananomalousetof functioncalls
(i.e., asetof functionsthatdeviatefrom apro le learned
whenSTEM is in pro ling mode)aswell asa shadaov
stackthat detectsintegrity violations of the return ad-
dressor otherstackframeinformation. STEM alsoin-
terceptsa SIGSEGVproducedy anunderlyingOSthat
employs addresspacerandomization We arecurrently
implementingainteddata ow analysis.Thisdetectorre-
quiresmore extensie instrumentationtherebylimiting
thesupervisiorcoveragepolicy to “ALL.”

4 Repair Policy

Achieving asemanticallycorrectresponseemainsakey
problemfor self-healingsystems. Executingthrougha
fault or attackinvolvesa certainamountof risk. Even
if software could someha ignorethe attackitself, the
bestsequencef actionseadingbackto a safestateis an
openguestion.Theexploit mayhave caused numberof
changeén statethatcorruptexecutionintegrity beforean
alertis issued. Attemptsto self-healmustnot only stop
an exploit from succeedingr a fault from manifesting,
but alsorepairexecutionintegrity as muchaspossible.
However, self-healingstratgiesthat executethrougha
fault by effectively pretendingit canbe handledby the
programcodeor otherinstrumentatiormay give rise to
semanticallyincorrectresponses.In effect, nave self-
healingmay provide a cureworsethanthedisease.
Figure 2 illustratesa speci ¢ example: an error may
existin aroutinethatdeterminesheaccesgontrolrights
for aclient. If thisfaultis exploited,a self-healingtech-



int  login(UCRED creds)
{

int authenticated
if(authenticated)
else return

= check_credentials(creds);
return  login_continue();
login_reject();
}

int  check_credentials(UCRED credentials)

strcpy(uname,
return

}

credentials.username);

checkpassword(lookup(uname), credentials);

Figure 2: Semanticallyincorrect Response If an error
arisingfrom avulnerabilityin check _credentials occurs,
aself-healingnechanismmayattemptto returna simulateder
ror codefrom check _credentials . Any valueotherthan
0 thatgetsstoredin authenticated causes successfulo-
gin. Whatmay have beena simpleDoSvulnerability hasheen
transformednto a valid login sessiorby virtue of the “secu-
rity” measuresSTEM interpretsrepair policy to intelligently
constrairreturnvaluesandotherapplicationdata.

nique like error virtualization may return a value that
allows the authenticatiorcheckto succeed.This situa-
tion occurspreciselybecause¢herecorery mechanisnis
obliviousto the semantic®f the codeit protects.

Onesolutionto this problemrelies on annotatingthe
sourcecodeto (a) indicate which routinesshould not
be “healed” or (b) to provide appropriatereturnvalues
for suchsensitve functions,butwe nd thesetechniques
unappealindpecausef the needto modify sourcecode.
Sincesource-leelannotationsere asavestigialpolicy,
we articulatea way to augmentself-healingapproaches
with the notion of repair policy. A repairpolicy (or a
recovery policy — we usethe termsinterchangeably)s
speci ed separatelffrom the sourcecodeanddescribes
how executionintegrity shouldbe maintainechfteranat-
tack is detected. Repairpolicy can provide a way for
a userto customizean applications responsdo an in-
trusionattemptandcanhelp achieve a completelyauto-
matedrecovery.

4.1 Integrity Repair Model

We provide a theoreticalframenork for repairpolicy by
extendingthe Clark-Wilson Integrity Model (CW) [7] to
includethe conceptof (a) repairand(b) repairvalida-
tion. CW is ideally suitedto the problemof detecting
whenconstraint®n asystems behaior andinformation
structureshave beenviolated. The CW model de nes
rules that govern three major constructs: constrained
dataitems (CDI), transformationprocedure{TP), and
integrity veri cation proceduregIVP). An information
systemis composedf a setof TPsthattransitionCDls
from onevalid stateto another Thesystemalsoincludes
IVPs that measurethe integrity of the CDIs at various

pointsof execution.

Althougha TP shouldmovethe systenfrom onevalid
stateto the next, it may fail for a numberof reasons
(incorrectspeci cation,a vulnerability, hardwarefaults,
etc). The purposeof anIVP is to detectandrecordthis
failure. CW doesnot addresghe task of returningthe
systemto a valid stateor formalize procedureghat re-
storeintegrity. In contrastrepairpolicy focuseonways
to recover after an unauthorizednodi cation. Our ex-
tensionssupplementshe CW modelwith primitivesand
rulesfor recoveringfrom a policy violation andvalidat-
ing thattherecovery wassuccessful.

4.2

STEM interpretsrepair policy to provide a mechanism
thatcanbeselectvely enforcedandretro tted to thepro-
tectedapplicationwithout modifyingits sourcecode(al-
thoughmappingconstraintsto source-leel objectsas-
sistsin maintainingapplicationsemantics)As with most
self-healingsystems we expectthe repairsoffered by
this “behavior rewall” to be temporaryconstraintson
programbehaior — emegeng x esthatawait a more
comprehensie patchfrom the vendor One adwantage
of repairpolicy is thatanadministratorcan“turn off” a
broken repair policy without affecting the executionof
theprogram— unlike a patch.

Repair policy is specied in a le externalto the
sourcecodeof theprotectedapplicationandis usedonly
by STEM (i.e., the compiler, the linker, andthe OS are
not involved). This le describeghe legal settingsfor
variablesn anabortedtransaction.The basisof the pol-
icy is a list of relationsbetweena transactionand the
CDls that needto be adjustedafter errorvirtualization,
including the returnaddressand returnvalue. A com-
pleterepairpolicy is a wide-rangingtopic; in this paper
we considera simpleform that:

Inter preting Repair Policy

1. speci esappropriateerror virtualizationsettingsto
avoid anincorrectreturnvaluethatcausegproblems
like theoneillustratedin Figure2

2. provides memoryrollback for an abortedtransac-
tion

3. setsmemorylocationsto particularvalues

Figure3 shavs a samplepolicy for our runningexam-
ple. The rst statementle nesasymbolicvalue. Thelat-
ter threestatementsle ne anlVP, RR, andTP. The IVP
de nes a simple detectorthat utilizes STEM's shadav
stack. TheRPsetsthereturnvalueto asemanticallycor-
rectvalueandindicatesthatmemorychangesshouldbe
undone,andthe TP de nition links thesemeasurement
andrepairactiitiestogether An RP cancontainalist of



symval AUTHENTICATION_FAILURE = 0;
ivp MeasureStack :=:
(‘'raddress=="shadowstack[0]);

rp FixAuth =
(‘'rvalue==AUTHENTICATION_FAILURE),
(rollback);

tp check_credentials

&MeasureStack :=: &FixAuth;

Figure 3: SampleRepair Policy. If the TP named
check _credentials fails, thenthememorychangesnade
duringthisroutineareresetandSTEM storeshevalue0 in the
returnvalue(andthusinto authenticated ), causinghelo-

gin attemptto fail.

assertedonditionson CDlsthatshouldbetrueafterself-

healingcompletesTheexampleillustratesthe useof the

specialvariable'rvalue  (theapostrophdaistinguishes
it from any CDI namedrvalue ). This variablehelps
customizevanilla error virtualizationto avoid problems
similarto theonein Figure2.

4.3 Limitations and Futur e Work

Our future work on STEM centerson improving the
power and easeof use of repair policy. We intendto
provide a mappingbetweermemorylayoutandsource-
level variables.Cutting acrosdayersof abstractiorike
this requiresaugmentinghe mappingmechanisnwith a
typesystemandtheability to handlevariableghatdo not
resideat x edaddressesSecondwhile virtual proxies
areakey aid to provide a semanticallycorrectresponse,
thereis no explicit integration of virtual proxy beha-
ior with repairpolicy speci cation. Third, we intendto
explore the additionof formal logic to STEM so that it
canreasonaboutthe constrainton the datainvolvedin
atransactiorto learnthe bestrespons@vertime.

Finally, the informationthat a particular set of vari-
ableshave beencorruptedraisesthe possibility of noti-
fying otherhostsandapplicationinstanceso proactvely
invoke repair proceduresn orderto protectagainsta
widespreadattack[21, 8, 35]. This sort of detectionis
helpful in creatinga systemthat automaticallytunesthe
securitypostureof anorganization.

5 Virtual Proxies

Attempts to sandboxan applications execution must
sooneror laterallow the applicationto dealwith global
input and output sourcesand sinks that are beyond the
control of the sandbox. Microspeculatiorbecomesun-
safe when the speculatedprocessslice communicates
with entities beyond the control of STEM. If a trans-
actionis not idempotent(i.e., it altersglobal statesuch
as sharedmemory network messagesetc), then mi-

crospeculationmust stop before that global state is
changed. The self-healingsystemcan no longer safely
speculatea code slice: the resultsof executionup to
that point mustbe committed,thuslimiting microspec-
ulation’s effective scope.

Repairattemptsmay fall shortin situationswherean
exploit on a machine(e.g., an electronicfundstransfer
front-end)that is being “healed” hasvisible effectson
anothermachine(e.g., a databasehat clearsthe actual
transfer). For example,if a browser exploit initiatesa
PayPal transactiongventhoughSTEM canrecover con-
trol onthelocal machinetheuserwill nothave anauto-
matedrecoursewith the PayPal system.

Such situationsrequire additional coordination be-
tween the two systems— microspeculatiormust span
both machines. If both machinesresidein the same
administratve domain, achieving this coopeative mi-
crospeculations somevhat easier but we prefera so-
lution that works for situationslike the PayPal exam-
ple. While a self-healingsystemcanrecordl/O, it can-
not aska communicationgartnerto replayinput or re-
acceptoutput. Doing so requiresthat the protocol (and
potentially the network infrastructure)supportspecula-
tive messagin@ndentailschangingthe partnersimple-
mentationsothatit canrewind its own execution.Since
STEM may not be widely deployed, we cannotrely on
thistype of explicit cooperation.

5.1 Solutions

We canachieve cooperatie microspeculatiorin atleast
four ways, eachof which expresses tradeof between
semanticorrectnesandinvasveness.

1. Protocol Modication — Modify network or
lesystem protocolsandthe network infrastructure
to incorporateanexplicit notionof speculation.

2. Modify Communications Partner — Modify the
codeof the remoteentity so thatit cancooperate
whenthe protectedapplicationis microspeculating,
andthusanticipatewhenit may be sendingor re-
cewving a“speculated’answeror request.

3. Gradual Commits — Transactionganbe continu-
ouslylimited in scope.All memorychange®ccur
ring before anl/O call aremarked asnot undoable.
Shouldthe microspeculatedlice fail, STEM only
undoeschangeto memorymadeafterthe /O call.

4. Virtual Proxies— Usehuffersto recordandreplay
I/0O locally. Virtual proxieseffectively sene asa
man-in-the-middleduring microspeculatiorto de-
lay the effectsof 1/O ontheexternalworld.



While somenetwork and application-l&el protocols
may alreadyincludea notion of “replay” or speculatie
executionimplementingvidespreadhangeso protocol
speci cationsandthe network infrastructurds fairly in-
vasve. Neverthelessit presentaninterestingtechnical
researctthallenge.Anotherinterestingpossibility is to
modify the executionervironmentor codeof theremote
communicationgartnerto acceptnoti cations from a
STEM-protectedapplication. After receving the noti-

cation, the remoteentity speculatests own 1/0. While
this approachpromisesa soundsolution, it violatesour
transparengrequirements.

We chooseto usea combinationof virtual proxiesand
gradualcommitsbecausdhesesolutionshave the least
impact on currentapplicationsemanticsand require a
straightforvard implementation. Sincewe are already
“modifying” thelocal entity, we canavoid modifyingthe
remoteentity or ary protocols. Using gradualcommits
andvirtual proxiesconstrainghe power of our solution,
but we believe it is an acceptabldéradeof, especiallyas
self-healingsystemgyain traction— they shouldperturb
legag setupsaslittle aspossible.

5.2 Design

I/O systemcallsthatoccurduringthe speculategbortion
of a processconstitutea challengefor safely discard-
ing speculatedperationshouldanexploit occur While

speculatiorcanimmediatelyresumeafteranl/O call, the
I/O call itself cannotbe replayedor undone. If a fault
or exploit occursafter the I/O call (but still in the mi-

crospeculatedoutine),thenSTEM cannotrewind to the
beginning of the codeslice. Rather it canonly unwind
backto thel/O call. Memoryandotherstatechangese-
fore thel/O call mustremainin effect (we ignorefor the
momentexplicit changesnadeas partof repairpolicy).

This gradualprocesof commitsis oneway in whichwe
canattemptto control uncertaintyin the correctnes®f

theresponse.

A virtual proxy senesasa delegatefor a communi-
cationspartner(e.g., sener, client, or peer)for the pro-
gramthatSTEM is supervising A virtual proxy is com-
posedof a setof functionsthat modify a buffer thatis
boundduringthe scopeof a supervisedoutine. The pri-
maryfunctionof thevirtual proxyis to allow STEM, asit
speculates slice of anapplication to “take back” some
outputor “push back” someinput. As a proof of con-
cept, our currentimplementatioronly interceptsread
andwrite calls. Virtual proxiesaredesignedo handle
this two-partproblem.

Virtual Proxy Input In this caseanexternalcom-
ponent(suchasa lesystem) is providing input. The
code slice that containsthis input call can either (a)
successfullycompletewithout an error or exploit, or

(b) experiencesucha fault andhave STEM attemptre-
pair. In case(a), nothingneedhapperbecausé&STEM's
stateis consistentwith the global state. In case(b),

STEM mustattempta semanticallycorrectrepair— re-
gardlessof whetheror not the input was legal or mal-
formed/malicious.At this point, the external entity be-
lievesits statehaschangedandthereforewill notreplay
theinput). In the optimal case,STEM shouldcontinue
executingwith whatinput that wassupposedo be con-
sumedby the transactionmremwedfromthe input buffer.

Naturally, STEM cannotdeterminethis on its own (and
the speculateadtodeslice is no help either— it evidently
experienceda faultwhenprocessinghis input). Instead,
STEM cancontinueprocessingnddraw from thevirtual

proxy's buffersduringthe next inputrequest.

Virtual Proxy Output In orderto dealwith specu-
lated output, STEM mustbuffer outputuntil it requires
inputfrom the externalcomponentAt this point, STEM
mustallow the remotepartnerto make progress. This
processof gradualcommitsis useful, but hasthe po-
tential to delaytoo long and causean application-le&el
timeout. STEM doesnot currentlydealwith this issue.
As with virtual proxy input, the speculatedlice can(a)
successfullycompletewithout anerroror exploit, or (b)
experiencesuchafaultandhave STEM attemptarepait
In case(a), gradualcommitssufce, asthe outputcalls
simply nish. In case(b), the externalcomponentas
beengivena messagét shouldnot have. If the virtual
proxy were not operating,a STEM-supervisedpplica-
tion would needto askfor thatoutputto beignored.The
virtual proxy allows STEM to buffer outputuntil the mi-
crospeculatedlice successfullycompletes.If the slice
fails, then STEM instructsthe virtual proxy to discard
theoutput(or replaceit).

5.3 Limitations and Future Work

Although virtual proxieshelp addresshe external I/O
problemfor microspeculationthey arenot a perfectso-
lution. In the casewhereSTEM is supervisingthe pro-
cessingof input, thevirtual proxy canonly buffer alim-
ited amountof input — andit is not clearhow to selec-
tively discardportionsof thatinput shoulda transaction
fail. In thecasesvhereSTEM superviseshe sendingof
output, the virtual proxy buffers the outputuntil STEM
requestsnput from the remotecommunicationpartner
At this point, STEM hasreachedhe edgeof our ability
to safelymicrospeculateandwithout further supportin
the virtual proxy that explicitly communicatesvith the
remotepartner STEM muststopspeculatingand nally
give thedatato theremotepartner

One interesting problem is to use multiple virtual
proxies to classify and identify multiple corversation
streams. This informationis not presentat the level of



readand write systemcalls, and STEM would needto
breakthroughlayersof abstractiorio supporthis ability.
Finally, sincethevirtual proxyis underSTEM's control,
STEM canattemptto constructa memoryandbehaior
model of the remotecommunicationgartnerto deter
mineif it is behaing in a maliciousfashion.

6 Behavior Models

Although STEM usesa numberof detectionstratgjies
(including a shadev stack), STEM also provides for
host-basedanomalydetection. This type of detection
helps identify previously unknavn vulnerabilitiesand
exploits, but dependson the systemhaving a model or
pro le of normal behaior. STEM collects aspectsof
dataandcontrol o w to learnan applications behaior
pro le. STEM canleveragethe informationin the pro-
le to detectmisbehaior (i.e., deviation from the pro-
le) andautomaticallyalidaterepairsto ensurehatself-
healingachiezesnormalapplicationbehaior.

Figure 4: Exampleof Computing Execution\Wndow
Context. Startingfrom function 8, we traversethe graph
beginningfrom thepreviously executedsiblingsupto the
parent.We recursvely repeatthis algorithmfor the par
entuntil we eitherreachthewindow width or theroot. In
this example thewindow containsunctions?, 6,5, 2, 1.
Systemghatexaminethe call stackwould only consider
6,5, and1 atthis point.

In pro ling mode, STEM dynamically analyzesall
function calls madeby the process,including regular
functionsandlibrary calls aswell assystemcalls. Pre-
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vious work typically examinesonly systemcalls or is
drivenby staticanalysis. STEM collectsafeaturesetthat
includesa mixture of parentfunctionsandprevious sib-
ling functions.STEM generates recordof theobsened
returnvaluesfor variousinvocationsof eachfunction.

A behaior prole is a graph of execution history
records.Eachrecordcontainsfour dataitems: anidenti-

er, areturnvalue,a setof argumentvalues,anda con-
text. Eachfunctionnamesenesasanidenti er (although
address/callsitesanalsobe used).A mixture of parents
and previous siblings composethe context. The argu-
mentandreturnvaluescorrespondo the argumentval-
uesat the time that function instancebegins and ends,
respectiely. STEM usesa pair of analysisfunctions(in-
sertedat the startandendof eachroutine)to collectthe
argumentvaluesthefunctionname thereturnvalue,and
thefunctioncontext.

Eachrecordin thepro le helpsto identify aninstance
of a function. The featureset“un attens” the function
namespacef anapplication. For example,printf()
appearsnary timeswith mary differentcontextsandre-
turn values,makingit hardto characterizeConsidering
every occurrencef printf() to bethe sameinstance
reducesour ability to make predictionsaboutits behar-
ior. On the other hand, consideringall occurrenceof
printf() to be separaténstancesombinatoriallyin-
creaseshe spaceof possiblebehaiors andsimilarly re-
ducesour ability to make predictionsaboutits behaior
in a reasonablemountof time. Therefore we needto
constructan“executioncontext” for eachfunctionbased
onbothcontrol (predecessdunctioncalls)anddata(re-
turn & argumentvalues) o w. This context helpscol-
lapseoccurrencesof a function into an instanceof a
function. Figure4 shavs anexamplecontext window.

Duringtraining,onebehaior aspecthatSTEMIlearns
is whichreturnvaluesto predictbasedn executioncon-
texts of varying window sizes. The generalprocedure
attemptsto computethe predictionscoreby iteratively
increasingthe window size and seeingif additionalin-
formationis revealedby consideringhe extra context.

We de ne the returnvalue“predictability score”asa
value from zeroto one. For eachcontext window, we
calculatethe “individual score”: the relative frequengy
of this particularwindow whencomparedwith the rest
of thewindows leadingto a function. The predictability
scorefor afunctionF is thesumof theindividual scores
thatleadto a singlereturnvalue. Figure5 displaysan
exampleof this procedure We do not considemwindows
that containsmallerwindows leadingto a singlereturn
value sincethe information that they impart is already
subsumedy the smallerexecutioncontext. For exam-
ple, in Figure5, we do not considerall windows with a
sufx of AF (i.e,, AF).

Limitations STEM relieson PIN to reliably detect



Figure5: Exampleof ComputingReturnValue Predictability (predictability scoe). The gure illustratesthe procedure
for function F andfor two returnvalues0 & 1 for threewindow sizes. The arrav labelsindicatewhat percentag®f instances
for the givenwindow will leadto thereturnvalueof F whencomparedvith therestof the windows. For window sizel (S1)we
have threepredicatefunctions(A, B, andC) with only one,A, leadingto a uniquereturnvaluewith score0:2. This scoreis the
relative frequeng of window AF ,[2] whencomparedwith all otherwindows leadingto F, for all returnvalues.We adda scoreto
thetotal scorewhenawindow leadsto singlereturnvalueof F sincethis situationis the only casethat“predicts” a returnvalue.
We consideronly the smallestwindows thatleadto a singlevalue(e.g., A is nolongerconsideredor S2andKB, LB, MB for S3)
becauséargerwindows do notaddanything to our knowledgefor thereturnvalue.

returnsfrom a function. Detectingfunction exit is dif-
cult in the presenceof optimizationslike tail recur
sion. Also, sincethe generategro le is highly binary-
dependentSTEM shouldrecognizewhenan older pro-
le is no longerapplicable(anda new one needsto be
built), e.g., asaresultof anew versionof theapplication
beingrolled out, or dueto the applicationof a patch.

7 Evaluation

Thegoalof ourevaluationis to characteriz&TEM'sim-
pactonthenormalperformancef anapplication.STEM
incursarelatively low performancémpactfor real-world
software applications,including both interactive desk-
top software aswell assener programs. Although the
time it takesto self-healis also of interest,our experi-
mentson syntheticvulnerabilitiesshav thatthis amount
of time dependon the compleity of the repair policy
(i.e., how mary memorylocationsneedto be adjusted)
andthe memorylog rollback. Eventhoughmemorylog
rollbackis anO(n) operationwe discussa possibleopti-
mizationbelowv), STEM's self-healingandrepairproce-
dureusuallytakesunderasecondqusingthex86 rdtsc
instructionwe obsene anaverageof 15 milliseconds)}o
interprettherepairpolicy for thesevulnerabilities.

Of more generalconcernis whetheror not STEM
slows anapplicationdown to the pointwhereit becomes
apparentto the end-user Even though STEM hasa
rathersigni cant impacton anapplications startuptime
(asshawn in Table 2), STEM doesnot have a human-
discernibleimpact when appliedto regular application
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Tablel: Impacton Apade ExcludingStartup We tested
STEM'simpacton two versionsof Apacheby startingApache
in single-threadednode (to force all requestgo be serviced
sequentiallyby the samethread). We thenattachSTEM after
verifying that Apachehasstartedby viewing thedefaulthome-
page. We usewget to recursvely retrieve the pagesof the
online manualincludedwith Apache. The total dowvnloaded
materialis roughly 72 MB in about4100 les. STEM causes
a 74.85%slovdown, far lessthanthe tensof thousandgac-
tor whenincluding startup.Native executionof Apache2.0.53
takes0.0626secondperrequestexecutionof the sameunder
STEM takes0.1095secondger request.For a never version
of Apache(2.2.4),we obsere aslightimprovementto 72.54%.

Apache Native(s) | STEM (s) | Impact %
v2.0.53 3746 6550 74.85%
v2.2.4 16215 27978 72.54%

operations.For example,Firefox remainsusablefor ca-
sualwebsur ng whenoperatingvith STEM. In addition,
playinga music le with aplay alsoshavs no sign of
sounddegradation— the only noticeableimpact comes
during startup. Disregardingthis extra time, the differ-
encebetweenaplay 's native performanceandits per
formanceunderSTEM is about2 seconds.If STEMis
attachedo aplay afterthe le startsplaying,thereis an
eight seconddelay followed by playbackthat proceeds
with only a 3.9% slowdown. Most of the performance
penaltyshavn in Table2 and Table3 is exaggeratedy



Table 2: PerformancelmpactData. Attaching STEM at
startupto dynamicallylinked applicationsincurs a signi cant
performanceenaltythatlengthenghetotal applicationstartup
time. This tablelists a variety of programswherethe time to

executeis dominatedby the increasedstartuptime. Although
most applicationssuffer a hefty performancehit, the major

ity of the penalty occursduring applicationstartupand exit.

Note that aplay shaws fairly good performance;a roughly
six-minutesongplaysin STEM for 88 seconddongerthanit

should- with 86 of thoseseconds€omingduringstartup when
the le is notactuallybeingplayed.

Application || Native(s) | STEM (s) | Slowdown

aplay 371.0125| 459.759 0.239
arch 0.001463| 14.137 9662.021
xterm 0.304 215.643 708.352
echo 0.002423| 17.633 7276.342
false 0.001563| 16.371 | 10473.088
Firefox 2.53725 70.140 26.644
gzip-h 451 479.202 105.253
gzip-k 0.429 58.954 136.422
gzip-d 2.281 111.429 47.851
md5-k 0.0117 32.451 2772.589
md5-d 0.0345 54,125 1567.841
md5-h 0.0478 70.883 1481.908
ps 0.0237 44.829 1890.519
true 0.001552| 16.025 | 10324.387
uname 0.001916| 19.697 | 10279.271
uptime 0.002830| 27.262 9632.215
date 0.001749 26.47 15133.362
id 0.002313| 24.008 | 10378.592

thesimplenatureof theapplicationsLongerrunningap-
plicationsexperiencea much smallerimpactrelative to
total execution,asseenby the gzip, md5sum,and Fire-
fox results.

Most of the work done during startup loads and
resoles libraries for dynamically linked applications.
STEM canavoid instrumentingthis work (andthusno-
ticeablyreducestartuptime) in at leasttwo ways. The
rst is to simply not make the applicationdynamically
linked. We obsenedfor somesmalltestapplicationgin-
cluding a programthatincorporateghe exampleshown
in Figure2 from Sectiond) thatcompilingthemasstatic
binariesreducesxecutiontime from fteen secondgo
about ve seconds. Second,since PIN can attachto
applicationsafter they have started(in muchthe same
way thata deluggerdoes),we canwait until this work
completesaandthenattachSTEM to protectthe mainline
codeexecutionpaths. We usedthis capabilityto attach
STEM to Firefox and Apacheafter they nish loading
(we measuredhe performanceimpact on Apacheus-
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Table 3: PerformanceWthout (Some)Startup We re-
move a well-de ned portion of the applications initialization
from the performanceconsiderationin Table2. Remaing su-
pervisionof this portion of the startupcodeimproves perfor

manceover full supervision. The remainingrun time is due
to avaryingamountof startupcode,the applicationitself, and
cleanup/eit code.In orderto completelyeliminateapplication
startupfrom considerationwe attachto Apacheafterits initial-

izationhascompleted We presenthoseresultsin Tablel.

Application || STEM-init (s) | Revised Slowdown

arch 3.137 2143.22
xterm 194.643 639.273
echo 5.633 2323.803
false 4.371 2795.545
Firefox 56.14 21.128
gzip-h 468.202 102.814
gzip-k 47.954 110.780
gzip-d 100.429 43.025
md5-k 20.451 1746.948
md5-d 42.125 1220.014
md5-h 58.883 1230.862
ps 31.829 1341.996
true 5.025 3236.758
uname 8.697 4538.144
uptime 15.262 5391.932
date 14.47 8272.299
id 13.008 5622.865

ing this method; seeTable 1). Also, as mentionedin
Section3, we canallow the applicationto begin exe-
cuting normally andonly attachSTEM whena network
anomalydetectorissuesan IDS alert. Finally, it may
be acceptabldor certainlong-runningapplicationge.g.,
web, mail, databaseand DNS seners)to amortizethis
long startuptime (on the orderof minutes)over thetotal
executiontime (on the orderof weeksor months).

7.1 Experimental Setup

We used multiple runs of applicationsthat are repre-
sentatve of the software that exists on current Unix
desktopervironments. We testedaplay Firefox, gzip,
md5sum,and xterm, along with a numberof smaller
utilities: arch, date, echo, false, true, ps, uname,up-
time, andid. The applicationswere run on a Pentium
M 1.7 GHz machinewith 2 GB of memoryrunningFe-
doraCore 3 Linux. We useda six minuteandten sec-
ond WAV le to testaplay . To testboth md5sum
andgzip , we usedthree les: httpd-2.0.53.tagz aFe-
dora Core kernel (vmlinuz-2.6.10-1.776C3smj), and



the /usr/shae/dict/linux.wods dictionary Our Firefox
instancesimply openedablankpage.Our xtermtestcre-
atesanxtermandexecutegheexit commandWe also
testedtwo versionsof httpd  (2.0.53and2.2.4) by at-
taching STEM after Apachestartsand usingwget to
recursvely downloadthe includedmanualfrom another
machineon the samenetwork switch. Doing so gives
us away to measureSTEM's impacton normal perfor
manceexcluding startup(shavn in Tablel). In theta-
bles,thesufx esfor gzipandmd5sumindicatethekernel
image(k), the httpdtarball(h), andthe dictionary(d).
Memory Log Enhancements We canimprove per
formanceof supervisedoutinesby modifying the mem-
ory log implementatior{currentlybasednalinkedlist).
Oneway to improve performancaes to preallocatenem-
ory slots basedon the typical memoryuse of eachsu-
pervisedfunction. If we canboundthe numberof stores
in a pieceof code(e.g., becauseSTEM or anotherpro-
ling tool hasobsened its execution),then STEM can
preallocateanappropriatelysizedbuffer.

8 Conclusion

Self-healingsystemdacea numberof challengedefore
they can be appliedto legag/ applicationsand COTS
software. Our efforts to improve STEM focus on four
speci ¢ problems: (1) applying STEM's microspecu-
lation and error virtualization capabilitiesin situations
wheresourcecodeis unavailable, (2) helping createa
behaior pro le for detectionandrepair (3) improving
the correctnes®f the responseiy providing a mecha-
nismto interpretrepairpolicy, and(4) implementingvir-
tual proxiesto helpdealwith speculated/O. Thesesolu-
tions collectively provide a morestreamlinedsersionof
STEM thatrepresents signi cant improvementin both
featuresand performance:our currentimplementation
imposesa 74%impactfor whole-applicatiorsupervision
(versusthe previous 30% impactfor a singlesupervised
routineanda 3000Xslowdown for whole-applicatiorsu-
pervision).
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Notes

IThislimitation is especiallyrelevantfor nancial andscienti ¢ ap-
plications,whereafunction's returnvalueis morelikely to beincorpo-
ratedinto the mainlinecalculation.

2part of the CoSAK, or CodeSecurity AnalysisKit, studyfound
thatmostvulnerabilitiesin a setof popularopensourcesoftwareoccur
within six functioncallsof aninputsystencall. If oneconsiderslayer
or two of application-internaprocessingandthe existing (but seldom
thoughtof from anapplicationdevelopers standpointmultiple layers
within C library functions this numbemalessense.



