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Abstract. Intrusion detection systems are fundamentally passive and
fail{op en. Because their primary task is classication, they do noth-
ing to prevent an attack from succeeding.An intrusion prevention sys-
tem (IPS) adds protection mechanisms that provide fail{safe semartics,
automatic response capabilities, and adaptive enforcemert. We presert
FLIPS (Feedbak Learning IPS), a hybrid approach to host security that
prevents binary code injection attacks. It incorporates three major com-
ponents: an anomaly-based classi er, a signature-based Itering scheme,
and a supervision framework that employs Instruction Set Randomiza-
tion (ISR). Since ISR prevents code injection attacks and can also pre-
cisely identify the injected code, we can tune the classi er and the Iter

via a learning mechanism basedon this feedbad. Capturing the injected
code allows FLIPS to construct signatures for zero-day exploits. The
Iter can discard input that is anomalous or matches known malicious
input, e ectiv ely protecting the application from additional instances of
an attack { even zero-day attacks or attacks that are metamorphic in
nature. FLIPS doesnot require a known user baseand can be deployed
transparently to clients and with minimal impact on servers. We describe
a protot ype that protects HTTP servers, but FLIPS can be applied to a
variety of server and client applications.
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1 Intro duction

One key problem for network defensesystemsis the inability to automatically
mount areliable, targeted, and adaptive response[21]. This problem is magni ed
when exploits are delivered via previously unseeninputs. Network defensesys-
tems are usually composedof network-basedIDS's and padket ltering rew alls.
Thesesystemshave shortcomingsthat make it di cult for them to identify and
characterize new attacks and respond intelligently to them.

Since IDS's passiwely classify information, they can enable but not enact a
response.Both signature-basedand anomaly-basedapproachesto classi cation
merely warn that an attack may have occurred. Attack prevertion is a task often



left to a rew all, and it is usually accomplishedby string matching signatures
of known malicious content or dropping packets according to site policy. Of
course,successfullyblocking the correcttra c requiresa exible and well de ned
policy. Furthermore, signature matching large amounts of network trac often
requiresspecializedhardware and presumesthe existenceof accurate signatures.
In addition, encrypted and tunneled network trac posesproblems for both
rew alls and IDS's. To compound theseproblems, sinceneither IDS's or rew alls
know for sure how a padket is processedat an end host, they may make an
incorrect decision[10].

These obstaclesmotivate the argumert for placing protection mecanisms
closerto the end host (e.g, distributed rew alls [11]). This approach to system
security can bene t not only enterprise-level networks, but home usersas well.
The principle of \defense-in-depth" suggeststhat traditional perimeter defenses
like rew alls be augmerted with host-based protection mecanisms. This pa-
per advocates one suc system that employs a hybrid anomaly and signature
detection schemeto adaptively react to new exploits.

1.1 Hybrid Detection

In general, detection systemsthat rely solely on signatures cannot enable a de-
fenseagainst previously unseenattacks. On the other hand, anomaly-basedclas-
si ers can recognizenew behavior, but are often unable to distinguish between
previously unseen\go od" behavior and previously unseen\bad" behavior. This
blind spot usually results in a high false positive rate and requires that these
classi ers be extensiwely trained.

A hybrid approach to detection can provide the basisfor an Intrusion Preven-
tion System (IPS): an automated responsesystemcapableof stopping an attack
from succeeding.The core of our hybrid systemis an anomaly-basedclassi er
that incorporates feedbadk to both tune its models and automatically generate
signaturesof known malicious behavior. Our anomaly detector is basedon PayL
[38], but other classi ers can be used[17].

The biggest obstaclefor a hybrid systemis the sourceof the feedbad infor-
mation. Ideally, it should be automated and transparent to users.For example,
the feedbak to email spam classi ers may be a user hitting a button in their
email client that noti es the mail server to reconsideran inappropriately classi-
ed email asspam.This feedbadk loop is an exampleof supervisedonline learning
and distributes the burden of supervision to usersof the system. The feedbak
mechanism in our system facilitates unsupervised online learning. The source
of information is basedon an x86 emulator, STEM [29], that is augmerted to
protect processeawith Instruction Set Randomization.

1.2 Instruction Set Randomization

ISR is the processof creating a unique execution ervironment to e ectiv ely
negatethe succesf code-injection attacks. This unique ervironment is created



by performing somereversible transformation on the instruction set; the trans-
formation is driven by a random key for eat executable. The binary is then
decaded during runtime with the appropriate key.

Sincean attacker crafts an exploit to match someexpectedexecution environ-
ment (e.g. x86 machine instructions) and the attacker cannot easily reproduce
the transformation for his exploit code, the injected exploit code will most likely
beinvalid for the specializedexecution ervironment. The mismatch betweenthe
language of the exploit code and the language of the execution environment
causesthe exploit to fail. Without knowledge of the key, otherwise valid (from
the attacker's point of view) machine instructions resolve to invalid opcodesor
evertually crash the program by accessingillegal memory addresses.Previous
approachesto ISR [3] [12] have proved successfuin defeating code injection at-
tacks. Such techniquesare typically combined with address-spacebfuscation [4]
to prevent \jump into libc" attacks.

Randomizing an instruction setrequiresthat the executionenvironment pos-
sessthe ability to de-randomizeor decale the binary instruction stream during
runtime. For machine code, this requiremernt meansthat either the processor
hardware must contain the decaling logic or that the processorbe emulated in
software. STEM minimizes the cost of executing in software by seletively em-
ulating parts of an application. During the application's runtime, control can
freely switch betweenthe real and the virtual processorsBy carefully selecting
the piecesof the application that are emulated, it is possibleto minimize the
runtime overheadof the emulation.

This practical form of ISR allows usto capture injected code and correlate it
with input that has beenclassi ed as anomalous.Barrantes et al. [3] show that
code injection attacks against protected binaries fail within a few bytes (two or
three instructions) of control o w switching to the injected code. Therefore, the
code pointed to by the instruction pointer at the time the program halts is (with
a high probabilit y) malicious code. We can extract this code and sendit to our
Iter to create a new signature and update our classi er's model.

1.3 Contributions

The main cortribution of this paper is a complete systemthat usesinformation
conrming an attack to assista classi er and update a signature-based lter.
Filtering strategiesare rarely basedsolely on anomaly detection; anomaly-based
classi ers usually have a high false positive rate. However, when combined with
feedbad information conrming an attack, the initial classi cation provided by
the anomaly detector can assistin creating a signature. This signature can then
be deployed to the lter to block further malicious input. It is important to
note that our protection medanism catchesthe exploit code itself. Having the
exploit code allows very precise signature creation and tuning of the classi er.
Furthermore, this signature can be exchangedwith other instancesof this system
via a certralized trusted third party or a peer-to-peernetwork. Such information
exchange([7], [14] can potentially inoculate the network againsta zero-day worm
attack [1], [13], [18], [35].



We presert the designof FLIPS, a host-basedapplication-level rew all that
adapts to new malicious input. Our prototype implementation adjusts its |-
tering capability based on feedba& from two sources:(a) an anomaly-based
classi er [38] that is specializedto the content o ws for a speci ¢ host and (b) a
binary supervision framework [29] that prevents code-injection attacks via ISR
and capturesinjected code. The details of our designare preserted in Section 3,
and we describe the prototype implementation of the systemfor an HTTP server
in Section 4. We discussrelated work in Section 2, our experimental validation
of FLIPS in Section 5, directions for future researd in Section 6, and conclude
the paper in Section7.

2 Related Work

Augmerting detection systemswith an adaptiveresponsemecanismis an emerg-
ing areaof researd. Intrusion prevertion, the designand selectionof mecanisms
to automatically respond to network attacks, has recertly received an amourt
of attention that rivalsits equally di cult sibling intrusion detection. Response
systemsvary from the low{tech (manually shut down misbehaving machines)
to the highly ambitious (on the y \vaccination", validation, and replacemen
of infected software). In the middle lies a wide variety of practical techniques,
promising technology, and nascen researd.

The system proposedby Anagnostakis et al. [2] has many of the samegoals
asFLIPS. However, there are a number of di erences in architecture and imple-
mentation. Most importantly, our useof ISR allows FLIPS to detect and stop all
instancesof code injection attacks, not just stack-basedbu er over ows. Also,
FLIPS is meart to protect a single host without the needfor a \shadow."

Two other closelyrelated systemsare the network worm vaccinearchitecture
[28] and the HACQIT system [25]. More recertly, researders have investigated
transparently detecting malicious email attachments [27]with techniquessimilar
to ours and [28]. HACQIT employs a pair of senersin which the outputs of the
primary and secondaryserver are compared.If the outputs are di erent, then a
failure has occurred. The HACQIT systemthen attempts to classify the input
that causedthis error and generalizea rule for blocking it. The network and
email worm vaccine architectures propose the use of honeypot and auxiliary
seners, respectively, to provide supervised ervironments where malware can
infect instrumented instancesof an application. The system can then construct
a x basedon the obsened infection vector and deploy the x to the production
sener. In the caseof the email worm vaccine,the email can be silertly dropped,
stripp ed of the attachment, or rejected.

In contrast, FLIPS is meart to protect a single host without the need for
additional infrastructure. Sincethe systemis modular, it is an implemertation
choice whether or not to distribute the componerts acrossmultiple machines.
FLIPS alsopreciselyidenti es attack code by employing ISR. It doesnot needto
correlate input strings against other servicesor try to deducewhere attack code
is placed inside a particular input request. In addition, our anomaly detection



componert can construct models of both good and \bad" inputs to detect and
block slight variants of malicious input.

2.1 Code Injection and ISR

One of the major contributions of this work is the useof a practical form of ISR.
The basic premise of ISR [3] [12] is to prevent code injection attacks [23] from
succeedingby creating unique execution ervironments for individual processes.
Codeinjection is not limited to over o wing stadk bu ers or format strings. Other
injection vectors include web forms that allow arbitrary SQL expressions(a
solution to this problem using SQL randomization is proposedin [5]), CGI scripts
that invoke shell programsbasedon userinput, and log les containing character
sequencegapable of corrupting the terminal display.

Our x86 emulator STEM can selectively derandomizeportions of an instruc-
tion stream, e ectiv ely supporting two di erent instruction setsat the sametime.
Various processorssupport the ability to emulate or execute other instruction
sets. Theseabilities could conceiably be leveragedto provide hardware support
for ISR. For example, the Transmeta Crusoe chip! employs a software layer for
interpreting code into its native instruction format. The PowerPC chip employs
\Mixed-Mo de" executior? for supporting the Motorola 68k instruction set. Like-
wise, the ARM chip can switch freely between executing its regular instruction
set and executing the Thumb instruction set. A processorthat supports ISR
could use a similar capability to switch between executing regular machine in-
structions and randomized machine instructions. In fact, this is almost exactly
what STEM doesin software. Having hardware support for ISR would obviate
the needfor (along with the performanceimpact of) software-level ISR.

2.2 Anomaly Detection and Remediation

Anomaly-based classi cation is a powerful method of detecting inputs that are
probably malicious. This conclusionis basedon the assumption that malicious
inputs are rare in the normal operation of the system. However, since a sys-
tem can ewlve over time, it is also likely that new non-malicious inputs will
be seen[9] [32]. Indeed, somework [16] has shown that it is possibleto evade
anomaly-basedclassi ers. Therefore, anomaly-baseddetectors [38] [17] require
an additional sourceof information that cancon rm or reject the initial classi -
cation. Pietraszek[22] presents a method that usessupervised machine learning
to tune an alert classi cation systembasedon obsenations of a human expert.
Sommerand Paxon [33] explore a related problem: how to augmert signature-
basedNIDS to make use of context when applying signatures.

FLIPS receivesfeedbadk from an emulator that monitors the execution of a
vulnerable application. If the emulator tries to executeinjected code, it catches
the fault and noti es the classi er and lter. It canthen terminate and restart

! http://www.transmeta.com/crus  oe/c odemaophi ng.html
2 http://developer.apple.com/do cumetati on/mac/r untim ehtml/RTArch- 75.html



the processor simulate an error return from the current function. While our pro-
totype systememploys ISR, there are many other typesof program supervision
that canprovide usefulinformation. Each could be employedin parallel to gather
as much information as possible. Theseapproachesinclude input taint tracking
[36][20], program shepherding[15], (a similar technique is proposedin [24]) and
compiler-inserted cheds [31]. One advantage of FLIPS's feedba& medanism is
that it can identify with high con dence the binary code of the attack. In an
interesting approadc to detection, Toth and Kruegel [37] and Anderssonet al.
[34]) considerthe problem of nding x86 code in network packets.

E ectiv e remediation strategiesremain a challenge. The typical response of
protection medanisms has traditionally beento terminate the attacked pro-
cess.This approad is unappealing for a variety of reasons;to wit, the loss of
accumlated state is an overarching concern. Se\eral other approaces are pos-
sible, including failure oblivious computing [26], STEM's error virtualization
[29], DIRA's rollback of memory updates [31], crash-only software [6], and data
structure repair [8]. Remediation strategies sometimesinclude the deployment
of rew all rulesthat block maliciousinput. The most commonform of this strat-
egy is basedon dropping padkets from \malicious" hosts. Even with whitelists
to courter spoo ng, this strategy is too coarsea mecanism. Our system allows
for the generationof very precisesignaturesbecausethe actual exploit code can
be caught \in the act."

Automatically creating reliable signatures of zero-day exploits is the focus
of intensereseart e orts [13]. Signaturesof viruses and other malware are cur-
rently produced by manual inspection of the malware source code. Involving
humans in the response loop dramatically lengthens responsetime and does
nothing to stop the initial infection. In addition, deployed signatures and IDS
rules do nothing to guard against new threats. Singh et al. describe the Early-
bird system for automatically generating worm signatures and provide a good
overview of the shortcomingsof current approachesto signature generation[30].

3 FLIPS { A Learning Application Filter

While we describe our implementation of FLIPS in Section 4, this section pro-
vides an overview of the designspacefor a host-basedintrusion prevertion sys-
tem. The system is composed of a number of modules that provide Itering,
classi cation, supervision, and remediation services.We can usethe metrics pro-
posedby Smirnov and Chiueh [31]to classify FLIPS: it detectsattacks, identi es
the attack vector, and provides an automatic repair mechanism.

The goal of the system is to provide a modular and compact application-
level rew all with the ability to automatically learn and drop con rmed zero-
day attacks. In addition, the system should be able to generatezero-day worm
and attack signatures, even for slightly metamorphic attack input. We tune
the anomaly detection by catching code injection attacks with our supervision
componert. Only attacks that actually inject and execute code are con rmed



as malicious and fed badk to the anomaly detector and lter. As a result, only
con rmed attacks are dropped in the future.

3.1 FLIPS Design

The designof FLIPS is basedon two major componerts: a Itering proxy and an
application supervision framework. A major goal of the designis to keepthe sys-
tem modular and deployable on a single host. Figure 1 shows a high-level view of
this design. The protected application can be either a server waiting for requests
or a client program receiving input. Input to a client program or requeststo a
sener are passedthrough the lItering proxy and dropped if deemedmalicious.
If the supervision framework detects somethingwrong with the protected appli-
cation, it signalsthe Iter to update its signaturesand models. Although server
replies and outgoing client trac can alsobe modeled and Itered, our current
implemenrtation doesnot perform this extra step. Outgoing Itering is useful in
protecting a client application by stopping information leaks or the spread of
self-propagating malware.
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Fig. 1. General Architecture of FLIPS . Requestsare passedthrough a ltering proxy
and dropped if deemed malicious. The application should be protected by a packet
Itering rew all that only allows the local proxy instance to contact the application.
The application processeghe requestsand sendsthe responseback through the proxy.
If the input causesa code injection attack, the supervision framework contacts the
proxy with the injected code and the proxy updates its models and signatures.

The function of the proxy is to grade or scorethe input and optionally drop
it. The proxy is a hybrid of the two major classi cation schemes,and its sub-
componerts re ect this dichotomy. A chain of signature-based lters can score
and drop a requestif it matchesknown malicious data, and a chain of anomaly-
basedclassi ers can scoreand drop the input if it is outside the normal model.



Either chain can allow the requestto passewen if it is anomalousor matches
previous malicious input. The default policy for our prototype implementation
is to only drop requeststhat match a signature Iter. Requeststhat the anomaly
classi er deemssuspiciousare copiedto a special cache and forwarded on to the
application. We adopt this stanceto avoid dropping requeststhat the anomaly
componert mislabels (false positives). The current implemertation only drops
requeststhat have beencon rmed to be malicious to the protected application
and requeststhat are closelyrelated to sud inputs.

The function of the application supervision framework is to provide a way
to stop an exploit, automatically repair the exploited vulnerability, and report
information about an exploit badk to the Iters and classiers. Similar to the
ltering and classi cation chains, the supervision framework could include a
number of host-basedmonitors to provide a wide array of complemenary feed-
badk information to the proxy. Our prototype implemertation is basedon one
type of monitor (ISR) and will only provide feedba&k information related to
code-injection attacks. Many other types of attacks are possible, and whether
somethingis an attack or not often dependson context. FLIPS's designallows for
an array of more complicated monitors. STEM allows the application to recover
from a code injection attack by simulating an error return from the emulated
function after notifying the proxy about the injected code.

3.2 Threat Mo del

In this work, we assumea threat model that closely matchesthat of previous
ISR e orts. Speci cally, we assumethat an attacker doesnot have accesgo the
randomized binary or the key usedto e ect achieve this randomization. These
objects are usually stored on a system'sdisk or in systemmemory; we assumethe
attacker doesnot have local accesgo theseresourcesIn addition, the attacker's
intent is to inject code into a running processand thereby gain cortrol over the
processby virtue of the injected instructions. ISR is especially e ectiv e against
thesetypesof threats becauset interfereswith an attacker's ability to automate
the attack. The entire target population executesbinaries encaded under keys
unigue to ead instance. A successfulbreach on one machine does not weaken
the security of other target hosts.

3.3 Caveats and Limitations

While the designof FLIPS is quite exible, the nature of host-basedprotection
and our choicesfor a prototypeimplemertation imposese\eral limitations. First,
host-basedprotection medanismsare thought to be di cult to managebecause
of the potential scaleof large deployments. Outside the enterprise environment,
home usersare unlikely to have the technical skill to monitor and patch a com-
plicated system. We purposefully designedFLIPS to require little managemen
beyond installation and initial training. PayL can perform unsupervised train-
ing. Onetask that should be performedduring systeminstallation is the addition



of a rew all rule that redirectstrac aimed at the protected application to the
proxy and only allows the proxy to contact the protected application.
Second,the performance of such a systemis an important consideration in
deployment. We show in Section5 that the benet of automatic protection and
repair (as well as generation of zero-day signatures) is worth the performance
impact of the system. If the cost is deemedtoo high, the system can still be
deployed as a honeypot or a \t win system" that receivesa copy of input meart
for another host. Third, the proxy should be as simple as possibleto promote
con dence in its codebasethat it is not susceptibleto the sameexploits as the
protected application. We implemert our proxy in Java, a type-safelanguage
that is not vulnerable to the sameset of binary code injection attacks asa C
program. Our current implementation only considersHTTP requestlines. Specif-
ically, it doesnot train or detect on headersor HTTP erntity bodies. Therefore,
it only protects against binary code injection attacks contained in the request
line. Howewer, nothing preverts the scope of training and detecting from being
expanded,and other typesof attacks can be detected at the host.

4 Implemen tation

This section dealswith the construction of our prototype implementation. The
proxy was written in Java and includes PayL (400 lines of code) and a simple
HTTP proxy that incorporates the signature matching Iter (about 5000 lines
of code). The supervision framework is provided by STEM (about 19000lines
of C code). One advantage of writing the proxy in Java is that it provides an
implicit level of diversity for the system. The small codebaseof PayL and the
proxy allows for easyauditing.
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Fig. 2. FLIPS's Prototype Implementation Components. We constructed an HTTP
proxy to protect HTTP servers (in this example, Apache) from malicious requests.
The proxy invokesa chain of three Itering medhanisms and PayL to decide what to
do with each HTTP request.



41 HTTP Proxy and PayL

The HTTP proxy is a simple HTTP sener that spavns a new thread instance
for eadh incoming request. During the serviceroutine, the proxy invokesa chain
of Filter objects onthe HTTP request. Our default lter implemertation main-
tains three signature-based Iters and a Classi er object. PayL implemerts the
Classi er interface to provide an anomaly-basedscorefor each HTTP request.
When the proxy starts, it createsan instance of PayL and provides PayL with
a sampletrac le to train on.

The core of the lter implementation is split betweentwo subcomponerts.
The checkRequest() method performs the primary Itering and classi cation
work. It maintains four data structures to support ltering. The rst is alist of
\suspicious" input requests(as determined by PayL). This list is a cadche that
provides the feedbak mecanism a good starting point for matching con rmed
malicious input. Note that this list is not usedto drop requests.The remaining
data collectionsform a three level Itering schemethat trade o complexity and
cost with a more aggressie ltering posture. Theselists are not populated by
PayL, but rather by the feedba& medanism. The rst level of ltering is direct
match. This lter is the least expensiwe, but it is the least likely to block mali-
ciousrequeststhat are even slightly metamorphic. The second Iter is a reverse
lookup Iter that storesrequestsby the scorethey receive from PayL. Finally, a
longest common substring Iter provides a fairly expensive but e ective means
of catching malicious requests.

The secondcomponert servesasthe feedba& medanismin the proxy. It isa
badkground thread listening for connectionsfrom STEM that contains malicious
binary code. This thread simply readsin a sequenceof bytes and cheds if they
match previously seen\suspicious” input (asclassi ed by PayL). If not, then the
thread widensits scope to include a small cache of all previously seenrequests.
Matching is done using the longest common substring algorithm. If a match is
found, then that requestis usedin the aforemerioned ltering data structures.
If not, then a new requestis created and inserted into the Iters basedon the
malicious byte sequence.

4.2 STEM

Our supervision framework is an application-level library that providesan emu-
lator capableof switching freely betweenderandomizing the instruction stream
and normal execution of the instruction stream on the underlying hardware. As
shown in Figure 3, four special tags are wrapped around the segmem of code
that will be emulated.

STEM is an x86 emulator that can be selectiwely invoked for arbitrary code
segmetts, allowing us to mix emulated and non-enulated execution inside the
same process. The emulator lets us (a) monitor for derandomization failures
when executing the instruction, (b) undo any memory changes made by the
code function inside which the fault occurred, and (c) simulate an error return
from said function. One of our key assumptionsis that we can create a mapping



void foo()

{
int a=1;
emulate_init();
emulate_begin(stem_args);
a++;
emulate_end();
emulate_term();
printf('a = %d\n", a);

Fig. 3. An example of using STEM tags The emulate_* calls invoke and terminate
execution of STEM. The code inside that region is executed by the emulator. In order
to illustrate the level of granularity that we can achieve, we show only the increment
statement as being executed by the emulator.

between the set of errors and exceptionsthat could occur during a program's
execution and the limited set of errors that are explicitly handled by the pro-
gram's code. Due to spacelimitations, the readeris referredto [29] for details on
the generalimplemenrtation of STEM. In this section, we describe our additions
to enable STEM to derandomizean instruction stream and provide feedbad to
the FLIPS proxy.

4.3 ISR Technique

The main loop of the emulator fetches,decades,executes,and retires oneinstruc-
tion at atime. Beforefetching aninstruction, de-randomizationtakesplace.Since
the x86 architecture cortains variable-length instructions, translating enough
bytes in the instruction stream is vital for the successof decading. Otherwise,
invalid operations may be generated. To simplify the problem, we assumethe
maximum length (16 bytes) for ewvery instruction. For every iteration of the
loop, 16-bit words are XOR'd with a 16-bit key and copiedto a buer. The
fetch/decode function readsthe bu er and extracts one instruction. The pro-
gram courter is incremerted by the exact length of the processednstruction. In
caseswhere instructions are fteen bytes or less,unnecessaryde-randomization
takesplace, but this is an unavoidable side-e ect of variable-length instructions.
If injected code residesanywhere along the execution path, the XOR function
will convert it to an illegal opcode or an instruction which will accessan in-
valid memory address.If an exception occurs during emulation, STEM noti es
the proxy of the code at the instruction pointer. STEM captures 1KB of code
forward, opensa simple TCP socket to the proxy (the addressand port of the
feedba& mecanism are included in the startup options for emulate begin()).
STEM then simulates an error return from the function it was invoked in.

The emulator is designedto executein user-made, so system calls cannot
be computed directly without kernel-level permissions.Therefore, when the em-
ulator decales an interrupt with an immediate value of 0x80, it must release



control to the kernel. Howewer, before the kernel can successfullyexecute the
systemcall, the program state needsto re ect the virtual registersarrived at by
STEM. The emulator badks up the real registersand replacesthem with its own
values. An INT 0x80is issuedby STEM, and the kernel processeghe system
call. Once cortrol returns, the emulator updates its registers and restoresthe
original valuesin the program's registers.

5 Evaluation

Inserting a detection systeminto the critical path of an application is a contro-
versial proposal becauseof the anticipated performanceimpact of the detection
algorithms and the correctnessof the decision that the detection componert
reaches. Our primary aim is to showv that the combined benet of automatic
protection and exploit signature generation is worth the price of even a fairly
unoptimized proxy implementation. Our evaluation hasthree major aims:

1. show that the systemis good at classi cation
2. show that the system can perform end-to-end (E2E)
3. shaw that the systemhasrelatively good performance

The rst aim is accomplishedby calculating the ROC curve for PayL. The
secondaim is accomplishedby an E2E test showing how quickly the systemcan
detect an attack, register the attack bytes with the Iters, createthe appropriate
Iter rules, and drop the next instance of the attack. We senda request stream
consisting of the sameattack at the proxy and measurethe time (in both number
of 'slipped' attacks and real time) it takesthe proxy to lter the next instance
of the attack. The third aim is accomplishedby measuringthe additional time
the proxy adds to the overall processingwith two dierent HTTP traces. We
were unable to test how well FLIPS blocked real metamorphic attack instances.
However, the use of the Longest Common Substring algorithm should provided
somemeasureof protection, asour last experiments shaved. We plan to evaluate
this capability in future work on the system.

5.1 Hyp otheses and Exp erimen ts
We investigate four hypothesesto support our aims.

{ Hyp othesis 1: The useof ISR imposesa manageable performance overhead.
We ewaluate this hypothesis with experiments on STEM that explore the
impact of partial emulation vs. full emulation on Apache requests.

{ Hyp othesis 2: The e c acy of PayL is gaod. We evaluate this hypothesis
by shawing the ROC curve for PayL.

{ Hyp othesis 3: The proxy imposesa manageble performance overhed. This
performanceoverheadis introduced by a few sources:

1. the use of an interpreted language (Java) to implemert the proxy and
the anomaly detector.



2. the implementation choicesof the proxy (e.g, multi-threaded but syn-
chronized at one Iter manager). Performance is easily improved by
adding multiple Iter managerobjects.

3. the basic cost of performing proxying, including reading data from the
network and parsing it for sanity

4. the cost of invoking PayL on eadt request

5. the cost of training PayL (incurred once at system startup, about 5
secondsfor a 5MB le of HTTP requests)

We ewvaluate this hypothesis by using a simple client to issue requeststo
the production server and measurethe changein processingtime when eath
proxy subcomponert is introduced. Table 2 describestheseresults.

{ Hyp othesis 4: The systemcan run end to end and black a new exploit.
A positive result provides proof for zero-day protection and precise,tuned,
automated lItering. To prove this hypothesis, we run the crafted exploit
against the full system cortinuously and seehow quickly the proxy blocks
it. We determine the latency betweenSTEM aborting the emulated function
and the proxy updating the lters.

5.2 Exp erimen tal Setup

The experimental setup for Hypothesis3 and Hypothesis4 included an instance
of Apache 2.0.52asthe production sener with onesimple modi cation to the ba-
siccon guration le: the \KeepAliv e" attribute wassetto \O." Then, a simple
awk script reconstructedHTTP requestsfrom dump of HTTP trac and passed
the requestover the netcat utilit y to either the production serer or the proxy.
The proxy waswritten in Java, compiled with the Sun JDK 1.5.0for Linux, and
run in the Sun JVM 1.5.0for Linux. The proxy was executedon a dual Xeon
2.0GHz with 1GB of RAM running Fedora Core 3, kernel 2.6.10-1.77QFC3smp.
The production serer platform runs FedoraCore 3, kernel 2.6.10-1.77QFC3smp
on a dual Xeon 2.8GHz processorwith 1GB of RAM. The proxy sener and the
production serer were connectedvia a Gigabit Ethernet switch. The seners
were reset betweentests. Each test wasrun for 10 trials.

5.3 Hyp othesis 1: Performance Impact of ISR

We evaluated the performanceimpact of STEM by instrumenting the Apache
web sener and performing micro-benchmarks on someshell utilities. We chose
the Apache ood httpd testing tool to evaluate how quickly both the non-
emulated and enmulated versionsof Apache would respond and processrequests.
In our experiments, we choseto measureperformanceby the total number of re-
questsprocessedasre ected in Figure 4. The value for total humber of requests
per secondis extrapolated (by o0 od's reporting tool) from a smaller number of
requestssert and processedwithin a smaller time slice; the value should not
be interpreted to mean that our Apache instances actually served some 6000
requestsper second.



We selected some common shell utilities and measuredtheir performance
for large workloads running both with and without STEM. For example, we
issuedan 'Is -R' command on the root of the Apache source code with both
stderr and stdout redirected to /dev/nul | in order to reducethe e ects of screen
/0. We then used cat and cp on a large le (also with any screenoutput
redirected to /dev/nul 1). Table 1 shaws the result of these measuremets. As
expected, there is a large impact on performancewhen emulating the majority
of an application. Our experiments demonstrate that only emulating potentially
vulnerable sectionsof code o ers a signi cant advantage over emulation of the
ertire system.

Apache 2.0.49 Request Handling Performance
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Fig. 4. Performance of STEM under various levels of emulation. While full emula-
tion is fairly expensive, selective emulation of input handling routines appears quite
sustainable. The \emurand" designation indicates the useof STEM (emulated random-
ization).

Table 1. Microb enchmark performance times for various command line utilities.

Test Type ||trials|mean (s)|Std. Dev.| Min | Max |Instr. Emulated
Is (non-emu) || 25 0.12 0.009 |0.121) 0.167 0

Is (emu) 25 | 42.32 0.182 (42.1943.01 18,000,000
cp (non-emu) || 25 | 16.63 0.707 |15.80 17.61 0

cp (emu) 25 | 21.45 0.871 |20.31} 23.42| 2,100,000
cat (non-emu)| 25 7.56 0.05 |7.48| 7.65 0

cat (emu) 25 8.75 0.08 |8.64| 8.99 947,892




5.4 Hyp othesis 2: Ecacy of PayL

PayL [38]is a content-based anomaly detector. It builds byte distribution mod-
els for the payload part of normal network trac by creating one model for
ead payload length. Then it computes the Mahalanobis distance of the test
data against the models, and decidesthat input is anomalousif it has a large
Mahalanobis distance comparedto the calculated norms.

PayL's results have beenpreseried elsewherethis sectiondescribeshow well
PayL performed on trac during our tests. For the purpose of incorporating
PayL in FLIPS, we adapted PayL to operate on HTTP requests(it previously
evaluated TCP padkets). To test the e cacy of PaylL's operations on the web
requests,we collected 5MB (totaling roughly 109000requests)of HTTP trac
from one of our test machines. This data collection cortains various CodeRed
and other malicious request lines. As the baseline, we manually identied the
malicious requestsin the collection. The ROC curve is preserted in Figure 5.

Detection Rate (%)

OO*K

| |
5 10 15 20 25
False Positive Rate (%)

Fig. 5. PayL ROC Curve.

From the plot we can seethat the classi cation result of PayL on the HTTP
queriesis not very satisfying. While all the CodeRed and Nimda queries can
be caugh successfully there are still many \lo oks not anomalous" bad queries
that PayL cannot identify. For example, the query \HEAD /cgi-dos/args.cmd
HTTP/1.0 " isapotentially malicious onefor awebsener, but hasno anomalous
content consideringits byte distribution. If PayL wasusedto classify the entire
HTTP request, including the ertity body, results will be more precise. PayL
aloneis not enoughfor protecting a server, and it requires more information to
tune its models. We emphasizethat FLIPS assumeshis requiremert as part of
its design;we do not Iter basedon PayL's evidencealone.



5.5 Hyp othesis 3: Proxy Performance Impact

We discoveredthe performanceimpact of our unoptimized, Java-basedproxy on
the time it took to servicetwo di erent trac traces. Our results are displayed
in Table 2 and graphically in Figure 6. Note that our experimental setup is
not designedto stresstest Apache or the proxy, but rather to elucidate the
relative overhead that the proxy and the Iters add. Baseline performanceis
roughly 210 requestsper second.Adding the proxy in degradesthis throughput
to roughly 170requestsper second.Finally, adding the Iter reducesit to around
160 requestsper second.
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Fig. 6. Performance Impact of FLIPS Proxy Sulromponents. A demonstration of how
the proxy aects baseline performance for two dierent trac traces. Note that the
smaller trace (529 requests) is measured on the vertical axis on the right side of the
graph. This graph showsthe increasein averagetime to servicesomenumber of requests
when the proxy is inserted betweenthe client and the HTTP server, and again when
the ltering in the proxy is turned on.

5.6 Hyp othesis 4: The End-to-End Test

To demonstrate the operation of the system, we inserted a synthetic code in-
jection vulnerability into Apache. The vulnerability was a simple stadk-based
overow of a local xed sizebuer. The function was protected with STEM,
and we obsened how long it took FLIPS to stop the attack and deploy a Iter
against further instances.

Inserting a vulnerability into Apache provedto be the most challenging part
of this experiment. The platform that FLIPS was deployed on (Fedora Core 3)



Table 2. Performance Impact of FLIPS Proxy Sulcomponents. Baseline performance
is compared to adding FLIPS's HTTP proxy and FLIPS's HTTP proxy with Itering

and classi cation turned on. Baseline performance is measuredby a client script hitting

Apache directly. The addition of the proxy is done by directing the script to contact
the FLIPS HTTP proxy rather than the production server directly. Finally, ltering in
the FLIPS HTTP proxy is turned on.

Comp onent ||# of Requests [Mean Time (s)|Std. Dev.
Baseline 529 2.42 0.007
Baseline 108818 516 65.7
+Pro xy 529 2.88 0.119
+Pro xy 108818 668 9.68

+Pro xy, +Filter (|529 3.07 0.128
+Pro xy, +Filter ||108818 727 21.15

employs addressspacerandomization (via the Exec-Shield) utilit y. We turned
this 0 by changingthe valuein /pr oc/sys/kernel/exec-shield-randomize to zero.
In addition, we marked the httpd binary asneedingan executablestack via the
execstack utilit y.

To test the end-to-end functionality, we directed two streams of attack in-
stancesagainst Apache through our proxy. We rst sert a stream of 67 identical
attack instancesand then followed this with 22 more attacks that included slight
variations of the original attack. In the rst attack stream, FLIPS successfully
blocked 61 of the 67 attack instances.lIt let the rst six instancesthrough before
STEM had enoughtime to feedbak to FLIPS. It took roughly one secondfor
FLIPS to start blocking the attacks. After that, ead subsequen identical at-
tack instance was blocked by the direct match lter. The secondattack stream
contained 22 variations of the original. The LCS Iter (with a threshold of 60%)
successfullyblocked twenty of these. This result provides some evidence that
FLIPS can stop metamorphic attacks. Our results are summarizedin Table 3.

Table 3. End to end respnse time of FLIPS ltering . Once FLIPS has had feedbad
from STEM, it will block all future identical attack instances. With the LCS lter
threshold set at 60%, FLIPS was able to lter 20 of 22 attack variations. Most of the
blocked attacks had an LCS of 80% or more. Obviously, attacks that are extremely
di erent will not be caught by the LCS lter, but if they causeSTEM to signal FLIPS
about them, they will then be blocked on their own merits.

Attac k Stream Total # of Requests [Time to Blo ck |Requests Blo cked
HomogeneousStream||67 1 sec 61
Mixed Stream 22 n/a 20




6 Future Work

There remainsa great deal of work in the spaceof intrusion prevertion. We plan
on enhancing our implementation of FLIPS along seeral axes. First, we will
extend the proxy to handle di erent servicesand clients. Second,we will extend
our current treatment of HTTP to include the requestheadersand ertit y bodies.
Doing so can enable us to verify our experimertal results against real Apache
vulnerabilities. Third, we plan to augmert our set of supervision elemeris by
adding medanisms like input taint-tracking that may be less expensive than
ISR. We also intend to explore using iptables and libipq as the basis of input
for a more general architecture. Finally, we are currently researding methods
of exchanging signaturesthat have beengeneratedby FLIPS with other FLIPS
instancesto provide inoculation to members of an Application Community [19].

7 Conclusions

Intrusion detection systemstraditionally focuson identifying attempts to breach
computer systemsand networks. Sincedetecting intrusions remainsa hard prob-
lem, reacting in an automated and intelligent way to intrusion alerts has re-
mained largely unaddressedand is often a manual processexecutedby overbur-
dened system administrators.

We preseried FLIPS, an intrusion prevertion system that employs a com-
bination of anomaly classi cation and signature matching to block binary code
injection attacks. The feedbadk for this hybrid detection systemis provided by
STEM, an x86 emulator capable of performing instruction set randomization
(ISR). STEM can identify injected code, automatically recover from an attack,
and forward the attack code to the anomaly and signature classi ers. We have
showvn how FLIPS can detect, halt, repair, and create a signature for a pre-
viously unknown attack. While we demonstrated an implementation of FLIPS
that protects an HTTP sener, FLIPS's medcanisms are broadly applicable to
host-basedintrusion prevention.
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